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—HFEEEE, LA IORI Pz Bl

localos FrBEAMEAERG ) AR EETH S, MC AT S5 ER localos H)TATLA
MG T RSl . A iR AT\, Platform Services Controller {15 H i FH
localos FRIHIRIA 3o

vsphere.local f42; vCenter Single Sign-On P o

BTR&H

TR ETEAIN Active Directory #75iRJE, ] vCenter Server Appliance iz1T vCenter Server [ Windows 1}
FINLAZf T Active Directory J8H1, 152 L5 18 T,  “ff Platform Services Controller #7545 1] Active
Directory 1"

R

1 I\ Web %5 #+i£ 55 vSphere Web Client 5k Platform Services Controller,

bt HiR
vSphere Web Client https://vc_hostname_or_IP/vsphere-client
Platform Services Controller https://psc_hostname_or_IP/psc

TERAREBE R, Platform Services Controller 41445k IP Hihlk 5
vCenter Server FHL &5k IP HinAH]

2 i administrator@vsphere.local &k vCenter Single Sign-On £ B G32H [ H A A 03457 H P LR iG .
QUARAE 2B FiR e T AN, 1i50A administrator@mydomain Sy 2%
3 5% vCenter Single Sign-On it Ul

LT Hig
vSphere Web Client a  (EEIEHT, KERAEH.

b 7t Single Sign-On F, HiEHE,
Platform Services Controller H1:1; Single Sign-On, XfFHATEE .

4 fERRRIRESR L, S E IR RIRE bR
5 BEPEARIRIEEAY, SRR BRI

bl i: pu
Active Directory ($8 Windows & X144 Active Directory 55, IS, AR/ HIILEDL, Wiz
) 17 vCenter Single Sign-On 3511 THEH LT Active Directory JiiH

HZ W 29 T, “Active Directory briRifi%®E" o

Active Directory {E25 LDAP fR&88 LT I T e deatt, XREads ez i E R, E23 05 30
TI, “Active Directory LDAP Server fl OpenLDAP Server bRk e o

OpenLDAP X T OpenLDAP FRiHii, HHIES, 20430 01, “Active
Directory LDAP Server fl OpenLDAP Server FriHJi% "
LocalOS A U200 ] R AR A R G AR IR . RGeS N AR 1

RAMHIR AR l, WHRE L R =284 vCenter
Single Sign-On 7] W, BIMx 8 Ji] AN & T HAth St antt

HE APk EBUESEH], Active Directory 381 SIS UE L XA P g b, JH Pk P
WAEAT PRI OU A BETERAER,, IF HASARE S S AL E . BRIASOL T, Active Directory
PR BRI U AR o {8 PR SRR 25 P A 2 4 vk
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% 2 %= (& vCenter Single Sign-On #1T vSphere S} 3&iE

6 WIRELE Active Directory 1 LDAP IRZ5#3 8, OpenLDAP b, W) MRRERE AR IR ] DA R

SIFRIRA,
7 .
F—#

ISR . B R B b AT Sy ier, (H A Te0ARffita. BAT vCenter Server #SEBUBRFFAUT H
AN P B — LT P B, DAMEAB T TRENE 2%k vCenter Server & BRI RN 5, 1525 W vSphere 4
EN/SEER

Active Directory #RiQiFi&EE

GnlRikFE Active Directory (525 Windows SHEUE) briFlJiesly, W nIURE A HEHUIK P SPN (IR
S FAREFR) AN E—1 SPN, HA7E vCenter Single Sign-On IR %575 I\ Active Directory I, 7 fiE
T

%/ Active Directory RIRIEH A & &M

{4 Active Directory FrIRIET] IR, 7/ 6E¥F vCenter Single Sign-On 1 & 4 # FZFriHIE .
B T Windows %358, 15 Windows THEIAUINA Active Directory

®  XfJ vCenter Server Appliance, i/ vCenter Server Appliance /i & SCRHHIBIHSAE .

HER Active Directory (2 Windows S356IE ) 1644#H] Active Directory Ik root H3%. Z#iH] Active
Directory MR8 & LR B Windows BB iEAri i, 152 W VMware HITHESCEE 2070433,

Ve T FEA U P Rl Inbid . R B iy #4121T vCenter Single Sign-On AHE THEIAL, 5l ]
fifRE—1 SPN.

ER 7E vSphere 5.5 1, BIffifgE SPN, vCenter Single Sign-On {2 f# TIHEHUK . 155 0 VMware %1
HEESCEE 2087978,

* 22 FMFRRIRIEE

XAAE ik

BE 14 FQDN, 41, mydomain.com, &Z32{k IP Hitik,
123 A4 H vCenter Server R4t 4T DNS fifftro QAR

it vCenter Server Appliance, {8 A5 JGHD i 4% 4
S BRI DNS RS54

fE AL VERR eI P A TSI 7 HIPE SPN. e BRIt e Tsify
NARES % AR A EEM AR, 2Bk
i,

RS AR ZFK (SPN) WRAEATHE A G AN L, ThR BRI, SAEE
SPN. fAIm AR IR T S S H - ARG T i
s,

RS EAELH (SPN) HH)T Kerberos 1H] Active Directory IR 51 SPN. i57E#

FrAtu g, Bl STS/example. com,
SPN 7EdH Wi —, 21T setspn =S RS L AR Al T
S, < setspn (IEE, 1550 Microsoft SR,

FPEEEFR (UPN) AEMEAE I AR IR IR T B B UL T P R SRR . 3l

>y FHHLFIBEFHbIEA& S, 45040 jchin@mydomain. com, RLAH
1 Active Directory He % St #s (ADSI Edit) 36:0FH 32
HEHR,
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Active Directory LDAP Server 1 OpenLDAP Server friRiRi&E

5y LDAP Server FriHJiIY) Active Directory R T IEHeATE. $H0THEE DN EE, 1] Active
Directory ( EL4E% Windows H3561UF ) %6, OpenLDAP Server FriAJE T 1] OpenLDAP [HERER

i OpenLDAP FrifiRI, 155 I

I, VMware FTHEECE 2064977, VAT iR HABTEK

& 2-3 LDAP Server Active Directory #1 OpenLDAP i% &

FR

iz

i

FRRIEI 2R

A DN

HI P ARG

b= £

38 FDQN, #ilfl, example.com. iHZ{EIL 7Bt IP 1
ko

BT Active Directory ARiHIR, 12314493811 NetBIOS £ H4%,
QOREAI] SSPI SHAYGE, NI Active Directory 3511
NetBIOS FARIRMAFRIAIRTI 3] % o

X OpenLDAP Hrifilt, WARAFEE &, WIS T
Bl

4 HEA DN

IEEARR Ao

F M5 URL

B IR LDAP IR #%

1 f# F 1dap://hostname:port &k ldaps://hostname:port 1
o aEE K 389, HIF 1dap: 4%, ifi 636 HIF ldaps
#8%, KT Active Directory Il , 1Zom H#HN
3268 11 1dap: %4z, 1fi 3269 HI T Idaps: 4.

73 LDAP URL &4l LDAP URL A1) Idaps:// Y, 7
A5 Active Directory i 55+ LDAPS ity 5 27 f5
T

HhEhIR S5 #s URL

Tt D B e LDAP s asiiitoit.

PERIET

QNS LDAPS 5 Active Directory LDAP Jlz 5575k,
OpenLDAP H&%ﬁﬁﬁ WAL A6, WI7E URL FBhHEN
ldaps:// J5, “HEEUER” AN, AT
URL,

W AR ID, P AR DN R B R/NNA
B

MR SER IR o

#4748 vCenter Single Sign-On #RiRiE

vSphere H AR E X o #ERT DA% 5 vCenter Single Sign-On Sl AR TELNE KL

B2

1 )\ Web i #i%E: 2] vSphere Web Client 5k Platform Services Controller,

%D

#ik

vSphere Web Client

https://vc_hostname_or_IP/vsphere-client

Platform Services Controller

https://psc_hostname_or_IP/psc

TERATRESEH, Platform Services Controller F 41445k IP M5
vCenter Server A&k IP Huhi-AHIA] o
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% 2 % (& vCenter Single Sign-On #4T vSphere S} 1&iE

2’} administrator@vsphere.local &k vCenter Single Sign-On £ B G321 H A A S48 H P A FE i
WORAE LR F5E T AR, 151 administrator@mydomain H73% 5%
3 9% vCenter Single Sign-On it . Ul

b4 HiR
vSphere Web Client a  (EETERT, EERFEE.

b  7f Single Sign-On T, #1:EHE.
Platform Services Controller i1 Single Sign-On, X5 HEIE.

4 REBRRIEED R
5  AERAPEEEARRIR, AR R R
6 SRR . P U T A e R 2

PRI iR
Active Directory (82 Windows &8 X[ T 44/l Active Directory 5, 15w, R HtbEm, Wis
IB4iF) 1T vCenter Single Sign-On IR 51T M ILAZITE Active Directory J5H1.

WS IEE 29 T1,  “Active Directory FRiHJRIEE"

Active Directory {E25 LDAP AR 528 eI ] T a ksl . X e s flRs A= B S IR 30
T{, “Active Directory LDAP Server fll OpenLDAP Server brififiik " o

OpenLDAP AT OpenLDAP AR, 5L, 15203001, “Active Directory
LDAP Server Ml OpenLDAP Server FriH k" o
LocalOS AN T A AR R A E bR . RGN AR PR

R IR Rt WHEIE THEAL BRI S ERXT vCenter
Single Sign-On AJ W, BIEXEEH] HA s T HoAus doe gt

7 AR RRRERUATOR ] DO EZAR
8 LB,

B vCenter Single Sign-On #Ri%iE
AT MNFEMIR IR R AR . IR BT, WhZAmiRIE A 1) e fA) vCenter Single Sign-On

BEAT B SIE
B

1 I\ Web 3% #5258 vSphere Web Client 5k Platform Services Controller,

JELT HiR
vSphere Web Client https://vc_hostname_or_IP/vsphere-client
Platform Services Controller https://psc_hostname_or_IP/psc

TEAREBEH, Platform Services Controller 41445k IP Hihik 5
vCenter Server T ALk [P HizAHF]

2 i administrator@vsphere.local &k vCenter Single Sign-On £ B G32H [ H A A D345 T HI P LR
WUERAE 2N FiRE T AR, w5 PA administrator@mydomain S35
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32

3 i3] vCenter Single Sign-On it Ul,

&I

iR

vSphere Web Client

a  fEETURHUR, UHRSEE.
b  7f Single Sign-On T, MHiEE.

Platform Services Controller #1il; Single Sign-On, SR/5 A HELE.

4 fERRRIRESR b, e AR, SRS S RN IRIR S A
5 BRIFNETRN, HRTER.

¥ vCenter Single Sign-On 5 Windows £iE &3 iF & &EH

&R DAL vCenter Single Sign-On Hfifi ] Windows &G S B%IE (SSPI), 2Ae¥t Platform Services Controller
BN Active Directory 3k, X577 EHH] SSPI,

{1 SSPT 1] oy 24 iy LBt S F PR st 2

ifi= s

® 35217 Platform Services Controller [#] Platform Services Controller # %55k Windows tHHALII Active
Directory 3, 152045 18 T, “Ff Platform Services Controller K5V %] Active Directory 8"

B R EWTCIR . 120 VMware HIHEE X 2064250,

B2

1 St % vSphere Web Client %3¢ I [fi .
2 P {EiH Windows 3% S EAIE H 1% HE
3 {#i/fl Active Directory ] % FIRHE S o
B YR Active Directory SCHERIARRIEIR, WIGEFHH &858, Bl jlee,

m G0, EEE, Bl jlee@example.coms,

vCenter Server W E = &/ 181

izt vCenter Single Sign-On, 1 LA{EJy vCenter Single Sign-On 7] PR I FOARIRIE AR T3 T S 3 3eiE,
ok ] Windows 21E L 3561F. M vSphere 6.0 Update 2 J14f1, iR DAl AR RER (T UPN famH]
Pilnl-Rek CAC) sk # il ] RSA SecurID 4-Foklb TS I IIE

WEEHHWIET &

ORI UG IR il =5 ZOBUR 2% AR Sl Ty 75

e HHWIE

RSA SecurlD S4I&iF

e S SS YT S USB I shas e N T pER-
frviinle Bilan, @ Hvsin+ (Common Access Card, CAC) S350 o
AT DA PKI, AR RUES A R CA AR IIME—% FriiE 45, X1
SRS, SO A PSR RE b, B AN, RE R Gatlorkn
A PIN. AR HAYEE-RAR S UEBICEE PIN 4 ek

T RSA SecurlD S 5561F, AHERAEAR EAflC B 1Y RSA Authentication

Manager. 41 Platform Services Controller E\FC & A f5[7 RSA k55 7%, JH.
GAREUE T RSA SecurID S 36 0k, WA AT Dl HH 2 A AR T8 5% .
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% 2 %= (& vCenter Single Sign-On #1T vSphere S} 1&iE

HIVEEE, B2 AT < RSA SecurlD # H 1) vSphere #4151

IR vCenter Single Sign-On {34 SecurID., /374 RADIUS &34
ko

IEEAEBIA B R IEIE ik
FHE I DA Platform Services Controller Web #fij ki 1+ {i# F| sso—config AU ARERIA B 3eE 75 o

B TTERE R ESEAIE, PTLAM Platform Services Controller Web i fiakifis {#i i sso-config $#fT vCenter
Single Sign-On ¥ 8 ¥ GAH IS HERE K S 0396wk LA ML B Uk 15 T8 2RI

®m 3+ RSA SecurlD, f#] sso-config A AL RSA Authentication Manager, F)iiH RSA 4 &1
IUE. Joili M Web FHIIEC E RSA SecurlD SSIGIUE. {F2, @R H RSA SecurlD, 1Z G556t /71K
BoRAF Web BUfiH

HRERSMBMNEIETT X
FTLAGE ] sso-config 3 B FERAE FIAR I L G b AR 2 S (VB IT TR , St P 4 st o
AL TR s BRSEHZ I, AUR T — BRI 2

FREFHHWIEE R

Bpe R R AN S IR . 2 BURP VAR ALl 8 T i 1 v 7R (CAC) 2 2611
BRE RS R R L RN A AV RE RIOEAEI, 6 TN BA B RS .

W H TR TR AR R Re REEFIX B R
“hvCenter Single Sign-On At E1FHE K DI, Kiid 538 vCenter Server 5 Platform Services Controller
ARG s BRI PIN (ST S8 e, A ATk

T s Eae RAAETRE R, vCenter Single Sign-On #:HU K FAIUE.
2 vCenter Single Sign-On #&/r TP BE45, SRS F2o= T i NiZuE 45114 PIN

3 vCenter Single Sign-On /& & HE K U2 A TR PINGZE R IER . QURITH 18, W vCenter
Single Sign-On it 230 A UF P52 75 T8

4 UEC M EAS RS, W Pl S g r AP T A THIESS .

EE EESENT, ENRRIRCRR S 2 RS S AL TR ARSI B X WiRse s, 254
TR SIS UET T 6E £ S IIE. B, vSphere Web Client X foF &G £& 3, AR HALAA
root FAAERE L VRS A B P A AT LA ) B 25 5% 2 Platform Services Controller KI5/ I S &A1Y &
BYIE o

Bt E 04 A B sEF SR IRIE

AT B RIIAES & 0 24 FH N vSphere Web Client 14 % vCenter Server 5k JCHKHY
Platform Services Controller I ZF5 & HE R Y UE

R S UER B E T AU T AT I vSphere A
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vSphere ffiZ& oiE HE

6.0 Update 2 1 &%H Tomcat IR %5+ vSphere 6.0 SCRHL

T ERRAH) vSphere 6.0 2 FIFIRC E AV HE K S A96E.

6.5 S E A 1 B AR, 934 U1, TCE SR AERDAT RS FiiEAs”
2 EAMECERRE RS M. 35T, “fHTIar S TREELEAE K O e E”

#9537 71, “fdi]H] Platform Services Controller Web HLf|F
PEETRE R S YGILE”

L B & AR SR & P

TE R HERE | B Il 2 /T, 457550F Platform Services Controller A% it & S AR, an SR 4B H
R A\ Platform Services Controller, F=7r Al 11T vCenter Server # Platform Services Controller [ & %5 |-

PATIETIE S o
vSphere 6.5 N E AT B B S A AR
BrR&ES

¥ CA UFPE 8] Platform Services Controller &%:,

B

1 Z3%7F| Platform Services Controller,

BRIERS% HiR
Appliance PL root HI P B3 5k 4 4% shell,
Windows VUEHE BT P B3 %553 Windows i 1R o

2 lEATfER P CA {7k
ZATER S IR AUE CA 1Y% Fmitb 5o AL PR R A R A b T i &M P e s B
i 8
PAUN 782 T 4nfaT{E Platform Services Controller #45 b Al HEUE 154704 .
AR

cd /usr/lib/vmware-sso/
openssl x509 —inform PEM —in xyzCompanySmartCardSigningCA.cer > /usr/lib/vmware-sso/vmware—
sts/conf/clienttrustCA.pem

AT 2N

cd /usr/lib/vmware-sso/
openssl x509 —inform PEM —-in xyzCompanySmartCardSigningCA.cer >> /usr/lib/vmware-sso/vmware—
sts/conf/clienttrustCA.pem

3 Rt SAARELE XY config.xml X, RIS AT T IT config.xml.

BRIERS iR
Appliance /etc/vmware-rhttpproxy/config.xml
Windows C:\Programbata\VMware\vCenterServer\cfg\vmware—

rhttpproxy\config.xml

34 VMware, Inc.


http://pubs.vmware.com/vsphere-60/topic/com.vmware.vsphere.security.doc/GUID-08DF3B90-85C6-4CBB-B87C-CEF380844B95.html

% 2 %= (& vCenter Single Sign-On #4T vSphere S} 1&iE

4 B NEoR T, KRR S

<http>

<maxConnections> 2048 </maxConnections>
<requestClientCertificate>true</requestClientCertificate>
<clientCertificateMaxSize>4096</clientCertificateMaxSize>
<clientCAListFile>/usr/1lib/vmware-sso/vmware-sts/conf/clienttrustCA.pem</clientCAListFile>
</http>

config.xml (EXEEICH, HENOHIEREE . £E <http> 1R BGHADA THOTERIF 3R
<clientCAListFile>,

5 EHHBIIRS.

BRIERE iR

Appliance service vmware-rhttpproxy restart

Windows AR ER S, S Service Manager F1/5 7)) VMware HTTP Reverse
Proxy.

ERGSITEEE - FSMIRIE

AILAfE ] sso—config SRR Man AT BRI BE R S Ik, 125 AR LT E & A REC A%

SERFR S S0 U 2RI R AR P OB B A7 7 VMware Directory Service H', H.7F vCenter Single Sign-On 3%
FJFrA Platform Services Controller S5 [ & il .

GURES I P AR Sy 36 uE, HARE R S UE HEL AL, T P Es . TEXFB T, root BREHE
PR AT RAM Platform Services Controller #y &4 T4T T F ) A FIB 0D S5 360E . DA ey &1 s R S A i

5T,
BIERGE e
Windows sso—-config.bat -set_authn_policy

—-pwdAuthn true -t <tenant_name>

QAR FBIARLS, 15 ] vsphere.local fEMFL M & HK,

Linux sso-config.sh —set_authn_policy —-pwdAuthn true
-t <tenant_name>

WUERAEEE BN, 151 1] vsphere.local fo0AH 1 £ 44,

AR T OCSP FEA T ES, IR LUMRFEFE R GE R UETS AIA ¥ A FREMIERIA OCSP, 53R AT DU ARERIA
BB E — N 2 R OCSP MR & . Bilan, #ir LAk vCenter Single Sign-On i ;A K) OCSP M
T R (SRS g

EE WREHRFEAEX OCSP, HMCh B CRL FBHHEME) o

Efi= s

B FRAERE S i ] Platform Services Controller fr K 6.5, AN AIET i ] vCenter Server ik 6.0 B,
WA, Platform Services Controller A 6.0 Update 2 SZFFRE+ Sy I6ir, (i d A A,

B UG R R T AP (PKT), DAKUEASE A MK
B SRR (UPN) 00N 2 feg 4 88 (SAN) 9 #4111 Active Directory #K /.

B ENET CRTR RS Bl MR I RO RRE & ST, RS
BA RIS

® i\ Platform Services Controller Web S HIE 1552 i P TR S AU, HERsASZA S mgeir.
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# Active Directory #riHJ 112 vCenter Single Sign-On.,

¥ vCenter Server FHE b1 ffi (03 Fil4s Active Directory FriRiR ) — k2 M. ARG, X AT
TEPMESS, ROABATHT DA T S 560F, J H BAT vCenter Server F58E FURFAY,

HEE BUIANH T, vCenter Single Sign-On 2145 51 administrator@vsphere.local JLIEPATRRE R &
%L,

WE N AARE, RETEH S SIS0 34 U1, “BCE AR LR FomiEds” o

B

1

36

RHGFPBIE G %] sso—config IR 0] LIS TR S35 .

FEIR iR
Windows *E51 B Platform Services Controller Windows 2245, FH:4# H WinSCP = 2484
PR PR T RS o
Appliance a Pk T SSH BB S & isHlE .
b JEME S shell, A FATR,
shell
chsh -s "/bin/bash" root
c I WinSCP sl fBh1 55 AR Rk 15 2 il 2

Platform Services Controller [/ /usr/1ib/vmware-sso/vmware-
sts/conf,

d - PEEEEAER shell, A1 FATR,

chsh -s "bin/appliancesh" root

5 VMware Directory Service (vidir) 5 & GE R S 560E, HiafTA Favrd .

sso—-config. [bat|sh] -set_authn_policy —certAuthn true -cacerts first_trusted_cert.cer,
second_trusted_cert.cer -t tenant

B

sso—-config. [bat|sh] -set_authn_policy —certAuthn true -cacerts MySmartCAl.cer,
MySmartCA2.cer -t vsphere.local

TSR A S IUE 7, s T T s
sso—-config. [bat|sh] -set_authn_policy —pwdAuthn false -t vsphere.local

sso-config.sh —-set_authn_policy -winAuthn false -t vsphere.local
sso-config.sh —-set_authn_policy -securIDAuthn false -t vsphere.local

(RIE ) BEREUERI 258, Hs T Mg,
sso—config.[bat|sh] -set_authn_policy -certPolicies policies
THBE LA NS, HHIESHBRE], Bl

sso—config.bat -set_authn_policy -certPolicies
2.16.840.1.101.2.1.11.9,2.16.840.1.1601.2.1.11.19

I A AR E UEBAUE R A Y R S VFRUSIR AU R ID . X509 UEF AT BAUE A .
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% 2 % (& vCenter Single Sign-On #4T vSphere &3 1&iE

5 (WAgk) JEHFFRCE ] OCSP #HA T i 2.
a M OCSP JHATH A .
sso—-config. [bat|sh] -set_authn_policy -t tenantName -useOcsp true

b GUASREIUE ATA § 5 OCSP Wi £k Hz, 1A OCSP Wiz # URL F1 OCSP il &1
FUEAS o
B OCSP 7E4A™ PSC i i e . 57T LAK vCenter Single Sign-On 3 S #87E 244K OCSP i
N, DBV T L
sso—config.[bat|sh] -t tenant —add_alt_ocsp [-siteID yourPSCClusterID] —ocspUrl
http://ocsp.xyz.com/ —ocspSigningCert yourOcspSigningCA.cer

FERE BRUSUUT, BCELE T 241 vCenter Single Sign-On i/, {24 4 HAls vCenter Single Sign-
On L E HH1X OCSP I, A S5 HH7E siteTd 4L,

LA oG 1t B

.sso—-config. [bat|sh] -t vsphere.local -add_alt_ocsp -ocspUrl
http://failover.ocsp.nsn@.rcvs.nit.disa.mil/ -
ocspSigningCert ./DOD_JITC_EMAIL_CA-29__0x01A5__DOD_JITC_ROOT_CA_2.cer
Adding alternative OCSP responder for tenant :vsphere.local

OCSP reponder is added successfully!

[
site:: 78564172-2508-4b3a-b903-23de29a2c342
[
OCSP url:: http://ocsp.nsn@.rcvs.nit.disa.mil/
OCSP signing CA cert: binary value]
]
[
OCSP url:: http://failover.ocsp.nsn@.rcvs.nit.disa.mil/
OCSP signing CA cert: binary value]
]
]

¢ FEURYFIEAR OCSP MR 1%, Hisf T .
sso—config. [bat|sh] -t tenantName —get_alt_ocsp]
d BRSO OCSP N, 1Hiaf T Fard .

sso—-config. [bat|sh] -t tenantName -delete_alt_ocsp [-allSite] [-siteID
pscSiteID_for_the_configuration]

6 (Hk) EHIHREGE, WHaiTh M.

sso—config. [bat|sh] -get_authn_policy -t tenantName

{EF Platform Services Controller Web RHEZIBE £ S/ 18iTF
HJLAM Platform Services Controller Web ST = FIFIAS FHETRE R B I0IE . 1 8 XCESRAIR DA M8 P B T
IR E T SIS UE AR A B S B i, W P aR il T A S I uE A T

WEREE T P A S S UE, FLA AR R SRS uE MBI, T Pk g fExXMEdl T, root S HE
FUH AT LA Platform Services Controller 24 T4T T AR5 S 3360k . LN w4 1] g HI T & A
SHEIE
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RIERS we

Windows sso-config.bat -set_authn_policy

—-pwdAuthn true -t <tenant_name>

QA RN, 1 vsphere.local 1E M 448

Linux sso-config.sh —set_authn_policy —-pwdAuthn true

-t <tenant_name>

QuAAEAE FIEAIAFL, 15 ] vsphere.local 1E AL 284

BIR&4
B FEIEREE S i ] Platform Services Controller Bk K 6.5, AN ZIET {4 ] vCenter Server ik 2 6.0 &k,

TE A Platform Services Controller JixA< 6.0 Update 2 SRR K S50 IE, M LA AR,

B IR R R R T A PIEEREZN (PKT), PARKGEAS R A DL R 2K
P ERSER (UPN) AU R TR R 4R (SAN) 7 JE 4 HiIY Active Directory )™
B RIEUERY R IR SR s GRS ] FROhIRE R S IeE” , IR
AL R,
® i\ Platform Services Controller Web S35 2] - AR FE. ), WEas A ezt B imgeit.
®m 4 Active Directory bR IN%] vCenter Single Sign-On..
® O} vCenter Server FHE I 4/ 1il4s Active Directory AriHIRAA— kA F e SR, XA
TERMTSS, PO TR A TS5 uE, JF H AT vCenter Server &P G1RHAY
EE ZRVMBOLT, vCenter Single Sign-On I P 1 administrator@vsphere.local TLiEHI TR GE R &
(AL AN
B OREN AR, REEHESE SR, S 05 34 U1, CECE ARG RE P o
Ll
1 SRHGEPISE G HIE] sso-config SRR AT LIS IR SR

38

R HiR
Windows %5 Platform Services Controller Windows 2%, il WinSCP k{1
PR S AR P A2 A1 S A
Appliance a PR SSH Bt Bk s il
b RS shell, 41 NATR.
shell

chsh —s "/bin/bash" root
csh —s "bin/appliance/sh" root
c i/l WinSCP sl 2Bl sk AR e far 1 2 i 21
Platform Services Controller |/ /usr/1ib/vmware-sso/vmware-
sts/conf,

d PR shell, A1 AR,

chsh -s "bin/appliancesh" root
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% 2 %= (& vCenter Single Sign-On #4T vSphere S 1&iE

2 M Web #I¥i#5%4%%] vSphere Web Client 5 Platform Services Controller,

LY HiR
vSphere Web Client https://vc_hostname_or_IP/vsphere-client
Platform Services Controller https://psc_hostname_or_IP/psc

FIRARIBE R, Platform Services Controller =445k IP Mtk 5
vCenter Server T AL Bk [P Hiz-AH]

3’/ administrator@vsphere.local &k vCenter Single Sign-On £ B 032 A A D345 H P LR .
INARAE LN E T AR, 150A administrator@mydomain T35
4 SiF] vCenter Single Sign-On it & Ul

R H#iR
vSphere Web Client a  fERBERT, kR RAEE,

b 7 Single Sign-On ~, HHEHE.
Platform Services Controller #1517 Single Sign-On, X5 TECE

5 HERRRERECE, JFRBANE CA MEBIEN K.

6 ENI—AEEAAIEUES, RIS, R, AAE CA RS, KRR R EEE .

7 EHRESHEUERE, HE SR E A R, RS B O R S S T vk
Tl MIE Web B A FHEkEE ] RSA SecurID S35 1F. HE, QIR Ma4-47 /8 1] RSA SecurlD, IRZE
e WoRAEZ Web S

%

IR REF R OCSP AL

B QL H OCSP MR CA AR RRE RINAE# CA, ilffit OCSP 254 CA k.

TP S0k S TR AR Platform Services Controller ik i it B —A~ek 2/ OCSP Wiy &, #7]
PABEH] CLI BB X te 4K OCSP MR o 12 W56 35 0l,  “fi e A TR PR AR R S seiE” o

9B HEEF SO IR BN

AIPLHESGIEB e, ] LAFRE vCenter Single Sign-On £ #% 45 L i MBI BHOALEL

it 1] Platform Services Controller Web Ffiiak 1l il i ] sso-config JIAS, RIVLEE XATH, Frkit i

O IHT CA BRI &

B R AN A, U] vCenter Single Sign-On ZME{T{i CRL 5 OCSP #: 1%, vCenter Single Sign-On
ASHEFTUER A TH A

B UEREEHIM A A, N E R T PRI %,

{% OCSP W LAUE CA % F5 OCSP M &, M= F OCSP FH25H CRL £ OCSP K
R

{% CRL QAR RIE CA ASZHF OSCP, A H CRL A& FHALH OSCP #i# .

OCSP # CRL WIS L UE CA [H]i S 4F OCSP iy 4 A1 CRL, N vCenter Single Sign-On

e A OCSP WA . U RMARY 53R AR KRS AR A, W vCenter
Single Sign-On 428 CRL. A JItbl 4L, 1l E ] OCSP A2 A1 CRL
K2, JFiH1 CRL )y OCSP IR LI#: .
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m REEAImAS A, WSgUT DA E A AR

OCSP URL ERINEDL N, vCenter Single Sign-On #0 #5 7E # Bk O UE5 Hh i X ) OCSP
W R T B o GNSRIE T ik DIAUE BRI, sl an REFe, W
PR AR E— ML

fE FEH HH9 CRL ZRINEBUT, vCenter Single Sign-On K 7E B IGUEIIUE 15 E X CRL 1
N WRUEPRER D CRL 73 & s ek S B AR BRIAE, iHAE bk
Iﬁ\o

CRL & QOARAS M FUEB AT CRL - H ¥ 8w CRL ATz (S¢ffek HTTP

URL) , W,
A DA AR ITE 1S g K i — 2L PR ] vCenter Single Sign-On #5Z[1J1E15.

BIR &M

B FEIERESE i Platform Services Controller ik K 6.5, VAN ZIET i ] vCenter Server i< 6.0 B,
Tk Platform Services Controller it/ 6.0 Update 2 St FFRER S0k, (Hi% B ARG A .

B GUEEAIEREE T A T A AN PIEERIAY (PKT), DARAER R DL R K
B P FEARERR (UPN) A0 BT E 4R HE R (SAN) 37 R £ ) Active Directory B/ .

B IR N ARSNGB WA w B R R PR BRI, SRS
Y N TN

® i\ Platform Services Controller Web S 15522 P T/ SR, 0], wbEas Aol S s,
B Active Directory brilJiis %] vCenter Single Sign-On.

®  f vCenter Server DA 57 F4S Active Directory ARiRIEHIY— N Z Ao SRS, xR Al
TTEEESS, RO TR AR T S 8euE, H HHAT vCenter Server £ 8H BN

HEE IKABAT, vCenter Single Sign-On J/{)# £ bl administrator@vsphere.local oA TR AEF &
YL,

B2
1 )\ Web p¥i #iE£: 2] vSphere Web Client 5k Platform Services Controller,

b AL iR
vSphere Web Client https://vc_hostname_or_IP/vsphere-client
Platform Services Controller https://psc_hostname_or_IP/psc

TEIRATRESE T, Platform Services Controller T4 5k IP M5
vCenter Server =4/ IP Huhi-AHI] o

2’} administrator@vsphere.local &k vCenter Single Sign-On £ #E G2 H A A S48 H P AR
WORAE LR F5 2 T AR, 151 administrator@mydomain B
3 $#i%] vCenter Single Sign-On Ft & Ul

JEI iR
vSphere Web Client a  (EEITERT, EFRGEE.

b  7E Single Sign-On T, ##:EE.
Platform Services Controller #i75 Single Sign-On, )5 HHRE.

4 PlERREREI R HES A,
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% 2 %= (& vCenter Single Sign-On #1T vSphere S} 1&iE

5 QURIEBFME AR, W AT UAAE T8 SZ ROUE S SRS ol 1 Hh PR DIISAENS

% E RSA SecurlD S %HE
A PUE IR RS R # ] RSA SecurlD A HfIASE BADE K o AR M AR 21 TIEAT SecurID # '
B, 5 MM RSA SecurlD 1 5 vSphere % Hi T

R RSA Authentication Manager Z5K 1/ ID Sl 1 ] 255 4~ ASCIL FAFME—FRIEAF . A Fevrli LA
TF: 55 (&), A5 (%), KI5 ). NS QMRS ().

FTR KM

B FEIEREE S 1] Platform Services Controller Bk K 6.5, AN ZIET {1 [1] vCenter Server i< 6.0 &,
HEA,, Platform Services Controller IiiA 6.0 Update 2 St 768K S deur, (kL=

B IR S HATIEHANC Y RSA Authentication Manager, PAMHIFZS AT RSA 4L, 752 RSA
Authentication Manager I/ 8.0 Bl B EhiiA

®  I5UF RSA Manager i FIfOARIAEZ 2 78N E] vCenter Single Sign-On. 152 WA 27 11, “Vs il vCenter
Single Sign-On FRIAJR” o

®  I5UF RSA Authentication Manager 24tz 15 7] LUEAT Platform Services Controller 4144, PAK
Platform Services Controller H4t/& 75 1] LAfi##T RSA Authentication Manager 414

BT EAT > SRR > A2RACE S, M RSA Manager i sdconf. rec SXfF, fiRHE4E R AT
AM_Config.zip LI FK sdconf. rec XX,

B sdconf.rec -2 %] Platform Services Controller 75 &,

pi
1 FE] sso-config HATER H .

pri HiR

Windows C:\Program Files\VMware\VCenter server\VMware Identity
Services

Appliance /opt/vmware/bin

2 ZHMI RSA SecurlD HA%EiE, s T Rt .
sso-config. [sh|bat] -t tenantName -set_authn_policy - securIDAuthn true
tenantName 52 vCenter Single Sign-On 314 %5, BRIANIFHL TN vsphere.local,

3 (MIk) BERRHEAM SIS, wnat Tl Mard.

sso-config.sh —set_authn_policy -pwdAuthn false -winAuthn false -certAuthn false -t
vsphere.local

4 ERCEIAEILAME RIS S AR BT RSA b, 1S T Fasd.

sso—config.[sh|bat] -set_rsa_site [-t tenantName] [-siteID Location] [-agentName Name] [-
sdConfFile Path]

B

sso—config.sh —set_rsa_site —agentName SSO_RSA_AUTHSDK_AGENT -sdConfFile /tmp/sdconf.rec
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ATLARRE LA T 22500

b, 171} H#iR

sitelD A% Platform Services Controller %44 ID, Platform Services Controller ¢
FFEENE 0 A RSA Authentication Manager SUFIEREEE . AR EAKIH
e 120850, T RSA fic & 1241 Platform Services Controller 3% 5., Y
= NN N[ preysth o7 RSl e v

agentName 7E RSA Authentication Manager H1/E X .

sdConfFile M RSA Manager F#i¥) sdconf. rec SCAFEIA, Hp{tuE RSA Manager

I 1P HdE S AC B A5

5 (nlik) ZORIHPRCEEEONARRRIME, HiET M.

sso—-config. [sh|bat] -set_rsa_config [-t tenantName] [-loglLevel Level] [-logFileSize Size] [-
maxLogFileCount Count] [-connTimeOut Seconds] [-readTimeOut Seconds] [-encAlglList

Algl,Alg2,...]

WIS, BRMEE AR, flan:

sso-config.sh —set_rsa_config -t vsphere.local -loglLevel DEBUG
6 (W) WARFPRREAK P RSP ER - ID, W E IR userID JE&ME.
userID JEM AT LDAP &M F1E RSA userID.

sso—config.[sh|bat] -set_rsa_userid_attr_map [-t tenantName] [-idsName Name] [-ldapAttr

AttrName] [-sitelID Location]

i an:

sso-config.sh —set_rsa_userid_att
userPrincipalName

7 BERURYETRE, WEfTA M.

sso-config.sh -t tenantName -get_

r_map -t vsphere.local -idsName ssolabs.com -ldapAttr

rsa_config

GREEEHI] - AR it HEUH ] SecurID AR B3 EEUE, I P U R T £ 1 SecurID 4t
BETESR . JCEHME T P A RE A TR

EIEE FIEE

M vSphere 6.0 Update 2 JFf, I AFEAOERE - RS SRAsiliE . Al LUS FIAIAE S SRt , O HL T LAZER

FER s RO R IR B A A
B

1 I\ Web % #+i£5:5] vSphere Web Client 5k Platform Services Controller,

&L

i:p

vSphere Web Client

https://vc_hostname_or_IP/vsphere-client

Platform Services Controller

https://psc_hostname_or_IP/psc

TEAREBEH, Platform Services Controller 41445k IP Hihk 5
vCenter Server Tk IP HizAH]

2 i administrator@vsphere.local &k vCenter Single Sign-On £ Bl S32H [ H A A 0348 T H P LR iG .
WFRAE LB E T AFRE, 5P administrator@nydomain By5 5%
3 &k Single Sign-On . ECE B FAEELLIF

42
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% 2 %= (& vCenter Single Sign-On #1T vSphere S} 3&iF

4 PGB E SR

SETR HER

R& B AR DS g, iR tp s S A, ek Bt
TR o

HBHRE R IARRIE S AR AR T P Bk 2 T E e . R DL RN
BEAEMIHYE.

R FERIAREL, BRINEGUT, BERMEECAUE T agree to the (FFRD) .
AILAREASNNE, 5140 Terms and Conditions (£KFN&AF)

R FHP e AR BIORE., Flan, SRRSO, and i IR,
INEISS-07S i

18 vCenter Single Sign-On A{EEf IR FREEF WS RERERF

vSphere Web Client ¥ F {0 il {511 SAML 2.0 i35 #2484 5 (SP) 71/ 2] vCenter Single Sign-On., 7/ 1A
B H At T AF IR S5 ER R IR INE 55, Horh vCenter Single Sign-On 7524 SAML S #2{ILFL T (IDP).
X ST PERE P A SAML 2.0 Phille WEICE S, R FILLY vCenter Single Sign-On #H4T 543
Kok, MRS SRR R PR T U TR o

F& vCenter Single Sign-On FJ L2 H:AL SP /) IDP, vCenter Single Sign-On & f# FIHAth IDP 1) SP.

TENH SAML RS HR L rT LI E B S b i (BF, kB B fe R iRl P ) 7T
fR. 4N, vRealize Automation 7.0 A5 S A #F vCenter Single Sign-On {0 ST R . FILAM vCenter
Single Sign-On #/l vRealize Automation ¥ ¥k, ZJ&, vCenter Single Sign-On AJLAfE #5455 8] vRealize
Automation T S K IE,

LK SAML IR S5 R BE RTINS Btk , WAUEILAE SP 55 IDP 2 [A]32 4t SAML AR A 6t 2 R
fEfE.

AR A} vCenter Single Sign-On 1 A vCenter Single Sign-On RS HATE AT 55

1 fIDP el S 25, ARERH AR SP.

2 S SP eI S AR IDP,

A[LAf# ] vCenter Single Sign-On 1) vSphere Web Client 55 IDP Juiidiad M SP XSt Hidl, Wi
i [f] vRealize Automation £} SP, 152, vRealize Automation 3. #4, TGS H SP otidEFIS N IDP
TCEAERIVEAR(E B

HE RS VHTEALHF SAML 2.0 bk, UG BCRANEAEM o

5 SAML R SBRGUEFMAEIFHEE
¥ SAML RS R AT U N3 vCenter Single Sign-On, - vCenter Single Sign-On 1l S5 FR AR 7
InEfzIRSS . e Mok, MNP EREBIRSTRUEE T, IRSSHAEARFRE 1 vCenter Single Sign-On X i P i
TS mEAIE,
HTREH
FRRIR S 625150 43 FF SAML 2.0 brife, 1 H. SP JeEulR A AA AT SPSSODescriptor TLH .
WURTTEIRAT K58 4E SAML 2.0 JeHURZMY, An] BRI e Te S - T4 A BRI SN 1, QiR Al
)& Active Directory 55 S35 bR S (ADFS) SAML R SSHEBERE 7, WA se BRI A T4mbR A ARk
SN BERUL MR TR

fed:ApplicationServiceType
fed:SecurityTokenServiceType
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B2
1 RocfdE MRS R S 250 -
2 M Web #I¥i#5%E4%%] vSphere Web Client 5 Platform Services Controller,

LY HiR
vSphere Web Client https://vc_hostname_or_IP/vsphere-client
Platform Services Controller https://psc_hostname_or_IP/psc

FIRARIBE T, Platform Services Controller =445k IP Mtk 5
vCenter Server T A& Bk [P Hiz-AHF]

3 ¥ SP ycEdiE § A\ ZE vCenter Single Sign-On H1.,

a B SAML IRSFRHFET LI .

b 7k SAML RF5HREFE R RTTBER A EAET, JELDRIN XML F AR S SRR ST
4 5 vCenter Single Sign-On IDP St .

a  {I SAML SR BER TR CAME T, PRl T E.

b HEE AL

5 &%) SAML SP ( fil4 VMware vRealize Automation 7.0) , 4%/ SP i3l vCenter Single Sign-On
TUEGRTR INBNZ IR SSHR R 7 o

BB TTEIERSNEZ S MRS B, 1S vRealize Automation A%,

2 SRS (STS)

44

vCenter Single Sign-On 4>k 35 (STS) j& kA . BrUEMIZEIT 24 ) Web JIlR55 .
LRI SAML AR, FlF 2] STS #2 A4 B 4% 8, i 1 e,

AR vCenter Single Sign-On ARy FRE2 (II1) 1] 1 2 A1
HHAEBFRF ARBET

STS KR F= FHA BT Bt JEA (o T P s SAML 4, STS 2 fliJTIH STS 25 k5%
SAML S840, IERZS Mo B P . BRMESUT, ¥l VMCA A STS 254Uk, ml A
vSphere Web Client 4RI STS 25 # b5, FRAEDTA Rl Z 2SR SOR PTG UES, A STS 25
CANECN

P EAT SAML 1R, % SAML ARl {EiZ P HTTP G KIN— AR gt Tk (PRl & etk
k%) o AEIECT ClRSSTetRer ) rIUARE SAML R (5 S

Rl#i& & THERSIES

vCenter Single Sign-On K 55w 5 L2 WUIRSS (STS)o LA MURSS & — Tk . W UuFFZaT L4
Web k55, BA LA SIRSUE o B s, 5 LA vSphere Web Client H1 =gl HgE ATl o

LRI SAML 2, U 242 ik 5575 (STS) #R Bt Fel . J- i -l P2y,
BRARAR AR
HieRA P vCenter Single Sign-On AriAJHHR B T - 2 F1E A o

STS $fafi FH =4t FH A T S gl S P UEMER) SAML 40, STS IR552 (i T H: STS & k45
X SAML AR 74544, SRIGRZA B e BRIMER T, B VMCA A STS 25 4k
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% 2 % (& vCenter Single Sign-On i#1T vSphere S 1&iE

A SAML SRS, 2% SAML SRR/ giZ T F 1 HTTP i RI—Rr gt Ak (PRl & et
TR o AT OlRSSHREHET) PILAREIT SAML AR5 B

QRS FIRIS T A2 A5 Bl R B e 15, AT LAAE vSphere Web Client AT STS 254 1E 5,

e INDs TIPS R G o Rz, M2 SEE A 2] HXELAI 5.

R BHtE, ATETHET R, DMETHTH5) vSphere Web Client ik 351 STS k55

BIR& M

KNI D2 java BP1EERIUETS M Platform Services Controller &2 fill 24 T/t

Platform Services certificate_location/keys/root-trust.jks flll: /keys/root-trust.jks
Controller i&& il

/root/newsts/keys/root-trust.jks

Windows &3t certificate_location\root-trust.jks
40
C:\Program Files\VMware\vCenter Server\jre\bin\root-trust.jks
-
1 DA administrator@vsphere.local B4l vCenter Single Sign-On 58 GURFAURIHAt F )1 S0 E % 2
vSphere Web Client,

ZRINGHL T, HAT vCenter Single Sign-On 5 EE G141 H P T4 vCenter Single Sign-On 1
vsphere.local AR 514,

2 ARUGEFSEETI A STS B Fli-f, AR5 HHE N STS BB .
3 IRIMET.
a  FUERIBEN VR AT BRI JKS S, SRR EFTTT .
b BRI BN R,
¢ Huds STS BB, AR5 HE .
d  HIERIN RN,
4 lRE.
5  @¥i)r4h Platform Services Controller 15 i, LMl STS JIR%5 1 vSphere Web Client.
TR Z BT, SR uEIC s T, RIS E ),

wigF LER R STS ERIEH
QAR HERIA vCenter Single Sign-On Security Token Service (STS) 284 UE S, AAZIAACHTIE KL
UINEY Java BYIEE . P BRG] T AR AR B & B I Platform Services Controller B¢ A T 2R A1
AP

ER BRI HERAERSNG, BRARSTA RIS A HOE, G2 T o

WHRIZLTIUAZ Platform Services Controller Windows 2735, {2 0L EE 47 11,  “/F Windows | %%E vCenter
WA BT STS 25440k

VMware, Inc. 45



Platform Services Controller &2

FB

8

BTN H ARl I Nz H =IO o
mkdir newsts

cd newsts

pwd

#resulting output: /root/newst

H certool. cfg S HIRIHT I3

cp /usr/lib/vmware-vmca/share/config/certool.cfg /root/newsts

FTJT certool. cfg XA-MIRIAT I, T4, DA A< Platform Services Controller [1 IP HHFIEH 14 o
PR Xy I B H LU A FRT, aibh Rl

#
# Template file for a CSR request
#

# Country is needed and has to be 2 characters
Country = US

Name = STS

Organization = Examplelnc

OrgUnit = ExamplelInc Dev

State = Indiana

Locality = Indianapolis

IPAddress = 10.0.1.32

Email = chen@exampleinc.com

Hostname = homecenter.exampleinc.local

/usr/1lib/vmware-vmca/bin/certool —--server localhost —-genkey —-privkey=/root/newsts/sts.key ——
pubkey=/root/newsts/sts.pub

AUt As
/usr/1lib/vmware-vmca/bin/certool --gencert —-cert=/root/newsts/newsts.cer ——
privkey=/root/newsts/sts.key --config=/root/newsts/certool.cfg

WU ARy PK12 K52

openssl pkcsl2 —-export —in /root/newsts/newsts.cer —inkey /root/newsts/sts.key —
certfile /etc/vmware-sso/keys/ssoserverRoot.crt —name "newstssigning" -passout pass:changeme
—out newsts.pl2

FUEBIRINE] Java #5415 (JKS).

/usr/java/jre-vmware/bin/keytool -v —importkeystore -srckeystore newsts.pl2 -srcstoretype
pkcsl2 -srcstorepass changeme -srcalias newstssigning —-destkeystore root-trust.jks -
deststoretype JKS -deststorepass testpassword -destkeypass testpassword

/usr/java/jre-vmware/bin/keytool -v —importcert -keystore root-trust.jks -deststoretype JKS -
storepass testpassword —keypass testpassword -file /etc/vmware-sso/keys/ssoserverRoot.crt —
alias root-ca

HERRIT, BN Yes He b UL HAR IR 414

F—
SAER TS BTES. WA 44 T, TR AR
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% 2 %= (& vCenter Single Sign-On #4T vSphere S 1&iE

7£ Windows 23 vCenter BF 4R HEY STS Z4&iEH

QIR TR RERIAIY STS 25245, AT — eI HA IR Java 25444 . LA T #2300 T Windows
EElES P

ER ZUEBRARII R SNE. BRARSTA IR SIS AADCIE, St

WORGE RIS #S, TSN 45 01, “fEiked FAERGHTN STS 25 4uE15”

TR
T AN SR O UES o

cd C:\ProgramData\VMware\vCenterServer\cfg\sso\keys\
mkdir newsts
cd newsts

2 QI certool. cfg AW RIATF R BN H sk
copy "C:\Program Files\VMware\vCenter Server\vmcad\certool.cfg"

3 JTJT certool. cfg SHMRIATI I TS, LA 1143 Platform Services Controller [ IP #ili-F14:4/144 .
FEIR/MDGE AT, BB ERANTFR . DL RG] 7 ix—

#
# Template file for a CSR request
#

# Country is needed and has to be 2 characters
Country = US

Name = STS

Organization = ExampleInc

OrgUnit = ExampleInc Dev

State = Indiana

Locality = Indianapolis

IPAddress = 10.0.1.32

Email = chen@exampleinc.com

Hostname = homecenter.exampleinc.local

4 R

"C:\Program Files\VMware\vCenter Server\vmcad\certool.exe" —--server localhost --genkey ——
privkey=sts.key ——pubkey=sts.pub

5  AuEts
"C:\Program Files\VMware\vCenter Server\vmcad\certool.exe" —--gencert ——cert=newsts.cer ——
privkey=sts.key —-config=certool.cfg

6 CRFULPSHAR )y PK12 %38,

"C:\Program Files\VMware\vCenter Server\openSSL\openssl.exe" pkcsl2 -export —in newsts.cer -
inkey sts.key —certfile ..\ssoserverRoot.crt -name "newstssigning" -passout pass:changeme -
out newsts.pl2
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7 CBUEBEINE Java B4 (JKS).
"C:\Program Files\VMware\vCenter Server\jre\bin\keytool.exe" -v —importkeystore -srckeystore
newsts.pl2 -srcstoretype pkcsl2 -srcstorepass changeme -srcalias newstssigning —-destkeystore
root-trust.jks -deststoretype JKS -deststorepass testpassword -destkeypass testpassword
"C:\Program Files\VMware\vCenter Server\jre\bin\keytool.exe" -v —importcert -keystore root-
trust.jks —deststoretype JKS —storepass testpassword -keypass testpassword -
file ..\ssoserverRoot.crt -alias root-ca

%

AR R AHNET . 1S W 44 01, “HlIFrL e MIRSUER” .

#f5E LDAPS SSL iEH iy THI A HE

R LDAP $riRJ HvE M T LDAPS, WA N LDAP Jis 3 SSL uF 15, SSL ik PAE e X1 TR
ZE W FnaEE e S s Re A I A i T e ek BRI A

HE#H Active Directory LDAP JIR %5758k OpenLDAP [RZ#5H MRS FSHEE 1daps:// URL B, Z A& FHIE
B IE R HAAIFR RIS 1dap: // TR “PRIRBRE R SRR =S

FB

1

48

M Web #I¥i#5:%4% %] vSphere Web Client 5% Platform Services Controller,

LY HiR
vSphere Web Client https://vc_hostname_or_IP/vsphere-client
Platform Services Controller https://psc_hostname_or_IP/psc

FIRARIBH A, Platform Services Controller =445k IP Mtk 5
vCenter Server T LBk IP HizAHR]

& administrator@vsphere.local i vCenter Single Sign-On £ 53 41 O HA AL 3 H8 78 1) & A0S
INFAE LN FE T AR, 1504 administrator@mydomain D735
5% vCenter Single Sign-On fic i Ul

HEIT i::p%y
vSphere Web Client a  fERBUERA, kP RAEE,

b 7t Single Sign-On ¥, HliflE,
Platform Services Controller #1517 Single Sign-On, X5 TECE

BT AR IR SRR
A AU AT I SCAE A A A 0 F 3.

REATRESAELTL R TRA 2] — MBS, Fonib ok 2 b,
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% 2 %= (& vCenter Single Sign-On #4T vSphere S} 3&iE

&2 vCenter Single Sign-On K&
vCenter Single Sign—On S AR T T2 AN . 5] DL RIGE 2RA vCenter Single Sign-On %5
TR | BT SR, AN R
Y548 vCenter Single Sign-On B3R EE

vCenter Single Sign-On %55l 4%l vCenter Single Sign-On H /5 f A RN E A H T 20 s pgVad
HIT vCenter Single Sign-On 3 (vsphere.local) HHH

ARINIESL R, vCenter Single Sign-On #4541 90 K=l i, SRR, vSphere Web Client 41 #4 H
T

BE HMSEIEOGE TR, AEN T #2407 (41 administrator@vsphere.local ) o

HZIEE 59 U1,  “HP vCenter Single Sign-On #45”

TR
1 I\ Web Ui #%i%4%3] vSphere Web Client 5, Platform Services Controller.

pri 3 iR
vSphere Web Client https://vc_hostname_or_IP/vsphere-client
Platform Services Controller https://psc_hostname_or_IP/psc

TERARESZ, Platform Services Controller 41445k IP Mkt 5
vCenter Server EA/1#u IP Hukl-AHI] o

2/ administrator@vsphere.local &, vCenter Single Sign-On 5 F B141 {0 H AR b5 @ H 2 M6
QUARTE 2B T AA, 1504 administrator@mydomain S35 5%
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Appliance service-control —--start vmafdd

service-control —-start vmdird
service-control —-start vmcad

i# T Platform Services Controller Web F2E % VMCA i% 24 rhialiE B % #1445
AL AL CA 254 VMCA 1E, DA VMCA BN A] CA. #2T2R, VMCA AT U B AR g

o

A DA F vSphere TF PRSI HRE R . ] CLI 2\ Platform Services Controller Web FUIIHIT1Z 4 1 o
BTR& M

1 A CSR,

2 ZERARIIUE, TR AT VMCA HUE E AR
H82 71, “fHH] vSphere UL 3 HEESA: A CSR FHfEES root UETS (FRI] CA) 7 NEHT XPIPEL

L7
1 I\ Web % #%i%4% %] vSphere Web Client 5k, Platform Services Controller.

FETT Hig
vSphere Web Client https://vc_hostname_or_IP/vsphere-client
Platform Services Controller https://psc_hostname_or_IP/psc

TERAREREH, Platform Services Controller :4/1445k IP Mtk 5
vCenter Server /& uk IP Hih-AH]

2 i administrator@vsphere.local &k vCenter Single Sign-On £ EE 0321 [ A A D348 T T ARG .
QURAE 2B T AR, 15PA administrator@mydomain SH75E 5%
3 BIRIATUE RO EESCUE T, IR N AR R
a  fE UEBT R, HREBSUAYE, SRR PARIE TR
b HREEBRIER . WIS RSO SC: (B ) |, SRS B HRE .
¢ {ERMARERA EAE, PR R Y], IR R R RS, KR RERRE
B ROk, VMCA (i H#most AR IE R e i A i B i 1554 .
4 ST ARSI SSL kP .
a  fE UERT T, HRUEREE, AN RS EARER k.
b EPEIE, ST, IR AR
VMCA K54 SSL 5 it CA 254 IES o
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5 (k) SHTAM ARGy % P,
a RIS PRI R
b EFUEBI SIS TR S AT, sl i ST DT U 1 F7E I R
VMCA FZ AR5 5 Pk Bl B A 7y 5 PP e o Fhgt CA 25 e,
6 WIHLEIAES fUIE SN Platform Services Controller, M PAZE1T 454> vCenter Server A ZifiET5 .
a R CUETEER” AR RO

b HIERIN, $87E vCenter Server A%t IP Hiiknk FQDN DL FI LA vCenter Single Sign-On 24T
I UEY) vCenter Server £ R G114 A0

¢ £11] vCenter Server [ UAL SSL k51 (Al ) AEAMRDL Iy S k15
d  WEREMIAEHHE S 2 vCenter Server £4t, XA RAEE Z M.
T—%
1t Platform Services Controller | HEi/H5Iks5. 7LAFLHI/H25) Platform Services Controller, mlidf Mar&4T
BT M
Windows 7t Windows I+, service-control fiy4 . |~ VCENTER_INSTALL_PATH\bin,

service-control --stop --all

service-control —-start VMWareAfdService
service-control --start VMWareDirectoryService
service-control —-start VMWareCertificateService

vCenter Server service-control —-stop ——all

Appliance service-control —-start vmafdd
service-control --start vmdird
service-control —--start vmcad

M Platform Services Controller $ Z%iZEAEHBEENIEE
] DA ] Platform Services Controller B MR il H i XuF .
e A RS S IRE T, P DUARE N T A IR R Ty ZE P AR BuE 1525 #4183K (CSR)o 4 CSR #2524 11
HEERSE =7 CA i}, CA RPIEZEZLUF-BAURIETS, TTPAM Platform Services Controller UI [RIH F#iARIE-HAN
[RESEATE N
£/ vSphere IE B EEB[ERIEBERZEFR (BENIES )

AT DA vSphere UE 10T ER AR A BUE 1525 413K (CSR), ARG FTLAKH FF1inll CA B & A4 INBUE 1570 &
U AT LA 3 SR AN A S g e R B e

FIVASZAN T I3 M s SATIE TUE A ey TR

Windows C:\Program Files\VMware\vCenter Server\vmcad\certificate-manager.bat
Linux /usr/lib/vmware-vmca/bin/certificate-manager
BIR &M

vSphere IEBHEHIAF SR ARG Bo Pen i BT ARG S e 80

B ERUTAT CSR N, RZGAIR &4 administrator@vsphere.local ]S, k24 mifriEREY vCenter
Single Sign-On /{4 EE G131
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B R BTSN Platform Services Controller f{URABEHI 2 CSR, M RG24 R A
Platform Services Controller [¥) =4/ &k TP Hitil:.

B SO SSL AR AR CSR, T S L iR R, XL BIEAFAAAE certool. cfg SCHFH. X T
REBTE, AR BMAE SR PR E T S THRALUY FQDN bl

L7

1 AN AL, 53D vSphere uFBATHEER - HeRE L0 1,

2 IR REAIE M AN Platform Services Controller Y 1P Hisikbsk EH14 .

3 bRkl 1 DUERK CSR, #&bnfetihfm B, SAER HuE 1 PEas .
TR, R H o UE B PR A PSR H S

4 WA BT R TT S PR, IR S R RS

5 PN 5,

6 JEIEHRE Y] Platform Services Controller 1) IP Mtk 414

7 BRI 1 DR CSR, #dsiRib B R, AR R HUEBE RS
TEMIRART, BOR BB H o, UEBE G UE- BRSPS B H g
{F & Platform Services Controller "5 5 |, UF-BEFIE A — MBS . 8 vCenter Server
Rk, AR RRAR A YN UE AR I

T—%

PATUER B

B S IRIE B R MENE BFHE
UIREAE AP R AT = U 1S, WSS T ARIE 15T N 15470

IR
MEE=J7 sk NS CA SRINE B SR IEF .
PR
1 M Web i#s%EH:3] vSphere Web Client 5% Platform Services Controller,
LR 3%
vSphere Web Client https://vc_hostname_or_IP/vsphere-client
Platform Services Controller https://psc_hostname_or_IP/psc
TERAREBEH, Platform Services Controller 41445k IP Mk 5
vCenter Server TA/ &8k IP kA
2y administrator@vsphere.local B vCenter Single Sign-On & 2l A A I M A% 335 H S i,
RAE LN FE T AR, 1504 administrator@mydomain D735
3 UFR” T, SmBESEFEERITEE Platform Services Controller [RJ A48k IP #ihk, DN AHE R
b1 (ERILH administrator@vsphere.local ) Hl/# R0, AR5 H 33T
4 EEEERRUESS, TR EIES .
5  FAERIEH R PR

AIPAE ] CER. PEM 5k CRT ZURSCHE
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T—%
FEAFSEHLSSL AETRN (FTk ) MRHy 5 PRET B O it CA 25 4ED.

M Platform Services Controller i BE XiEH

TR E i SRR SSL Ul A5 H 2 XD 7 2 k5 M Platform Services Controller s INENIE 45474 .
TERZEIERT, B NN SSLE-ERE® 1o i ry & b B FREVE T .
IR

BN UE P A BUE 2 415K (CSR). FILAfEH] Certificate Manager 52 #2745 CSR, 7
Platform Services Controller 1] DAiJ5[RIHN B HPECE UE A% FH254H

i

1 M Web #Yi#5%EH:5] vSphere Web Client 2% Platform Services Controller,

pri HiiR
vSphere Web Client https://vc_hostname_or_IP/vsphere-client
Platform Services Controller https://psc_hostname_or_IP/psc

TERARESZH, Platform Services Controller =415k IP Mtk 5
vCenter Server =4/ # 1 IP Huh-AH]

2’/ administrator@vsphere.local 1, vCenter Single Sign-On 5 F b1 41 AR bifE @ H 5 24 s hid
QURAT LR E TR, 50A administrator@mydomain G755

3 % SERT N, SmBAEFEEIEITIEE Platform Services Controller [ 34148k IP #ihk, DA AHs & B
71 (ERIAA administrator@vsphere.local ) FI RIS, SR T3RAL .

4 BIEHOFRAE, LN PR
a P EANEBEE R, K5 RSB
b R, MRS s, SRS R R DU L
5  BIEHURRTTEHIFUET, LN BRI
a PRI RR AR ETR, RS R AU s>, 5140 machine,
b AEE, PRSI, SRS R R DU L
c N HM=ATE R EE LA,
%
1t Platform Services Controller #5055, W LAHEHT)H5) Platform Services Controller, k& Man44T
iB1TVA Mg
Windows 7t Windows |-, service-control 4\ | VCENTER_INSTALL _PATH\bin,

service-control —-stop —-all

service-control --start VMWareAfdService
service-control --start VMWareDirectoryService
service-control --start VMWareCertificateService

vCenter Server service-control —-stop —-all

Appliance service-control —-start vmafdd
service-control --start vmdird
service-control --start vmcad
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M vSphere Web Client EIEiE+H

AL vSphere Web Client 2 kA5, JFEH DUy WIS IE . M Platform Services Controller Web
S TR A BT S5

W 71 U0, “fi]i] Platform Services Controller Web FLH&HEUF15" .

78

i# it vSphere Web Client ZF vCenter iEH

A[PAEEF vCenter UF AL (VMCA) CAIUFBARE R SE 1026 B . At WinF oA RS ER
WEPIRA . [ HIEBEEE CLI S TArE I BT % .

TG SR A TGS — IR 41 VMCA 3245k Platform Services Controller JCHHIUEAS . K7E VMware
Directory Service (vmdir) [tJ 545127 A& filUE 1515 Lo

& & vSphere Web Client U, RASTEREENT A EMEM, o) VMware U Bl UG E
BHER T T P 2805465, BD vCenter Single Sign-On 21T/ .

B

1

[©2 B N C I S

P\ administrator@vsphere.local 5 CAAdmins vCenter Single Sign-On 45 —A~H ) B G158 7= E
vCenter Server,

fE I SR, R RGEE.

A, RS E AR
PRK BT R REB B .

L A UES fE B RIS IR,

TR Hii

BIOEH SRR, SFERSIME . UL EE R, gt “HROnE" Bk
SRAHMR

B RIS LR HAUEBIAIER . MAHR A H

[SSor:i L] I e IS

RIEH WoR A T vCenter UEBMIUE NI SEBIIARIES o

VEERIETS, ARE i BaRIEB AR B A A UE T TR R B
TN BAARRER, IR . ARG,

71 vCenter iEH T HHE LGB HE
M vSphere 6.0 /1%, vCenter Server 25 ¥ VMware Endpoint UF-15/7#% (VECS) HIUFTEUET, FEAEUE1
THHAAT 30 K/ 30 Kk R . PTDAfE F vpxd. cert. threshold el B sk [f) 48 A H A O ]

R

1 %% vSphere Web Client.

2 3&¥ vCenter Server W%, KRG EE.

3 HEREKE, NSEHNBEE T,

4 ¥4 vpxd.cert.threshold FRE ESCHATHRE, KNG HRHE.
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{£F vSphere iF B &1EE L AEFSHEIER

vSphere UE-5 AR 5 HIREFF AT DA B A A SATHA TR Z B #IT55 . vSphere IE iR 242
IR NI TINESS  UEB A B AN E R CIRIEFEED) |, AR E R ahiRSS, AR e+

QAR H] vSphere UF B ERES, MIJCFZ84% VECS ( VMware Endpoint UF47% ) HUET, HC7 B shfnfs
1HIRSS

{EIZT vSphere UEHSEFRRR 2 1, 1 AARIAE e BT AR S I UE S

/N0 vSphere UEBEFEIRR SCRF—MERE BN . WIARIBITHIR vSphere U B FIR T A IAGC R il 214501,
Wiz THRICHEWE R PIIGBA THI SR —RIBA T .

EHEERTAEFGE

R N Iy A e AT sz LR
Windows C:\Program Files\VMware\vCenter Server\vmcad\certificate-manager.bat
Linux /usr/lib/vmware-vmca/bin/certificate-manager

1 SO TR P R AR A AR 6 79 1L,
SR DA s TUE A PR R e I A SR TR . — 2ol (2B CSR) TEANAIR TARR AV
2 HEUEREI VMCA root LB AT UER S 80 1T,
FIPAFEE A VMCA root 1iF 45, FH A 5L SSL iiF BRIA IR 5 5 H FHiE BBl VMCA 2444
WP AEZ T, W LAE Platform Services Controller |- i It 21514 T vSphere i BT EERS,
SRIGTE T AT HAth ™ d st Tz SRR P e i
Replace Machine SSL certificate with VMCA Certificate #ll
Replace Solution user certificates with VMCA certificates.
3 ¥ VMCA BhIRETmUe iy (UETE RS ) 5 82 I,
A PARIEUF P PR AR SRR T, 3 VMCA #ohHIAl CA. et Ba, VMCA 23t e
FraUE B 7254 . R EEEE, FIDAE B RSB AT A DA U1 & VMCA 25410815 .
4 AU EEOh FE )OI (UL RS ) 56 86 T,
ATPAE I vSphere UF A5 B 5C HRR R AT uk 155400 B e SCuF B THGER R 2 |, A #4501 CA
Ki%k CSR, &R AR HIUF P PR R 42 B CSR.
5 EE I IHUE IR E ERPATIORESE 89 1T,
LS {11 vSphere UF A PREF TUE BATHRAERT, AR uE B 20T, MuTuE RS f e f#61E VECS
] BACKUP_STORE f#fi#iHh o FILAKE -k B TIOER TR IR 2 - — IR
6  HEEFTfTUETEE 89 U1,
GRS AT EIAT vCenter LEF ) VMCA 25 A H0UES, i E B Fra ik ki,

AR AYIE B EE RS AT TER

ST S iaA THE A BRAR e A Se il AR . —28e il (Plansp CSR ) FEAIRI LA ]

1§ VMCA root if B EMRA BEX ERIEBHBERAFIESH

e MRS R (512) , PTDARARER], T A RESs TAER B . 152 05 80 1T,
B BHI VMCA root UEBIFR BT AR o

=

“ﬁ

VMware, Inc. 79



Platform Services Controller &2

80

& VMCA {E24 i EHEH M & #1448

B VMCA {ENMWIR] CA, A aaf TUEBEEEIRS . Z TAEm AL T - Fp L SSL ub-BAnfioh 75 2 H
FPUEP e BeEEE . euiiA T B R AR, Platform Services Controller 54N Platform Services Controller
TOIREE AT IO E

1 B4R CSR, HEPRIET 2 B VMCA root UF-BEH ) B E XS ZUE B uEB” o 8 k, &
AN SCUE R — 85 B, FRREE R B — AN, PRk 1,

H CSR ez RISMBE Al CA . #KE I CA W EIZEZUEAI R root HEHS
2 ¥4 VMCA root iF- 55 CA root uE 157, SRS IRAFSCA
3 BERELETI2 K VMCA root UEA5EHICN HE S A UEAIF TR o il B A b i L
P .
4 FEZWAERER, AR AT R IR
a PSRN SSL Uy () VMCA UEHS (1651 3)
b SRERHRR T S FaE sy (57 ) VMCA UEFS (1655 6)
I 82 BT, ““ff VMCA BN IRIEBAULNIE CIEFH Ry ) 7

BWErBIE BRI EENIER

BT UE RO B SRR, B Kia, TUE BB RS 12 LAERER L T B 5L SSL Uk P Anfisk 1y
KHAPERR5EEPE, e 7 EE R AR A Platform Services Controller BN

Platform Services Controller [I¥ I - THIHEAE

1 RSN BTN SSL uk -BAIfEIR 2 Pk 5 2E SiE 1525 &K
a  EONUFEIAL SSL b 134k CSR, i PEetii 1,
b AR RS BRI U, AR BRI 5,
M CA RIS ZUEAI R root UEB IS, IR 1 7RG THEHL AL SSL AR .
SRR R AR R Ty ZE T PUETS , ESE BT 5,
e, EZ AT, AR S % R,

WS 86 T, KT UEEHI) AE G (IEBEEER ) 7 o

= W N

}D

BRI VMCA root if B H H R HiE B

A PATE A2 5 VMCA root 1F5, A T 5IHL SSL UFBAIA M Ed 7 % 1 FrF 45 VMCA 25 4B,
TEZ 9 S EE Y, TTLATE Platform Services Controller | fifi [TV £z T vSphere LE-PEHERS, SRGTEATAH
M s E N TIZ S IR P 08¢ Replace Machine SSL certificate with VMCA Certificate il
Replace Solution user certificates with VMCA certificates,

R THEAL SSL UE-BAEO AT VMCA 284 1UEBIN, vSphere iE B HRr ST~ BN B, JRER
Platform Services Controller 250 IP ik PAANIAT A {tik N2 certool.cfg X,

B administrator@vsphere.local [,
B A EREH RN SR XA
L AR i

m HIURL
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m R
it 2

P MR (Afak)
LIRS IEES

m R, BRI S PR E A . AR BN FQDN AICAS, JUES R R e
e, HIREGA]REIREA AL T AREIRAS .

®  Platform Services Controller [ft) IP Mt ( ZnSR EASHEY S Fiafrizad)

HTREY
TEfE e ZAT vSphere UF 13 RARN, AAZ T ARLL T & Eo.
B administrator@vsphere.local [/,
m EUNHARCHT VMCA 254U BT ALY FQDN. Ay Hoth @ BRI E ) 0E SUPHE, (EAT AL,
TR
1 FEMRARHE 5 Platform Services Controller |- J5z) vSphere iF557 %
2 PRk 4.
3 MR o
UE-PEFEERRR AL TR NN AL BT VMCA root UE-FH B ua ] Tl B EERS I A 50 FRIFTAUE T .
WUERAEAE RN, WIERE PR R R BNk SS o, B B SER 1o
4 REAEAE DS YN Platform Services Controller, #WAZI{EARE vCenter Server R R HE15 .
a &% vCenter Server 2%t
b EIEFTAIRS, SRR AU RIS IR SS
k2% 2 H5AE Windows Fll vCenter Server Appliance F 45T A,
Windows service-control —-stop —all
service-control —-start VMWareAfdService

service-control --start VMWareDirectoryService
service-control —-start VMwWareCertificateService

vCenter Server service-control —-stop —-all

Appliance service-control —-start vmafdd
service-control --start vmdird
service-control --start vmcad

¢ EUETREIATAIRS .

service-control --start --all

d BT SSL RS, i LR 3
Replace Machine SSL certificate with VMCA Certificate iz{T vSphere U7 EIRS,

e BRRULT AP RIIE, 1R 6
Replace Solution user certificates with VMCA certificates iz{TuF B es,
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& VMCA ig AR EHEBMA N (IEHEES )

PRI HRR SRR PP, K VMCA Borhie] CA. Seitid Beln, VMCA 2o BN T
UEBIATRE e WERTEEE, A DABE e BT ER AR I A AT UL B VMCA 28 4 10iE

B VMCA E TR CA, BT Ria i TUE B E RS . 1% LAEmIROL 7R H SSL il B Anfiide 5 & H
PR e T EE A i A, Platform Services Controller 54N Platform Services Controller
HITAE B TR A
1 AR CSR, 1H3e Bl 1 HHpL SSL i Bk e XaE” , SRIGHREEED 1,
T CA WERIZS ZUE-B I root UE .
2§ VMCA root it 4555 CA root it 1555, SRJG A7
3 PEBRET 2 “Bf VMCA root UEB N 8 X ZUEBH AT AR o M BB A i B B
FrAUET .
4 FELEHET, AU AR S I
a  ESeR AL SSL B (B VMCA b5 (45 3)
b SRR T PR (37) VMCA UEP (2£5 6 )
TE
1 f#iH] vSphere UE DR E B CSR HE £ root UE1S (HI[R] CA) 2 82 71T,
P DA ] vSphere UEBATERAR AL BIE A2 241153 (CSR). RfiX 2t CSR $2A2 F 4l CA mR/MTE 390k
WA T4 o ] DA 32 37 RN IE 5 B e A 5 2 k15 .
2} VMCA root UE-F N F B X2 LUk AUk 83 T,
DL VMCA root UF3EN CSR Lk Bl o s =77 CA #7554, TRRTC AN VMCA ik
VMCA root WF 4G, ¥ VMCA root iF B UFPHES, VMCA AT A uE BEt a4h e
Tk

3 CHFENL SSL AF By VMCA FE5 (HhiA] CA) 45 84 1T,

TER VMCA HIEHIE] CA 10275 i, ATUIHE B L SSLUE 1. B oo e
Platform Services Controller 15,5 _Ff) VMCA MRuE45, SRf5¥ vCenter Server 3 15 _FITEF 40 4%
AR AHIUE A o A AT DA A s I e 2 AR ek B BRSO THEATL SSL ik .

4 BT S IR Ry VMCA UEs (iRl CA) 26 85 T,
TEF VMCA HIEHE] CA 1025 s bRy, AT AR Befd o iy s HPuE1s . i de i
Platform Services Controller 1 55 |-t VMCA root iif 435, S5 vCenter Server 1 55 IUF-FE
AR ANUEAS o A AT UG FH I I e 2 AR ke BIoRs ok FRR gtk 5 S e o

£ vSphere iE B &EIEZE 4B, CSR H# % root iEH ( Hid CA)

AT DU ] vSphere itk T FRES AL AGIE 9% £4173K (CSR). KF 2t CSR 252 B4\l CA BRAMBUE AU it
1% %00 AT LAE N 52 S RERASRIUE B R 2 AUk o

m T LLfEF] vSphere UEREEERS A4 CSR,

B URATETFENAIE CSR, WA ALAHATAS SO UE 5 00 2 LA R EEK
B RN 2048 fok K
®  PEM %, VMware 3§ PKCS8 Fl1 PKCS1 (RSA %4]) . %4AUNINE] VECS J5, 264l PKCS8
X509 A 3

B R TR O e, XY root UES, CA ¥R E Y true, T HUEPZS Z L EE
KA
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® YU CRL 2544,
B Enhanced Key Usage Af38% Client Authentication Bk Server Authentication,
B PREER AT SO LA
B IR AT AR S . VMCA {#i ] OpenSSL BRINEE, BI-HAMIEP.
B VMCA A3HF SR o 21 DNS AU,
B AR VMCA ]S CA.
152 Il VMware HIIRZE3CFE 2112009 {7E vSphere 6.0 H161J73 Microsoft Uk Al &R DA 6 SSL
UEAS ) PAREE ] Microsoft WEBATUA H USRI B,
BTR& M
vSphere UFBHEPEER LR EEINMG B Fn i BRI TR S S EHuE 1522
AR CSRIY, RGeSt nfEi i administrator@vsphere. local /7%, sk Y HiTd41 vCenter Single
Sign-On S (1 U E 8 .
Bz
1 JHZ) vSphere UEA5H FRAR I F PRI 2,
ok, HTRIER CSR, A& uE
2 R EE %A R Platform Services Controller 1) TP Hisiknk FAH14 .
3 BRI 1 DAAERK CSR e g s .
FEMTRE, EBAR I — R EBERERR 2K S AIUES (*.csr SCHF) FIRHRZ S (*.key
) BNZHEF
4 KRR AR EINT CA B T34, RS £400 root_signing_cert.cer,
5 FESORgRARF, Han T AT,

6 B XHRAFN root_signing_chain.cer,

T—%
FUIAT root E B EHICHRER root HEFS. AW 83 T, 4 VMCA root S HEHICh F17 S 4T3 B
FRAFIER”

1% VMCA root iE B & A B ENZRIEBHERFAGIED

LUK VMCA root WEH1E R CSR Kk B 4\Vek 58 =75 CA #7454, HHEL 4N VMCA IE$5 VMCA
root IFBAHE/E—HE . Kf VMCA root iFF M HIF P8R, VMCA A i A B a5 ah se dsdt

TERA A Ze Bk /NI Platform Services Controller 11247 vSphere UF P HERFLAK VMCA root UE 1580 H
TEXZE AU
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BT SH
B R,
® W PUHJT] vSphere uE T HIRR 01 CSR, sl & T2 01 CSR.
B =y CA RIS ZUEBE , 8 514 VMCA root UE B4 E—IC LA G et

HRUEBERVA R AAUEBAERE, S W5 82 11,  “fliH] vSphere iF-BHTHERFE AL CSR il
root WES (HIfAICA) 7 &

B RERATTRRIE R
B administrator@vsphere.local [%H4,
B Root MR FESET (Lert ) o
B0 E X root 4] (key file)o
TR
1 fERANR LB SN Platform Services Controller |- /55l vSphere WEBETEERS, SRFFIEPEED 2,
2 PRaRREI 2, THAUER B YRR RIS .
a B RISIEE root WFPIUTEEEER
b R IR, W ARZGREE R G A TR SSL e AR B o
A B AR TSI FQDN JA74i T certool. cfg AR,
3 RAEZ T RS B Platform Services Controller |1 root iF45, NG44 vCenter Server 17 ik
ITUA LB
a  {f vCenter Server i pi_F R BN o
b R 3 (BN SSL UE i VMCA UEB" ) Akl 6 ( “Kifioe )y 5 miE-BEseh
VMCA iE13” ) £ vCenter Server S24_F F A= el A3 ik 15
BHUEBR, VMCA 2 A28 44
%
TSR vSphere 5.x R, Al AEATUE# vindir 1) vCenter Single Sign-On UF15, 152 W2 99 11,  “7F
IRACIAE 3% VMware Directory Service UE13”
#itEHL SSLIEH %A VMCA LS ( HhiEl CA)

e VMCA HIPEHE] CA FOZ s Ak, St 5L SSL k5. e i
Platform Services Controller i ii_FI1 VMCA #RUE15, 855K vCenter Server 5 i _FIJUEA5 4 A4/
ZELIUETS o At AT DAGE b e T e 2 Al BRSPS AL SSL ik o

BEATHENL SSL Uk B BT VMCA 252U BT, vSphere IF RS HIas ST RN E, FHRBER
Platform Services Controller Z5hA1 IP M- DLAMN G {E i A2 certool.cfg X1

B administrator@vsphere.local %4,
B SRR R FE S DAY

B NEIAER

LI EAEy i

m YU

B R0
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R
m P bR (R]3%k)
LI e Siiligas

m R, BRI S PR E A . AR BN FQDN AICAS, JUES R R e
e, HIREGA]REIREA AL T AREIRAS .

®  Platform Services Controller [1\J IP it ( @ A S FiaiTizad)
BIR&EH
B SR T 2T A EE T VMCA AER, iEIHEEE TR BTG vCenter Server 17,
B AT RV R B AR I e s TUE P R R
B administrator@vsphere.local [/,

m EOHARCHT VMCA ZEZ U5t 5L FQDN . Ay AR S MEERIA B E D BUE SO, HATEL
M

B URE TR B A NS Platform Services Controller [1Y) vCenter Server 2%, M2AJ0 T fil
Platform Services Controller [\ 41445k IP otk .
L7
1 JHZ) vSphere UFA5F PR F 6P 00 3,
2 ORI
WP PERRE EAFETE certool. cfg SUAFH,
vSphere UF 15 FI AL SRAL SSL uEAS

WRRRATRAPIERERA VMCA ES ( HIE CA)
1ER VMCA JTIfEHTR] CA 25 i3, i ARk 5 S T Pk A5 1 o e
Platform Services Controller 15 i F/f) VMCA root uE15, #RJ=Kt vCenter Server 3 i1 b UE-B A H >
BERF IR o At AT DASE I e T4 A4S sl B ik SRR 7 S T e 4
BUREH
B QU T2 SERE TR VMCA root UES, 1EIIBHEE T H T A vCenter Server i,
B T R E B R A Tha A TUE A P
B administrator@vsphere.local [,
B RIETIE B A YN Platform Services Controller [ vCenter Server 24:, NWAZ T iR
Platform Services Controller [#) =414 5k TP Hiutik.
Lz
1 JF8) vSphere UF PRI T BEE T 6,
2 RS
vSphere UFA5H FREEHR AT AT RO TT 5 P E
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BABIEBERANEESGES (IEHEES)

AL ] vSphere UF 10 R RS ST HIRR P T A UE POy B E SRR . RS RE 2 A, AR 410 CA K%
CSR, #n] DA FHIF-BE EEs A= 5 CSR,

—RERSEAUE T VMCA B8 o s S b B i 5L SSL e ek s 2 P U131 T+ vSphere
A2 AR

i B e SGIEB, 4 VMCA 228k B e XGiE5 . rILAfE H Platform Services Controller Web HLf]
vSphere UE AT ER AR AR 7k CLI #HTFauE B, uEBAE7E VECS W,

TP ATUE B e SCUE, BB JOa  TuE I PR, % LRt 7B AL SSL k- ARk Iy
FHIPUEBR R, Bl 124 BT A5X Platform Services Controller sk /M
Platform Services Controller [RFREHHITIERE

1 A UENL S AL SSL uk BAfgRR s 5 M kB A sk B35 41K
a  BOGUFEIAL SSL Uk 34 pk CSR, iR 1,
b WUERARIRIEA SRV S, kR 5,
2\ CAWREIZ A UEAHI root WEB5, e 1 7Edg & VRN Es 5L SSLUET
3 WRAA AR T S PR, TR 5.
4 ma, EZNEEET, SR A R IR,

1 {fiJf] vSphere uF 145 HRRS A U 1955 # ik (FHEXUET ) 58 86 T,
BRI vSphere UE PSS ERRRAEAUEB2544153K (CSR), ARG RIS T4k CA sk 4 ANTBuE 1S
MR o AT Al 52 RN R UE A5 A e .

2 KISl SSL uE M [ E XU AR 87 1T,
THEAL SSL UL AN BRSO A AREEAR % . Platform Services Controller FHiR A\ 2UHSE i H .
TG THRA BB P T 5 HABAR S5 5 T2l B 1 v HSRAIL SSL kA5 T RAKEARAN 9 A B uE A5
oA 1 SCUFS o

3 BRI SRR FE SCUF 135S 88 T,
VI N THESR PR MNINTSEAT I RIRIRSS FOUE B . (HUE, UL B S R it iy Pk
gy Z M PR IRSSEE S, lan, 5 vSphere Web Client S<IXIFTIH RS . FEL 0 AEkE T, i
Platform Services Controller [ THATURI T ZE ) b+, DARAEAE T 5 A s M.

fE£H vSphere iIEH ERBR|{ERIEBZRZIETKR ( BEENIESR)

FEATPAE ] vSphere UF-BAEHRR AL AUE 1925 £491K (CSR), SRS AT UKL Tl CA SRS AN UE 15 MA
MU o AR DA 32 SR AN FIES B a AR G T IE S

FIVASZ0 T I s A TIs TUE A Ay LR

Windows C:\Program Files\VMware\vCenter Server\vmcad\certificate-manager.bat
Linux /usr/1lib/vmware-vmca/bin/certificate-manager
IR

vSphere UEBEHIAF PR AN B PEn i BT EAIIAEE S B e 80

B R CSR I, RGaTinEiiN\ administrator@vsphere.local H) IS, B2 miATEZAY) vCenter
Single Sign-On /{7 £ 113565 o
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B QREERE B AN Platform Services Controller [IAEHI A A CSR, M ARG S HE RN
Platform Services Controller [ 3145k IP il

BN USIHLSSL U134k CSR, TR EAR R BIE B EME , IX SR TE certool. cfg SUAFHT, X T
REBT B, AL A BRME S bR TS A . T4 FQDN AT

Bz

1T 7ERREP RN EALE, F5h vSphere UF0E7 B8 55605 1,

2 FBERER SR Platform Services Controller [ TP Hihlak F4H14

3 BEPELEII 1 AR CSR, #tiniRfits B, ARE R HIEBRETRERS,
TEUbAE, IR AR — A H o UEBAE R UE A S S B F e

4 INSGAATEPATA OO PR, IR SR RS

5 BB 5,

6 MR AL Platform Services Controller 1 TP Hitikak 10144 .

7 GEPREI 1 LA CSR, EARRRIE R, RERHUE B,
e TR, EOE IR F 5o U BRI R A SR L S
1t/ Platform Services Controller 511 I, UFA3FEERR ALK — M UE A4 . 774> vCenter Server
FE L, UET RS A RO NMUE RN

T—%

PATUEP 4

HTEM SSL EHE#A B ENEH

AL SSL UE-P AN B S R A AFARSS . Platform Services Controller AR AR EREM T, 6+
N EBA TN AT T 5 H AR S5 T2 @ A 1 AL SSLUEP . ATRLEHEAN T S B uE5 2 ek B @ SOk

o

BUREH

THAZ AT, EFRE ARSI IA S —A CSR. AT LA ] vSphere iiF 4545 B #5 A4 Al CSR s #fiAE
% CSR.

1 ZJiH] vSphere UF PR CSR, 1HE WA 75 U1,  “fli ffl vSphere UF 10 R A il P24k (H
SEXUEP) 7

2 EWIHAR CSR, AR =T s Al CA NN EA LR — M . UEFRATHE L MK
B YR/ 2048 7R (PEM 4 )
B CRT %A
X509 A3
B SubjectAltName #4747 DNS Name=<machine_FQDN>

AN BPI: Fasa. A, Zalnes

HitEZ W VMware HIHESCEE 2112014, M Microsoft UE- Bl & /L3R vSphere 1E-15

Lz

1 JHZ) vSphere UEA5 PRI F 6P 1,
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2 PRI 2 THAUE BRI HRE R R LA B

vSphere UF-BAFEIEHE R LL N E

B administrator@vsphere.local /(%51

B SR SSL A E XAET (crt file),

B RUTEENL SSL HE X (key file),

B OEEUN EE XML SSL A il (.crt file).

B QUL E R S HRiE TS, BSR4\ Platform Services Controller (1 IP Mtk
T—#
QM vSphere 5.x FREETHR, Al REAAUE R vindir 1) vCenter Single Sign-On il {5, 152 WA 99 11,  “7&
TR BRI - VMware Directory Service iF 57 o
BRRAEARIERERABEXIES
VFZ0 8 FMEDR B PT M INTSEA T RIS HOUE 1o R, DE-BRTERRRth SRR 75 5 I P b figk
J7 R PR IRSSEE S, #l41, 5 vSphere Web Client JBEHIFTATIRSS . 7227 SBE v, Bt
Platform Services Controller TR ST b5, DAMARANEEY 5 F sl s M.
BIiRA %

TG A, EFE IR AN RN A S — CSR. AT LA T] vSphere 1IF5 R #S A2 5 CSR Bl
% CSR,

1 ZJiH] vSphere iE P FERREA CSR, 1HZ W 75 U1,  “fli[f] vSphere uF 1345 Has - sl b PS4k (H
EXUE) 7 .

2 WE=J7EkAE CA AR SRR DT T R — AN . AT LA ] vSphere tF 1587 AR A4
Ji CSR Bl A CLHE#S CSR. CSR A2 DA T 20K
B PR 2048 (7K (PEM 4ifth )
® CRT 3k
® X509 ik 3
B SubjectAltName %4 Z{U75 DNS Name=<machine_FQDN>

RIS S P UE B ATRATANEIR Subject, BN, BRI EH T (A vpxd ) A
Dﬁéjii‘iﬂ?%o

m RN NEYIM: Bersa . ARRINE, mlne

HiEE W VMware KN 2112014, M Microsoft i 1555 & A IH3KL vSphere 145,

B2

1 33} vSphere IF-PE P asH 2 B 1 5.

2 PRI 2 TR B O IRIER R R R B
vSphere UFE B R EEIALL MEE.:
B administrator@vsphere.local [,
 FRURPT ST P e AR ]

B {1RFE Platform Services Controller 75 & 11547 vSphere UF- P& Higs, WS EREHN RN R T
ZH P HIUE BRI (vpxd. crt Fl vpxd. key),

o
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% 3 = vSphere £&iFH

B ORTEE T SR N U LB T vSphere UE B BEAS, WS BEREEINFTA AR T 5044
WEPEANEEE] (vpxd. crt Fl vpxd.key ) o

T—%

TR vSphere 5.x BT, Tl AEATUE# vindir 1) vCenter Single Sign-On UF-15, 152 W2 99 71,  “7F
RABIAEH S VMware Directory Service UE15”

B ERH & RIEBRE_ERHITRIRIE
i34 {8 1] vSphere HE-SA B BRI TUL BATERIEAT , AERFGEB 20T, HRTUEBRA S A7E VECS 11
BACKUP_STORE f£fififit, FTLAMKE FURA TROBEIFRIFIE] b —iks.

ERE WIRESIEI Y342 BACKUP_STORE HifNZ . AR AR ZESUETT vSphere i 5E7 2

18]
T,

R, LA MR

EEMHIES
WIRELE T ATIAT vCenter UF B VMCA 25 A UE, 15601 H B i G i ki
{5 RTINS, 275 M E VECS FiRIFTA 152 SIED

1E Platform Services Controller 74 |-, vSphere UE 438 B 7] LS HT AL AR UE THH B # v 5541 SSL k15
RN U S P .

LEREPI AL, vSphere UEPEFERRR il ARG THENL SSL b MIFTAT itk 5 5 I k4

FERA R E 1, vSphere WE B & 1] LA AUED

BRI I T B BT

FIEHHik
XTSRS L, B, QRS — R S PR, JWJGTAE ] vSphere 545 B s 5 IR
Fro FEXFMEOLT, ATLARE R 2o — PRt CLI ZEATUE e

TRRRZHIELERS

X FEREB R RSy, AU IEIT AR, AREUSBNE BUE R IR SS o AR E T 2 5
1RSSR DA R KA B AR A AT U 1] o

iEp(E N ows W

T

VMware, Inc.

5 E R S5 VA A O 23 /e D skt 5

IR MOSER B, IR TR LIS . PR 0RART IR, 9% ELFFARSS U6 %
HEPET OB, (VR IARE I 451k o T BB AR5, DA BB

IR AR ZAME R DY, WIFEIRIHTARUE S 2 ji {5 1EARSS , FEAEIRINHTIE 1SS T8 s sk 55
HAEEIEIRSS, RIE T TAESS

B 7 VECS MR ML SSL uE B el AT sk 5 5 HI Pl

B i vmdir (VMware Directory Service) Hf{fitk /5 % k.
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HIAE VMCA EZIEHEBRAHE VMCA EBiEH

2R VMCA A AR 2 Wl T AR A R 2 i Ze 15, T DA e AR IE R S
& VMware Directory Service. X5, HIUASEAHTHIRUES A Bofii) tH 3L SSL kA5 AR Iy 5 I FrikAs .

KEBAEOUT , AILAM ] vSphere UE 1047 8 g 9 AR 7 B ek 15
QR FE A TR A, My 2 ] CLI & B — A 5e B UL TR anra o2 it . (HE, WmaTPh
5 T R AT 55 R B2 BRI A UE S
IR
/XA administrator@vsphere local 5t CAAdmins ZHHA T A AT A TUEBAT YT 55 152 0LEE 56 T,
“If] vCenter Single Sign-On 41 INAL " o
TEg
1 AERGHTAY VMCA 25 ZARUEF 25 90 T,
ffilf] certool CLI 5k, vSphere Certificate Manager 52 R AERHTTY VMCA 28 40E, HEUE1 & AT

vmdir,
2 KI5 SSL UL iy VMCA Sk 45 58 92 I,
FEAEROHTI) VMCA 252 UIEF5)E , ATLAEHI A P AT A 5L SSL e
3 R S USRI T VMCA 2524 0E558 94 T,
BTN SSL b i, ATV AT TT S b 4s o iy S s aiarae (B, Aped
W), AR R AT A B B IR
4 ERAFESIAEI S VMware Directory Service iF-{558 99 T,
EFFa Rirh, EIOERE ] AEEF I CFE vCenter Single Sign-On Jix A< 5.5 F1 vCenter Single Sign-On A
6.xo (EMIENL T, QIR EHRIESE 21T vCenter Single Sign-On JIR 5511075 &) SSL 45, A2 P TH A
SSIRN REE  VMware Directory Service SSL iilE 45,
HRFTH VMCA EZIRIEH
il certool CLI &k vSphere Certificate Manager S R AE AT VMCA 25450, F¥UE1 £ 4% vindir,
TEL S, 1 Platform Services Controller [izfTHR U4 R4
Lz
1 Apcit B2 BAnE e,

certool —-genselfcacert ——outprivkey <key_file_path> ——outcert <cert_file_path> —-config
<config_file>

2 KRR TR
certool —-rootca —-cert <cert_file_path> ——privkey <key_file_path>

Za A ERE, RIS vindir, SRERHENE] VECS,

90 VMware, Inc.
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3 FIEATAIRSS, JEEALEEUE O AR EE RS .
5% MAE Windows Al vCenter Server Appliance [ FTA [,

Windows service-control —-stop —-all
service-control --start VMWareAfdService
service-control —--start VMWareDirectoryService
service-control —-start VMWareCertificateService

vCenter Server service-control —-stop —-all

Appliance service-control —-start vmafdd
service-control —-start vmdird
service-control --start vmcad

4 (W) REETHOARIET A 2] vmdir.
dir-cli trustedcert publish —-cert newRoot.crt
% 2 S BB vindir S0 WERAIETTZA S, REHTIEB (1% 21 A G 7 i A] RERT 2 LU A
5 WEHRSITARS
service-control —-start --all
TBl: ERFE VMCA ZARIEH
PN B 7R UE Y HiAR CA {5 M E A AR UE B A AP
1 (Alk) A VMCA RRUEB AR R AL TuE Bk .
B/t Platform Services Controller I s BRI N 526
C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool —--getrootca
R (AN

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --getrootca --server=<psc-ip-

or—fqdn>
AL LT LTINS
output:
Certificate:

Data:

Version: 3 (0x2)
Serial Number:
cf:2d:ff:49:88:50:e5:af

2 (A[3k) FIH VECS TRUSTED_ROOTS J&, H¥UEA 5= 508 1 i 521 = 3T %

144 M 1E Platform Services Controller 15 i FIEF B 5 1217, A2k VECS 2481 vindir,

"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry list —-store TRUSTED_ROOTS --

text

G —IHEB RGO N, 2RO LU NN A
Number of entries in store : 1

Alias : 960d43f31eb95211ba3a2487ac840645a02894bd
Entry type : Trusted Cert

Certificate:
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Data:
Version: 3 (0x2)
Serial Number:
cf:2d:ff:49:88:50:e5:af

HERGHTHY VMCA BUE . 22 FREUE B INE] VECS 1 vimdir ( VMware Directory Service ) 11y
TRUSTED_ROOTS J%,

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --selfca —--config="C:\Program
Files\VMware\vCenter Server\vmcad\certool.cfg"

1F Windows 1, RIVLEEE ——config, AN ZAr4- FHERIAAY certool.cfg SCA-s

BIHEM SSL EHE#A VMCA ZZIEH
FELERCHTH) VMCA 25 ISR, ATLARHR AT fO AT THEML SSL ik

SE T EN AL AT T 5 AR 5T B E T AL SSL uE TS, E2 9 ibErh, A1 0
B TS SSLUF B A ka4 . B H ——server 25U EAT4MS Platform Services Controller ft] vCenter Server
&1 Platform Services Controller.

BIRSH

e AT LIRSS, IR B PRUE A R R AR IR DS
B2

1 &SRS tHEHUE 66 certool. cfg.

HILALELA M v 458 certool. cfg:
Windows C:\Program Files\VMware\vCenter Server\vmcad

Linux /usr/1lib/vmware-vmca/share/config/

ARG TR FE SRS B S DA iR Z o S LY FQDN

KA IP HiHEE4T NSLookup, PATSEE ZFRI DNS Ak, HAEHE “FHLE” FRIETZEH.
SRSk A I R TSRS . TR 7 SR PSP

Flan:

certool --genkey —-privkey=machinel.priv —-pubkey=machinel.pub
certool —-gencert —-privkey=machinel.priv —-cert machinel.crt —--Name=Machinel_Cert --config
machinel.cfg

SRS, BRI AR E RS
55 £ HAE Windows Al vCenter Server Appliance F 17T~ .

Windows service-control —-stop —-all
service-control —-start VMWareAfdService
service-control —-start VMWareDirectoryService
service-control —-start VMWareCertificateService

vCenter Server service-control —-stop —-all

Appliance service-control --start vmafdd
service-control —--start vmdird
service-control --start vmcad
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AR INE] VECS,
FIr A T S R T A I T A2 R i B okt SSL 3H T S . M MIINGE & H, SR H,

vecs—cli entry delete ——store MACHINE_SSL_CERT —--alias __MACHINE_CERT
vecs—cli entry create ——store MACHINE_SSL_CERT --alias __MACHINE_CERT --cert machinel.cert
—-key machinel.priv

HHRBIITAIRSS .

service-control —-start —-all

w6l BITEVUEB B VMCA E&iEH

1

VMware, Inc.

 SSL UE P BB S, A 24 10 H s AR 7N ss1-config. cfg.

Country = US

Name = vmca—-<PSC-FQDN-example>
Organization = <my_company>
OrgUnit = <my_company Engineering>
State = <my_state>

Locality = <mytown>

Hostname = <FQDN>

SR SSL iE 5 AE BB N . AR R S Platform Services Controller 5 5 _FizfTibars; A3
T __server %,

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey ——privkey=ssl-key.priv ——
pubkey=ssl-key.pub

FAE Y 1T H P Al ssl-key. priv Fll ss1-key.pub X4

RGN SSL AE 45, HAE45 0 VMCA 520, a15f VMCA root WE 8l F & XAE, ]
VMCA £ BRI RT A UE-B 754

® 7T Platform Services Controller 15 sk R A 2R .

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-vmca-
ssl.crt —-privkey=ssl-key.priv —--config=ssl-config.cfg

B /f vCenter Server 1 (4% )

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert —--cert=new-vmca-
ssl.crt ——privkey=ssl-key.priv --config=ssl-config.cfg —-server=<psc-ip-or-fqdn>

BAE M 1T H P 6l new-vmca-ss1.crt X
(A% ) A VECS FINE

"C:\Program Files\VMware\vCenter Server\vmafdd\" vecs-cli store list
®  Platform Services Controller H1[1% H 7~ :

MACHINE_SSL_CERT
TRUSTED_ROOTS
TRUSTED_ROOT_CRLS
machine

®  vCenter Server H[1% HH =l :

output (on vCenter):
MACHINE_SSL_CERT
TRUSTED_ROOTS
TRUSTED_ROOT_CRLS
machine
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vpxd
vpxd-extension
vsphere-webclient
sms

5 ¥4 VECS Hf1-55A1 SSL UFF a4 Jui B SSL iiF 45, ——store Fll ——alias {EHAF S5 ERIN L FR5E 4 PT
I

® 7 Platform Services Controller H', i5iafTLA Far4 LA 8 MACHINE_SSL_CERT {7541
SSL UF 13

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete —-store
MACHINE_SSL_CERT —-alias __MACHINE_CERT

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create —--store
MACHINE_SSL_CERT —-alias __MACHINE_CERT --cert new-vmca-ssl.crt —-key ssl-key.priv

n fg/\*’“fiw,@im)ﬁnﬁ%qﬂ, THiaf TPA M4 LA MACHINE_SSL_CERT {7154 SSL
W TN A R FQDN,  PRIHAZEA S T B A S U .

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete —-store
MACHINE_SSL_CERT --alias MACHINE_CERT

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create —--store
MACHINE_SSL_CERT --alias __MACHINE_CERT --cert new-vmca-ssl.crt —-key ssl-key.priv

T—%
BRI DU ESXi FEAUNUEY . 152 W vSphere L2 1FH R o

1F 27T S TR root IE S, AIE T H A5 4N Platform Services Controller [ vCenter Server 3 15 |-
FEH AR

BRERA RAPIEHERAHE VMCA E&iE4

B sE L SSL b3S, ATUARHRIT AR5 S Rk ds o Aoy SR b i s (B, Aped i) |
RUE A H AR AT 7 6 Tf HIEBEERZEA B o

YF% VMware & RO S PIESs o ATIOCRTH5IAL SSL bR E- o FUE SIS o IXANME A5 TATT
FHZ AR ER

B R BRI A E e
B OREEAIR CA.

B TR S A Platform Services Controller 78, T FE NIRRT M b . HAeEas NME T
R T PR . TERINTS ——server R A s Tan I, 15 ]

Platform Services Controller 24445111 Platform Services Controller,

BE AR A R T EF PUEBI, dir-cli list (%A E 1 S0 E s . iaiT
vmafd-cli get-machine-id --server-name localhost PATE SR EVRIA R AL ID . Ml 44
FREIAF L ID,

BrRSH

e U5 E TGRS, R AL AR AN AR TIAR S o

B

1 GHil—1 certool.cfg, BFRHHR. IP Hitk, DNS ZHRFIH AR, a4 Sf:, i, Eadh

sol_usr.cfgo.

AT DA Ay A T A B R TPy 2B RO R PR EHALS B WRREEIAME R, WAL
PR IR -
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% 3 = vSphere Z£iFH

B 15 SCIIBC EL ST R MR T 5 T P AR A T/ N SR RIE S
B

certool --genkey —-privkey=vpxd.priv —--pubkey=vpxd.pub
certool —-gencert —-privkey=vpxd.priv —-cert vpxd.crt —-Name=VPXD_1 —--config sol_usr.cfg

AR TT 2K
dir-cli service list

ATAGE RV uE A5 3R A ME— 1D Fy A\ FN AT AR s B

C:\Program Files\VMware\vCenter Server\vmafdd>dir-cli service list
Enter password for administrator@vsphere.local:

1. machine-1d364500-4b45-11e4-96c2-020011c98db3

2. vpxd-1d364500-4b45-11e4-96c2-020011c98db3

3. vpxd-extension-1d364500-4b45-11e4-96c2-020011c98db3

4. vsphere-webclient-1d364500-4b45-11e4-96c2-020011c98db3

TEL A ARy 2 P UE B, dir-cli SIS iAW ST o s £ AP 1a47
vmafd-cli get-machine-id —-server-name localhost PAZS AR EA AN ID, M5 5
AR EFH TR ID,

EIEFTAIRSS, SRR Al LRIk SS
%5 #MAE Windows A1 vCenter Server Appliance [ FTA [,

Windows service-control —-stop —-all
service-control —-start VMWareAfdService
service-control —--start VMwWareDirectoryService
service-control —-start VMWareCertificateService

vCenter Server service-control —-stop —-all

Appliance service-control —--start vmafdd
service-control —-start vmdird
service-control —-start vmcad

ST ARIRTTE P, /e vindir ILAUETS, AR5 VECS ik,
LA N RBleos 1 vpxd RS IOIES o

dir-cli service update ——name <vpxd-xxxx-xxx-7c7b769cd9f4> —-cert ./vpxd.crt
vecs—cli entry delete ——store vpxd —-alias vpxd
vecs—cli entry create —-store vpxd —-alias vpxd —-cert vpxd.crt —-key vpxd.priv

TR WURAEH: vindir HILET, RIS S HT P Cionl vCenter Single Sign-On 4T S A%EIE,
FHHBITAIRSS

service-control —-start —-all

95



Platform Services Controller &2

Bl: ER VMCA &R EAPIEH

U St MgRgs 2 M AR A e TR o 3554 Platform Services Controller AR/ MFFETT i I
PSR R TS S B P DA MBS s E B N MR s € P (vpxd. vpxd-extension |
vsphere-webclient ) f{J#8%

a

RN BB R T A Ui 75 % ] Fek Platform Services Controller [1 A g /5 52 i P A= i 2240
XTJ—O

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey ——privkey=machine-
key.priv ——pubkey=machine-key.pub

(AI3% ) KT H1/M28 Platform Services Controller [FE5%, 1 WA M ERT s EITH S ULy 5
P HE RSN

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey —-privkey=machine-
key.priv ——pubkey=machine-key.pub

BN R vpxd RS S P ARG I

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey ——privkey=vpxd-
key.priv —-pubkey=vpxd-key.pub

HEE N EE Y vpxd-extension fifo s 5 TP AR RS LS o

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey ——privkey=vpxd-
extension-key.priv ——pubkey=vpxd-extension-key.pub

NEFAE P SRR vsphere-webclient fiftk /5 58 FH AR BT

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey —-privkey=vsphere-
webclient-key.priv ——pubkey=vsphere-webclient-key.pub

2 NEFA Platform Services Controller FVEE/NMEER & FITHEAURDT 2 P DU NS B SR
HAthfiok 5 M (vpxd. vpxd-extension, vsphere-webclient ) A=A FH#T1 VMCA root Wk 525 & f{fiR
CE IR

ER --Name SEUNTME— . QFEMRDL T EH AR, TE T AU Sy 2 M 5 2 [l 5
KR FEAAT—FMER T, ZonBIE IR 28R, Bl vpxd B vpxd-extension,

96

1E Platform Services Controller 1 55 _FizfTUA N ay& R MZ 1 i BT EEAUIRE 7 5 P AR i 75
FEH B,

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert —-cert=new—
machine.crt —-privkey=machine-key.priv —--Name=machine

VRN A R TSRS S AR IR

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert —-cert=new—
machine.crt ——privkey=machine-key.priv —--Name=machine —-server=<psc-ip-or-fqdn>

RN BE AR vpxd R S T P AR GRS

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert —--cert=new-vpxd.crt
——privkey=vpxd-key.priv --Name=vpxd --server=<psc-ip-or-fqdn>

MBI A vpxd-extensions gy 5 1 A uEAS .

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert —--cert=new-vpxd-
extension.crt ——privkey=vpxd-extension-key.priv —-Name=vpxd-extension —-server=<psc-ip-
or-fqdn>
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e M IEfTLA N A AN LY vsphere-webclient fRHR T 5T A BIE T

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert —--cert=new-vsphere-
webclient.crt ——privkey=vsphere-webclient-key.priv —-Name=vsphere-webclient ——
server=<psc-ip-or-fqdn>

K VECS R figeR Jy 5 H] b 5B 0 g o Js S P e o

R —store fil ——alias ZHLI GRS IR INARSE A ILAC.

a  ff Platform Services Controller 1551 I, 1Hia{TVA TS LAt AU 5 S e

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete —-store machine
—-alias machine

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create —-store machine
—-alias machine —-cert new-machine.crt --key machine-key.priv

b B NS LRI R T S R
C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete —-store machine
—-alias machine
C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create —-store machine
—-alias machine —-cert new-machine-vc.crt —-key machine-vc-key.priv

C  BAEAVEE N R vpxd RGP .

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete —-store vpxd ——
alias vpxd

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create —-store vpxd ——
alias vpxd ——cert new-vpxd.crt —-key vpxd-key.priv

d RIS R vpxd-extension RIS ZH UET

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete —-store vpxd-
extension --alias vpxd-extension

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create —-store vpxd-
extension —-alias vpxd-extension —-cert new-vpxd-extension.crt --key vpxd-extension-
key.priv

e PEAE T LY vsphere-webclient iR 5 5 iE

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete ——store vsphere-
webclient —-alias vsphere-webclient

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create ——store vsphere-
webclient —-alias vsphere-webclient —-cert new-vsphere-webclient.crt —-key vsphere-
webclient-key.priv
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4 fEHBEIARDL S P UETS 8T VMware Directory Service (vindir), R Zei /R &Hi A vCenter Single
Sign-On B 515405

a

T—

11T dir-cli service list R[ZRINER M SEH P ROME—IRSS ID 54 RILATE

Platform Services Controller 5%, vCenter Server Z%; i T A2,

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli>dir-cli service list
output:

1. machine-29a45d00-60a7-11e4-96ff-00505689639a
machine-6fd7f140-60a9-11e4-9e28-005056895a69
vpxd-6fd7f140-60a9-11e4-9e28-005056895a69
vpxd-extension-6fd7f140-60a9-11e4-9e28-005056895a69
vsphere-webclient-6fd7f140-60a9-11e4-9e28-005056895a69

vi A W N

AR RIS A BT T 2 P UE By, dir-cli 1ist PO S5 E 1 S0 rE i 75 % H
Fi. 1547 vmafd-cli get-machine-id —-server-name localhost PAEFFRAE M AR AL ID,
BT S P RGN D,

1 Platform Services Controller &4t vidir NI, Flan, anif
machine-29a45d00-60a7-11e4-96£f-00505689639a _} Platform Services Controller Ff{J T A fE T %
HP, Tt 4

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update --name
machine-29a45d00-60a7-11e4-96ff-00505689639a —-cert new-machine-1.crt

B N A RN vindic O EENGEE . B, s
machine-6fd7f140-60a9-11e4-9e28-005056895a69 ) vCenter Server FHH MR I P, s
T4

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update —--name
machine-6fd7f140-60a9-11e4-9e28-005056895a069 —-cert new-machine-2.crt

PR N B R vdir HIIR) vpxd gy SR IES . Blan, sk
vpxd-6fd7f140-60a9-11e4-9e28-005056895a69 4 vpxd ik /7 % M ID, s Tt 4

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update —-name
vpxd-6fd7f140-60a9-11e4-9e28-005056895069 ——cert new-vpxd.crt

B E I 5 LAY vindir FRAYJ vpxd-extension figd 5 ZH b, #ilan, G vpxd-
extension-6fd7f140-60a9-11e4-9e28-005056895a69 A vpxd-extension T ZH 7 1D, ihiafTibmy

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update —-name vpxd-
extension-6fd7f140-60a9-11e4-9e28-005056895069 —-cert new-vpxd-extension.crt

R N HET 511 vsphere-webclient iy S HI P uEAS. #ilan, Wik vsphere-
webclient-6fd7f140-60a9-11e4-9¢28-005056895a69 A vsphere-webclient R T Z P ID, 1haf T
e
C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update —-name vsphere-
webclient-6fd7f140-60a9-11e4-9e28-005056895a069 —-cert new-vsphere-webclient.crt

T S5 Platform Services Controller 715 AR NMEFRT & F AT RS -
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TR AEKXHERE R VMware Directory Service iEH

TEFGOL R, AIPRES AT BB I {uth vCenter Single Sign-On i 5.5 il vCenter Single Sign-On iR 6.,
IR, AR AR 121 T vCenter Single Sign-On RS9 ki) SSL kA5, M Ziph T AP BRI R
# VMware Directory Service SSL 113,

vimdir /] VMware Directory Service SSL uF 15 i #F$ifT vCenter Single Sign-On & i1
Platform Services Controller 5 p5. 2 M THR T H4E

[F]F 345 vSphere 6.0 1 vSphere 6.5 15 fi TR A BIAIMFATT EHA TIXEEPEE . UL GO0 75 2 Tix 2
LR

® IREEH AU dE vCenter Single Sign-On 5.5 Fll vCenter Single Sign-On 6.x %5 .
®  vCenter Single Sign-On /IR 5514 1 0 & il vindir #idis .
m i TiafT vCenter Single Sign-On 6.x R 351 &5, HHRIEERIN VMCA 25 AiE-pEaicl B e XAk,

FE MR ERR SRS 2 B S TN . 10 AU VMware Directory Service UE,

Lz
1 7Fiz{T vCenter Single Sign-On 5.5 IR &1 4 L, il BEREILAHECE vCenter Single Sign-On 6.x /It 55
a %Tﬁj\ﬁﬁﬁxﬁ: C:\ProgramData\VMware\CIS\cfg\vmdird,

b 1 6.x A FOIEE vmdi rcert.pem ORI, R EA SN <sso_node2.domain.com>.pem, Hrp
<sso_node2.domain.com> & 6.x 17 5[ FQDN,

c  KEaANUEBERE C:\ProgramData\VMware\CIS\cfg\vmdird LIZHIRAT I E HILE .
2 FEE IR BRTA HHEL L EE ST S 5 VMware Directory Service,
ATLAM vSphere Web Client HEE /5 80k %5 sk # H service-control fis.

£/ VMCA A4 ElE M & %444
FILKS VMCA root UE-BEFIOALESHE (045 VMCA 15— CA 2 4uEt5. WA1EE, VMCA A iifrfy
UEBARE R Te iyt . P DU I UE B 8 A e
R
1 Bl root UE4S (FA[A] CA) &8 100 UL,
F VMCA UEA55 40 58 XUE 058 —30 245k CSR. &% CSR DA TR A28 A UE 1 E N root UE
PBANE] VMCA,
2 FRIHSIHLSSL UE T (Hia] CA) 2102 IT,
EE] CA HORE AU BHEEH AN VMCA root L5, #ERTLAR T 154 SSL k15,
3 EHRYTT ST UES (i CA) 58104 1T,
RS SSLuE 135, AT AR )7 S P b5 .
4 TEERAIHAERE T VMware Directory Service UE-155f 108 11,
TETHaS AR, EIOPREE AT BE I tufE vCenter Single Sign-On JixAS 5.5 F1 vCenter Single Sign-On /K

6.xo TEMIHOUT, AR5/ T vCenter Single Sign-On I 551717 &Y SSL w45, MAZ G THE A
IR/ % VMware Directory Service SSL UE 15,
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% root iEH ( H1iE CA)

B VMCA UF P8y [ 8 XF B ss—3 245 CSR. k1% CSR DLIHIT 2B Lk BYEN root iF 151k
%l VMCA.,

AT DAl FHUE A9 B i 9 IR Fp al HoAth TR A= il CSR. CSR A2 /2 DA K

RN 2048 (kR

®  PEM K3, VMware 3§ PKCS8 Fil PKCS1 (RSA #41) o #4AURIIE] VECS &, 24 PKCS8

B X509 i 3

B R TIAR EESCUETS, KT root UE1S, CA P AT true, J HUF 355 A A2 F R A
EL

® UST CRL %544,

B Enhanced Key Usage 517 Client Authentication i} Server Authentication,

B PR SN LA

m SRR KT AT IR Bl . VMCA /1] OpenSSL BRI, EI--MiE45.

B VMCA A3FFEEIERAT S 21 DNS SIS,

®f[EAIE VMCA NS CA.

1155 M VMware HIPHFE L 2112009 7T vSphere 6.0 H1 A Microsoft WEHUA N AR LA G2 SSL ik
) DUREE F Microsoft UL 153 & U7~

it root EPIY, VMCA 2BGUERL FUE4S B
B EPIR/N: 2048 (1S
m AR UEBR A
m JURIRE: A CA
EZ
1 AR CSR IR AE S CA,
P CA PBEIHIE THAE

2 HERTRRR AN VMCA IEBUA K =77 CA s\l CA 195838 CA SERUE 30, azsetr, A,

%ﬁjj rootcal.crt,

A PLE R PEM A& T CA IEBE HIBIPASAFRse it i 2 . 20 VMCA root IEH3, FDA
root CA PEM WF P42, #ilan:
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3 FIEATAIRSS, JEEALEEUE O AR EE RS .
5% MAE Windows Al vCenter Server Appliance [ FTA [,

Windows service-control —-stop —-all
service-control --start VMWareAfdService
service-control —--start VMWareDirectoryService
service-control —-start VMWareCertificateService

vCenter Server service-control —-stop —-all

Appliance service-control --start vmafdd
service-control —-start vmdird
service-control —--start vmcad

4 B4 VMCA root CA,
certool —-rootca —-cert=rootcal.crt ——privkey=rootl.key
IBATHA I, AT A
BRI EE X root TEBIRINE] XA R G IUET AL
B E X root UEASHTINE] VECS Hif¥) TRUSTED_ROOTS fEH (FERE) o
B K EE X root BT INE] vindir (ZEIRJE) o

5  (Agk) ZEEEMULIEE] vindir ( VMware Directory Service ) IFTH I, 1548 root k43 & 1 2
vindir, FHHREE NSO SRR R

B

dir-cli trustedcert publish --cert rootcal.crt

30 P4 Tk vindir W5 2 AIIEH]. T root UEAS B AZRINE] VECS, Ky VECS 245 5 4t
18] vidir T root UFB YA,

6 (Hk) e, wILLsREHT VECS.,
vecs-cli force-refresh
7 EHEEIITAIRS .
service-control —-start —-all
=fl: ik root iEH
i ] certool #4Hll —rootca Bl VMCA root iF 15542 4 52 X CA root iF 1.

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\certool" --rootca —-cert=C:\custom-
certs\root.pem - - privkey=C:\custom-certs\root.key

AT, SBUTUA T ERAE:

B OB EE X root UEBER IR ARG LEEALE

BB HENX root WEBHINE] VECS Hi TRUSTED_ROOTS fFEH
B K EENX root WEBESHNE] vindir.,

T—%

RN IR T, MDA B P RER I 4G VMCA root UF45, WISRPUTIHEERME, WAZIE# vCenter
Single Sign-On BN 1HSWEE 44 T, Rl e MRS
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Bt & SSL EH ( HiE CA)
ARG E] CA [ ZUE IR H VMCA root uE B, 48R DLEATA T SSL i 15,

B BESR F O BT VMCA PRI BATEIUSIIE B AR (L, ZEXAERF, VMCA 2
RGO B T4 42

&E il“ﬂ%ﬁféiﬁ%ﬂ%ﬁTﬁH? HHAMAR S I T LB R TSI SSL U, FEL 1 S BEh, DATEE NI H
B TN SSL iF B A A i ——server ZHUNEATINT Platform Services Controller [1) vCenter Server
}8I7) Platform Services Controller,

HTR &4
KT SSL UE 1S, SubjectAltName #AZ5fU 7% DNS Name=<Machine FQDN>.
B2
1 HFEFUEBREE ITHEAE R0 certool.cfg,
AILATELA T Az ¥ 4% 5] certool. cfg:
Windows C:\Program Files\VMware\vCenter Server\vmcad

Linux /usr/1lib/vmware-vmca/share/config/

2 YRS RN EE XA E S DA 12 ALY FQDN,
FHABEMLU IP Hohlis4T NSLookup, PAETE ZFRI DNS FI5E, HAESCN “FHIE" FBA i HZ &,
3 BN A XA B S RN TN LAE A S SO
1540 :

certool --genkey —-privkey=machinel.priv —-pubkey=machinel.pub
certool --gencert ——privkey=machinel.priv —-cert machine42.crt --Name=Machine42_Cert --config
machinel.cfg

4 FIEATAIRSS, EREAEPENE O AR ARG .
55 MAE Windows Al vCenter Server Appliance R4,

Windows service-control —--stop —-all
service-control —-start VMWareAfdService
service-control --start VMwWareDirectoryService
service-control —-start VMWareCertificateService

vCenter Server service-control —-stop —-all

Appliance service-control —-start vmafdd
service-control —-start vmdird
service-control --start vmcad

5 TR ITE VECS,
FIAT TS AT BEAHEIE B A7 e Tokiid SSL TS . MoeMsIA 4, ARTRIMETAH.

vecs—cli entry delete ——store MACHINE_SSL_CERT —--alias __MACHINE_CERT
vecs—cli entry create ——store MACHINE_SSL_CERT —--alias __MACHINE_CERT --cert machinel.cert
—-key machinel.priv

6  FUETHEIT A RS

service-control —-start —-all

102 VMware, Inc.



% 3 = vSphere ££iFH

Bl Bt EYL SSLIEH (VMCA A HiE CA)
1 Oy SSLAE S BRSO, I i H SRR A7 ss1-config. cfg.

Country = US

Name = vmca—-<PSC-FQDN-example>
Organization = VMware

OrgUnit = VMware Engineering
State = California

Locality = Palo Alto

Hostname = <FQDN>

2 AEIAL SSL U A A B X . AEREANETEE ;MU Platform Services Controller 13 1 Fiaf T ar 4 AN
B __server Jillil,

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey —-privkey=ssl-key.priv ——
pubkey=ssl-key.pub

P L H PRl ss1-key.priv Fil ssl-key. pub 4,

3 AEREIITEENL SSL UEHs . IEF ) VMCA %25, Wil VMCA root UEF58 0 [ XAiE4s, I
VMCA XA RT A UE B 1725 %,
B [T Platform Services Controller 5 /i k ik N3\ 22,

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert —-cert=new-vmca-
ssl.crt ——privkey=ssl-key.priv —--config=ssl-config.cfg

m 7T vCenter Server W1 ( IME34eEE )

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert —--cert=new-vmca-
ssl.crt —-privkey=ssl-key.priv —--config=ssl-config.cfg --server=<psc-ip-or-fqdn>

FHAE 41T H SO0 new-vmea-ss1.crt SUHF.

4 (k) S VECS IINA.
"C:\Program Files\VMware\vCenter Server\vmafdd\" vecs-cli store list
®  Platform Services Controller H1 /)%t~ «

MACHINE_SSL_CERT
TRUSTED_ROOTS
TRUSTED_ROOT_CRLS
machine

®m  vCenter Server H[1%5 R~ ;

output (on vCenter):
MACHINE_SSL_CERT
TRUSTED_ROOTS
TRUSTED_ROOT_CRLS
machine

vpxd

vpxd-extension
vsphere-webclient
sms
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104

5 ¥4 VECS Hff 5L SSL ik T4 i 154l SSL k5. —-store Fll ——alias {E 4215 BRIA L R TE 4L
i o

® 7 Platform Services Controller H', i5iafTLA T a4 LA 8 MACHINE_SSL_CERT {7541
SSL UF13

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete —-store
MACHINE_SSL_CERT —-alias __MACHINE_CERT

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create —--store
MACHINE_SSL_CERT —--alias __MACHINE_CERT --cert new-vmca-ssl.crt —-key ssl-key.priv

B TEEME RN AR RESE T, 15 TPA T A LAR H MACHINE_SSL_CERT f#f#H 5471 SSL
W BT HENIE S R FQDN, R A SR T B AN LM LT o

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete —-store
MACHINE_SSL_CERT --alias MACHINE_CERT

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store
MACHINE_SSL_CERT --alias

MACHINE_CERT --cert new-vmca-ssl.crt —-key ssl-key.priv

BHERTRAPIES ($iE CA)

R SENL SSLAEBIR , T DAEHIRILIY S PS5,

V% VMware % PR EHIRDOT ST o ABA00K HHEHL SSLUEAS ROl FE SGIE . SRR A 1T
EHRATRIER.

m R RIS S

m R CA.

BN TR SR Platform Services Controller 7 &5 F 0N URO T Z il 3 ., HEEE /M
WS AR AU . FEEAA SN ——server FUEERY S s Tan A, 1A

Platform Services Controller 24} Platform Services Controller.

R AR A RO PR, dir-cli list R AREATa Y SR o s =R P iaf7
vmafd-cli get-machine-id —-server-name localhost PAZ A TARIAMITEIN ID, BRI T EH T4
FrRBEFEHENL ID,

I s

MRS M UE B ARG AFIR subjecte B0, EREEIRIT M P4 (4 vpxd ) s ARME—FRIN
Fo

B2

1 ZH—0) certool.cfg, FEERAMR, IP s, DNS AHRFIFLFHRETBL, H a2 3CpE, B, SEadh

sol_usr.cfgo

EPTVAE N fy A TAE A R s A UEAS o MR S PAE A B AR ORBBRINE R, ZERIE
P RE S IR o

2 LN A E SRR E SR R MR 5 H P A s F R B SRR
4.

certool --genkey —-privkey=vpxd.priv —-pubkey=vpxd.pub
certool --gencert —-privkey=vpxd.priv —-cert vpxd.crt —-Name=VPXD_1 --config sol_usr.cfg

3 AU S PR,

dir-cli service list
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FIDARE e BN R B FME— 1D A A AT RE o .

C:\Program Files\VMware\vCenter Server\vmafdd>dir-cli service list
Enter password for administrator@vsphere.local:

1. machine-1d364500-4b45-11e4-96c2-020011c98db3
vpxd-1d364500-4b45-11e4-96c2-020011c98db3

3. vpxd-extension-1d364500-4b45-11e4-96c2-020011c98db3

4. vsphere-webclient-1d364500-4b45-11e4-96c2-020011c98db3

TEZ T S A DT P UE B, dir-cli A B ESITE AR Z R 84T
vmafd-cli get-machine-id —-server-name localhost VAZFRAEFA TAUIAR AN 1D, ARG T ]
PR RN D,

ERAFEIRSS, SR B Al AR EER RS .
k%5 %75 1#E Windows F1 vCenter Server Appliance F 75l Al

N

Windows service-control —-stop —-all
service-control —--start VMWareAfdService
service-control —--start VMwWareDirectoryService
service-control —-start VMWareCertificateService

vCenter Server service-control —-stop —--all

Appliance service-control --start vmafdd
service-control —-start vmdird
service-control —--start vmcad

e vimdir A1 VECS HIIRAELE D,
Wy M, SAPOZIRFI IS . 514n:

dir-cli service update ——-name <vpxd-xxxx-xxx-7c7b769cd9f4> —-cert ./vpxd.crt
vecs—cli entry delete —-store vpxd —-alias vpxd
vecs—cli entry create —-store vpxd —--alias vpxd —-cert vpxd.crt —-key vpxd.priv

HEE WA vndir IR, MR 2 PG5 E] vCenter Single Sign-On.

EHREIIT AR o

service-control —-start —-all

6l BiRBRATEAPIES (E CA)

1

VMware, Inc.

TEAROTT ) A A R s R Hrp a8 Platform Services Controller AU MEEETS & 1

FILHSEMLRE T 2 HP RS B A B S L AR HAtb g s € ) (vpxd. vpxd-extension,

vsphere-webclient ) [FJ%5IXT .

a  HIRNAERE NI 2 )5 Platform Services Controller W TR 5 1 )1 Az ik 2% 4
X\JAO
C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey ——privkey=machine-
key.priv —-pubkey=machine-key.pub

b (Al ) X T 4N Platform Services Controller B, i WA AME BT S T HEAURI 5 &
PP A B T
C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey ——privkey=machine-—
key.priv ——pubkey=machine-key.pub

c MR I vpxd SRy T A s A

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey ——privkey=vpxd-
key.priv ——-pubkey=vpxd-key.pub
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d OB MEEE Y vpxd-extension T ST P AR RN

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey ——privkey=vpxd-
extension-key.priv ——pubkey=vpxd-extension-key.pub

e ONRFMEPY S EY vsphere-webclient )y ST P A YIS o

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey —-privkey=vsphere-
webclient-key.priv ——pubkey=vsphere-webclient-key.pub

FEEA Platform Services Controller AR/ NMEEEN b5 _E TN UR P TS 5 F P DA FRY A A

HAtbfgge s 2 )™ (vpxd. vpxd-extension. vsphere-webclient ) A= H1HTHI VMCA root il 5% 44 HOf#
PES SR

R —Name ZELLAE—, QIHIRITT S P AAA#IN AR, T T A UEAS SRR TT 5 15 2 Rk S
Ko AEALMT—RIEO0 N, ZonPIE IR #Fk, Bl vpxd Bk vpxd-extension.

a  1F Platform Services Controller 15 fi_FiafTPA Nap2- A %1 5 F o SEpUie 75 5 F P A gt gy
ESR)ain=c

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert —-cert=new—
machine.crt ——privkey=machine-key.priv —--Name=machine

b Oy MY S AT S UREL T SR A e

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert —-cert=new—
machine.crt ——privkey=machine-key.priv —--Name=machine —-server=<psc-ip-or-fqdn>

c  CONTRAMEEN SR vpxd RO ST AR BRE

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-vpxd.crt
——privkey=vpxd-key.priv --Name=vpxd --server=<psc-ip-or-fqdn>

d OB EEMEFEET N LY vpxd-extensions fiBER 5 5 ] A BGIEAS o

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert —--cert=new-vpxd-
extension.crt ——privkey=vpxd-extension-key.priv —-Name=vpxd-extension --server=<psc-ip-
or-fqdn>

e I EfTLA N A MR SR vsphere-webclient fiRHR /7 5 HI VA BUE T

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool -—-gencert —-cert=new-vsphere-
webclient.crt ——privkey=vsphere-webclient-key.priv ——Name=vsphere-webclient ——
server=<psc-ip-or-fqdn>

5 VECS H a5 S b B o M AR R 5 € e

ERE --store fll ——alias ZEATUEGR SRR L FRTE A VIRL

a  ff Platform Services Controller 1551 I, 1Hia{TVA T v S LAt AR 7 5 e

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete —-store machine
—-alias machine

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create —-store machine
——alias machine —-cert new-machine.crt --key machine-key.priv

b AR S BT A LR SR

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete —-store machine
—-alias machine

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create —-store machine
——alias machine —-cert new-machine-vc.crt —-key machine-vc-key.priv
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% 3 = vSphere Z&£iFH

BB Y vpxd MRS S A P

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete —-store vpxd ——
alias vpxd

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create —-store vpxd ——
alias vpxd —-cert new-vpxd.crt —-key vpxd-key.priv

g M TR 15111 vpxd-extension i T S HIFIETS .

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete —-store vpxd-
extension —-alias vpxd-extension

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create —-store vpxd-
extension --alias vpxd-extension —-cert new-vpxd-extension.crt —-key vpxd-extension-
key.priv

BT BEY 15_Y vsphere-webclient fiftik /5 5 Fl k45

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete —-store vsphere-
webclient --alias vsphere-webclient

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create —-store vsphere-
webclient --alias vsphere-webclient —--cert new-vsphere-webclient.crt —-key vsphere-
webclient-key.priv

o LB O ARER 5 58 FH P AE 45 98T VMware Directory Service (vmdir). RZ0EHE R4\ vCenter Single
Sign-On FHE D1%AG

a

51T dir—cli service list FIZRHVERMAEDLT ZH P IME—IkSs ID 545, RIVATE
Platform Services Controller %, vCenter Server £&%; i1 T A2 o

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli>dir-cli service list
output:

1. machine-29a45d00-60a7-11e4-96ff-00505689639a

2. machine-6fd7f140-60a9-11e4-9e28-005056895a69

3. vpxd-6fd7f140-60a9-11e4-9e28-005056895a69

4. vpxd-extension-6fd7f140-60a9-11e4-9e28-005056895a69

5. vsphere-webclient-6fd7f140-60a9-11e4-9e28-005056895a69

R AR A IR R PUEBN, dir-cli list FORH 3E A S S n G oy %
P, 1547 vmafd-cli get-machine-id --server—name localhost PAZEFREADFHUKAMTHEAL ID,
B MR T % P AR AR FAL D,

1F Platform Services Controller |t vindir FP{RHHEHIUET . 40, 2k
machine-29a45d00-60a7-11e4-96ff-00505689639a ~} Platform Services Controller Hf/ 154 o /7 %
FP, iEEfT kS

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update --name
machine-29a45d00-60a7-11e4-96ff-00505689639a —-cert new-machine-1.crt

RS ES S B vndir R TFREN LS . B0, i
machine-6fd7f140-60a9-11e4-9¢28-005056895a69 i vCenter Server HKHHEH I TT E T, o
T4

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update --name
machine-6fd7f140-60a9-11e4-9e28-005056895a69 —-cert new-machine-2.crt
RN B S vindir PRI vpxd fROT S P UE Bildn, @k
vpxd-6fd7f140-60a9-11e4-9e28-005056895a69 4 vpxd ik /7 % I ID, s Tk a4

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update —-name
vpxd-6fd7f140-60a9-11e4-9e28-005056895a69 —-cert new-vpxd.crt
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e PR SR vimdir HY vpxd-extension iRy M PR, A, Wik vpxd-
extension-6fd7f140-60a9-11e4-9e28-005056895a69 A vpxd-extension f@tt /5 ZH 7 1D, iHiafTibay

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update --name vpxd-
extension-6fd7f140-60a9-11e4-9e28-005056895a69 —-cert new-vpxd-extension.crt

£ B MR LY vsphere-webclient fifd )y S ks, B4, 4R vsphere-

webclient-6fd7f140-60a9-11e4-9e28-005056895a69 >} vsphere-webclient fiftik /5 5 11 ID, 1Hia{ Tt

AN
ED/?'\i

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update —-name vsphere-
webclient-6fd7f140-6009-11e4-9e28-005056895069 ——cert new-vsphere-webclient.crt

EREEXHEFE R VMware Directory Service iEH

TETH PGS AR, PR A] BEET I fudE vCenter Single Sign-On Ji A 5.5 Fll vCenter Single Sign-On iiA 6.x,
TELBEO T, R EFF 21T vCenter Single Sign-On IR 55175 &1 SSL UET, MAFHGTHMEERA e
# VMware Directory Service SSL uF-13,

vmdir ffif] VMware Directory Service SSL IF- 3 F]7E414T vCenter Single Sign-On 2 il
Platform Services Controller 15 5 2 [RIPUTIEFHAE,

7 {247 vSphere 6.0 Fil vphere 6.5 11 IR A B PR BER T AT B, L/EDA T BL R ATk

®m IREIFINUEE vCenter Single Sign-On 5.5 £l vCenter Single Sign-On 6.x fili55 .
®  vCenter Single Sign-On /I 5514 1 & il vindir £ .
B X Tz1T vCenter Single Sign-On 6.x IRZ5 175 51, THRPKHERIN VMCA 25 Uk 155 H e k5.

ER R SRS Z M TN AT, il AR U VMware Directory Service 145

P
1 {£iaf7 vCenter Single Sign-On 5.5 IR 11 I, 1HE i EINFTPAEAE vCenter Single Sign-On 6.x k55
a %Tﬁﬁﬁﬁﬁﬁi C:\ProgramData\VMware\CIS\cfg\vmdird,

b A 6.x A FAIE vmdircert.pem AR, FHBE A M <sso_node2.domain. com>.pem, HH
<sso_node2.domain. com> 3 6.x 7,51 FQDN,

¢ BEarAMUERE HIE] C:\ProgramData\VMware\CIS\cfg\vmdird DL EHINA 1S HIEH o
2 (BB A TR T A S) VMware Directory Service,
ATLAM vSphere Web Client HHEE# 5 s 555k ] service-control fiy4

7E vSphere H{ER BEXIEH

IR AFIRISARDCESK, MATLLRAE vSphere Hh i IS sl Fir A b5 4 58 = sl il CA S5 IE
oo WRIAT THEERAE, W) VMCA KRS . AF2ER T vCenter IEF3/7f#%7E VECS Hio

PV A U B e i TR SRR 580 g, wI AT ISR ] T M Sl RO A IET , (EARES VMCA 2547
RS S e o R s 5 FH PE S UE F$-4) vCenter Single Sign-On #ET B3 56 0iE

BR WCRATER VMCA, WIEAAU 5T% BT A UETS . G THESS s B4R AR B A5 1 IS

Ulo
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% 3 = vSphere Z&iFH

TRUEBIH SN A E X root UEF35E 109 T,

ATLABE AP SE =05 CA OB SIS o 28— 21 CA RIEA K root IEH5 3\ VECS,
RETFSIAL SSL A5 A I SGIEF5 55 110 BT,

B FESGIER IR, A DA S A IR

Kok Ty 5 NP UEA ERg U SGIE 55 112 T,

FER TS SSL LRI, FIUAKS VMCA S84l )5 5 Pk oy 58 =5 sl Al i+

TER AR VMware Directory Service WE- 1558 113 T,

TS AR, BRI FT BEE I CudE vCenter Single Sign-On 7 5.5 1 vCenter Single Sign-On bk

6.xo LEILIHOLT, WA HIEAFi51T vCenter Single Sign-On JIl 5511075 5% SSL E45, WAZR TH A
S e VMware Directory Service SSL 1iF-15 .

BRIEBEHFANBEX root iEH

Al DU A R =5 CA I E BT, SB—2b 2 m CA R UEFHF root IEF 5 N\ VECS,
RR&Y

TEP A2 A R K

B PR/ 2048 (7R (PEM it )

B PEM K3, VMware 3745 PKCSS Fll PKCS1 ( RSA #4/]) . #5413 N%] VECS J&7, 24y PKCSS
B X509 flAR 3

B T root WS, CA §RAAETE N true, I H cert 2 AT ERFIEK N,

B SubjectAltName 24417 DNS Name=<machine_FQDN>

B CRT#%A

B GOLUNEAMI: Bersa . ARRINE, e

LU R R T AR R

B CN (f/l SubjectAltName ) # ' }y vCenter Server i) ESXi S MUK M4 (E 1P 3btk)
L2

1 A lst B8 =5 ik it r &k A MUk 1% CSR.

VMware, Inc.

B N EALR A AN SSL Uk 15, AT AL SSL uE 1S, SubjectAltName 7 BOAA L 5 e 4R
154, (DNS NAME=machine_FQDN)

B (PR BEMRA R ARG Y R BAT VAR SR S o RO SR UE AR A4 TP b
dik . FEAUZ S IR A M UEAS A ATRAT AR FOUE S

m (A[k) FT4MES Platform Services Controller SXFli AR 75 2 H P uFd5 . iZuF AR T
Platform Services Controller [1J 554/ SSL 1F

HHE, 859 NEEE PEM SCEPL N Platform Services Controller BT FR &K% 44 SSL WEF5
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2 It TRUSTED_ROOTS 7 FlIit 541 SSL 47
vecs—cli store list
a BT root UEFSAITAT THETAL SSL b 453409 VMCA 254k 45 .
b HEE FAIET L HikET R TR CNT TR
¢ (Alk) T Web JIBERE, F1T 58 EHur 1919795 s HTTPS 4%, BauriE e, Iz R
SF5IHL SSL AEBAHICRL.,
3 EIEArAIRS, BEoh IR R EIRSS .
k%% #¥57E Windows F1 vCenter Server Appliance AN,
Windows service-control —-stop —-all
service-control —-start VMWareAfdService

service-control —--start VMWareDirectoryService
service-control —-start VMwWareCertificateService

vCenter Server service-control —--stop —-all

Appliance service-control —-start vmafdd
service-control —-start vmdird
service-control --start vmcad

4 A HE X root EF .
dir-cli trustedcert publish —-cert <my_custom_root>
MR SAT EATRE R AINEN, RGBSR,
5  EHHEITAIRS .
service-control --start —-all
™%
QIR A F RIS F 2, ATDAMIEB A Th RSB IR 4G VMCA root UE15, WERBATILEAE, MAZHHT vCenter
Single Sign-On UE{5. TS WA 44 U1, “RlHrLaSMIRIIES" .
R E SSL EHE# A B ENEH
W) e SCuEB R, TP R S TR LIRS

& EAE I P T S HAIR S5 T 2 A B TR SSL kb 4. AEZ T Ak, IEREN T A
AT EALSSL U B A A Y. i ——server Z2HUNELA SN Platform Services Controller [/ vCenter Server
#817] Platform Services Controller,

WEAT VAN 5 BA BRI AR e E 15 -

B administrator@vsphere.local [{J%%

B SR SSL A XAET (crt file),
B TR SSL FE X (key file).
B Root AR XUET (ert ) o

B RS R R HAT JNEB Platform Services Controller [f] vCenter Server | izfTa4, W7
Platform Services Controller 1) IP 3l
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BUR&H
DIEMNEE= T8 A CA W BT EALUIIES
PR 2048 f7EER (PEM Fihth )
. CRT#&
B X509 A 3
B SubjectAltName 185 DNS Name=<machine_FQDN>
m GEPUNEET: B, ARSINE. BN
L7
T A RSS, BB 00 ARSI SS o
JIk 55 %4t Windows il vCenter Server Appliance £ firA~fii

Windows service-control —-stop —-all
service-control —-start VMWareAfdService
service-control —--start VMWareDirectoryService
service-control —-start VMWareCertificateService

vCenter Server service-control —-stop —-all

Appliance service-control —-start vmafdd
service-control —--start vmdird
service-control --start vmcad

2 BSREIREATA, RIEEEIN CA BRI RN LU INE] VECS.
Fr AT T RS TG AR MU P A2 TR BT UE okl SSL AT
vecs—cli entry delete ——store MACHINE_SSL_CERT --alias __MACHINE_CERT

vecs-cli entry create —-store MACHINE_SSL_CERT —-alias __MACHINE_CERT --cert <cert-file-path>
—-key <key-file-path>

3 EWREST AR
service-control —--start —-all
6 TEY SSLFHEE A AENIEH
AT PAARIRE T B g B3 SSL b3
1 o, MR VECS R IET,

"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete —--store
MACHINE_SSL_CERT --alias MACHINE_CERT

2 BERK, IRIEHGET .

"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store
MACHINE_SSL_CERT —--alias __MACHINE_CERT --cert E:\custom-certs\ms-ca\signed-ssl\custom-wl-
vim-cat-dhcp-094.eng.vmware.com.crt ——key E:\custom-certs\ms-ca\signed-ssl\custom-x3-vim-cat-—

dhcp-1128.vmware.com.priv
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WRRRTTRAPEBERA BESES

R STAL SSLAEBIR , FTLAYE VMCA 25 MRk iy 5 FLPHE 15 BRI b 58 =7 sl Al i 15,

Vi VMware % PR EHIRDOT ST PIETS o ALK T SSLAESE-Oy FIESGIE 1S, SRR A Iy 1
AHR AP ER.

m R RS FE

m R CA.

fif RT3 5 P FHUE 56 vCenter Single Sign-On iH4 TS5 IE, WERUEAT2, vCenter Single Sign-On #f
I T 2 90T SAML A HE, - I FLdR 7 S M1 FPR i T2 SAML Aok Hopth vCenter 24T DHAYGIE
Bt M P JUMIEEAS Platform Services Controller 19 i b USRI TT ST ub4s . H et Mg B
R AR T = PR o AEEATINGS ——server (ORI S RIS Tar I, 156

Platform Services Controller 24§ {817 Platform Services Controller.

AR ERMERE A B R TT 2 UEPRy, dir-cli list B SR T S ra o £ M . 1817
vmafd-cli get-machine-id —-server-name localhost PAZE RN EH A BN ID, & MR T ZEZH P4
M FE L ID,

BTiRE& M

B YR/ 2048 7R (PEM 4 )
B CRT#%3

B X509 A 3

B SubjectAltName #4717 DNS Name=<machine FQDN>

AR R PIEB B A AN subject, BN, FEQEMRTT R (A vpxd ) s HADE—
FRIRFT

B AELINEIMEN: B4 AEINE BYnEs

FH
T IR IRS, BB O . Rt SS o

service-control —-stop —-all
service-control --start vmafdd
service-control —-start vmdird

service-control —-start vmca
2 IR S PR ATR.
dir-cli service list
FTRAE P AR M ME— 1D, SR T AR R AT .

C:\Program Files\VMware\vCenter Server\vmafdd>dir-cli service list
Enter password for administrator@vsphere.local:

1. machine-1d364500-4b45-11e4-96c2-020011c98db3

2. vpxd-1d364500-4b45-11e4-96c2-020011c98db3

3. vpxd-extension-1d364500-4b45-11e4-96c2-020011c98db3

4. vsphere-webclient-1d364500-4b45-11e4-96c2-020011c98db3

TEZ T S TR R A AR T 2 P b BN, dir-cli BRSBTS T a ik 7 £ 1 e 1aqT
vmafd-cli get-machine-id ——server—name localhost PATSTREFN AR AL ID, S Mgk 75 %
P ERETHRAL D,
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3 XTEAMERITE, RS R VECS Al vindir HIELAUES
WAVNZN -8 e o
vecs—cli entry delete ——store vpxd —-alias vpxd

vecs—cli entry create ——store vpxd —-alias vpxd —-cert vpxd.crt —-key vpxd.priv
dir-cli service update ——name <vpXxd—XXXX—XXX—XXXXXX> —-cert vpxd.crt

ER WA vindir HIUETS, WIARRTT S PG vCenter Single Sign-On £ T S35 1F .
4 HEHHRSITERS

service-control —-start —-all

R AEENXIRERE R VMware Directory Service iEH

TEF S erh, BRI AT AR I 3% vCenter Single Sign-On Jix A 5.5 il vCenter Single Sign-On A< 6.x.
BT, AR AR 121T vCenter Single Sign-On RSS9 ki) SSL kA5, ML Ziph T AP BRI R
¥t VMware Directory Service SSL 1l 5,

vmdir {i[f] VMware Directory Service SSL uF-{5 F] ZE414T vCenter Single Sign-On &2 il
Platform Services Controller 5 /i 2 [Al$f 798 TH1E

7} 347 vSphere 6.0 Fil vSphere 6.5 15 IR A B PO AT EIA TR, AR T BL F AP T e
S

B IREIHFIN-ETE vCenter Single Sign-On 5.5 F1 vCenter Single Sign-On 6.x K55,
®  vCenter Single Sign-On IR 5515 & & #l vindir £
B X JHZ1T vCenter Single Sign-On 6.x JIRF5IA T 1, THIPBRIN VMCA 25 Z U B [ E SUE

TR IOl R A TS SRS Z BT A BRI AN B VMware Directory Service 1iE 15

g
1 {rizfT vCenter Single Sign-On 5.5 K55I i |, HAE B IAILUEE vCenter Single Sign-On 6.x K55
a %{%ﬁﬁﬁx{t{c C:\ProgramData\VMware\CIS\cfg\vmdird,

b 7F6x T A vindircert. pem XAERUEIA, B HEAY 25 <sso_node2 . domain . com>.pem, JLHA
<sso_node2.domain.com> & 6.x 1751 FQDN,

¢ BEarAMuEFEE#IE] C:\ProgramData\VMware\CIS\cfg\vmdird DL LA 1 E HIHTEH .
2 FEE IR BT LSS 5 VMware Directory Service,
HILAM vSphere Web Client FHHEHT R Z0IR S50l H] service-control 74

VMware, Inc. 13



Platform Services Controller &2

114 VMware, Inc.



£ CLI /S HEERSFEE

—4] CLI "] F} 7% 2 VMCA ( VMware Certificate Authority ) . VECS ( VMware Endpoint if 3f7fi§ ) LA
VMware Directory Service (vindir), vSphere uF537 885 5 R AL SRR ZAHSAT 55, (AT shuF Ay sres

PEH AR 35 T2 H CLL
F 41 ATERERMABEREHN CLI TR
cLl ik BSR
certool MR RIS, BT VMCAD 55117 71, “certool #Jfifkard5%"
(VMware WF-BEERSS ) 1—3650 -
vecs—cli EH VMware UEBAFEIHIMNE . 121 U,  “vecs-cli ip Sk
JET VMAFD,
dir-cli 1F VMware Directory Service HOIHIJf 55125 51, “dir-cli 5%

Bk, BT VMAFD,

sso-config

HE vCenter Single Sign-On it 1%, 7F a2 475D,

REHEHN, AN 32 U1, “vCenter Server WA Z G4y
Platform Services Controller Web 5 eI

Mo 1% TR R AR IE %

o

service-control

JHBEEAE LIRSS, g, AR T
PR

CLI &

BRNTEOU N, ATLAAERE ST R LA Mz Ak CLL

Windows

Linux

VMware, Inc.

C:\Program Files\VMware\vCenter Server\vmafdd\vecs-cli.exe
C:\Program Files\VMware\vCenter Server\vmafdd\dir-cli.exe
C:\Program Files\VMware\vCenter Server\vmcad\certool.exe

C:\Program Files\VMware\VCenter server\VMware Identity Services\sso-
config

VCENTER_INSTALL_PATH\bin\service-control
/usr/1lib/vmware-vmafd/bin/vecs-cli
/usr/1lib/vmware-vmafd/bin/dir-cli
/usr/1lib/vmware-vmca/bin/certool

/opt/vmware/bin
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7E Linux I, service-control ip 3 AEORGIR TR,

AR MIELAT SN Platform Services Controller {1355 ) vCenter Server Z4iia{ T2, MA[DIHEH] ——server &
45 € Platform Services Controller,

AEERFE T LA N 2.

B ZE116 01, “izfl CLI st

B 5116 O1,  “HHEK certool AL FritI”
B 11701, “certool #ifHfk A5
B 511900, “certool HFR A S

® 5121 01, “vecs-cli (&S

m 125701, “dir-cli eSS

IZ1T CLI AT AIFHIY
et HRRPASIER TS5 1T CLI DA B ESEATIN a2 B, W T REBUEB IR, AuBUE A vCenter
Single Sign-On 1§ ( #RIAN vsphere.local ) [RFFER DY, A74er2 HIEATATHT 61

dir-cli WAGEA IS CERIACY vsphere.local ) FUFEH GAZHA A RIS T dir-cli ar e
WERAEE I A, R GuR s N A vCenter Single Sign-On 1
M BT (BN administrator@vsphere.local ) [R50,

vecs-cli ), RAAAERTE AP seEus RRARU P A Be 15 A4 . Windows |
MR I A P Linux 1Y root FH P4 52887 M4,

MACHINE_SSL_CERT 1 TRUSTED ROOTS {76 & T 45k A7 . AT root
PSR A (IR TR 2T ) A e B s AR
certool KEL certool R EAZ M PR HR AR e T PRI LLsATIA T
B genselfcacert
B initscr
B getdc
B waitVMDIR
B waitVMCA
B genkey

B viewcert

B certool A E ik

51T certool --gencert Bk HEEILAMUE BRI LB T FRar 1, S-SRI & SO IORT A B .. 7 DATERy
T X, 7] - - config=<file name> DEIUFHERIARLE XM, B HRE.

BRNIEGUN, BCE S certool. cfg hz LA M

BRERGE ME

Linux /usr/1lib/vmware-vmca/config

Windows C:\Program Files\VMware\vCenter Server\vmcad\
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% 4% £ CLI L BEERESMIEH

A ERAVL NBRAMER 2 TR
Country = US

Name= Acme

Organization = AcmeOrg

OrgUnit = AcmeOrg Engineering
State = California

Locality = Palo Alto

IPAddress = 127.0.0.1

Email = email@acme.com

Hostname = server.acme.com

W R, AR A THIRE S BSS, S AR A A TN, ITDA R AOX R

B QAT E SRR, SRE g . ] ——config Sy AT R e B LS 1. BT SRR, B
AR,

B certool --gencert ——config C:\Temp\myconfig.cfg
B AT AT REAAME . B, BERAUREE, AT M

certool - -gencert —-privkey=private.key --Locality="Mountain View"
FHE —-Name DIFHRUEASI1 AR E IR CN 7B,

B TR U, $RIHZE, 12488 <sol_user name>@<domain>, {HQIARFERREEH I HE AR Z)
S, MM DL EOZ A

B FHRAL SSL uEts, AT FQDN,

VMCA e VFfiffl—> DNSName (ft Hostname “7-Bert) , {HAFRVHE HIH AU AT AT R #0600 4R TP
HEA R EE, W2 A7 (E SubAltName .

# H] ——Hostname S4$5 UL SubAltName [ DNSName,

certool M1 H<S %

certool WAL AT AT PUAERGIERAS 2Rk . A GV ER VMCA 252 UEBAEY] . S ARUEA LSS T HA
UFPEHRRE,

HFUZIER T, WA DB E L3 5] certool 43 H1, TSN 116 T1,  “BHIK certool il Brieli” . A
—UE RG], 1ESIAE 90 T1, KIS VMCA & ZuF- PR3O #H) VMCA Z240EB”7 o ar& 1T iRt
AR LS B .

certool --initcsr
HEFGIEAS%5 315K (CSR). a4 2Bl PKCS10 SCPERIE FTIA441,

Pt #ik

—initcsr A% CSR I A de i

——privkey <key_file> LR i SE

——pubkey <key_file> o B2

——csrfile <csr_file> KIAE] CA BT CSR SIS 4
——config <config_file> B S P e 7R . BRIAH certool. cfg.
B

certool —-initcsr —-privkey=<filename> --pubkey=<filename> —-csrfile=<filename>
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certool --selfca

O AR AUE ] A 25210 CA E 9% VMCA IR35Hs . G FHIEIUE 1% VMCA IRSSas i MRy k2
—o R APASHSE = HIET E st VMCA IlR55a%, MM VMCA SO CA. 152 WEE 99 1T, /]
VMCA fEJHRREBRUL A"

e 2R A A H I = R A5 DAt O LR BN D5

FETT ik

——selfca AR A2 A UL AT T

——predate <number_of_minutes> FUFEBERAERR e BN Ba e b S air a2
RTAOFRAE B e T BT ARPUB AE OIS IX R, fek
HAN=K,

——config <config_file> B FE SR e 28R BRIAK certool. cfg.

——server <server> VMCA JIRF5 28T 20k BONEOUT, 1z & H]
localhost,

4 :

machine-70-59:/usr/1lib/vmware-vmca/bin # ./certool —-predate=2280 --selfca --server= 192.0.2.24
—-srp-upn=administrator@vsphere.local

certool --rootca

SRS R fuE 1R % R INE] VMCA, VMCA G248 it root UE Bt 72544, HHAM root
WEBIARSAEAT, HRET IR eI 1k XEWE, BUA—2—PHEREMAU , e MER A
JHRIUES

&I 373

—rootca M CA BN AE T

——cert <certfile> SO e 4R, BRIAK certool. cfg,

——privkey <key_file> LIS R 126252 PEM gk 2o

—-server <servers VMCA RS e Mk, BRAAEA N, &S
localhost.

Bilan

certool —-rootca —--cert=root.cert ——privkey=privatekey.pem

certool --getdc
iR A vdir B BRI o

b, 171} iR

——server <server> VMCA x5 a8 i 20k . BRONEOUT, 1z & H]
localhost,

——port <port_num> AR S o BRIA A 1 389,

4.

certool --getdc
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certool --waitVMDIR

%1+ VMware Directory Service iaf TE(S4% —wait FEE A A0 et 5 H A il & (o vl s
SEESS, PAmRIEIERIAE A

pri 31 ik

—wait ISR B BRIMESS <37

--server <server> VMCA IR S#siml ik &0k, BRINED T, Zar i
localhost,

——port <port_num> AR5 o BRIA A ] 389,

Bilan .

certool ——waitVMDIR —--wait 5

certool --waitVMCA
Z5 VMCA RSS2/ TR AR C RO 250, Bk de il 5 HAbase W - D R e A 5%, BlinAE sair .

EIT ik

—wait AR R B BRI 937 .

——server <servers VMCA 5 #rrIm de# 5. BROAEO T, Zar
localhost,

——port <port_num> AT S . BRI 389,

lan:

certool ——waitVMCA --selfca

certool --publish-roots
SR TR o A TR Z A PR

LT iR

——server <server> VMCA IR a0l # 05, BRIMEI T, Zar A H]
localhost,

flan:

certool ——publish-roots
certool ¥ 4SS %
i certool R4, WA LAEE .. AMAMDAUEBAAEFARUEIE L.

certool --genkey
AR TR VAN o X B8PS T T2 E A VMCA 2524 1AET .

JET ik
——genkey AR R T FHRNA IS R S b d 0
——privkey <keyfile> L S 2R o
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HEIR ik

——pubkey <keyfile TS 7R o

——server <servers VMCA JIR 4 I P 2k BRINEILT, 1Zar& i
localhost,

P

certool --genkey —-privkey=<filename> —-pubkey=<filename>

certool --gencert

M VMCA IR E R UET o a2 certool. cfg BRERERL E S AHIE B AR A il 15 & it
SFALEB R P UET o

EI #ik

——gencert AERCUE SN AT B

——cert <certfile> UE S AR 12244002 PEM b=,

——privkey <keyfile> L B AR SSHBAUZ PEM Fhif .

——config <config_file> Be ST e 2 FR . BRIACK certool.cfg.

——server <server> VMCA JR85asnl i &5, BONEOL T, &S H]
localhost,

B

certool --gencert —-privkey=<filename> --cert=<filename>

certool --getrootca

PAAT A EIEATEI S AR CA UE45. Wi S bz T A 2, 14 H Platform Services Controller
TN Z R ZI CAL SR PRI, e O A LA,

FEIR ik

——getrootca FTEARUE B S A T30

——server <server> VMCA R #5247k, BRINGOUT, iZar &
localhost,

40 :

certool --getrootca —--server=remoteserver

certool --viewcert
DI TR TEHREBrh R a =&

TR ik

——viewcert AU AT,

——cert <certfile> Pl B SRR 2R ERIACH certool. cfg.
0

certool ——viewcert —-cert=<filename>

120 VMware, Inc.



% 4 % £/ CLl T ERRSMIES

certool --enumcert
FIH VMCA IR 4528 TR T . B irE Filter Y35, TTRIAI G UER a8V B E B4y . iEshakt

HARIIES

JEIR Ei:3% Y

——enumcert HIH T LR A T5 T

——filter [all | active] Fras s, RENTA G, YRS RRE AT
Bl .

certool ——enumcert ——filter=active

certool --status

1] VMCA e $5#5 K8 BB ST ZuE e G B mas . b BE mad, Wi certificate:
REVOKED, 73 W%t Certificate: ACTIVE,

IR Hik

——status A UFASIRASH R AT

——cert <certfile> B SR P e 27k, BRIAH certool. cfg.

—-server <servers VMCA RS i 20k, BROMEOUT, 1z H
localhost.

B

certool —-status —-cert=<filename>

certool --genselfcacert
ARIRBC E SAF AR — AN B AZUE T o a8 A R = RIS LA N DX s

JEI ik
——genselfcacert HERE A2 AL AT T
——outcert <cert_file> WEB SR 2R, ZSUFAIGE PEM 2RIt o
——outprivkey <key_file> L PSR B 1236 25E PEM Jaliliikg =,
——config <config_file> Pt B SRR AT e k. BRIAK certool. cfg.
fil4n:
certool --genselfcert —--privkey=<filename> —-cert=<filename>
vecs-cli i S8%

vecs—cli iy & 2T HI T8 VMware Certificate Store (VECS) 3, KX ¥ty 45 dir-cli F certool it &1
F AT PEUF P53 R AR AL A, Platform Services Controller AR%% .

vecs-cli store create
BB A7
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LT i

——name <name> WEBAFEI 2

-—server <server-name> RS TR VECS 945, W TR Ik 352 4R,
——upn <user—name> T &5%5] —server <server—name> 57 MRS 28524

PR SRR BURPER, S YETT e ol .
I, ZPERIET A A BT ER, AN EUE root

il .

vecs—cli store create ——name <store>

vecs-cli store delete

MEuE B, oM MACHINE_SSL_CERT. TRUSTED_ROOTS A1 TRUSTED_ROOT_CRLS R4t
B AR TP AT DAHIRS ek 56 T P A o

LY Hig

-—name <name> TIMBRIUE B AT 2R

--server <server-name> WUERAERE R 7 VECS 92, W H8E RS54 7K.
——upn <user-name> JHT%55 %] ——server <server—name> F5EMIRSSHS S5

PR EFR. BURPE, S YT e ol .
I, ZPERITA A BT R, TANEUE root I

Bl .

vecs—cli store delete ——name <store>

vecs-cli store list

BIHUE A7

JELT ik

—-server <server-name> R E e VECS 52, W THEE RS w4k

——upn <user-name> HF&5%5] ——server <server—name> f5& IR #5347
HIR P LR S R BRI, S7F YaT P aAssrh o,
U, ZERIFT S M A, A EUE root 1),

VECS f4E0A N .

% 4-2 VECS e

B iR

1AL SSL 2 (MACHINE_SSL_CERT) 5 vSphere 15 R AARBRIR 55
B [{ VMware Directory Service (vidir) TERN TGS A

/™ Platform Services Controller 15 g5 _F i ],

vSphere 6.0 FFTA AR S5 B P54 SSLE 1 i I £t
PRI TS . 0 T IR EHRAE, 5x RS U I s
Mo Fk, FEeRSS (40 vpxd) U5EEF S DA 417
KA

SAEE root [ (TRUSTED_ROOTS) ST 25T root IEH.
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% 4 % £/ CLl T EERSMIEH

B

#iz

FRRDTT S P A
machine

vpxd
vpxd-extensions

vsphere-webclient

VECS WM Bt —A e . M Ts S PE

PR FEARAIUEME Y, 21 machine IE1ARERAT S vpxd

UL AR A2 44

fir g S B T4 vCenter Single Sign-On 4T 573

Yk, vCenter Single Sign-On 2 UEe S AR, (HAK

AHAEPEE, RIS, Frafoe s ZHEh

SR T AR R G

PA N5 S Pk B s G e e M T A MR

THBEY VECS Hi:

B machine: MMAFEFEERS . W ATUEIRSS AT H Sl RIS
.
ER machine P 5 PIEB S AL SSLAF 5%
FEfTEE . machine fRRTT S FPUET T 24T SAML
AR VL SSL b T SR e 4 SSL 54,

®  vpxd: vCenter IRFS5FHHEF (vpxd) fEEN TR EETT A
FHRANRHZE o vpxd I A TR A AR T 5
JHIEA3% vCenter Single Sign-On JE TS50k

B vpxd-extensions: vCenter ¥ /7%, T Auto
Deploy li%5. Inventory Service DA KA g T-HAbf Ty
SR HABIRSS

®  vsphere-webclient: vSphere Web Client /7. if{l
FEHAL—2ER 55, lantERREIRIRSS .

4 Platform Services Controller 15 15U % — machine 3iF
1.

vSphere WEBE R HIFE T 212 (BACKUP_STORE)

1 VMCA (VMware U355 EERY ) HIRSZRREBIRE . G4
B ARSI 0y, TOEREIZAEE,

HoA e

MR S ATRESR A e, 5141, Virtual Volumes i)y
U SMS R i ZESGXEEFEFRRIET, BRIE VMware
SRk VMware IR B SCEE ORI TIV IS

& M TRUSTED_ROOTS_CRLS J&F ] e bR ur Pk fik
g, EMIREER &% TRUSTED_ROOTS_CRLS J% .,

B

vecs—-cli store list

vecs-cli store permissions

BT A RIRR . (] ——grant Bk —revoke %1,

FAERTA A PTLARA TG A, QAR TR AUR . A vCenter Single Sign-On S EE DY (BRI
administrator@vsphere.local ) XA BATITATRAL, QAR AR .

1] DU vecs—cli get-permissions —-name <store—name> ¥/ AENY Y B4 L.

SEIN #ig

——name <name> UEBTHER 2R

-—user <username> AR TAURI T P — 25
——grant [read|write] BT HIE S AR

——revoke [read|write]

G SN U RS &
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vecs-cli store get-permissions

R AT AR Y AR B P

JELT

i P2

——name <name>

UEAFRE I TR

——server <server-name>

IR R e VECS 945, W TR ik sS A 45,

——upn <user-name>

5555 ——server <server—name> 8 NIIRS5 #5451
TR P LR SR BRI, S7E 4aT i a2,
U, ZEERIFT S M A, A EUE root )

vecs-cli entry create

£ VECS rhliE— e H o fEbas e i in—A % s g1eE .

JELT

ik

—-store <NameOfStore>

UEAAF AR TR

——alias <Alias>

R PIER# 0 A TS H AR root i, K 2GBTS

——cert <certificate_file_path>

RS SE R R 2

—-key <key-file-path>

SUEASA R I s R
RIS

——password <password>

I TR A e i o

——server <server-name>

IR TR VECS 54, W HITHRE R332 249k

——upn <user-name>

T35 ——server <server—-name> 55N 23244
RO P B RR. QUEEZERS, 27E X400 F P erssrh g,
I, ZERIFTE Y ETHEAEE, fiASESE root I,

vecs-cli entry list

SIHHREA A IIAT A 2 H o

IETT

#ik

—-store <NameOfStore>

UEB AR SR

vecs-cli entry getcert

M VECS S ZRUET o AT ARFIEFS Ak 21 SR e H mom o AT TR SO

b, 171} 3%
——store <NameOfStore> NEPBAFRERI
——alias <Alias> WA o

——output <output_file_path>

LS NEBIISCH-

——text

LRUEB AT AR

——server <server-name>

IR TR VECS S, W TR ik 5525 249k

——upn <user-name>

T T%555 5] —server <server—-names> f57EMIRSSE:50
FIF AR, GRS, &7 m A,
U, ZERIFTA R Y ET I, AN ESE root I,
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% 4% £ CLI L BEEREMIEH

R AT f#AE VECS W& g1 nTLUCREE A A B H SO sofs H g N TR SO

JEIR Ei::3% Y
——store <NameOfStore> WEBAFEI 2
——alias <Alias> BB o

——output <output_file_path>

L S NP S

—text

BREYIMN T AR

——Sserver <server-name>

IR R LR VECS S, I T ik 552 249k

——upn <user-name>

T %% —server <server—name> $8E IR #3541
HI P R QIR STE 4T R Al
b, ZERFTE EE MRS, TR root FHST,

vecs-cli entry delete

IMERUE A H o WRINER VECS FiacH, W2 H N VECS UK ARERR . ME—I SN 2 BiHbiE

44, VECS B1RIEHH) vindir,

ELT

i

—-store <NameOfStore>

UEBAAER 2R

——alias <Alias>

LMIERASE FRIBIZ

——server <server-name>

IR AR VECS S, W T ek 55 295

——upn <user-name>

TR 5] —server <server—name> 8ENIMRS5#5 451
RIHI P TR SR, QAR , S840 IR Al
W, ZEERIFTAT EL M0 EREE, A EUE root FH .

-y

BOHEAE R DUE T

vecs-cli force-refresh

SEIRIHT VECS, BRIMGHL R, VECS 245 5 2 8eif) vindir FRAHARNES SO o 8 ity 4 B B35 vindir

1) VECS.,

LT

#ik

——server <server-name>

IR e R e VECS 941, W TR IR S A 4R,

——upn <user-name>

U575 ——server <server—name> 8 NIIRS5#53451
I P RS FR . GUEEZERS, S48 4 00 IR A,
b, ZEERIFT S M IR, A EUE root

dir-cli 44 58%

dir-cli ST SZHFE VMware Directory Service (vidir) FH IRty 2 1 . 8k - DA L
TEBAZ,, ] DU dir—cli B EFI7Y 18 Platform Services Controller SZ5If1)Is EhER ] .

dir-cli nodes list

FH F5E 1 Platform Services Controller SXl[ T vCenter Server 2%:,
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—-login <admin_user_id> PRAEL T, JAHE vCenter Single Sign-On 35155 £ 51
administrator@vsphere.local,

——password <admin_password> FELR PSRN, AURATRE RN, BaRERR.

——server <psc_ip_or_fqgdn> AR AEREFDE IR Platform Services Controller 7 H
Fr, WA, $5E Platform Services Controller 1 IP
Huhksk FQDN,

dir-cli computer password-reset
FEARRERS T IS P TR U 35S . iR A3 IR Platform Services Controller 32451, s lidEH A Ho

SR i3

——login <admin_user_id> BRAAEOL T, AHL vCenter Single Sign-On 35 EE 51
administrator@vsphere.local,

-—password <admin_password> IR, AR #, BRI R,

—-live-dc-hostname <server name> Platform Services Controller S 24 /T %Ko

dir-cli service create
QIR T B = A 5 248

LT Hik
——name <name> EEROIFEE0) e T I R NE
——cert <cert file> F SRR . X AT PUE VMCA & A E ek s =i,

——Ssogroups <comma-sepa rated—g roupnames>

——wstrustrole <ActAsUser>

——ssoadminrole <Administrator/User>

—-login <admin_user_id> IO T, hAH vCenter Single Sign-On 31 & B 51
administrator@vsphere.local,
——password <admin_password> R IS, RAIRE S, HoREER.

dir-cli service list
B dir-cli TR -

ELT i

——login <admin_user_id> BRAAEOL T, AH vCenter Single Sign-On 3 EE 51
administrator@vsphere.local,

-—password <admin_password> IO ISR . QURARISEEN, HRBRER.

dir-cli service delete

IMER vndir RIS S IERZIRDTT SR, A IBIIR SS R B At vmdir SCOIRORTAT 7Y
HATT o
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JELT it
—-name MERIRDTT S 2K

BRAAEOLUT . AH vCenter Single Sign-On 35 EE 51
administrator@vsphere.local,

IR, AR E B, B2 R,

—-login <admin_user_id>

——password <admin_password>

dir-cli service update

TR g =AU, BURS S BTt A, VECS HAE 5 /0 #ia S sa s, s mT DA H
vecs—cli force-refresh 5 il .

JELT

#ik

——name <name>

RIS 22K

——cert <cert_file>

TR SS I SR

—-login <admin_user_id>

PRAENL T, JAHE vCenter Single Sign-On 3515 £ 51
administrator@vsphere.local,

——password <admin_password>

DR . AR HEE D, RS ER R,

dir-cli user create

QU vindir IO a2 AT T P AR S%T vCenter Single Sign-On #H4 T S350 R A L H

Fro WREAEIF A IR B A A 4 o

&L

#ik

——account <name>

TGl vCenter Single Sign-On H 447k

——user-password <password>

FRIRD A D o

——first-name <name>

il INE<E S

—-last-name <name>

R .

—-login <admin_user_id>

BRAAEOUT . JAHE vCenter Single Sign-On 34T EE 51
administrator@vsphere.local,

——password <admin_password>

DU, AR IR E I, K2 ER R,

dir-cli user modify

Mg vendir HRFEE

JELT

i

——account <name>

FHESR vCenter Single Sign-On 47k

—-password-never—-expires

QAR BE A A Platform Services Controller #H/T S 4556 1iE
M E RS G Pk, I FEER R B A R 1Y
SRS IRIETT, TN true.,

PR A 0

——-password-expires

IR BT ——password-never—expires %I, %L
ol true,

—-login <admin_user_id>

BRIATEOUT, ZAHE vCenter Single Sign-On I HE 51
administrator@vsphere.local,

——password <admin_password>

DR, AR IR E D, K ER R,
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dir-cli user delete
BHER vdir FRFEE .

b

ik

——account <name>

BRI vCenter Single Sign-On Hi /&%,

—-login <admin_user_id>

ZRAENL T, JAHE vCenter Single Sign-On 3515 £ 51

administrator@vsphere.local,

——password <admin_password>

DR . AR HEE D, KSR R,

dir-cli user find-by-name

FAPAE vindir AR IR PO E I TEAE ——1level EIIHRIE I

&L

#ik

——account <name>

FMEER vCenter Single Sign-On HI £ 7k o

——level <info level 0|1|2>

231 0 - e PRl UPN

Z 1 - ) 0 158 + ARk

2 2: Z00) 0+ MPARIIARIC . P BUERRC. Bk

AIIFRIE . A bR IR E R bR .
BRIV 0,

RERAIE A
m
m
n

—-login <admin_user_id>

BRIAEOL T, AHL vCenter Single Sign-On 3155 EE 51
administrator@vsphere.local,

——password <admin_password>

RGP ISR . QUERARTEEEN, R ERER.

dir-cli group modify

P IR A AR AL

JEI

it

——name <name>

vmdir I ZAR,

——add <user_or_group_name>

SEAINE ek R

—-login <admin_user_id>

BRIAEOUT , JZAHE vCenter Single Sign-On I HE 51

administrator@vsphere.local,

——password <admin_password>

DRI, AR E D, K2 ER R,

dir-cli group list
IR FEEN vindir 41,

SRR

it

——hame <name>

vmdir PR STR . s TR A R E A A7

—-login <admin_user_id>

BRAAEOL T, JyAH vCenter Single Sign-On 3 EE 51
administrator@vsphere.local,

——password <admin_password>

LGP INER . QUERARIEESEN, R ERER.
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dir-cli ssogroup create
FEAHBIS (BRIAK vsphere.local ) H161 4],

QREONEALVE TR vCenter Single Sign-On 3 FR ) AUR, i b 4. Bildn, aReld— 4, Rig
BIHIRNE] vCenter Single Sign-On S FE S, IR INENZ AR H P # O ZI i & 2 DATR o

AT LAK vCenter i FRIT R AR /T4 vCenter Single Sign-On 3HH 4L, 155 W, vSphere Z21# k4o

B #isk
——hame <name> vmdir HAMEWR. TR E 487 T4,
——description <description> AT LERA

—-login <admin_user_id>

PRAAEIL T, JAHE vCenter Single Sign-On 51552 51
administrator@vsphere.local,

——password <admin_password>

EELGT P INER . QERARTEEEN, HRBR.

dir-cli trustedcert publish

B2 AR & A 8] vdir,

b, 171} Hik
——cert <file> U SR 2
——crl <file> VMCA A7 Fpb kT,

—-login <admin_user_id>

PRAEIL T, JAHE vCenter Single Sign-On 815 2 5}

administrator@vsphere.local,

——password <admin_password>

EELGTPINER . QURARIEEEN, HBR.

——chain

IARRAR L HE UL, TR, AR,

dir-cli trustedcert publish

B SZAFAT AT KA 5 vdir,

JEIR ik
——cert <file> USRI o
——crl <file> VMCA A7 FpE kT,

—-login <admin_user_id>

BAAEOL T, JyAH vCenter Single Sign-On 35 EE 51
administrator@vsphere.local,

——password <admin_password>

IR, AR I, B2 R R,

——chain

IARRATREREAUES, T HEEET. AFEETHE.

dir-cli trustedcert unpublish

WO & AT Y4BT vindir RIS EERRIESS . G140, AEREREMARUESANE] vmdir HAZUESEIAE SRR
e FABUEBIOAGESS, WG ar & o BOHAA A P I UE B 2 SR ARSI —F 53
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SRR

it

——cert-file <file>

B R A UL SR 2

—-login <admin_user_id>

BRAAEOLUT . AH vCenter Single Sign-On 35 EE 51
administrator@vsphere.local,

——password <admin_password>

IR, AR E B, B2 R,

dir-cli trustedcert list

ST 2RO UE S BN R ID, RFFEUETS ID A BEM ] dir-cli trustedcert get FZZUr15.

b

i3y

—-login <admin_user_id>

BRINEBOL T, hAH vCenter Single Sign-On 3Hf{) & # 51
administrator@vsphere.local,

——password <admin_password>

DRI . AR E D, K ER R,

dir-cli trustedcert get

M vmdir S 2SRRI R SN BIFEE SC

&L

ik

——1id <cert_ID>

B RMNUEBRID, dir-cli trustedcert listapd
1D,

A

——outcert <path>

EHAFBCE S NI

——outcrl <path>

2 CRL XS ABIEK R, MAiAEE ]

—-login <admin_user_id>

BRAAEOL T, JyAH vCenter Single Sign-On 35 EE 51
administrator@vsphere.local,

——password <admin_password>

IO PSR . QUERARISEEN, R EIRER.

dir-cli password create

QAT AR B EOR ALY . ear & RIS =T s e -

JELT

ik

—-login <admin_user_id>

PRAAENL T, JAHE vCenter Single Sign-On 38152 51

administrator@vsphere.local,

——password <admin_password>

RGN PN QURARTEEE, HaRBR.

dir-cli password reset

LA P DA P . QR I E AR RO RE B DU, MIRT ] dir-cli password change.

by, 171} Ei:p% Y
——account B L T HT R AR S 2
——new F8E PRI,

—-login <admin_user_id>

ZRAAENL T, JAHE vCenter Single Sign-On 38152 5}

administrator@vsphere.local,

——password <admin_password>

RGP QURARTEE S, HaRBR.
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dir-cli password change
RSO, SR IA TP, A REBTIEES FHEGRTLMEE ] dir-cli password reset

A,

JEIR Hhik

——account [ ORELY S

——current PR R P M i
——new PE M R PR
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%} Platform Services Controller i3 1T#&k
FEHERR

DU TR T Platform Services Controller SHTHIFEHERIR A TR . A<M, 8 2 SOROM
VMware FIHZE R ST

AIEVHE T LA R 38

B 55133 50, “WfE Lookup Service i1 A

B 55134 01, “JilIH] Active Directory I S G uE i TE R
55135 00, i PR BEUE, vCenter Server RN
B 55136 I, “VMware Directory Service & il 55 K} )"
B 5F136 U1, “SiH Platform Services Controller 2 5{u”

B 5137 1, “Platform Services Controller k55 H &5 1"

7€ Lookup Service &#izHI R A

vCenter Single Sign-On %45 743 ¢ vCenter Server bk, vSphere Web Client 1%,

B8

vCenter Server Fll Web Client Z-55F 7 ol 58 1% VLR R Lookup Service. ik # VM_ssoreg.log. ..

not contact Lookup Service. Please check VM_ssoreg.log...).

RE

SEOZIEIIERA Z 0, R T BRI SRR | B KSR LA B BUR BIRIIR S A R 5%
RRAR
¥Fi21T vCenter Single Sign-On., vCenter Server 1 Web Client [ AL B2 51125

1
2
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FEH S, R MHE.

1ZH S S A 2 N S . RElRIE—2HE, HH oK Initializing registration

provider...

HE

REEMBRITR

java.net.ConnectException: EE#E#E
Bt R

IP HhEAS IER . Bk B5RHIE T % vCenter Single Sign-On [4[R], sk
vCenter Single Sign-On 1 4.

TiPRE: K35 ARBH 1L vCenter Single Sign-On st 11 ($kIAy 7444 ) , JfH2ed:
4 vCenter Single Sign-On [ HHEHAIA EHE L A I CPU., /O M NAF%

=
Ho

java.net.ConnectException: &3 E4E
4. HEE

IP Mitiksk FQDN AIEH, JfH vCenter Single Sign-On R 45 A BBl i 445

B, YA RETT,

11 #5#5 vCenter Single Sign-On JIx %5 (Windows) 1 vmware-sso 57452

(Linux) AR, Ik vCenter Single Sign-On i1T1EH .

MRS e WX AREMRO L, 1520 ( vSphere WSHERRTER ) 10
WAL o

BERSKAE: 404. YA HHE SSO
Server & &E#E

F 1 53) vCenter Single Sign-On. QX AAEMADL R, 5S W ( vSphere
TREHERR B ) 1 R Y

Ul RERIEEIR, DRG]
vCenter Single Sign-on (Could
not connect to vCenter Single

HL 2B FR IS Ss1HandshakeFailed. sXFMERITAE o BRI
BEIfENT ) vCenter Single Sign-On T/ IP Hilik 5 FQDN AE%:%E vCenter
Single Sign-On I Jir i J1]11) IP H#ihil-5k FQDN.

Sign-on) Fko 1F $TEMP%\VM_ssoreg. log 11, HEI AL FIEINAT.

host name in certificate did not match:<install-configured
FQDN or IP> != <A> or <B> or <C>, HHi A F/RIETE vCenter Single
Sign-On IR N1 FQDN, B 1 C Fom ARG i fe v RHRE .
FCE D 2% H SRR 1= RE 54 MI FQDN ., KZEUHL N, Al
JH7E vCenter Single Sign-On 2% A H8 € 1) FQDN,
AR A IANE ] T A e, WEIRE #4341) vCenter Single Sign-
On SSL i,

Ti%{E A Active Directory &4 IR IFFHITE R
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M vSphere Web Client ¥ vCenter Server 1}, {i1#1) Active Directory JT 7 #0550, SRR UEA N
)RR

A4 Active Directory #RIRIFEIINE] vCenter Single Sign-On, {HH] )" Jcii%5% vCenter Server.

RA

PP EE AR T P A SR B SR BRI . FRTA Hifbdd, H i34 (user@domain B,
DOMAIN\user ) ,

QSR fli FHI) /2 vCenter Server Appliance, )] AE {7 7E HAh ]
BRAR

AT vCenter Single Sign-On #5%%, 4 r] DLBESBRIABIRIR. PATICHEMOR, P A REREHIH F #4 Fn
R FERINR IR o

L[] Active Directory MH K3l ¥ 52 A Windows BHBEEUEARIHIE, 152 W VMware HIH A SCEE
2070433, ERINMEI T, HEp Windows BHA%UERT] Active Directory MRITIHU

AR TS vCenter Server Appliance, H BB PRIRIFHAMEDEIE, JEHITIA N MO ERHERR
L =

1 [A2P vCenter Server Appliance F1 Active Directory J#7iill#5 2 [B] I 54
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£ 5 Z 3t Platform Services Controller # 1T fEHER

2 PUERE IR AE Active Directory Ji DNS R SSHUZ A FREHCR (PTR), FEEIE PTR 10RFES
) DNS ZFR2 VL. ] vCenter Server Appliance I, AIPUZATIA N an & KA TIHEAESS «

a  TRHIEEEHlRS, msfTlA s
# dig SRV _ldap._tcp.my-ad.com
ARSHEEN TR E S, WA Rl s

;3 ANSWER SECTION:
_ldap._tcp.my-ad.com. (...) my-controller.my-ad.com

b RN RS, IS TEL N A SRR e RIS AT «
# dig my-controller.my-ad.com
ARSI T RIEE 5y, bl N s s

;3 ANSWER SECTION:
my—controller.my-ad.com (...) IN A controller IP address

# dig —x <controller IP address>

B R IR AR EIEZ =175 N 11V AN SR

;3 ANSWER SECTION:
IP-in-reverse.in-addr.arpa. (...) IN PTR my-controller.my-ad.com

3 QUERPIT AP BERAEMRIL L, 5 Active Directory 315284 vCenter Server Appliance, RJ5HHT N
NI, 5% W vCenter Server Appliance /i 21K,

4 XPliERS) vCenter Server Appliance FIFIA WA 2 ih, RIGEH HSIERS

/bin/service-control —--restart —-all

BT A Ak AEEE, vCenter Server B R &M

M vSphere Web Client %5 I [fii &% vCenter Server [, HIL R/ Sl 8 (10 B 5

e’

ZRZRIBINT, ¥ TCikAlH] vCenter Single Sign-On %5 %] vSphere Web Client, #5237 21114 EHEIH A

B BUE .

B

B I Mo R R R

BRAR

B OURAEN ARG (ERIAY vsphere.local ) HIf I Fdb 785, 2R vCenter Single Sign-On 1 511
FERURITR = o AR BUEAE BUE SR th s 1, P PSRRIk S i, vCenter Single Sign-On
BRI DA ] CLI f A i

B QURPL Active Directory i LDAP Sl f¥ ] 3853, 1R Active Directory 5k, LDAP 5 bifig
BT
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VMware Directory Service £ #|EE &</t g
WIRIFE P AFRE LS Platform Services Controller 5245, H.H1—™ Platform Services Controller SZfjl A 1] FH
I, IRES4k4: TE, Platform Services Controller fH7AR] I, 107 27E 60 FPN & Bl Bdls fnifb s 2.
S, AFRUCRRRIEM T, SHIn e R K] .
e
TERESER T, B, R iE 2 AR A7 E Y Platform Services Controller 2471, FHFERA
Platform Services Controller STAFT R A THR AT M, MIJCE BN A VMware Directory Service 534512
IR H Blan, ez, Joih e At S b & A 7 N2 w] 1T Platform Services Controller SXAIff
.
ER

FEIEHEEAEIN], 7£—/ Platform Services Controller 5§ (754) =%} VMware Directory Service (vmdir)

SEBIFTRI ESORZI2AE 60 AOIN onrEHL B A KAk e o MR ARTY, — AN R B r] RS 20l
RS SRR A RR BN AN R IS vindir 5201, B RIS B AR VMware VMotion 61, suf
ST IIREAUAI T E R IEBEE . YFAEfE B an (s B

AR E HIFER OB (BN, RISl A D) RS I SCR TR R & AT SEIRIE 2
J&, BB ORITA . %6, BT vindir SIS R G 0—BORES, BRI E— NS AR
S BCHR BERk, TAT RE 52— B [ ) ek B —BeRAs .

BRAR
BATEHIN, IR T, W25 WRR I, AR E RN 2N Z A

5 H Platform Services Controller 38
AL tH A7 Platform Services Controller ik 5511 HE SN RS, TR, PILMEAMEEHE, sk
k4 VMware FR % Hi o
BIREH
1A Platform Services Controller FERA 4 UL I FIE T o
B

1 M Web pl¥i#srh, #EH:% Platform Services Controller FFLHM, Wik H
https://platform_services_controller_ip:5480

2 DU root I P S8R,
3 b AlEREa.
4 BRARMYE R E PRSI N, A SRR R SR B A T L
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Platform Services Controller lR%& HE5| A
Platform Services Controller [[x 55 J] syslog #E17 H i . BT LAEE HISSCHE, e o iR 18]
*£51 REAZE

k% ik

VMware Directory Service FIMEI T, vimdir H3E105%AE /var/log/messages
1k /var/log/vmware/vmdird/ H,
R T IR

Wi, /var/log/vmware/vmdir/vmafdvmdirclient.log RJ

RE OO Rl

VMware Single Sign-On vCenter Single Sign-On H&10%AL /var/log/vmware/sso/
o
VMware Certificate Authority (VMCA) VMCA IR H &R T /var/log/vmware/vimcad/vmcad—

syslog.log.

VMware Endpoint Certificate Store (VECS) VECS k%5 H &4 T /var/log/vmware/vmafdd/vmafdd-
syslog.log.

VMware Lookup Service RS H SN
+ /var/log/vmware/sso/lookupServer.log.
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certool --rootca 90
HHIEH 78

TE FEgeE 136
genselfcacert 90
Lotus £%l 136
SSO HA 136
VMCA

EEHIEH 78

certool 117

root iEH 99
VMCA RiE$H 90
vmdir £l 136
VMware IE B & H# 68

A

Active Directory, Platform Services Controller 18

Active Directory FriZiE 29

Active Directory LDAP Server $riRiE 30

Active Directory 13, i&iZ vCenter Server Appliance
BATHHIIE 134

ZELTHRE 21

2424 REIR% (STS), vCenter Single Sign-On 44

B
%A A, Single Sign-On 55
FRIRE
4%%8 vCenter Single Sign-On 30
#RnZl vCenter Single Sign-On 27
EBE ¥R F, Platform Services Controller 10

o
CAC 37
CAC SA3iE 32

KA
Single Sign-On 49, 51

vCenter Single Sign-On %% 49
7 vCenter Single Sign-On Hg{E 50
certool 16, 117
certool EEH4 119
certool ELE £ 116
certool.cfg X1 116
EEMAIESR 89
MARBERAR 57
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CRL m%H 39
CSR 75, 82, 86

D

miERE 39

BIHIER, HRZE 70
dir-cli, iEF & 43

=7 CA 109

% =7 rootifH 99,108, 113
E=FHIEH 108

F

AR5, =1k 89

AL CA, IEBEIEEE 82
WHENEH 104

G

%=, Platform Services Controller 7
BEIEE 112
&18 Single Sign-On A 52
EET A, B
IR A, vCenter Server FJiZE 22
FIBIEHE 71
HHAES, iEH 78
HUPEHERR, YT 133

H
REIEHEEIRE 89

J

fRRFEAP 58
fERARARP SSO #EF 20
fRRFTERAPIES 88,94
=AM A, Single Sign-On 54
&M SSLIEH 84,92

K
AERIES 76

L

T & Single Sign-On 19

&A% EE, Single Sign-On 51

Lookup Service, , &£ vCenter Lookup Service

Lookup Service 5% 133
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FE I vCenter Single Sign-On 59
vCenter Single Sign-On KE& 49
YK BE, vCenter Single Sign-On 49
HfEE 42
Bkiligl, vCenter Single Sign-On 27
BiziEE 5

(0]
OCSP m$H 39
OpenLDAP Server $riRiE 30

P
Platform Services Controller

EEWI 10

B 7

BENIES L% 77
Platform Services Controller Th&E 13
Platform Services Controller Web 52 78

PSC, M vSphere Web Client #{T&E 15
PSC k%, & 13,15

PSC Ul 13,15

Q
AN, 8] 7
BERIEH 109
EHREEIT 73

R

SHEZHEHE 136

R&EHEE 137
root iIEH 99
RSA SecurlD 41

RSA SecurlD S IGiE 32

S

SAML £h& 20

SecurlD £ 41

Security Token Service 20, 44

MB& Single Sign-On B 54

#EE vCenter Single Sign-On A 54
HIBRERIRIE 31

SHRHEF 43

SR IRIE, @1t Active Directory 13 134
4R CSR 75, 82, 86

LR STS ZZIEH, vCenter Server Appliance 45

& RIEHIER 90, 100, 102
FHEMIER 89
FINEHEH 89
WEESBIIE 32

AR 14
ARiER 5
Single Sign-On
HERARF 55
kA% 49
%t vCenter Server RFEFMFA RN 22
xF 23
ZHAR 54
Lookup Service 5= 133
Joi%{E A Active Directory BB % 134
i 20
BHTRAAKAPESIESHEREK 135
Single Sign-On #RIZE, MR 31
Single Sign-On @R ARAF 58
SSL
mEZFIER 61
BHRMZA 61
SSLiE+H 48

SSO, , #FZ/ Single Sign On , EZ 4 Single

Sign-On

SSPI 32
STS, , ESE RESHRSE (STS)
STS £&IEH

vCenter Server Appliance 45

Windows _E&J vCenter Server 47
STS (R&%hHRE) 21
$HXE SR A&, vCenter Single Sign-On 50

T
I IEREE 116

EFFNEMF 42

i VMCA £ &iEH 92

it VMCA root iFH 80
BMBAFRAPIES 104
it EH SSL certificateValid 87
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vCenter Lookup Service 21

vCenter Server Appliance, TTiZ& % 134
vCenter Server B R A, iI88 22
vCenter Single Sign-On

Active Directory 27, 30

ReShRSE (STS) 44
¥RiRiRE 26, 27, 30
EYHL 59

LDAP 27, 30

ZRRER 49
OpenLDAP 27, 30
HBIEMAR 50
BAREEE 26
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vCenter Single Sign-On BJHRIZTE 26 IEBEERITIER 79
vCenter Single Sign-On WA FTFi4E 26 EHEERLHABEFMLE 13
vCenter Single Sign-On &M% 59 IEHITHE 48

VECS 68 IER&EZIEK 75, 82, 86
vecs-cli, iEH & 43 IERiEkK, £ 90, 100, 102
VMCA %&iE4 80, 85,92 PR

vmca EZiEH 94 AEEE 70

VMCA root iE# 99, 108, 113 SSOHA 70

VMware Directory Service 21 fSILARSS 89

VMware Endpoint iE 756 68, 72 IEHEHIET 63
vpxd.cert.threshold 78 IEHEX 67

vSphere IEHE 3 84 HEEFSMNIIER 33
vSphere i+ &EIEBLAEF 79 BEEFSMMIE, RERIE 34

iE CA, iEBEIEE 82

vsphere.local 22 24 )
{8 CA, vSphere Web Client 74
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Windows £ SHIRIE 32 ?ﬁmﬁ .

X i 56

£2iTiE#, vSphere Web Client 73 AR 56

Y
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4748 Single Sign-On 55
MNEHERKR 57
#*H Single Sign-On 54
AN 53
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ARRE
BT 17
%% shell 17
EREEEEAE 17
AR SIE, SSO kM 135
B 12
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