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) FIAGR SRR, DUMERISAE I . VMware FIAG ST, HIT IR #S0E#: . ESXi {7
SR AR MR E BRI XUy Jm TR ARy, 1E ESXi EHLNENETT, & TR s e
%5 o CIM HRERREFF MT A CIM R RE P3R5 B, FHEHIARME APTREIX S5 B ansMas. i I APTZ
WS-MAN,

THANE R R IR S L5 1R] CIM 42 11 root FEff. 1 i e IRy GRS I 1o IFIAE BSXi RGHE
SCHIFTA A R LA KA vCenter Server HUE SURIFTAT A ad5z T CIM 5 BB AR .
B
1 Dy CIM IR Fr BIEEIR 550K
2 ik CIM 15 B ESXi FAUS PRSI - AR
3 (W) QURNHREFFRFEESAIIAER, HelERAPI A A .
" EHRERAEE
®  FH.CIM.CIM 32 H
4 FPNPTIREERREAS BSXD ML, AR, R EE St SRS S
WEWE 25 T, “HHMESIEAL o

ESXi EHAYIEH EE

1E vSphere 6.0 X H &, ERIAMEILT, VMware Certificate Authority (VMCA) ¥# ¥ VMware £
root UFBMAA U IIZS ZuE 1 E R HT ESXi Al A EHINHRE /R 2o bl -4 2 ESXi 6.0 B3 mihlA T

—H 3 UR InE] vCenter Server I, & TE .

AT Phiid vSphere Web Client LA Ml 7€ vSphere Web Services SDK Hif# ] vim. CertificateManager API
KA LR ESXi 13 JCi TP HI T8 vCenter Server UEBIUE B HE CLI A Gt ESXi UE13.

vSphere 5.5 #1 vSphere 6.x FHJIEE

ESXi 5 vCenter Server M TSN, 2K 1] TLS/SSL ALEE L PR A EEER & o

1t vSphere 5.5 N B JAH, ARt HAE T4 BRSO TLS/SSL i miff 4. Al LK
FN AZ LU B AU . 155 ) vSphere 5.5 SCRSH

7t vSphere 6.0 } B i A1, vCenter Server 375 ESXi EAUKILA Rk kA,
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& 31 ESXi EMAIEBR#ER

EB#EX #iz
VMware Certificate Authority ( 2RIAfH) IR VMCA fET0ER CA sl CA B & A ESXi 41,
L T

B SUT, VMCA B HUE13'E % BSXi 1241,
TSR, BRI vSphere Web Client LHTAIZ T UE5 .

B E SGAEADURA AL DRAS EE S =T sl CA 284400 AU eSS, It
P

MR, AAETERIE . 50 vSphere Web Client
JREHTRNS TR
FEE BRI EEOh B SGIE BRI, 75 NI7E
vSphere Web Client I BT 51500 ', VMCA AIRES
¥ E G

FRaubizt vSphere 5.5 fifi HIfs80z, HIHELTE vSphere 6.x HER
JE RIS AT o AEHAREH, vCenter Server 238 2TIE P
KARGIER, (HASKEIEERE AN BESEZOT
HARUES
BB I LADPIR R — BB B e I L, 75 A
S R, 38 vCenter 6.x M B EARACIR S5 4F HR i

NATRETCIEIEH BT,

IEH A
M vSphere 6.0 JT4fi, 1 PL{E vSphere Web Client Hi# %5 47 ¢ H VMCA 555 =77 CA 25 AIUE B uE- it
WHEE.. ER LA A h vCenter Server FFERIIFTAT EALE A EHUE R o ARUEBAE TAA BT HIIRES
DTN R R . AeRub Al TR RS (DT 1), R AL R
ESXi E&# VMCA

MBS 1S ESXd AR, AU a4 AIER . 24 AW INE] vCenter Server R}, Kk H
VMCA {EH root CA ZZ090F 15 5 85 0.

1Z B S5 1] Auto Deploy B85 TH LM (HE, XEETHUASAFAHTATIRG, RIEZZulFH Auto Deploy
MRS as b AE AR 4T . F BSXi EHUES5 1S, gl FiZiE4. Auto Deploy HR55#5/ 21T
R AU B vCenter Server RAZEH—H7

415 Auto Deploy FHUE SIS VMCA AT, W SHUE IRtz , R EHUCEER:, e a2
FITEHT5) S AEER, FLE) VMCA 1] FEL AT DL FISS 245 4% L.

ESXi iE B &I BT E R4
KT ESXi FHUIEBE R, AU E . ERIES AL, 7T LA vSphere Web Client H1ii 5 124541 .

EHZFRFIP b EX

1t vSphere 6.0 M HU S fRAHT, AL AREL IP Hihk B 22520 vCenter Server S 15 2K FHUUE A AT
B EHNINE] vCenter Server (175 2R E S TN T+, A T HREER: EH kM vCenter Server
RN, RIEHTHTRIMZ LN,
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*® 32 EHBME P HUFELHEEAL TR
5 EPFEME] vCenter Server BFi{E AR

Fx... FHEREY IP i g
BRI vCenter Server &% [MHl, TN LT TCiET.
Pilo
1P Hiiht: Jeas . vCenter Server i (Mill, FFEA LT
Pio

ESXi UE545HE (http://link.brightcove.com/services/player/bcpid22963832760017?
bctid=ref:video_esxi_certs_in_vsphere)

FHAZFUES

G BSXi FHLFHHE] ESXi 6.0 B E R, FFE R A% 4 (4840) WP VMCA Z4iFH,
FESXi FAUEH e G, THud B X eur 45, B e irH e d sk edordntt o

AR PCEAK EAUHRE] ESXi 6.0 B A, W BT R H M ai i FHrOur4s, B ENLA#H VMCA IE
519 vCenter Server 2Z & IRt .

FEWATHR AR ER T 2 AiTE T o
fERIELUE R E&FHEM WERTENLART R HREGIES, WETHgad Berh 2 A shh Horid VMCA k.

HE UAMH VMCA WP E & HR TN L. AIUEHX ST H LT3 ESXi 6.0 Bk
T RAS

FERARESGEBEENEN QU EHUE FESGIE CEFEE =7 CAZAIIET ) B, X
FETHI AR PR AL . R BRSO B, PAR R RS 7R3
Frd AR A EMERIE S

TR AL VMCA B0 N, FLAE vSphere Web Client HilEriE+5,
WAL UE 3 P40 VMCA 254 10E

MATENF, vCenter Server 7 vSphere Web Client H1a 44 E -5 A3 J<iE
PEIALERE .

&/ Auto Deploy B&# A T Auto Deploy ¥ &AL, 7EHL KA FH ESXi 6.0 2k 5 i RRAE A5
4 S, BIRAHSEORTIET . 4T 1 Auto Deploy # %I, Auto
Deploy JIRF5#+8 0 FH A B B2 #410K (CSR) TR HAE%E 2 VMCA, VMCA
KAt BN LS. Auto Deploy MR 5575 B & EHU, M VMCA it
UEB A HA R B & AR B0
ALK Auto Deploy 5 H E SGIE B A H .

2 WEE 50 U1, “ft Auto Deploy HH{Hi ] 1 & SGIEFS" o

MEBRA TR TIER

M vSphere 6.0 JF4fh, ERINEH T, ESXi FHUKH VMCA i FREBIH T & An DA 2 SGIEB ik
TR HRR B, FERZEUSILT, B Ui A LA 2, IR A TR, 157E
T 2 BiTAS BRI RS2

7E vSphere 6.0 X =ik A, vCenter Server 74 ESXi FHLILA T Uk 1=,
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EH#E sk

VMware Certificate  ERIAIEHL T, VMware Certificate Authority K8 ESXi FALUE CA, ERAEHL T, VMCA Jy
Authority (ZRiA root CA, {HFRHEEE NHADL CA O] CA, FEIESCH, FIA W PAM vSphere Web Client FHAF
ft) BIUEAS . an VMCA SEHiBIIES, g6 VMCA,

FUESCIFBMEN A Febd Pl e B B [ CIOANESIEB A W U . AR, &P 61 S BE 45 HLC LA
vSphere Web Client FHEEEIES

fesrhist vSphere 5.5 iS40, FLUHBIRAE vSphere 6.0 H A 4 eI 58K T . B P EC A bt
SIS R L, A AT R, Bk vCenter 6.0 M B B MRAIR &5 (RS0,
NATRETCIEIEH BT

EABEENX ESXi iEE

JSR A IR ZOR G H] VMCA LAY root CA, AT EATEFF A IE /S AOPASEF DGE 8 B LA
WATE

1T BRI,

2 %B% vCenter Server HIIFTA TAL.

3 B HEX CA root iF 5% VECS ( VMware Endpoint iif 15776i% ) o
4 CKHEEX CAUFPHERIGAFN, REEZEN FEHREIRS .

5  UHREAEX CARIER, WS 46 T1, “HSUEPEA" .

6 B FEHIAINE] vCenter Server A%,

MBEX CA EX11#Z] VMCA =X

WEREALE A EX CA RN, HAE/E AR VMCA Ja 2 BATERMMERE, TR ALEA- 4R fE
(RL -l S E SRR (S

1 #2B% vCenter Server AZHIIFTA Mo

2 7£ vCenter Server Z%iH1, M VECS FHFSEREE =5 CA fJ root L),
3 U] VMCA X, 1S WA 46 U1,  “HHSGEBRA” o

4 BEPLEINE] vCenter Server £ %,

ER DI R H AL TR ] AR S BUR T BRIAT A o

EAZIEPRBIEIENES

QAR VMCA UETINE I, W PTREFEIN VMCA BEA DM FREdsi ., AHR8UEAT, vCenter Server
RGNS E U RS AR s, AR EIE RS AN AR, SN 46 01,  “H
UERE .

Migg X152 VMCA £

QR RSO B BEHAR T VMCA 25 20E 15, WP B A T— 2k . B TAEm AT b

1 4 vCenter Server 24 NTE EHL.

2 UpE VMCA uE B, 152028 46 71,  “HSGEBRAT .

3 KEVUAINE] vCenter Server A%t

BRI A A AR R R S B0 P BRI T o
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MBEX CA IR iRBELEN

SISRAEGE ] 12 X CA BRI, f75 T MBI R actat. SERBURI I, W iss 46 01, “#ik
EBER BB TH . BRI 5, vCenter Server R4p UG A I BIOR R, AR U4
AT

Mg EA VBB A E X CA =X

ANFRAESEE S AP PR B R a8, LU B AR B e X CA R, MAZI g S AR A s i
B TAERATT .

1 #Bx vCenter Server AZtHIATA ML,

2 AT CA root UFBERIIE] vCenter Server £ 4t I+ VECS H1) TRUSTED_ROOTS fH#X . 155 WEE 49
1, “HH7 vCenter Server TRUSTED_ROOTS 77 ( [TEXUFR) 7 &

3 XA ESXi AL
a  HEHENX CAUEBAEY,
b FEFEHLLEHESIRS .
4 UIB B SR S 46 T, “HEHMGERELL” o
5 B FHINE] vCenter Server A%,
ESXi iEEEINIEE
BEHERINE] vCenter Server Z4i, vCenter Server ¥4 VMCA Kk EAURUE P £1153K (CSR). EF21G
N, REEERMEEE T, (ARl PLES A RIREENE B
AIPA# I vSphere Web Client ST ZBRINSEE . 5 JE BTG URNN FLE B 1HS IR 44 01, “SHRSCUE 15k

WK ©
% 3-3 ESXiCSRiZE
B4 BUAE BRET
EAIRN 2048 K&
A RSA At
UEP25 24 Sk sha256WithRSAEncryption i B
AL R PUE S S| Rl sy R A
vCenter Server, NWAFALNH
o
Qs TP A AT IS
vCenter Server, JIIJyFA4/L1 IP
Mo
[ 5 /HbIX ESEs| vpxd.certmgmt.certs.cn.country
LRk vmca@vmware.com vpxd.certmgmt.certs.cn.email
Mok (/) Palo Alto vpxd.certmgmt.certs.cn.localityName
R Ve i VMware Engineering vpxd.certmgmt.certs.cn.organizationalUnitName
H LR VMware vpxd.certmgmt.certs.cn.organizationName
A B B pIFAIERYER A vpxd.certmgmt.certs.cn.state
B SOR AL 1825 vpxd.certmgmt.certs.cn.daysValid
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% 33 ESXiCSRiIZE (4°)

S8 RiAE B&IER

WEPENHROBE R ABRE 30 K vpxd.certmgmt.certs.cn.hard Threshold
I, vCenter Server 2=k Hi4T 64

o

vCenter Server UF W HMMAER 5K vpxd.certmgmt.certs.cn.pollIntervalDays
BAmAlbE.

UEPENIRR R BRI 240 K vpxd.certmgmt.certs.cn.softThreshold

i, vCenter Server 25| &k 354k,

vCenter Server FI e e & BRIME N vmea vpxd.certmgmt.mode
SLAE BB, BAILBROAE s st ecsh i 3

TP BB HE AT 3 20446 01,  “HEGE B

S0 A1 T, “EHUTHAIE *”

5

EHIEBERIARE

Y AHLAINE] vCenter Server A4, vCenter Server Kf[fi] VMCA &k EHIHIUEIZE#4173K (CSR). AT LAfH

Fi vSphere Web Client H1fJ vCenter Server “mEZ{ix " T CSR Y EEERIAK Y o

R E T A RINBAER %S . ACENARER AR, HS N 543 1, “ESXi ub BBRIAKE” o el

BRI EANRE

Lz

1 1t vSphere Web Client H1, ZEFHEE4: MY vCenter Server 3%,

2 REERE, ARnEEREE.

3 fE “Uhukey” JHER, HIN certmgmt DA RUE P FESAL

4 MR R SO S AL, SRS EE
KA INE] vCenter Server IV, I E KT vCenter Server & 1% %] VMCA 1) CSR LA K53 iid4s
FHIUED

%

MU e B A I BEBOA S HIE Y . AR vCenter Server ARG B EHUNIES, W LAKTIT
HEHERZ ST

EEZA ESXi EHNMERIHER

AR O ESXi 6.0 M EE AR, WA PIEE H vCenter Server R4 HIATA FAUUE IR, 13 1% 5
IR, AR DA E AT A5 A 75 Bk B

HILA{E vSphere Web Client HH A A IEAE 1] VMCA B S UIIEAERE ] 18 SR A EHTIUEASIRAE Eo
TEE BT FREE I EAUUEBRSE .
HBR
1 H%Z vSphere Web Client i ¥ Z R g5 Hh K AL
N 0T N B R T R N 1 o a1 R oS
2 LEERSE PR B, NS BRI RES .
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3 RPEBABIHE, HOERE, ARG ZEREEAAI.
A5 ERE s A5 1 IR ]

NS A INE] vCenter Server sk EAVENTFFER G &R, W] vCenter Server 421 IR “Eid
WL B L T b mk PRI AU, R ERON T A B, TERA B
s AR SAH DTN A, MERASH S ki B SO > T —A A, R Ay B

4 (nfk) UMD A) BT A A S O ENA
T—%
S TRV IARUE S . WS WA 45 T, “ST el ESXi uE B .

BEFHA ESXi THWIERFARER
KA T VMCA BEAEL A SR ESXi 6.0 M S iRAI EAL, ATEAM vSphere Web Client 7 iE 51
A5 S ACUEBIE BRI A .
g
1 {f vSphere Web Client Ji5 i1, B EIEHL,
2 EPRCE.
3 fERGF, .
FACIIDN Al NI = SR A SEEE e S s K U A ST DS

=121 R

F& AEUEF5 A= A AR FRG 3214

mEE UFBRMUE # o

E=E ikl AR H

BYHE TE AR H 3

R WEPBHIRAS, PINRE&SZ—.
- IEH R,
Bd&S UFB R
A BR8N Hbkd Il (BRI .
IR LSur::] WP R) 2 A Ak iy (BRI o
[Sfve ] WERTCR, e,

SEITERIFT ESXi iEH

QA VMCA B UE 0 lidss BSXi EAL (6.0 M RRA) , MR vSphere Web Client 211X E1ETS . ik
TP S vCenter Server Sl TRUSTED_ROOTS /A U UESS

IARAERUES B 1, sl an SR i AR PR AR B 2 AL, WA LASAT IR . sRuE e Y,
WG AT R, SRR BRI TR

BRATEOL T, BRI AL NS Sl e AN, vCenter Server #I&ERITIRAy “Bl i)™ o “arff
A E AR i ALE .

g
1 7 vSphere Web Client /5 511, V55 34/,
2 pEPRE.
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3 ARG, MR
FDAEE A R EAEB A NS B
4 HESTHRIRT CA UEH.

R HiR

83T M VMCA #F FEHUN LU

RIZR CAEE ¥t vCenter Server VECS f7fi#ift) TRUSTED_ROOTS F7f#&H T A LE-BE%E
B

5 Rk,

EIEHER

TERZEUGI T, 1 VMCA fEEREH B £ ESXi MU e BRI 5 0 AR/ ml s R Al FHEAT AN AR
CA I EEXUEY, MmT L4 vCenter Server FZkfeTil, DAHARBrE-BE, A& H VMCA iFb H3hE %
Tl SR, BT s PR R e,

FERTLAE ] vCenter Server 2% % 1 BRSUN RSO EE B X CA 1, BB Fau U e &0k,
il

1 EBEEEEMUN vCenter Server, KRG HTACE

2 AEEHRE, RhrLhgEE.

3 IE “Tress” MEH, BN certmgmt DUV U UEE AN,

4 QURTEEEERECNED, 1% vpxd.certmgmt.mode [l TMCH RS AT B RS,
MO, IRIE R

5  FE#53) vCenter Server Ak

i ESXi SSL iFHfnE4A

TN TN 24 S ] AR ER B AR B AL B ERIAMY ESXi SSL kB 85 =5 CA Z 411Uk .

ERINFEBUR, vSphere 4HH IFE 2 1 AL AP ALY VMCA B LA BRI 9. Witk S /MH: VMCA 25 ik
4, 15 MIL vCenter Server ZRZHFEZ TN, RIGTFEFTRINZEN L. FERINENIT, vCenter Server 21
SKH VMCA SUEHTIET, I HZuE 1 B .

GIRAFIRIE AR, MFLAE VMCA S4B R 2 E 1T CA (Fll CA 54141 CA ) MUARTIE
P

ERINIEPB (715 vSphere 5.5 UEPAHRIRIN o AT DAl 26 Fi05 2R ERVIE B B 2 ST

HEE At U] vSphere Web Services SDK H1[J vim. CertificateManager Fll vim. host.CertificateManager
ZENE . 120 vSphere Web Services SDK (Y,

B, OaiEE AR vCenter Server 24t I TUH VECS H1HJ TRUSTED_ROOTS 77, LAtk
vCenter Server 1 ESXi LAV EFR R,

B ESXi uF PRI EDRES 47 11,

WUEREALE AV =77 CA 252Uk, i CA RiAuE1535 441K (CSR).
® )\ ESXi Shell F#eZRIAUFSF1EH5E 47 1T,

ATLAM ESXi Shell Fi#aBRIAY) VMCA 25441 ESXi UF15.
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My vifs a4 BB IAUE T AN A 58 48 1T,

AT DAE RS vifs 2 EBRIAT VMCA 254411 ESXi uE i,

ik HTTPS PUT 2Bk INUE 556 48 11T,

AT DA S =0 B IR BRI, ScRF HTTPS PUT 4R FIFEF T LA ESXi t04 1) HTTPS
BeORC A

W7 vCenter Server TRUSTED_ROOTS i (& XAFP ) 25 49 1,

QAR BSXi MU E VAR H e XS, WA FE AU vCenter Server 24t I B TRUSTED_ROOTS
ﬁ/ﬁ% o

ESXi iE BZZERKHER
YR A sk 5= CA &0, WA CA KE B2 &iik (CSR).

AL MR CSR:

EHIRN: 2048 AR (PEM 4i0Y)

PEM #% 3. VMware 37} PKCS8 1 PKCS1 (RSA %% ) . 4 IN%] VECS J7, 264l PKCS8
x509 WAk 3

X root W15, CA ¥ RN TN true, FEH cert 25 Z I BR A Fr

SubjectAltName 2475 fd & DNS Name=<machine_FQDN>

CRT A%+

AENTEREN: B7ssa. PUEE, m9me

FE AT TR — R AR T ]

CN ( f/l SubjectAltName ) % Jy vCenter Server ji5 HiH1 ESXi AL LML (kTP Mk ) .

M ESXi Shell HREINEBINZH
TAJPAM ESXi Shell i ERIAIK) VMCA 254411 BESXi iE-5 o

BIR &M

B UREMHSE T CA LU, iEAERGEBER . B R R UL PBAUEAU, FRRUE T AAETE AR ESXi
E‘IE*)-LJ:‘O

m GRFEE, M vSphere Web Client i | ESXi Shell 5k )3 H SSH #ite . 155 W vSphere %24, T #
IR ESXi Shell 15 1n)f15 .

B TER SR AT AT F i 2o 4 HTTPS 2636 7. FHTI00E2b i P e 0L -3 LA
B RREERA. 1520 oSphere 2 FHN), T ffAT il M 6 BURAU S B

g

T DUEEE GURR T ) Sy 5% ESXi Shell, FIEIEZM DCUI %57, il ) SSH & /i B %

2 7F /etc/vmware/ss1 B, ML T a4 Ear A MA U,
mv rui.crt orig.rui.crt
mv rui.key orig.rui.key

3 CBHEMFHERE T Jetc/vmware/ss1,

4 RTINS PIE AN rui.crt Fl rui.key,
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5  EHNEBZEEREEIA L.
SR DU AL E TR, 2ot 15, (I Bkl G A S (DCUL) i shis B, I
KW E IR AR,

%

B vCenter Server TRUSTED_ROOTS 7. 1% W, vSphere %I

BT vifs S SERBANEBEH
TP vifs ar S IRIAA VMCA 2410 ESXi I,

EATHS vifs E 0y vCLI 521511 o 2 W vSphere Command-Line Interface A/ J

Ik i

B QUREEHIZE=5 CA AU, AR IR R IA B AR, FRUE A E A TR ESXi
FHLE,

B S, M vSphere Web Client J7iFl ESXi Shell &5 /] SSH Jitt. 152 W vSphere %A1, 1 i
A I AN ESXi Shell 5 m]fI{3 KL

B RS AN IS (5 0 1 264 HTTPS 2xifiliA 7o T RuES i it A e AL 31 =LA
B RREERAL. 155 W vSphere L2 HHIRYD, T AT GE M A BURAUN B

T &HBATIE.
2 FMRUE AU A B A e P K
HH W 47 T, “ESXi iE B RIER"
3 WORANAUETS, W vifs a5 AN SSH R UETS M3 0L FAiEihiiE .
vifs —-server hostname —-username username —-put rui.crt /host/ssl_cert
vifs —-server hostname --username username —--put rui.key /host/ssl_key
4 HHEBENL
T—%
FHT vCenter Server TRUSTED_ROOTS f#i#. 152 W4 49 U1,  “Hj vCenter Server TRUSTED_ROOTS
it CAESGIET) 7 o
B HTTPS PUT E#EGAEH
ATPAfE B = B AR AL BRI, Sois HTTPS PUT #A RO IR FE T LA S ESX 40510 HTTPS #£11
Bl A e
BTR& M

B RIS =7 CA AT, AEIEB R . KRR U U, FERIE T AR ESXi
E*J-LJ:O

®m URFEEL, M vSphere Web Client i ] ESXi Shell k)i ] SSH ikite 152 W vSphere &2 1#H Y, T itk
A< A4 ESXi Shell 15 1]I{F o

B AT SO RN 5 B 204 HTTPS 2 gt 7o T EuE S im i - e E4L E T LA
B RPFEENAL 155N vSphere L2 HHIRY), T RAEE M B BCRAUI B

VMware, Inc.



% 3 = MR ESXi EWRE

TR

1 &HHANS.

2 fF FENIREEH, A1 AR SO
a AT
b KSR EAEINNMIE 2 —,

SETT HR
iEE https://hostname/host/ssl_cert
=51 https://hostname/host/ss1_key

NI /host/ss1_cert il host/ss1_key #E4 %] /etc/vmware/ss1 FHITEP S
3 HHHEFEL.
T—%
HUHT vCenter Server TRUSTED_ROOTS f7fi#. 152 W5 49 U1,  “HUH vCenter Server TRUSTED_ROOTS
Tl CEHESGER) ™ .
¥ 3 vCenter Server TRUSTED _ROOTS 7Efi& ( BENIEF )
QISR ESXi AL E A e kS, WA E M1 vCenter Server 224t | BT TRUSTED_ROOTS ££{# .
BUR &M
BEE AL ERUEB Rl B XUk,
7
1 ESREIE ESXi 4L vCenter Server 24t
R B D ZEAZHA T Windows 240, 5% 5] vCenter Server Appliance shell,
2 1217 vecs—cli LUREHTUEB S DS TRUSTED_ROOTS f7iff, i4n:

/usr/1lib/vmware-vmafd/bin/vecs-cli entry create —-store TRUSTED_ROOTS --alias customl.crt ——
cert /etc/vmware/ssl/customl.crt

£ #ik

Linux /usr/lib/vmware-vmafd/bin/vecs-cli entry create —-store
TRUSTED_ROOTS --alias customl.crt —-—
cert /etc/vmware/ssl/customl.crt

Windows C:\Program Files\VMware\vCenter Server\vmafdd\vecs-cli
entry create --store TRUSTED_ROOTS --alias customl.crt ——
cert c:\ssl\customl.crt

™%

Kb ey “HEX” o R BIRAUEBRINME VMCA, FLERBFIETS, W SO ) VMCA
FAMUEY . WHE WA 46 T1,  “HHBOEBEAT .
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1£ Auto Deploy H{# i HENIEH
BRINESL N, Auto Deploy IR S5 1] VMCA 28 #4IUE 15 &R 0L, LUK Auto Deploy IR 5414 1
NBEIRE: VMCA 25411 A 2 SCUEB BT F 0L 7EiXMEH0 N, Auto Deploy IRFS#HH5 N 5 =77 CA
MBI B MU AL o

BIR &4
B AR CA FRUET . UETRAATH LA T EER,

B PR 2048 (7K (PEM 4t )

B PEM ¥, VMware 37§ PKCS8 i1 PKCS1 (RSA %4/]) . Z491Us N3] VECS 5, &%)y PKCS8
X509 A3

B X T root UF1S, CA JIRAAKTE N true, JFH cert 2 AT ERFIEK N,

B SubjectAltName 24707 DNS Name=<machine_FQDN>

m  CRT &R

m GOSN EIIMI: Bera ., ARRINE, e

B LU ET R R AR R

B CN (f/l SubjectAltName ) ## }y vCenter Server i 511 ESXi S MUK FHLF (5 IP btk )

B CRUE BRI Blar 2408 rbd—ca.crt Fil rbd-ca.key.
TR
1 % BRIAR ESXi ik .
BT /ete/vmware-rbd/ss1/ Fi,
2 7F vSphere Web Client /1, {1t Auto Deploy k%5
a  EERGEHE, NSHE NRERARE.
b RS
¢ fHEPEEE RS, RSB,
3 {fiz{T Auto Deploy IR%51 5% ., i /etc/vmware—rbd/ss1/ H1f] rbd-ca. crt Fl rbd—ca. key il A1)
A& SGUEB A A
4 {ri&1T Auto Deploy IR% 0 Z%: I, B8 VECS H1ff) TRUSTED_ROOTS {4 DAl FH A e+

LY HiR

Windows cd C:\Program Files\VMware\vCenter Server\vmafdd\vecs-
cli.exe
vecs—-cli entry delete —--store TRUSTED_ROOTS --alias
rbd_cert

vecs—cli entry create —-store TRUSTED_ROOTS --alias rbd_cert
——cert /etc/vmware-rbd/ssl/rbd-ca.crt

Linux cd /usr/lib/vmware-vmafd/bin/vecs-cli
vecs—-cli entry delete —-store TRUSTED_ROOTS --alias
rbd_cert
vecs—cli entry create —-store TRUSTED_ROOTS --alias
rbd_cert

——cert /etc/vmware-rbd/ssl/rbd-ca.crt
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5 @Iy TRUSTED_ROOTS HIN A castore. pem SCHF:, FHH5IZ BN /etc/vmware-rbd/ss1/ HatHi,
15 B E XA, A St

6 Ff vCenter Server A% BSXi B A SOh B 52 o
SR 46 1,  “HSUEBEAT .

7 HEHH5) vCenter Server k55, SRS 5] Auto Deploy JIR55 .

NIR 2% E N Auto Deploy fOEHU, Auto Deploy IR 55754 A kAEd5, Auto Deploy 55 #5454 I
K7 %] TRUSTED_ROOTS 774i#11 root 1E15.

BJE ESXi iE B ZSA
fifi 1 vSphere Web Services SDK ##t ESXi T4 FRUUEPIN, ZATAUE-PASE S H INE] L bak SC¢F, il
B bak SRR ERZ DR Y U BRSPS, AT PAE I 2 BTIES

FHUEBAEYINT /etc/vmware/ss1/rui.crt Ml /etc/vmware/ss1/rui.key H1, fifi[f] vSphere Web Services
SDK vim.CertificateManager SZE NGO M EA LU BAIE AN, 2 AU SHFIUE A5 F
%l /etc/vmware/ssl/rui.bak X1,

BE i HTTP PUT. vifs 5k ESXi Shell Z3#aiir 45, NI UEBASHMNE . bak 4,

B
1 FESXi ML, %] /etc/vmware/ss1/rui.bak XA
S EAT A I
#
# Host private key and certificate backup from 2014-06-20 08:02:49.961
#

2 B o BEGIN PRIVATE KEY—-——— HE RN ——- END PRIVATE KEY————— M A 1)
) /etc/vmware/ssl/rui.key X
I — BEGIN PRIVATE KEY-———— /51— END PRIVATE KEY-———— .

3 K BEGIN CERTIFICATE————— 5 ————_ END CERTIFICATE-———- Z B SR )

# /etc/vmware/ssl/rui.crt XHEH

4 FHHEDENIE ss1_reset SRl Lk B TP IRS o

for s in /etc/init.d/*; do $s | grep ssl_reset > /dev/null; if [ $?== 0 ]; then $s ssl_reset;
fi; done
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FPLisE vSphere Web Client 2 ) “L Pl ¥ SCE” A FE ORZBEEAL i, Ll Xt
MG FAVE ARG M. aUEREE L G EL, wHIEMEH] CLI Bk SDK 22—, FFEZHTHEX

ESXi By NIEAL B

ESXi F4EERIA S FRIB k3%
Z2HEN, ESXi B kRS T AR BA A ML 2240 S s IR S5 i i 2 SN Ny L T

FTIFBI3 Kk ks VN, 7285 FEORPRAI S 1R] BSXE ML FazA THIAR S5 7] RE B - HLE 2 MRS B MR AU 5 1AL
R ESXi B JCHRACE L T VR SR A 24 15 [ R PR AU

FERE LB KREIE 7T Internet #2574 FLFY (ICMP) ping & 5 DHCP 1 DNS ({X UDP) % /{03 .

AIPAGN N A~ B ESXA B kit 1«

B 7 vSphere Web Client Hi i IR/ MU 20 ¥ SCfF WS 0EE 52 7T, “F 81 ESXi By ik
B A AATEAE AR ] ESXCLI 54 152 W8 56 71, “ESXi ESXCLI B kglfan 4" o

B R AT S O AR S TG 1, UE T B E X VIB,

FIVAE ] VMware Lab $2 1) vibauthor T HAIH F3EX VIB, EZ R HEX VIB, 70K ESXi FALTY
P2 R MO CommunitySupported, 124 L VMware FITHE CHE 2007381,

ER WERIEK VMware FiARSRFFFT 445 T CommunitySupported VIB ) ESXi 4L AR, VMware
YFFA] gE TR B S K 13 CommunitySupported VIB {EulHEBR DB, PLFIE % VIB
FE SR ARG .

ESXi B5 kK B5HE2: (http://link.brightcove.com/services/player/bcpid22963832760017?
bctid=ref:video_esxi_firewall_concepts)

NFS % e (nfsClient) AT S MMM AR . 51 NFS % Fomll /s, RAE SR vr IP kb
AT BAREHUIATA tHh TCP i Mo AOCHEAMER, 1204 55 U,  “NFS & uiBl kTR o

EIH ESXi PFAIHIEE
F DL} vSphere Web Client Si7r ér4-1 T Hh A IR 55 sk 5 BE AT BN b0 H sl kB 44

TR AR BA TSN DAL, WS —BURSS e 2R MRS . O Tt as, w]
VAYEIE Fe VFIIRES TP ko5 1R ML E MRS

Pl
1 4 vSphere Web Client jiFH1H1, WI¥EEI 4L,
2 HEERE.

3 fE “RAZ N, RiLREEE.

vSphere Web Client K 527 AHR 55 Aty 11T SO\ S SR 41 4 o
4 fE CBkERT AT, g

PRt o kRS, Herh iU 0 22 AR AR B
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% 3 = MR ESXi EWLE

5  BeREEURIRAINILE, SR A IR .

5 iR

NG 0 Y it O vSphere Web Client i 55471135511
i JIRs B PR PR

TR SRS IR SF A FEREARES

6 AT HERS, FTLAEBIRSS NG .
S ELSERSREH I TESUIR S TR
T CHENRIE” LIRSS AR A sk R LS B
7 OWTHEEIRS, W ABIRREE SR VR R TP ik
WEWH 53 T,  “J ESXi BHUAINFei i IP Hikk" o
8 LHIE.

H ESXi EHHMAIFRY P ik

BAMEAUN, v RLEE RN IR S IR A SS U5 RIFTA IP kb, BRGNS, s IRSS, PME L fe vk B
TP . R PR ISR S5, th rT DA e X IR 55 o

HJ LA ] vSphere Web Client, vCLI 5k PowerCLI EUIR 511 7o v IP 113 . BRIAEOL N, RS Vi 1P

i&iﬂ;O
R SCVF) IP M- DS ESXi B3 K
(http://link. brightcove.com/services/player/bcpid22963832760017
bctid=ref:video_adding_allowed_IP_to_esxi_firewall)

TR

1 ¥ vSphere Web Client Ji i1, XIBEEI LA,

HiECE.
£ RET T, REREEREXA.
1 BT B, g, RIS MR RS

FE “SVFIIP HhE” R, UMERE R AT TP bR, SRS H A\ S VRS U M2 1Y TP 3
iJJ:O

TR S43F% IP Hihke ATLABEIDA R ks =X
m 192.168.0.0/24

62 B N S N S

m 192.168.1.2, 2001::1/64
B fd3e:29a6:0a81:e478::/64

6  HEHE.

ESXi EHLEGN 50 H 35 F5 A tEim O

i3] vSphere Web Client #1 VMware Host Client, #R] DUFTHRIOC A REANIRFS B K Sty 115 o vk H 16 0E
IP k)i o

MRS T il i I e IR S I EL B K s o ASRAE T B2 el At VIB, AT REiE 2 e B HAuIR 55 RIS &
B, iX26f5% B EZT vSphere Web Client H B RIS, (212584 AF HAL R 2L 11
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5 3-4 NuhBASRERE

A i k% iR
5988 TCP CIM JIR%5% FHT CIM (A BB ORSS#5 .
5989 TCP CIM %4 j%5#  @HT CIM KL e R% .
427 TCP. CIM SLP CIM % i FIR 45 67 B Ui AS 2 (SLPv2) 75 4% CIM JIRZ5 7%
UDP
546 DHCPv6 IPv6 ) DHCP % Jiiii
8301, 8302 uDP DVSSync DVSSyne 3 H A T 2B E 5 VMware FT id &/ BN EALZ A4 A2
FERUE IR FATEA T RN I D R L A A 2 T X e 11
A VMware FT 1A UCR4T X e,
902 TCP NFC W4 SCAE ] (NFC) 1Tl vSphere 4SO 2T &AN FTP IS BRIAN
BUN, ESXi K NFC TSRk 2 S IR sh SRSk
12345, 23451 UDP Virtual SAN £ Virtual SAN FHEE WS FFNA 9E A% H SR kS5 EHIZET UDP 19 1P 27 44
s SRR FOT AT BEE R Y & Virtual SAN e, WERASH], 1] Virtual
SAN Joik T 1k,
68 uDP DHCP % i IPv4 i) DHCP % P o
53 UDP DNS % J 1 DNS & St
8200, 8100, TCP. Fault Tolerance AL A3, T vSphere Fault Tolerance (FT),
8300 UDP
6999 uDP NSX i it NSX A s s, AR E 203 NSX VIB HE 64 VDR ik,
s hE$ RS 55 IR S5 SR ki T . QIR VDR SIS M0k, Tz
FEHHTH
IR S AR I R IR AR RS “NSX /A AP rhee”
2233 TCP Virtual SAN Virtual SAN ] 58 G4y, 7 TCP, 31T Virtual SAN 176 10, 401
L4 AT ) Virtual SAN T T4E,
161 UDP SNMP fllz 5575 FYFENERER] SNMP IR 5575
22 TCP SSH fIk 55+ SSH Jj [n]Fs Jy tA 530
8000 TCP vMotion i | vMotion TR AT, ESXi FAUEN 1 8000 I il fs
ESXi =M1 T vMotion ik K TCP &Rz,
902, 443 TCP vSphere Web 2 P
Client
8080 TCP vsanvp VSAN VASA R L 5. 1 vCenter HAUTEARETEIIRSS (SMS) {8 FH,
PAVSTAA 5% Virtual SAN {FHHBCEL S . IHHERSIPERI(E Eo anifat)],
] Virtual SAN FEF{EAERCE S EE (SPBM) Joik T1E.
30 TCP vSphere Web HAEHT” DU, A S AR SR N B
Access
5900-5964 TCP RFB X
80, 9000 TCP vSphere Update
Manager
*F 3-5 HuhBhNIRER
w0 17,358 2 ik
427 TCP. CIM SLP CIM % J s IR 5557 i PhSUUAS 2 (SLPv2) 254k CIM IR 5545
UDP
547 TCP. DHCPv6 IPv6 [¥] DHCP % /3,
UDP
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% 3 = MR ESXi EWLE

®0A 17,258 R% i
8301, 8302 uDP DVSSync DVSSync i ] J T2 231 VMware FT i /TR0 4
MLz Ao Al D AR O . U T N L& 3 1
P FENUA DT X EEH 1, A VMware FT (A1
T X
44046, 31031 TCP HBR JII'T- vSphere Replication Fll VMware Site Recovery Manager
MRS R
902 TCP NFC &S (NFC) 1] )y vSphere AR BT 290 &S0 FTP
M55 BRIABOUT, ESXi % NFC HITEAdif7 it 2 7] A
EARIEA G
9 UDP WOL 1 Wake on LAN i,
12345 23451 UDP Virtual SAN H{£E FH Virtual SAN i HIFOIESEI 2 . e RO AR AN EH SR IR 55
jii&:3
68 UDP DHCP % /%4 DHCP % /%o
53 TCP, DNS % /i DNS % Pt o
UDP
80, 8200, 8100, 8300 TCP. Fault Tolerance ¥ VMware Fault Tolerance,
UDP
3260 TCP B iSCSI 25 i KRR 1SCSL.
6999 uDP NSX /BRI AR E 203 NSX VIB AL 617 VDR fikk, 1) 5 1HIR 55 ik
il &g Bl K ki R T T QiS4 VDR 926015 A1, iz
AEFATIT .
5671 TCP rabbitmqproxy 76 ESXi N s THOREE, eI S TR RN HIRR T
5j vCenter MIZ&IHiz1TIH) AMQP RIFUHTIH R . LA
LT, BRI R . AREEEEEES] vCenter 2835 HH
RORGER, R, M bdedse TP kbR 2 /D40 58 24 i e o RO
PREARIOIREE . WSR2y e, WA DA IR,
2233 TCP Virtual SAN £ FHTF Virtual SAN 5 &2 [l RDT ikt ( PAFE 206 U6 ) .
8000 TCP vMotion i H] vMotion R IS AT T
902 UDP VMware vCenter vCenter Server fCHE,
Agent
8080 TCP vsanvp T Virtual SAN {5 Fd R 7R
9080 TCP 1/O fiide it 55 M 1O e g Thae

+£3-6 BUNEAT Ul AR ERBIARSHIBA Mg iR O

w0 i R% 053

5900-5964 TCP  RFB i RFB e —Ah e v B2 P S i s sl

8889 TCP  OpenWSMAN  Web JIR55 P (WS ) J2— PR T HIRSS 4 k4%, N HIREFAI Web
sPipRR AR551) DMTE JT3cR AR

NFS & Finpi KT A

NES % F b K AR T o077 S HAl ESXG B AU S AR o Heafsl sk NFS Kilafr iy, ESXi Kt
FLPE NFS % Pt B W TAFE A NES, 1186 Fr A o

PRI FERE I NFS B, BT IR T NFS A,
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NFS v3 B A i1T A

PRI NFS v3 BRELAEN, ESXi B4 NFS % /i (nfsClient) [ K BEHIINAE PR

B RS T nfsClient HUNIEE, TN ESXi 45 FAIRUNEE,, JTId4E allowedAll BRic S 0 FALSE SRAEHT “7t
VFAfAT TP Motk 5RM& . NFS R 575H TP Mot S U2 fodrn Hk 1P ki 41 36

B UREA T nfsClient MUNEE, NI EERASFASCVIAY TP Mokl 5B R M, NFS JIRSSH$1 TP MK
SR INE] SRR G TP M4 Fe

EE WRTEH] nfsClient HUWEETANEE “VFTAT IP Hibl” SIS, JUPKE NFS v3 Bdafr s i &
G, EEURHT NFS v3 Bl fr i SR el . EIHTA NFS v3 BUlfAEmr, K5 nfsClient
ML

FelRul 3 NFS v3 HURArf#, ESXi HdTLL MEfEZ —.

B QR VIR A IR S5 e EE BT AR A NFS v3 Bulif#fi#, W ESXi KM Huk IP by &b 7%
PRiZHR S5a i1 TP ko

B R TR E S S RIS TR NFS v3 i aE, ) ESXi B8] nfsClient 5 kSN EE
NFS v4.1 BFAIE1TH

H s —A NFS v4.1 B, ESXi ¥ ] nfsalclient BUNEEIFEH allowedAll Fiidi% ¥ H TRUE, It
BRPEB AT TR 1P Mokl v L 2049, 135 NFS v4.1 BdEEtE A28 kR, halEit, %—4> NFS
va. 1 HEB TR 2049, BRAEWIROCHZm I, 75 M2 DR AR R e IR Ao

ESXi ESXCLI By Mig&4

IR 5 2 ESXi EAL, WIS ] ESXCLI 745k vSphere Web Services SDK F 5{E 5 KL

AIPAH] ESXi Shell 5 vSphere CLI iy 4741 TALHL ¥ ESXi LA F sk KESHC B . AT 4H, 155 W vSphere
Command-Line Interface A/ J; 4158 H] ESXCLIRAERS KA KBS =], 520 (vSphere ar$7777
EIREERIRA) o

37 BIAEEGS

wd ik

esxcli network firewall get RIS KBS E THEEIRES, FTFA) BRI AR

esxcli network firewall set --default-action WA true P E B ERIERIANRSE; 1R %0 false W] L EE
ZFMBRINRLE

esxcli network firewall set ——enabled JA B2 Y ESXi B k5

esxcli network firewall load PR3 KRR LR B S A

esxcli network firewall refresh QRTINS KRR, )3 5 S O ) B S-SRl 91 ke
RACE

esxcli network firewall unload 22 SORS RSB IE= Dy 35

esxcli network firewall ruleset list RS

esxcli network firewall ruleset set —-allowed- &1 M true W] LA IP HA 522 U5IRALR ; & Eh false

all AL SR TP MO A2

esxcli network firewall ruleset set ——enabled —— ¥ enabled % 4 true &% false 7] 5 FHEk 28 FHE & I 4L

ruleset-id=<string>

esxcli network firewall ruleset allowedip list B e BN £ Fe PR 1P itk

esxcli network firewall ruleset allowedip add FRYFMNFEER IP Hotikak IP Mkl yE v ) e
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® 37 BAERT (5

wd Ei:p% Y
esxcli network firewall ruleset allowedip remove MIEERY IP Hibluk 1P okl IE AL U LR R o
esxcli network firewall ruleset rule list G5 KBS R AR UG ]

NREEEXHBEX ESXi ik %
ESXi 14U S BRI DL FAL Tt TRAII LRSS . 457 DAL 20 A PSR IR RS (Ao mIsfang

) -

5576 T1, “f#F] vSphere Web Client ji X} ESXi Shell fyijsin]” & anaf i 15K 55 10~ 3l

FEE IR0 EHUN L BRAREX AT, SUAE)H RS o

AT IR BT BESXi ML 220 VIB, a2 VIB, IR IRSS . HE VMware 75 (41 vSphere
HA ) & EA1 2% VIB, FHEIR S FIAER AR Ak 1]

FEBRINZERE T, WTDLAE vSphere Web Client DL F AR SSHIRZS o
* 3-8 REWMEXHhH ESXi RS

% Bil ik

FLERRA UL EAEETT S B £ H P S (DCUT) JR S5, #5mT DAt AL T
SURHIFH I ARG 1B ESXG AT .

ESXi Shell eIk ESXi Shell FT7E ELERHIG I AR, 40441

TR LR A N — 20 U HE R S B a2 o
DIUNERAN RGBS J5 FIXT ESXi Shell fUiATA]
W RLR XA ESXi Shell (15 [n]sk ESXi Shell F11 SSH

M,

SSH cfEE FEVFIR 224 Shell PHATIEREERLIT LML SSH %% i
i &

FET G PP R 1ERIEAT T HRIGE

Active Directory /x5 RAEITS } Active Directory Ft % ESXi I, 5 shitbiR55 .

NTP ~F4dbfe C kR AIZE T RIS ST A

PC/SC #fg-Rep4rit iz S YRS REE R e, 2RSS P S0
74T, P ESXi FURRE R AL .

CIM Ik %5+ IEAEEAT 2 MR B (CIM) R ] DA FAO IR 35

SNMP JIi 55 7% RIS SNMP ~F R, Al E SNMP v, v2 filv3 015
K., E W vSphere I FRIERE,

Syslog NIk 55+ cEk Syslog “J 4", AIVL{E vSphere Web Client [ “754%
AR WA H sysloge 15 0. vSphere ZFEFIK £

VMware vCenter Agent EAFIBLT vCenter Server fUHE, f21F vCenter Server 14 %] ESXi
Tl HASK, vpxa 25 ESXi PAZIIEILEHLAF
REBE A

X.Org 55 oAk X.OrgMf55ete EPTEDIRefEP s TR 3D .
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HEREEE XS ANERARS

FEATVAM vSphere Web Client fi HIAIESA] e BB hAIHIIARSS 2 —

LRSI, BRINIOL N R IRSSAL T TR, AR SS A5 RS o FERBER L, T2t Tk
', SR/ REAE vSphere Web Client UT HH S IBEIIIR S5 . 40, NTP IS5 EFRIBGHERIN RI(5 B —Rior =,
TR 55 I REAE R K AT TR O 00 Masfe.

BIR &

fifi [T} vSphere Web Client 443 vCenter Server.

L2

1 7& vSphere Web Client Ji5 L Hp I W B REAEAL, SRR EPEZEN L
EEE.,

£ “RRT T, ERREREX, A5 REHEE.

TRENE RIS

fE RSB R” wikh, BRIk ER RS BRI TR, s B BRI
PR TR, DA 5 [ S R MRS

" ERAER LT B RS, SRATE R RN X EIRSSIBRIAR E ARE T LT
)% P 22l ARSI B . AR AEes LTI, (HRRE RS 10 N OCH], WHZEasCR
SR 2 FA H s FU TR, IR SRR SR HED .

n SEY—RESMEL: EVUSSIRREEEEIIRSS, VORI A AR o Hseii S SR A v
HITFT B3R, SRATA S AN AR EARCL, #EE LIRSS ez oe sl AR S5 (il
SRERARER NTP IR35a5 ) o R Db TOCIRE, BRERXATIF T, & Pk fErE A
ATHATERHATSS o

B FFESAUEIL: TSN, EVESRE  P REIRSRE . S NTP IRSSS,
HEFHUWITE, ZIRSSE— AT, ARIRSSC R LI RH], 2RSSR A UL e 1],
B3, M-, ZIRSHHIURED, R sERIRD.

62 B O N S

EE X (GEHTHEE vSphere Web Client it RS % B Bk fif ] vSphere Web Services SDK il &
PR IR o ot HAth 7730 (ol @it ESXi Shell slfic SO ) A TINAC E A2 52X HE 3 B R0

BiERN

B ESXi AUt ALK E TOUERA. ABEiEU R, BRI, #/Ensiiid vCenter Server
AT,
M vSphere 6.0 JHf, AT AT HAEH BUER S BUER, IXMREBA 2 ARIBUERE . vSphere
6.0 LSINT “BISMNIFT H1FK, EHFEABUERAN, BISNT A TRIVEAL 00 BN SR
IVEEAVAE T B RN T B E B 5 TR LU 28 =5 sy RN R P o 15 S W58 63 T, “HRiE
PEBRASFHNS .
vSphere 6 FIFBIERLT (http://link.brightcove.com/services/player/bcpid2296383276001?
bctid=ref:video_lockdown_mode_vsphere)
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% 3 = MR ESXi EWRE

EESHERA T EHEES
M vSphere 6.0 JF4ft, AT DABEREIE # B Bl e B, MM TR BRI B R

EESEERERX FIEHEBERT, DCUIIRS AL, S vCenter Server Gl

- HJCE: i) vSphere Web Client JE1T51R], MRS 7 AT DA 3 5] ESXi

T BB 6 & B R e, FATLU NI S A5 i sl &

JAI

m o PIEBECE BN AR AR B GRS, BN
J B AT TAE R RR AT S HOIRSS I S M. 3 ESXi L DA
INEIEAN BT T OB AR,

B 7E BN DCULAccess g B S P e 165
vCenter Server HIZEREMT FHI B 2005 Im] BLEE ] & UM, X e H P oA 2
AN AU TR

FER B PR BB (B vSphere 6.0 HIRFTIIAE) T, DCULIRSELEIL,
WAL vCenter Server [FJiEHTJT H. vSphere Web Client A~ FAT ], Il ESXi
FHUBA AT, BAERH ESXi Shell £ SSH JIRZ5FH5E BN P iR
WIS 5 vCenter Server AL ER;, WM H 2% 1Mo

e R ESXi Shell #1 SSH %

PR A T2 {5 | DCUL RS, {2, ESXi Shell 11 SSH IR &S A8 izt . BE ERi s AT 3801
LAFERE, WHHIPR ESXi Shell M1 SSH RS AL T2 APIRES . BOINBH T, XLERSSATFE RS
HEFHRETBUEBES I, i “BISNTI” SR a0 SV R R, AT PAM ESXi Shell &
i SSH 5. EIEE ™ KB el N LA T 5], £ B8 ESXi Shell HR55H1 SSH R 5522 HIR A2
2 A T o

EE NI SRS TR TREEESS (BIanEbLs ) RSO Be0t, midFEha B Rkt K
EHLGUT FESME] BN SIFE? T UEsi R,

BRMZAMEER
FRACH Pl DA 2805 U e s
B RISV S VI INE] vCenter Server A%l .

®  {§iJf] vSphere Web Client, 152028 61 i, “fii}I] vSphere Web Client I8 EHI" o AR
vSphere Web Client H1 5 I 1E H BiUE B A% SE B

B ETE A T S (DCUD), 12 WEE 62 U1, “ M EHE G F P S A e A TEFPUER” .

FFAUH I M vSphere Web Client S IBHERIA . X2 ] rIDAM B 6 & FUmZE I BUERA, (26
TR BB & A A e

W QUREE B E H S e S BUE R, WAL PRI AR AR R Ok o R BRIXHEAT
PR, FILAf#T] vSphere Web Client & FATAS I8 it
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PERAITA

FEPUER T, LIRS WA, —LliRFS I e vrRE 1A

HE A E AR SERR S

BEHUEAE I TN, P IRSS I T e B A 7 5 A M BUE A 288

B AERRBUER N IE R BUER T, AU R LA vCenter Server sliiiid vSphere Web Client sk fifi /1]
vSphere Web Services SDK 1 [R] £4/L.
B UREUE R UNIE FBUE R A E R S R T AR AR
B REBUEREUT, Bl A TR (DCUT) IRSAL T AR .
® EIEFESUEREN N, ST AR B SRR SR DCUL Access 2% 2 4e i B HHEER ]
FRIPAs IR B s i & S
QPR H A ESXi Shell 5t SSH HAGEALE T A% B E B s EHaUE B, W s P a3 BATHE PO

PRI o] DA TSR S5 o X FRrAT HAt ], ESXi Shell 2k SSH 1[It 24 FRZS. M vSphere 6.0
T, AR UK T ESXi 5k SSH 2 iR 11

PR R ANEF BUERL AT TS AN H &,
%* 39 YERNXITA

k%

EEER EESIEHEN FERREBIERI

vSphere Web Services API  firg 1/, FETAR

vCenter (vpxuser)

SRHS, HPRUR

vCloud Director

vCenter (vpxuser)
SR, ETRIR
vCloud Director ( vslauser, 157]

(vslauser, WIHAH)

liiD)

CIM HeftfefF
Hr

HA WU SRR

vCenter (vpxuser)

FHEMAS, AT
vCloud Director

(vslauser, @A)

vCenter (vpxuser)

FH, TR

vCloud Director ( vslauser, %141]
)

HREHlE UL(DCUI)

BT E U SR F

DCUI Access 7= 256151 H1
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Deploy, HJVAfER) Auto Deploy k55 EHTE w5 I AR IES o AT HAD N, BAIRERINE

HTR &
® ¥} vSphere Authentication Proxy w45 I #2] ESXi 41, ILAAERL MZEARENZUER.

vCenter Server /var/lib/vmware/vmcam/ssl/rui.crt

Appliance

vCenter Server C:\ProgramData\VMware\vCenterServer\data\vmcamd\ssl\rui.crt
Windows

B BUFE UK Uservars . ActiveDirectoryVerifyCAMCertificate ESXi S B E 1 (BRIL) &

1 7f vSphere Web Client H1, 5 ESXi #:Hl, RERTEE.

2 RGN, SR EARIERS .

3 ST

4 RJIK [datastorel/path/certname.crt BENUFI SR 2, SKIGHAEHARE.

4 vSphere Authentication Proxy 4 #iEH
QUAREA N VMCA B HET, st VMCA TE Bt BROHE s, 5 £ &b B,

QIR S =Ty skl CA AN HECUER, 205 72 71,  “# vSphere Authentication Proxy LA
M EESCER" o

BIR &
0 54Ha1 T vSphere Authentication Proxy ) 2 Ze4T root sk 7 G
TR

1 AI# certool.cfg IREIZR,

cp /usr/lib/vmware-vmca/share/config/certool.cfg /var/lib/vmware/vmcam/ss1l/vmcam.cfg
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2 AL SRS BRI, bl MoRBIFTR.

Country = IE

Name = vmcam

Organization = VMware

OrgUnit = vTSU

State = Cork

Locality = Cork

Hostname = test-cam-1.testl.vmware.com

3 fF /var/lib/vmware/vmcam/ss1/ FPA & 24,

/usr/1lib/vmware-vmca/bin/certool --genkey ——privkey=/var/1lib/vmware/vmcam/ssl/rui.key ——
pubkey=/tmp/vmcam.pub —-server=Ilocalhost

KT localhost, itEft Platform Services Controller f) FQDN,,
4 TEPER 1 AP 2 rh M vimeam. cfg SCAEAE /var/1ib/vmware/vmeam/ss1/ FAEBORTIE S .

/usr/1lib/vmware-vmca/bin/certool --server=localhost --gencert —-—
privkey=/var/lib/vmware/vmcam/ssl/rui.key —--cert=/var/lib/vmware/vmcam/ssl/rui.crt ——
config=/var/1lib/vmware/vmcam/ss1/vmcam.cfg

KT localhost, 15t Platform Services Controller ] FQDN,

i@ & vSphere Authentication Proxy K& BENXIEH

O vSphere Authentication Proxy i JT] FI & ks, #5/E CSR, KHL1AE] CA BT854, TR UL
PR AR TE vSphere Authentication Proxy FJ LATE AR o

ERIATL R, vSphere Authentication Proxy 23/t FR 515420 CSR FF 20K VMCA 2525t CSR. vSphere
Authentication Proxy K Tt uE4517] vCenter Server #HT7HF, H# HE XUF 157113 vCenter Server Ji7, Hl
AIFERMGH A X e
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B
1 b vSphere Authentication Proxy 4 CSR.
a  QIEEE A /var/1ib/viware/vmcam/ss1/vmcam. cfg, W N7,

[ req ]

distinguished_name = req_distinguished_name
encrypt_key = no

prompt = no

string_mask = nombstr

req_extensions = v3_req

[ v3_req ]

basicConstraints = CA:false

keyUsage = nonRepudiation, digitalSignature, keyEncipherment
subjectAltName = DNS:olearyf-static-1.csl.vmware.com
[ req_distinguished_name ]

countryName = IE

stateOrProvinceName = Cork

localityName = Cork

0.organizationName = VMware

organizationalUnitName = vTSU

commonName = test-cam-1.testl.vmware.com

b 11T openssl PAZERY CSR SCAFFIBHISCAT,  [RIBHE NBCE S

openssl req -new —nodes —out vmcam.csr -newkey rsa:2048 -
keyout /var/lib/vmware/vmcam/ssl/rui.key -config /var/lib/vmware/vmcam/ss1l/vmcam.cfg

2 B3 rui.crt UFBM rui.key SEF, EAIMWFEEFELL N7 E,

BIERG s
vCenter Server Appliance /var/lib/vmware/vmcam/ssl/rui.crt
vCenter Server Windows C:\Programbata\VMware\vCenterServer\data\vmcamd\ss1\rui.crt

3 HUHIEM vSphere Authentication Proxy,
a 3| camregister JAFAEN H R,

BIERS Lk 4

vCenter Server Appliance /var/lib/vmware-vmcam/bin

vCenter Server Windows C:\Programbata\VMware\vCenterServer\data\vmcamd\ss1l\rui.c
rt

b 4T Mla4,
camregister —-unregister -a VC_address -u user
user WALEXS vCenter Server HI7 7 H FiAFR 1) vCenter Single Sign-On [/,
4 {Z) vSphere Authentication Proxy Ilx55.

IR R
vSphere Web Client a WLRGEE, REAEE ML RASRE.
b RS, SR5 55 VMware vSphere Authentication Proxy /Il 55715
1HZR%
CLI service-control —-stop vmcam
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5 A rui.crt WERH rui.key XXHZHN N CA Y BIKISC .
6  FH5h vSphere Authentication Proxy /It .
7 EE TP e A, EHISE R vCenter Server B E /3 vSphere Authentication Proxy.

camregister —-register -a VC_address -u user -c full_path_to_rui.crt -k full_path_to_rui.key

FE ESXi &R+ 5 M IiE

74

AIPAE PR e R SIS UEE SR B BSXi B & H P S (DCUL), e AN A S 5euE (PIV) . @i
[Al-& (CAC) Bk SC650 #'ae+, A EHEE ) & ARG

e R AA RN IR R /N o V2 BORH AR B T TR RE - RIGUA 2= B EIE
KPEmH RGN LA VEREE 2 2 TE M.

£ ESXi AL E A FERE R S RiEE, DCUL 2En IR GE- R PIN 4175, fiAsEBkNE s P4
FERS

1 BERE RIS aen, ESXi AL EINZF FIfE.

2 ESXiDCUI 2 i85 ID, HHRUHiA PIN,

3  HIAPIN T, ESXi BHIZRKH SRR K [If PIN VLS, JF6E/1] Active Directory SR GE K 111
e,

4 BRERTRERUETE, ESXi Rk DCUI,

1 F3 Bl )\ DCUI Y2 1= 22 A0S S5t o

TEESE LR NERAO PIN (R =)) J5, BRER RS HESUe. mREseRuse, WMRaEe A RA
LENL ol
AE AR

EREFHHWIE

JE FERRE R SRk rl SR BH R RE RN PIN 205255k 1) ESXi DCULL

BIRSH

BRI DU TR RE R S SEIE, 5140 Active Directory I /. B RRIEL RERFIERE K
g, i

O ESXi il AR R ISR Active Directory . HXIFEAGE, S ME66 71, “ff
i Active Directory #2E ESXi H1 /7

®  {{iJ] vSphere Web Client S IHRIEAS . 1152 WA 39 U1,  “ESXi EAUUEAFHE” o

B
1 {f vSphere Web Client H1, %% FEHL,
2 PliicE.

3 (AL T, kHBHRmUERS.
BRE DAV RE R S EAPIRSH— M S E R ARSI,
4 AF “HRERSmIE maeh, Rl
5 FF “HRERE R S KET REHER, 2R “UEB” i,
6 ININAEIEBNULNE (CA) BULIIIESS, BIARAIHTR] CA UE,
7 40P “ERE RS M TUR, kR AR R B mERE S e, RE e
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BHEEFHMIEIE
AR S UELLR P ESXi DCUT S BRIA T 2 2RI RS S5 96T
$H
1 7E vSphere Web Client H1, WI¥E|EH1,
2 LEE.

3 fE “AZ T, FSHWIERS.
KA B M AT RE R SIS — M E TR IEB RIS,

4 AfE “HRE RS mh, RilidE.
5 4k “FRERIMEUE” T L, BUskH R AR R B HERE S e, RE R hRE.

MR HBERREE, £HHRAMZEBIHTSHEIE

WIRTCIE VN Active Directory (AD) dgl 55w, W AT DA F TP & RNt B 3 56 UE 6 51 21 ESXi DCUIL LAfE £
BT R SR

EREIENT, MTEERE, R, Toikiin] AD RS5O EGE R ERO R PR T S
UEo FEXFMEHT, #EAT DA A BSXi A5 21 DU P i i85k 2 ESXi DCUL, &, A T2 Wrek
HALE 25 e, P c R IR B P s E sk, 5 AD EERE E, WK s R S hEer.

ER R Active Directory (AD) 3l 552 7 1, M ZEJS vCenter Server [FIMIZSE RS SN GE - 146
-I/JJiO

EHMERX TEAEEFSHRIE

JEI, ESXi ML R BUERL TS m VUL VRGN DCUT iR, BUERATREAS AV RE K S e
UEDIAE

FEIEFBUER N, WG “mEA” SIERrp R VR T P A RE V51 DCUL, S T PR e A AR
o BSXi EHUE SR U] L Active Directory /. SR EAEIEE BUERIAT N EHIEGE R Sy
Kk, N2 vSphere Web Client KT/ inal “mH 2" A, EHENIERBUERAR, XA
SRR E AT LAE %2 DCUL, ACHAMEE, WS 63 11, “fREdleimEI" o

R BUERUT, DCUL RS EAE L. B, JCEEMAERE R S mEur i 0.

£/ ESXi Shell
SRS BU T, ESXi FAL L) ESXi Shell 4 TASTHRAS . T A3E, FIDUS A shell Ak il .

JE ] ESXi Shell {X T FHBitlEbs. ESXi Shell A28 Bz . LABUER ZOETHY A AP 485 P2t
FH] ESXi Shell,

ESXi Shell JA IR SS VAR 15 7] ESXi Shell,,
SSH JE TR 25 DAGE T SSH. 1ef& 5 1] ESXi Shell,
152 W vSphere L1,
E#E%14 Ul (DCUI) MR B s TR TIIRSS , 4RI PAA Root 1 B3 /E A HIES SR 2 L

Fepsiil e P S e, /A AT LA B4 2] VMware Host Client
whad a1 ESXi Shell &35 7] EH L.
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76

Root HI P FIEA R A g H P AT EATER] ESXi Shell, JET Active Directory 21 ESX Admins [ [ 5h
SEAE MG, BIMEIT, U root A #EM#HH ESXi Shell $iT&Ztm4 (141 vware —v) o

FR HHAEEIEFHEDR ESX Shell A HE .

®  {fi}{] vSphere Web Client = /X ESXi Shell [fJ1J5[11%f 76 U1,
AU vSphere Web Client 4 4] ESXi Shell frUASHIRIER (SSH) T5li1], FH%& B IR RIATAT FHPERA -
m PR E A A LA (DCUT) J5 FX ESXi Shell (35145 77 BT,
ST PEHE P A P A (DCUT), 4 DA ST ORI AN S W URA TR EL. 57 AP Ay
PRE 2 A R IR A S T B ek thil & 1 P S
W L% ESXi Shell DA TS HERR S 79 TT,
fifi f vSphere Web Client, vSphere CLI &k vSphere PowerCLI $11T ESXi it Fi{I:55. &% ESXi Shell ( LA
TR AEAR LR AL TSM ) (G TR -

& H vSphere Web Client /5 A} ESXi Shell BJiia

LA ] vSphere Web Client i T3 ESXi Shell fUAHBFIZERE (SSH) Viin], FFi5 2 PRI TR] AT AT AT

E {41 vSphere Web Client, 1tfiar447 T H (vCLI Al PowerCLI) FIE &A1) APT K15 FHL. B
TR S SSH IRk G O T, 3 B FI ] SSH R v [l =AU ik

BIR&H

QAR AN SSH %9, WA F#Zs9]. ihS WA 35 11,  “ESXi SSH %4 .
il 4

1 7F vSphere Web Client i ¥, WI¥EE] EH1.

2 RERE.
3 1 “RH T, ERERES.
4 AF RS mMRh, g
5 MR —FIRSS .
m  ESXi Shell
m  SSH
B EESES UI
6 LIRSS E., AR RIS IS Bl

QR B EEIAME L, WEHTS S EVN A2 HEIIRSS . QUREAEER S5 EAUN HEIIES, Tikse
HEY—RAEZAELL.

7 IR REEN DA RS .
8 LT,
T—%

¥ # BESXi Shell (AT IVERIR B . 155 0 55 77 T1,  “fF vSphere Web Client H1>/ ESXi Shell 7] {1461
HEHNT S8 77 T, “7F vSphere Web Client 1y b (1) ESXi Shell 217 0l AN
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1£ vSphere Web Client H14 ESXi Shell 7] F{$ 6] @&/t

ZRIME LT, ESXi Shell &b TAEHIIRAS . A4 ESXi Shell A IR, $250)5 ] shell i1 2e 401

] PP S R AE I T ESXi Shell Z JRAUAAUE SR Z 1T, WAL R &, b IR 2 5, Zks 2
B, FEHARTH I ER,

EZ

1 ¥ vSphere Web Client Ji5EH1, i &) EHL,

2 pehFEdE. .

3 1 “RA T, UEFERRARE.

4 PP UserVars.ESXiShellTimeOut I 51 45%8 .

5

F N PR B R
PRAIEEHT RS SSH IR S 1 ESXi Shell JIRSS, N A REAERL,
6  Hil#EE.

IRAEL BN IR O 6%, Eaimig. B2, SEMssmaimgita, TNRsokess.

7£ vSphere Web Client F1 4 E K ESXi Shell £iE 2B

ARSI PHEENL FJRHT T BSXi Shell, HATEIC TR, WK E SRR ERARES . FTIHIRER
PR ARG E LSRR AT A . 40T DA 1 A PR 2 5 14 T I OB 1 B )R

PRI EL RN 28 7 MR P A2 B 2 i A 2 A AT DA O TRl T DA B4 1 & LT (DCUT) 5%
vSphere Web Client H7 il AR (SSH) 2> i A A & .

il
1 7F vSphere Web Client if5 #H1, IV E] EHL.
2 phEE. .

3 TF ARG T, hBEERARGKE.
4 ¥k UserVars.ESXiShelllnteractiveTimeOut, P52 bR, SREHINGHER A E .
5 W 5h ESXi Shell JR55HF1 SSH IRSS, DA IARIY A=54,

Rz RN EL, PR N YRR A T

FEREERES 4 RAARHE (DCUI) EAXt ESXi Shell #1451

WA B G P S (DCUT), AT DU IR T SORRSR A S LA T2 B o AR AR BRI
LA ERIE T SR Bl & P S

FIDAE T Bz 2 1P B R HIAT ESXi Shell IAS ATz R T3 1H] o

R HHEEsH G i . vSphere Web Client, ESXCLI sk HALFTEE T B M TIOHE S, SR —
NI ERAE TR B MU B AZ B ALt o ARAERR AZ X e S 2 BT LB e, AT RE 2 TR AX B B

$H
1 EEERG AR, %P2 Uin] “AaBEEX” FH.
2 EPRUSEHERRRIR, SRS T% Enter.
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3 N “WBEHEEREAET Serprh, B IIRSS .
® 1] ESXi Shell
m 5] SSH
4 % Enter LAURHIZIRSS
5 % Esc BLENR MR H G M R R,
T—%
1% F1 ESXi Shell {1 ] IIPEMIPR BN o 152 WES 78 UL, “FE By & P Sty ESXi Shell m] JTE G
A7 FNSE 78 BU,  “ NN ESXi Shell iR 01 EHAR" o
EHEEH S RAPRESA ESXi Shell 7T A1 E K
ZRINEHL T, ESXi Shell &b TAEHIRAS . A ESXi Shell A IR, 42505 shell 1 2e 41
] PP S B RAE R ] ESXi Shell Z JERUAAUE SR 2 fi, IDAZ I S (]t b IR 2 5, 2R
B, JEHARTAER,
L7
T “HEHEsR e i Seirh, eRHBI ESXi Shell A1 SSH AT, SA/5#% Enter.
2 ONH] YR
W E T E) SSH RS ESXi Shell IRSS, #A 7 HEAERL.
3 % Enter J14% Esc B2 M B H bl & H - A R .
4 HEE.

INFAE LN R T B, Betiirg, (B, UEmsamemgatim, s LEeEs.

AME ESXi Shell &G BB

R PFE LML EJS AT ESXi Shell, {HAIGAC VRS, NN E ST ORISR FRERSRS . FTH &R
SR ASRAT AL TR T REVE . A5 mT DATE I A PR B T AL P RN SR 575 1 F HE b )

PRI BRI 2 ] MR B A2 EL s T A 2 AT AR (I TR o ) PRERRIN TR B £ TIP3 ES X Shell
IR e S 215,

BT B G TP S P s B AR S B AN AL, A vSphere Web Client H1i% FL LAST PO BRI
IHE

PR
T N “WBHER R S, YePBER ESXi Shell #1 SSH #BRY, #XJ514% Enter.
2 NHEBRE (DR .
WRAIEHT 5 5h SSH AR S5 ESXi Shell AR5, R A HEARK
3 ¥ Enter J14% Esc B 2R [0 B B Fedhil & H - SR E 2
Rz TR, ] PR SRR G JE Y
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% 3 = MR ESXi EHERE

%5 ESXi Shell Wi {TRUEHER

fifi H vSphere Web Client, vSphere CLI 5§, vSphere PowerCLI $ifT ESXi it #fF-55. %% ESXi Shell ( LARTHR
FERSC R TSM ) (G T HERR

i
1 LA M7k —%5K ESXi Shell,
B QURATAE RS EAL, ST SIS & L AleFL ST 6% U
B QUREE AR AL, AT SSH s H M Re il (R A ML E R
2 EANRERE T RN URBI T P A

ESXi E#l#J UEFI ££35| &
245 | ST UEFI [BEFREN—355y o 5190, HENEIEL N8 T UEFL I s 5k N AR,
B ARRIE RS0 5| SNEREFE LA E R T2 4. M vSphere 6.5 JF A, QAR 12245515, ) ESXi
2 IMPA Y HF o
UEFI Z£5| S8k
ESXi WA 6.5 FIHE g i ASTE 51 S HERR O 2 AN 13430 FF UEFI 22455 5

ER AR ESXi 6.5 LN AT UEFI 2245 S22 mi, 1HHeMsE 80 T,  “FEAZ4H) BESXi T4 FiafT
AT SISUEIA” Tt IR A e A . QS esxcli £y 2T ESXi ML, MIFFEASHH 5| S ingiis
JFo FEIXMMEN R, A RS FHIT 44515

3-1 UEFI ££5|&

LN HERF (hostd, doui %)

IR B 72 FE AR

ESXi &R RS

VMware
~AEH

Z4£5|5 VIB WiEs

VMkernel

N

VMware

N bootloader
AT
root L | VS Ne7

UEFI &l

YNGR

N /5 A UEFI
B 25| SRTEN

H

A5, SIS R R,

1 M vSphere 6.5 JFfi, ESXi 51'FI#AEF8 VMware 2 FI% 8. 1451 S INEFEE 68 FHIC S SHIGUE A
FUASAE L 45T VIB Skt N ARG ER
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80

2 VIB B UE R4 B2 VIB 8.
US| S8 240, DLRJE T UEFI B 4-R9uE B Al root.

UEFI Z£5| S EHERR

IR 4 51 AL 51U AR — 23 E o, s e
SRSV S R T UL SIS oAl (b €18

B RS AR A OS5 [ S INEAR 2 751, WA TS S IBUFIN s . Bt S T
BEPBER R o LR PTRESSMBALL MESR, (ERREA R AE L

UEFI0073: Unable to boot PXE Device...because of the Secure Boot policy
B QURNRERCAEE, MBI PRI R,

Fatal error: 39 (Secure Boot Failed)
o QUREPR (VIB ENERE Y ) B, W Bons b ML MR

UEFI Secure Boot failed:
Failed to verify signatures of the following vibs (XX)

B 5| SRR, AT P,
T B&as|SF s S .
2 ETRASISEIEA (EZ WA 80 U1,  “FETHURT ESXi AL s T4 a5 ST ) o

3 ¥ /var/log/esxupdate.log SCAFHIIE B

EFLER ESXi 4 LBETRE5| RBIERA

WURBEPE S8y UEFL 224515, Enlaen LU ESXi FHURMZ 4515 B rlA TR TR T . 4
ATDMAEP TR TR A AT E 2 15 SR L 251 5o

UEFI 2245 | SRR B A BRI VIB 254, BN BSXi AR 4, R R fREaT# VIB 54,
QR ISO Ak, FHEIETH VIB SRS

B QRG] ESXCLI a4 THk, THEJEI VIB ASREEZE S, TEXFMEIL N, TR RS I TL4515.
B B 1SO TH2%, THE BB TCIERE S = VIB IS 2. EXMHR N, R4 LR 51 S5 K MK,

UEFI %45 R TR B ofit 5 | S Nasfe o WA SAS 2 S50 5 | 5 It

B4

B GGUEREPRE SR UEFL 24515

B LB VIB O S A0 200 “GrRRRESRE” o Wi VIB 2 “#EIX 3R 203, Wik
24515,

$B

1 JHCESXi s A Fands
/usr/1lib/vmware/secureboot/bin/secureBoot.py -c

2 WEHIHEER.

ﬁﬁ,‘jj@/g\ Secure boot can be enabled B{ Secure boot CANNOT be enabled,
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ESXi HEI

FE SR By A TR LS RIG SCb M DU (5 B — DA, AE2ed . halH SRS w1
1R HEABTENEHEES . whH Sl R Rt e I sl sx.

P QP IE )RS ettatie s i o

B RCERRA ISR AEdR R, BB, ESXi BHL R H S AN X R o R, 4T
SIFENUN, HEKaRK, FRAAUAHE 24 /INNIOHEEIE . FAREA HEICRN, ERITE FUI % 1
mEhex.

B fe HESIDR B PR AL SR VA T R AL EICER H S iU, A T H R s A
BL, FFATLABTI R T ANIE SR S8R . Mo TR B T MR AR R 2 A 0L PR B IATDC(E B .

®m ] CLI (41 vCLI 5% PowerCLI ) =k fii Fl APT % fiii il DAZE ESXi AL FAC E 44 syslog.
B #if) syslog ficEr, PR syslog RSl 14738
AKX syslog ¥ EHIE EAN ESXi HAESCHFRIHARLS B, 752 W vSphere hi B FIEREX Y

1E ESXi #l L#E Syslog
JTE BSXi TAIIEAT syslog IR%S (vmsyslogd), 1ZR35FK H VMkernel FIEALRZA-HIHE S B H S
W

ATLAff ] vSphere Web Client 5, esxcli system syslog vCLI #342RHl T syslog k55 .
FFA vCLL &IN5 B, 15 M vSphere Command-Line Interface A/ /.

R

1 7t vSphere Web Client J5 1, 1441,

2 RERCE.

3 fE “A&%” b, REREARGKE.

4 jktt syslogs

5 B HER, muEE N, ReREgE.

JELT iR

Syslog.global.defaultRotate BRI o AT RTeE N s S iz e, T U s
oA I

Syslog.global.defaultSize ARG HE T, HEMBRIAAN (KB)o P e N i B4
H, WO ek s iz

Syslog.global.LogDir A H RN EF . 1ZE TR TH:20T NFS ok VMFS &, WU 7RSO

ARG /scratch HRAETRHS | SR UMRIFAE . B HRIREN (B 155
R AR, Hod, B AR T SRR R B AR H SR 2. i,
%42 [storagel] /systemlogs b Ak

1% /vmfs/volumes/storagel/systemlogs.

Syslog.global.logDirUnique BRI ] ESXi T A AE Syslog.global.LogDir $5/EHY H 3% F
BT Hok. WRZA ESXi EALBIHIE—A NFS Hag, W— B3R
Mo

Syslog.global.LogHost A HHFE K syslog 1M AR LA, PASGEREEAAIL 132K syslog IH.E s

[l ATAERG SR 1, {5140 ss1://hostNamel: 1514, 4% UDP (2}
N) . TCPH1SSL, stheFMIAILRIFIEH L syslog AR L 11 syslog
M. ARACEIEE, 155 WamfE B 22850 syslog 55 IS0,
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6 (At AR HERERIA SR/ H S e

a  RELEAEXIH SR AR

b FGEE, SRR RN H SN

7 LR

X} syslog I BHSCRE 7 BIAE K

ESXi Bzt

ESXi il i H] syslog Dhg, & H A id xS Eh .

At wE g
VMkernel /var/log/vmkernel.log 0R S ERHIA M ESXi A XM .

VMkernel 245

/var/log/vmkwarning.log

IR LA SIS 2o

VMkernel ${# /var/log/vmksummary.log TR ESXi HUIEH A TN [IATRT A
MR (LLESHE) .

ESXi EHURBEH & /var/log/hostd.log A ETRAINC S ESXi LML R
PREEFAE A5 B

vCenter HCHEH & /var/log/vpxa.log fU4; 5 vCenter Server {5 FIARFRI AT
Ffg B (WAR BN vCenter Server i
) .

Shell Hi: /var/log/shell.log FU2:8E N\ ESXi Shell fFTA 2 DA
Shell F544- (#140)7 1] Shell ) [1id %,

B3ueE /var/log/auth.log HWE SAMA G S U AT 35
o

AGHE. /var/log/syslog.log WUESIEEMREEME, HH ARk
RS, ZAE B AR TN E HE
A

REAAL SRz 5gm WAL S S (2 WA RIS . RERE R .

vmware.log fll vmware*.log ) HH
FIH . #i

41, /vmfs/volumes/datastore/vi
rtual machine/vwmare.log

Tools IRASFNELN . WHRIFERE . MBI
T, vMotion iILFEAINELIN S5

#HfR Fault Tolerance BRIZREEN RS
VMware Fault Tolerance (FT) FIHfigk 2= BN L L L AR AFIRLE, SRR ATE % 2 AL =L S THO%

BRI

TR SRR A% H S0 RB E 2R N, B % PSR 1O Bmll b & PR E
ARGINAFNA . Il 5 e S Bussdh, a0, Sy ety JCH ST 2 2
CHRIRIAT Bok, TR ISR AR . BN, X FT HESISSRIE S % T2

82
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ffa{® vCenter Server E% &4

fifif& vCenter Server %4 fUffiffifRiz1T vCenter Server FEMNIIZ M . AT BLURACRI A ORI FE SRR, I
IS UFE$E3] vCenter Server [1R)% Pl 10 52 3¢k

AIEVHE T LA T 38

m 558301, “vCenter Server ‘&M k"

88 UL, “HuEIHRR ESXi FHUMHREL

B 588 UL, “HRuE ML I SSLUEBRIE” AT AT

m 558971, “vCenter Server fll Platform Services Controller T35/ 1"
m 559271, “HAth vCenter Server TCP 1 UDP ufi[1”

vCenter Server Z& M REME

157 vCenter Server ZZ &M ML BT vSphere FREGI0 52 M

vCenter Server a4l R EME
JERE I AN A vCenter Server AHAERVITR], DAMSSR R A2,
PUR HENA BO TR BRI 224

£ s E A

VMware, Inc.

QIRAH Windows B EE il )7 2 pi A EBE S & vCenter Server, 1EFEFRILSNE, HAGMEN IS —
AR EER] vCenter Server B HL MK, HICHERL UM 047 TEHEZMONEI N, B8RS
AR E R DAUEE B SO ek i OIS S N . 2z BN T A S R S B
WA 4.

HE M vSphere 6.0 JTf, ERINEHL T, AHASEE ST vCenter Server 14 58 2 HAUR .

W IR S S AN Windows K 122358 vCenter Server, JRZSM S AT 2 A M AT IO FE DL,
TR TR AE 1432 81 vCenter Server Z 4 e FME— ARSI o

83



vSphere ££ 14

84

L4 vCenter Server ZIE R F F 451

FARRT A B BN A A B DU (o TR O R A — U R B e, TP R
R EE 5

HLA vCenter Server £7E 53 M it FH ot ER E5A R A W A AL Blan, BRIASHT, SR RMAE
SV P S REANLE PR UERE R GRS A2 B Bz e fic sy i 200 H Pl e SRR AR
(Rsark . T TV s, AR, DA D A TR, (B RRER S R L B AL
B K12 R /D 175 19

) e T B B vCenter Server 1AL, Bk 5] vCenter Server AL I BES TG B DA K 8 it
B, WheH e CEtgs G, X ik RED ] vCenter 75, B140 SSL EH . AN o B TH 1%
TSP ERE RS, I B I Tz,

1 vCenter Server 8ERE i Fi%F&/MO4HRL

BEEE PR B T BRSO S A

SO E B T BT N 255, 0] DATE 22358k 12 vCenter Server 2 i, FEMEa A Bl BLA0IX BO k)
*MO

PR 5 BB YT 28 15 1)

BB R SRR AN e 4 BT 75 B SN O F el 4 SRR A P T LB S Web B 7%
i, vSphere Web Client 7£ vSphere #\# bttt L&A . ol AT,

PR I A P I HRIETH S

BRATEOL T, LA vCenter Server FEE B (9 I il S RERUN LR LR E R e SRR P22 Hoe O 1 B
BT 2 LR . ] IR e R, 5 QU BA B FARAERAUIAR % LR E S . 155
WA 102 BT, PRI FERBIE TR .

Z[BIEE vpxuser DR EE

BRI R, vCenter Server 23%F 30 K B I—IK vpxuser #hh, HPRILE AT ARIRNE, Skl
vCenter Server %M EENG , 152 WEE 85 1, “i# Pl vCenter Server ZXhEEN&”

TR 1O RS AN R I TR ANRE A o

T£ vCenter Server EF SRR E4FIN

THAETHT B vCenter Server A AR T ACIG Olo AR TUE R BIN JCEERAELE root SCA-k H A TETE
SURE T, WA T AR T sl b 2k . Btz , vCenter Server ¥ B GUffi (4% T
vCenter Single Sign-On &1, AN administrator@vspherelocal, #8)5, 1K) K582 vCenter Server &
$$ )'E"\ o

TN — AR E I TR AR IOz S S R ER SR e, TSI 24 vCenter Single Sign-On #1#
DU CERIAH administrator@vsphere.local )

{€ %S RDP mEZH5!

TEHREAAY P & Windows TR L, 155548 Bre A s WU e e, DABRERIE T T SRR I 2%

B o

VMware, Inc.



& 4 2= F{F vCenter Server RH R L

I§iF vSphere Web Client iE$

R Eh—A~ vSphere Web Client st 27 i AR T W) 20 ZIEUE-PIsib 2 . AR TuE a6 E,
MPArRE2 2 5] MiTM 356 .

& & vCenter Server ZiL K%

BN N, vCenter Server 248 30 K H B H—K vpxuser %1, FJLAM vSphere Web Client H1 B HBUIZAE
i 4

1 { vSphere Web Client X{ 5 =R &5#4 114 vCenter Server,,

RtRE,

MFESEE, RIGETHEHET N\ vimPasswordExpirationInDays.

ARPE BRI B VirtualCenter. VimPasswordExpirationInDays,

MR %3k R B S B S HATIE B M E &

T vCenter Server 2%t I R B8 ELid Wk L INE B 5 A e vCenter Server 2236 H &8 MARIT

TERS U S s O AU, TRIRaR .
B QIR vCenter Server ARSI B EAAESIOUET, MIEAEI AT AR A2 B MiTM Bk

m ERULRERURN ) 41 vCenter Server 2, MISSTE RS FOIEE— AN S AR B P2 65 0 H S
o 2N\ vCenter Server RZUNBGHEA T RESVIINIZERD, [R5 vCenter Server Zdfu 015 AR

=~ W N

%3P vCenter Server Windows F#1
T R AT RER I A N SN 204, (R 3B1T vCenter Server [ Windows =4 L9  IR7IR AT 1R 2 o

m  JyvCenter Server R AT — M FFOBMER Ge . BARERIM:. Ui vCenter Server AAEZ X FHHIEAE
A% FiafT, WATRETCEIE W 21T, MIfiff vCenter Server %)% 4iki

m i} vCenter Server AZ{RFFiE Y S wh, M HHRIE R G NN B BB+ LT, Tlik vCenter Server
NEG BB

%} vCenter Server FHURAHEIER G R FEOLOR EARBR SISO B Ao

B IR ORES Windows TN L, 15 55 AR TV AR B A I3 e RE S ] (RDP) 241
FCELBEEL, ABROR I3 i o

A TIE RGBSR NS B, 152 W oSphere e A LS.

PR4$I vCenter Server W 2&i&E#E

It aet, kK vCenter Server ARG ELEE B4 2 SNIAEATINES |-, FFHifR vSphere F B &tz
TPRL b BRI, T DARRAR E S B

vCenter Server {75 B5 M EEISS . HE%H vCenter Server RGu B rEHAMALE ( QAL =4S . AEAERAIEE Bk
HR5E] Internet FETRIZE ) |, vCenter Server A5 EL15[1] vMotion 7EHHIET TIHMIZS .

vCenter Server 755 5V T ARG LR
®m A ESXi M.
®  vCenter Server 3R

VMware, Inc. 85



vSphere &£ 14

86

m HAth vCenter Server 4t (41 vCenter Server R%ue /T T-EHlbricd . AR W vCenter Single Sign-
On sH1—HB) -

B RS TR PR RS 9141, vSphere Web Client ( #¢FHorfi{ii ff] PowerCLI ff) Windows %) &k
AT HEAMIET SDK (0% i o

B nEmiA ({514 VMware vSphere Update Manager ) 1) # %t .

LRSS, BIWIDNS, Active Directory Fl1NTP,

B {7 vCenter Server R IRE 2 JCH ERYAFIIHA R 5.

/11217 vCenter Server %) Windows F 40 b I AME s kSRl FHIZS B k. A5 T TP iy s IR,
DA VEERAE A GRS vCenter Server A Zuilif5 o

PEfl Linux E P55 CLI 1 SDK i &R

BRINEMN N, & Pimd S vCenter Server 248k ESXi AL (RIS tH3L T SSL (NS gb TR 47, X2
P Linux MO S P TUEBIEIE . 2 FEFRH] Linux & m i 6

AR K vCenter Server 2240 ESXi T4 1) VMCA 254 F & hh e =77 CA 4Kk, {H5 Linux
& B E IR A 2 B ARt o VAT AATE Linux 8545 R 40 st 225l

m vCLIw4

®  vSphere SDK for Perl i/

®  {ii]f] vSphere Web Services SDK 4i 5 [{F2/7
QSRR T S, AT B Linux 2 B o
B (RAAL R Ge i R PR 4

B AR A SRV AL ] vCenter Server

m (B R AR Linux 2 7 m SZ B I

BECRENMHEYE

vSphere Web Client 4 FEAE 555 T A AR N 1217 W e il LAOhRE R IRt AR A T S5 1R
T, BIand iR SR G . R, WA A5k B S B EIRIBAY JE vSphere Web Client
e 8

vCenter %4407 vSphere Web Client [ JEIEHESE, HAR L@ 1 sl T HAERR (3K vCenter JI
Ik INEE T Web FOTLRERITSIR] ) K JE vSphere Web Client FUTIAE. TEMLATGM: T, fFAEBINESS
IHRERINS . B4, WIREFEE B37E vSphere Web Client [{—/NSXfflh 22564/, T2 vl DA 2 EE A
FAG AT 2

T PR3 vSphere Web Client i SZiB(EIE T, FILUEMIGE T O LRl T iR i A iAok A 2 H A
977/

BTRF

L A 15[ vCenter Single Sign-On IR S AN . iXEERHAY S vCenter Server FAUAI o

EZ

1 LA administrator@vsphere.local Zfll45 vCenter Single Sign-On R 1 S 5% 2
vSphere Web Client,

2 fERDLE, EREER, SNSUEPRRIRTT SR T IO e
3 Kl PumisRAI&.

VMware, Inc.



& 4 2= F{F vCenter Server RH R L

vCenter Server Appliance &R EM %

EAEHAER vCenter Server A4 L IFTAT i A, 2R vCenter Server Appliance %4>, N AHIINEEE
KA B TR mde s e 4tk

B E NTP TAERPITAT 28 G0 S TIAHIRI AAFDR IS TR s TRIJAA 20055 7 PRI TRIBR i (i
PRI, UTC) M. %%H%ﬁﬁﬁi%\ﬂg@%o ETINTP, AL
SR RAMBER IR H S SC ‘:PH’J)\&%A BRI TRIAE EDME LU, AT SCIE H S SR
PIRINEGE:, S Az ANERf. 1520 ﬁ 14901, “ff vCenter Server Appliance
HAPAIN 15 NTP IR #5117

PR &) FRHIX 5 vCenter Server Appliance IB{E TR TURIR] . BHLIEASATERY
vCenter Server RG] R E A GBI B et S WA 89 11,  “vCenter Server
Appliance R%&iJa] 1 Platform Services Controller fT a5 11" FIEE 92 11, “HAlh vCenter

Server TCP f1 UDP ¥ 17 o 18 VMware A ZE N T 2047585 FAHEN],
i 5 DISA STIG AR KBS 1% E R IR o

vCenter ZRERFBIEITH
TUETRARTY vSphere FRES, 4700 [ fi# vCenter Single Sign-On %555 . vCenter Server SR EST N
AR ¥4 01ie vCenter Single Sign-On %54, 470C ESXi AMH] IR DS, 152 WA 34 1, “ESXi %/t
i P BE”
vCenter Single Sign-On &I R %5

vCenter Single Sign-On £ EE i1 ( ZRIA N administrator@vsphere.local ) % vCenter Single Sign-On 14
TRMGHEE o BRI T, IR A B L L N 20K

m D 8ATR

n B ANGERF

n ED AT

e =

JHSFHFWJM E%J&Tb/f\?%idj_ 20 NMFFF. M vSphere 6.0 JT4f, FvRETHE ASCI 7#1F. B HE DY) DL HSCBRIA S
%Mo 1520 Platform Services Controller Z2E kS,

vCenter Server 55

TE vCenter Server H1, R EKH vCenter Single Sign-On SkEC L AUARIRIEAE, XA E AR IRIR AT DL g
Active Directory 1 OpenLDAP,

vCenter Single Sign-On $ixE{TA

TSR TR BRI FHFH%&@*EO PRNBOUT, HPTE = HhNES LR ﬁﬁi%(): Buwie, 8
SENIMK FPAE L B H Eﬂﬁ%ﬁ i AATPAEEFH vCenter Single Sign-On 8 S8 XX ESERIAEL . 15200 Platform

Services Controller ZPE 4,

H vSphere 6.0 ¢, vCenter Single Sign-On & 51 ( 2K\l administrator@vsphere.local ) A~5Z84%E HlHE
Mo P A2 3 SR 2

VMware, Inc. 87



vSphere £ 14

FHEN

AR AEEY, PILLES ] dir-cli password change A A . WRIRIE T %S, vCenter Single
Sign-On &2 A LA f#HH dir-cli password reset iy 4T B 44

A M EAANA] vSphere IRAHIADCH M, %2 VMware F1HEE,

ISE AR ESXi £HBIFESL

EiE

88

£ vSphere 6 M E il , BRIMEOL T, K EHI B VMCA GEAS . RSSO Ea, AT
PAARE R AR EAUE RS0, T A{E vSphere Web Client M TIFFRAL,

EE BRASIUT, B ER TR AR R R

Bz

1 1t vSphere Web Client XI5 iz, 3% vCenter Server %,
2 pERE.

3 RE N, PEEM

4 IphgRE.

5 i SSLE.

6 QIRYTAT ESXi 5.5 sl HARMIMCAN EALTFZTZhgeE, W e] DAL R RSO A i & FRHEEL
FARIAAUGS, R Bl e P S (DCUT).
a R EREHI G HE F2 LI A RENXT K.
b EHEEXHEREER.
AR R AR
7 QURABSIERS, g RN BRSO
Rl R, AP UK TR o
8  HLHE.

“TRIE ST E FIR SSLIERIIE” BRECEH

IZE SR i (NFC) P24 vSphere A AR SO ZTEAD FTP k5. M vSphere 5.5 H4fi, BRIAMEHN T, ESXi
2 ] NFC S TTEEUE 7% 2 (B2 IR sh B 545 e, (B NFC A T2 HHRAS, MImT e Zm e

QR T AT NFC /9 SSL, Nimid NFC 7€ vSphere 41 AN ERA R 21 o ZERA B TBh 1
PO N Z B R A SGE

i SSL 1] NFC 2 il EREREAG,  PRIHAE AT R IR A RE 5 S EAE T R iR B

R WERETAARS AR, R EYIFCN True.

il
1 il vSphere Web Client i%§% %] vCenter Server.
2 HEERE.

VMware, Inc.



vCenter Server 1 Platform Services Controller BrE )% O

RRGEE, JHEATIHERA AL BRI

& 4 2= FA1F vCenter Server RH R L

FR |

# config.nfc.useSSL
& AR

R

Windows [ FIE£HIfY) vCenter Server RZHAREEAG LR X B2 1L, FHM vSphere Web Client
1 Platform Services Controller AR5 E M . BT 3245 =M LIANS TIER A B &5 8, IR =HUR B FR A0

REME SR
Qs 1 AR B P SN T 440, vCenter Server 23S H5 ¥ W R i o

A REAREELE . AAAE— LU T SRR IR g P Al 1
VMware i FHEE SR F2EA TB . LA, S EALRAE IS E SR 1 _E Y425k BT vCenter Server FO%t. 4
RXBETTRH MR Z AR BB IS, 2R i RAE 2 e sl o R AT e o 6T L Xy
IS, DT TR o WERAEPI G S B AR KSR, I BRI H PR s 55D,

BlamTzekockE, MAARCE —FOT R, DA B

B IUE RS — M S

AEZ  7f Microsoft Windows Server 2008 5 A , BRIAE O F <=3 G k8%

R 41 Bz EREFERENRO

WO i3 ik WHE BT REREE
22 TCP/UDP SSHD 1 & % 11 . WA TE i
m  vCenter Server
m  Platform Services
Controller
80 TCP vCenter Server 775 [T 11 80 FHTH ~ Windows ZEEANESE
£z HTTP 4%, i 80 2Bk E  H
%) HTTPS i 443, R E4MER]  m vCenter Server
T http://server [N https://server, m Platform Services
PeEE AR A o Controller
WS R (W FHEEFT I 443) o
ASAE FH Y vCenter Server {7 7E ] —
Rk PR %575 L Microsoft
SQL #dkiFe, M SQL 5k 55K fifi
it 11 80, Ze4Enk T4 vCenter Server
e S R S N AT AL
vCenter Server /) HTTP i1, ¢
vCenter Server HTTP i Il BH K H
SAH R PA PR L2k TR D
BEE 4 Windows |- %%
vCenter Server /I
Platform Services Controller [, FJDA
B 155
88 TCP Active Directory R%5#%. Platform Services i
Controller ]
Windows 238
W
VMware, Inc. 89



vSphere &£ 14

41 Atz ERBEERREN®RO (2)

A i iR WHE BT TRETRERE
389 TCP/UDP Il 17E vCenter Server FUASHIFIfT4  Platform Services ®  vCenter Server %
TERES A TAT IR S . XA Controller [1J Platform Services
vCenter Server 41 H 3R 55 ) LDAP  Windows 25 EMHE S Controller
U 5. AR I IR TRk B m  Platform Services
%, M ebrizRss, selm s Controller %
B AR . PTRAZEM 1025 £ 65535 Platform Services
HE—if I 11247 LDAP 55, Controller
QIR I SHIFE 4 Microsoft Windows
Active Directory, i[5 M 389 B
BN 1025 5 65535 [F3T— AT k1.
443 TCP vCenter Server R Z Vil H Windows ZZ3EF14%: @ vCenter Server %
vSphere Web Client I TR 5% vCenter Server
PRIAES ], T vCenter Server 24 M. m  vCenter Server m  vCenter Server 3
vSphere Web Client fZIZHHE, 15768 m  Platform Services Platform Services
KEEHFT 01 443 Controller Controller
vCenter Server Z Ziif (i FHii 1 443 W m  Platform Services
M SDK & Pt 5t Controller #|
i J@,H%:FW\‘FH&% . vCenter Server
m WS HH (i ZdT IR 80)
B =T MR P 5 vCenter
Server [
B SRR P AL
VilA]
BEEED 4 Windows |25
vCenter Server /I
Platform Services Controller &, RJ}A
TR
514 uDP Windows | vCenter Server [ vSphere ~ Windows 3 f1i#% &
Syslog Collector ifi 114 S e
vCenter Server Appliance [1) vSphere ~ m  vCenter Server
Syslog M55 i 11 m  Platform Services
EEHET {F Windows |25 Controller
vCenter Server #l
Platform Services Controller f', R DL
C e NESH
636 TCP vCenter Single Sign-On LDAP - {XH T vSphere 6.0 52
BN g &30
vCenter Server 6.0 %
Platform Services
Controller 6.5
902 TCP/UDP vCenter Server AZIRIGEIE K 1%5]  vCenter Server [ =~

A NIRRT o 2 A2l
1k UDP i1 902 5 fi] vCenter Server
ARGREINES o RS ARFENLZ R
BN AL IR KBS AT L b
[

A154F VMware Host Client Fl13:41.2
[F]RH 2E%1 1 902, VMware Host Client
5 FH s 11 s R A L il
BEEET 7 Windows |25
vCenter Server [, 7] DL %t
To

Windows Z-EFNE T
e

90

VMware, Inc.



41 Atz ERBEERREN®RO (2)

% 4 = iR vCenter Server RARE

A i iR WHE BT TRETRERE
1514  TCP/UDP Windows | vCenter Server ) vSphere ~ Windows ZZ M &
Syslog Collector TLS i [1PA M e
vCenter Server Appliance [1J vSphere ~ m  vCenter Server
Syslog k55 TLS ¥ifi - m  Platform Services
BEEHEI| 7f Windows %% Controller
vCenter Server /I
Platform Services Controller &, FJ}A
AR 15
2012 TCP vCenter Single Sign-On FJE 4211 Platform Services vCenter Server %
RPC Controller [/ Platform Services
Windows ZZ3EFTE 5% Controller
i Platform Services
Controller %
vCenter Server
Platform Services
Controller %
Platform Services
Controller
2014 TCP fitti VMCA (VMware Certificate Platform Services vCenter Server %
Authority) API ff] RPC ¥ ] Controller 1] Platform Services
BEHEL 7F Windows |25 Windows SRR Controller
Platform Services Controller I, FJ}A & Platform Services
SRR 15 Controller %
vCenter Server
2020 TCP/UDP B S U AE 2 P Windows 23R vCenter Server F||
EEET {F Windows |- 235 Riic Platform Services
vCenter Server #l m  vCenter Server Controller
Platform Services Controller i}, 7]l m Platform Services Platform Services
RO 155 Controller Controller Z|
vCenter Server
6500 TCP/UDP ESXi Dump Collector || vCenter Server [ S
EEEN {F Windows | 2235 Windows %26 Fs &
vCenter Server [, 7] DL St B
T
6501  TCP Auto Deploy x5 vCenter Server [ i
EIEHEF £ Windows 2% Windows 23R 1%
vCenter Server [, 7] DLH b b fHIEy
T
6502 TCP Auto Deploy HH vCenter Server [{J i
FEEIF £ Windows 2% Windows ZERNEE 7%
vCenter Server I, ] DL kg 1 i
T
7444 TCP P MR 5% Platform Services vCenter Server %
Controller [/ Platform Services
Windows 2RI Controller
i Platform Services
Controller %
vCenter Server
91

VMware, Inc.



vSphere ££ 14

F 41 Bz EMEFERENRD (5
WA B #id W%E RATFHRETRIERE

9123 TCP Migration Assistant i ] vCenter Server [ Ji vCenter Server 5k,
Windows 23R4 % vCenter Single Sign-
R On Z Hbr
vCenter Server
Appliance B
Platform Services
Controller

9443  TCP vSphere Web Client HTTPS vCenter Server [ =
Windows R
H

11711 TCP vCenter Single Sign-On LDAP - {XHH5 vSphere 5.5 52
bl s SaY
vCenter Single Sign-
On5.5 %

Platform Services
Controller 6.5

11712 TCP vCenter Single Sign-On LDAP - {15 vSphere 5.5 52
B st
vCenter Single Sign-
On 5.5 %
Platform Services
Controller 6.5

T vCenter Server Z L 1 b i TIANFI G O #5 UM vSphere Web Client i, 155 W vCenter Server FI7:4/
EFIOR
AP K EERCE TR B, 155 W vSphere L2143 RY

H i vCenter Server TCP #1 UDP #%[

92

vCenter Server F]ifl i THENY TCP 1 UDP i1 13-4 7150 o A3 MB KRS AMEEERIZS A0, ] AR A= E i v By
KU SR AR A 2 TR 5]

%589 11, “vCenter Server 1 Platform Services Controller It ﬁﬁEl’]Jﬁﬁ D B T 2R R P AE BN e fR
TR . 2RSS (i, NTP) okl i 5 vCenter Server — g 2¢ 21 FH*T— P A — 2 Hopth i 11

B 7 X i Ak, AT DARR B A3 v A 1 o
&R 4-2 vCenter Server TCP %1 UDP i1
#0 17308 Hig

123 UDP NTP % it QIR AIEA ESXi A1 E#B# vCenter Server Appliance, F& 2421 [AI[R]2E (GlH
(UDP) Mk NTP R55#%) , HAAZET AN e 1 o
135 TCP T vCenter Server Appliance, f55E i1 H T Active Directory SHA%GIE,
AT vCenter Server Windows Z%¢, 1M I T HERARE, i 1 88 HIT Active Directory SH73%:
N
161 UDP SNMP Iz 5%
636 TCP vCenter Single Sign-On LDAPS (6.0 K M =i A )
8084, TCP t1 vSphere Update Manager i ]
9084,
9087
8109 TCP VMware Syslog Collector, QIRAZHHIILE, I FEIZIRSS .
VMware, Inc.



% 4 = iR vCenter Server RA RS

3R 4-2 vCenter Server TCP 1 UDP 0 (4%
®A gL ik

15007, TCP vService Manager (VSM). BtI5s HI T 1M} vCenter Server § & . (X 242 HIFOY TRAZZ A 4TI
15008 e u
31031. TCP vSphere Replication,
44046
(B
)
DA sty SRR AR A3 T
& 4-3 vCenter Server TCP #1 UDP %1
- m| Hik
5443 vCenter Server [&FZ P AL TN SRR 1 o
5444, 5475 vPostgreSQL PN H%i 1 1 o
5432
5090 vCenter Server R T S PN 011
7080 LA TRIR S N ESH o
7081 Platform Services Controller PN o
8000 ESXi Dump Collector % H o
8006 FIF Wids Virtual SAN iz 7RI
8085 vCenter JIR5% (vpxd) SDK {ii FHI P & 11
8095 VMware vCenter I 55753 1 .
8098, F1 VMware Image Builder Manager 1} [{].
8099
8190, VMware vSphere Profile-Driven Storage Service
8191,
22000,
22100,
21100
8200, VA PR H
8201,
5480
8300, B PROR 11 o
8301
8900 A% AP B o
9090 vSphere Web Client N5 1
10080 Inventory Service PN [,
10201 Message Bus Configuration Service P 1o

11080 FIF HTTP AT 1Y) vCenter Server Appliance PN I

12721 LA TR S5 N B o

12080 License Service PN o

12346, T VMware vSphere Management SDK (vAPI) [P [
12347,

4298

13080, FHPEARIRIF R 55 N T o

6070

VMware, Inc. 93



vSphere &£ 14

3R 4-3 vCenter Server TCP 1 UDP %0 (4%

wA 3%

14080 rh syslog MR 55 P94

15005, ESX Agent Manager N33
15006

16666, PN i 1

16667

18090 AR TR N R o

18091 Component Manager N

94 VMware, Inc.



WMEREMNEE

FERENLHIST T FAURIE A G S A G —HREE AR ) 2 X o T PR UL S VA L — A2 4,
ARG 25 (£ A AT R B RS

AREBE T UL 3

95 0L, “EEWUS HEEH UEFL 445|157
596 UL, CPREIE SR E ML VMX SCAR
B SE97 UL, B EAURERSE

B E97 0L, CREMNIE VR AR

AEMIE ASZEA UEFI 2£5|%

UEFI L4 51352 — e obrde, AR a4 PCAUEIZ PC Kl B (SR T 515 TR
HUBEARRRATERAE R G, AT DA SE 23 IO R e S UR e 4 5 1 S LR e 51 =

TE73F UEFL 25 | S ER S, 5ISHAHE NS #7584, wiEs|SNERF . BERZ N
PN E RGN EIFE T o W LABOA RS U FE 2 RS2SR o
m —/MYUHT5]5 Windows 1Y) Microsoft uF .

m T Microsoft 2 K058 =50 (44N Linux 515 #EFEFE ) # Microsoft iF 43 .
AT ESS] S ESXi 1 VMware UE15,

FESHURIERABC B — N AL A Bt e 25 SR (IR Z 51 SHMoHs IR MERE T 543
ISUEIUE TS, 1Z0E 15—~ Microsoft KEK ( #8480 ) k15,

JUFAEFT A SN N, WATEERIAA IS, WREEIES, 1520 VMware HIRFE A%,

XF# ] UEFL 2245 I ERNL, 752 VMware Tools 10.1 B{ 5 HRRAS, 7F VMware Tools [ 5 = RAHE H
&, TP IR N LT R B Z AR

HF Linux B, 20451 RS R VMware FHIE FAHUHE 2% S0l VMware AR FHLIH-R S
M VMware Tools Hi#8E%, SKEHIREIZ 4515

R AU RUNUSIT 72, WA Z R AL IR EE L 35 AN IX BT o

VMware, Inc. 95



vSphere &£ 14

B

SEEWRITA L& N, TREBNZE51S. QU L& 51, N vSphere Web Client H1H5A~
STAANE Y-8

U URIE R G AIREE R SR UEFI 515
® EFI [
RN 13 SO S AR
B SOR UBFL 225 S ER G . AXEEEE, 50 VMware 76511757

EE Rk BIOS 51 S REIW U2 2165 H] UEFL 51'SHRERWL. andeR 6 F UEFL 51 AL
THREI SR UBFL L4 5| FIBER S, WA DD UNUS %4515

mOCPIERL. ARERWUERIE T, WA R K .

ORI US s UEFL %45, AFEMA BRI E S B R

T

1 %35 vSphere Web Client, #RfTiFf AU

2 (rgwEESEN A, JTITSISEI, ORI Dl EFL,

3 ML BHZREIIRERIE, KRG ERE.

4 WURDAUSEA 2451, WO R X E R AE

LML, PO FRAAREE LA WERIEAD A B DR AR AT, W51 T Rk 1

PREIS B1EH B ERIALFR I VMX 32

96

B s M 0 S AR LAE ) VMX SCAE, - AT S I se B8 7 i AT A2 I 55 (DoS) AR Al AL
FUVMX SR/, 405 Bl SR iE A, 2 DoS [

FERIMURCE SO (VMX SR ) AIPRAIERIA) 1 MB. A B 500 MSB A, (FUR ] AR T2 st
{Ho Blan, INRAEZS PR R BE SRR, AT SR A

ER ARG B RS B SRR, M2 2E DoS [l

Bl i 5 AR A H tools. setInfo.sizelimit 244, 2] 1 MB 2R IABR I,

-

1 {fiJf] vSphere Web Client % 3% %] vCenter Server £%t, R HIELIAL.
a e, SR RRATURIARAR .

b PR G R E SR

TR RN, AR R E .

WAL .

PR, AR .

TINEk g8 tools.setInfo.sizelimit 4,

[©2 B N C N S

VMware, Inc.



£ 5E MREMZE

B L R $0ARE 22 T 4
% PR E R G AR PR PR IR A MR AR . T4 RE AU MIWSOR B IR 23 1R (B2, PRTER
4R REAURER , WA A A T HE B 4a 55 o 7 i o, AR IS 4e R AU I ThAe
BTR& M
B OCHIEEAL
B IR NI root SRR SR
L7
1 f#iH] vSphere Web Client &% vCenter Server 2%, KT I,
a  ESA, R .
b AEEREH R E L
LEERTEUNL, SRR E.
BriiE &5k Y] st
PEEg, A E4REEE.
PNINE gL~ 240

62 B O N S

AW &
isolation.tools.diskWiper.disable TRUE
isolation.tools.diskShrink.disable TRUE

6  HLFE.
URERIMINRE, MBI AE 2 A R N AR A R A FE AU L A

RN R MR EME
B REAUN VL M E i R A B TR vSphere AREHISERANE
EUNUERBOREE 98 T,
FEIWUAER ZHB O SR TR SS 2% o AERE MU R S W R G R i 2 e o
B IBAORAE HEAUALES 98 T,
FEREAUAL BT B2 PR E R SRR N, S HioRAC B R o e B PR e
ARATR FIRE A s A SE AR VR AR e e, T AR ORI A Ze R E 200 SR A REAUA L
DR G 5 98 T,
FEAIAR 6 & AU U AL Dae SRR 55 2% EI I Alas At vl . BATRR U & D5 TRIER I T m]
VAV IRIREAUN ULV AT P AR sl . AL, 42805 D3 ISR T R s o RE M LA i
R UBRBREE 99 IT,
YA REINUERES 2 EALG IR G LA BRI U P T U DIRET, nIRES tHBELE RS
(DoS)s AP IHEWHIE K DoS M, HEE NS HIIIRE (BIan BB S ) o
SRR AL EIRESS 99 BT,

REWMLH IS THUEATIR SSEA FTRE S k Biti o 1l 25 IS A4 Risd TR RS Bk S5 AR AR 1 A 48
APE, TR AR o

VMware, Inc. 97



vSphere ££ 14

98

EHHLE MR

FEWHUERZHLG O 2R TRk 5wy . FEELTR SR R SR 2 e hi it o
TR LA N X SR IR VAR A AL -

AR R E b fRIPIEHE ORREIT A e bt , RN I SR BFME . BRERC ISP IR AR EE
AU ERTR B, PUOSIXSS IR H 2 samk . BN, HaiRxn SRl
LA EE S RERMILS R B s o BRSO\ ARAS I A LAt O
P RO A RIS RRAFAEREALH &

iR TG ERNIER G PRERER S, I n s R, I el
RS . AR BE DTS, P REIE T 2L R A o
TR RO, JCHRAE BRI AU LI AR o AR RN 4T
ARAUHL, FEI IR ZMERER IR T PSRBT KR RIE R s 75 22
i R B, PRI T AR AU U RSP A A Ze IR K
T RAE A E RN LA T 5853 PRI ERE I

BiTHwO RT3 - RN e e B RE UM LA 1o AR T Il T R
b, DRt IRSS aetahl G B . RGUEs:, FLEEURA TR 1 S v e
PUEATAHFI RO U AL R T 1 SR RIRER B U IR, b A3 o 150 1 s SRk,
R 2R A Al o

155 AR A e 30 2 RE HUN

FEREAUNL BT B2 PR E RGN TR I, iRl B R N o s (TR R Ze BT
JIREFFI s A EE R R R o A%, ) ABA PRI i B RN Ze 43 BT A FE AL

AT T A E AL P ELIERC R R RGOSR O A T VR FROBUR, TGRS
PR B A2 L.
B
o IRUBUUROUEIEIBL, BUR A, AR R R S
SRTTAE, EEATAEBURF Y TR, BRI VR R ol TR T S A .
T—%
AXBURHEANE ., 155 W oSphere FEAHLEHEICR,

B REMYES &

RESN U] & RN UL BE R DhRE SRR 5585 EROMERLAR AN o A RE SN U (5 175 IFOAS R F Pl LA ]
RESNURLIRAE BRI RZBR e sadiiedas o R, 4260 & D5 TRR T i oS FE AU LR R e
B2
T AP R IR SS (anZmliR 5 M SSH) SN L T2 B
T UE TN AT R U 2 5 AR o
2 RS G R

BN, FERE LRI, RERSERE Dy — . RIS, R DURIE 5e O E F ARS8 T g+ ke
PEAEBE IR o

VMware, Inc.



£ 5E MREMZE

Bh 1k AR iR

YD HENUEFED 2 LRI AL E AR TR TR BURIhREN,,  rIRES tHBELEIR S5
(DoS). M 1-HEM LI Bk DoS [, 1 FH MBI FROhRE. (UAnse B Oy ARG I B st ) o

BRI BT, BSXi AL AT AW B AT DARE Py B ss IR AR L AR 55 ik, AT
SEA PR 2 BB, (R BRI U T H B hRe .

BraAEsEe T IRA IS, S IAZERE TR

TR

T AL s W R PLER BT8R (CPU FINAT)

2 QA A PRUESR IR BCL S A L

3 KA SUESRINEN 42 9.

4 FERATRIEME, (RS DA EENBOIME, DARGRI R AR BRI RIS R SO P BRI O e
A, RAS RN I SR st Hh A AU L 58 20 ) B

T—%

HISZRIREIRIE R, 1S oSphere ZIFEPEAY

=gtk DL TR : 0 1
MBS THOE IR AT AT AES | R et TSR SCRF A e Raa THORTTIRL o 5 {6 T R Gt

FIDAREROX A o
WH, TR SRIIREANEYPIRS L . W ARG TN, PR E RS ene e .
B2

m SIEER G A RS
B, R RGBT SRS, W SN Web [R5 .
ARG (fla1 CD/DVD SXEhes . IRASRENRRFI USB IGfilas ) ik,
BRI DIAR, A I BoRThhesk HGFS ( EHUE PR S o
B PR IR
B RAERE, SR Linux, BSD & Solaris % FHLIAE 2% |iafT X Window £%:.

BRALENEHEE

o B AT AR A B T BB B R . R - B A A F P R R T DA iR 2% (A&t
31 CD-ROM UKah#s ) SR &E s . Bl vl R ZRE IR e . BB A B AR -4 25 m]
HBOR Tt

HARE P IRRR A Bt T DO T TR AR, OB R8s 2 st B AR AT e b PO BSses
Bo b v VBT SR e b, RIS R R e, AR S BUEA I SS .

B UIPRARIAOR A R I
B R AT A RO A
n AU A DRI A

m RO TERR AER B L. R VR D AT A T O o i PR A R TR T N e B
CD/DVD WX shzs,

VMware, Inc. 99



vSphere ££ 14

1 {#iJf] vSphere Web Client %3¢ %] vCenter Server 2%t
2 BERREEUNL, ARSI E .
3 AMIATEIREA %A

TR DL Mg
LR )

m TG

B R

B USB {5Hil#s
®  CD-ROM UKEh7E

BRAKERNERIIEE
et & T VABE P BE A o DO Re AR B B AR NI i o 25 BRSO B A DfE o
FB

1 fiifi] vSphere Web Client &5 %] vCenter Server A%, SR kMMM,
a  fESAH, R .
b FERREM P E RN

2 BRIl AR ERERE.
3 RN .
4 RlEE, ARTL4REEiE.
5 iR, ISRl NS
ET #ig
svga.vgaonly WSS SH0S N TRUE, WS REIERERATEZTT. NIl
ARFEUITH . R I, I mks . enable3d AEEH].
BEE R O BT L R
mks.enable3d TEANTHE 3D TR HAUAL - R 2804 5 FALSE.
BRARAFHITIEE

VMware [N LA AL vSphere SREEFHMHTAE A5 21T, W1 VMware Workstation #1 VMware Fusion,
1t vSphere PMFHUZATHEAUNUN , Jo5 B HIELE AN 24, AEHTX SO S A B AR B i U o
BTREH
KPAREAUHL
SR
1 f#i[f] vSphere Web Client 5% vCenter Server 2%, KGRI,
a  fESAR, CCERERWURTENR .
b FERR G R AL
2 LEERSEREUNL, RS R E
3 CPURHIMIED.

100 VMware, Inc.



%5 E MREMZE

4 REmEg, ARREREHEE.
5 Ikl N SRR ISR E D) TRUE,
B isolation.tools.unity.push.update.disable
B isolation.tools.ghi.launchmenu.change
B isolation.tools.memSchedFakeSampleStats.disable
B isolation.tools.getCreds.disable
B isolation.tools.ghi.autologon.disable
B isolation.bios.bbs.disable
B isolation.tools.hgfsServerSet.disable
6  RLHIE.
M HGFS T-&H
TEEEHRAE (41 VMware Tools HBIF2% ) IR B FF i &2 0 A& PALCHE R % (HGES) 4. 1E
VR, AT DU AR PR DA Bt 5 AT R 6T HGFS 1% FURAE R Gorh ST 0 XU e 21 eI
Lz
1 f#iH] vSphere Web Client &% vCenter Server 2%, KT IINL.
a  fESA, R .
b IR G R A TR
AN, AR ERERE.
Briit ek Y it
PEg, AR L4REEiE.
IS1IF isolation.tools.hgfsServerSet.disable ST L # N TRUE,
WURFEHBUAE, VMXGHRERA TR Tools #HARM a2 i /T] HGFS K SUHHE NFME % PR E R Zu) APT
(BIAIHLE VIX A48 VMware Tools auto-upgrade SRR ) K ARSI T,
ERAEFIBRIERGMIZRES & Z B S5 Fh M #RE

ERNEILT, B WURER GRS #] & Z RSB ARG EA TAE RS . 0 TR IR 24, 15T
BINEE . WAREEE HIATRL AR, WATUEH] vSphere Web Client K35 .

BRIAIEOU Y, IXSege i B OB . (HE, REDR AR T A RAS A S BT IR, A ATRE X 26T
W8N true.

BTR& M

SHTHE ML

B2

1 f#i}f] vSphere Web Client %% %] vCenter Server %t

2 BRI, AR R .

3 LWL, A5 L aERCE .

g = W N

VMware, Inc. 101



vSphere &£ 14

102

4 fatR CEERT R BT SIFAEAELL ME, SR AT TN

E24 BWHE
isolation.tools.copy.disable B
isolation.tools.paste.disable HR

isolation.tools.setGUIOptions.enabl 5§
e

BT AR & WUV E R 461 VMware Tools Pl iR - tH 0T A4 e
5 Hli#EE.
6 (Algt) WUAUEE TIRESE, WSS RS

R 1l T 2 15 2 ST R AR P B B R e
BROATEOL T, CASES AU R BIROR R, DARS L 23 2 A2 2 DA O s A o

11517 VMware Tools IIREIINL S ISR IRDREIGING, AT LATE 2 PR AR oA A il & 2 IRl 1A fhil A
Kt 20 & & FRAFER RN, RIS TR ERPASUR Rt R 24 T A VS TR RE SO L6 (5 PO B AR . R
FHEGE I H S NP BUR S B B2 e, sl B CR b A AU L R B U S . B, ERIA
0L N CEES 2 P B URAE R G R MR R

P DARERA IS N AU A UMK AR 7

R& A AEERPRETHS

BRINIEOL &, FLA vCenter Server 5 H DA (49 F P AT LU EEFUNLES FATURAE AR e PO SCHRIN. IR FF 22 o
T BARIEZ PR . AT TIES e B R, 15 G A & PRI AR R AL Mt 1%
Fre T BCas AT LR USR5 AR A EE 5

Dy I, AR PR DR R AR DRI, RS AR R SRR PRt O R TRAHIR] . KA L
VTR A E SO i T35 24 B DU I 5 % P IR E R GRS 2 BRI

Bidn, BB AT AE R AT U B SRR S rh AL

dnARal it vMotion IERSSEAT 55 EOR B O L DAL RE AL, 1S RIS o i P LR R e, ApRIX
SERTR DUCTE T MBS

RIR&H
ISR O Z At vCenter Server 2% 2 15 1A B R BIAL,
il

T DAL FOIIZ S 1) vCenter Server Al EER SR 1 756 5% vSphere Web Client,
2 RERGERE, KRRk,
3 mulielEMmERERES, RO,
Ban, BENFZ PRI EAUR A L
4 RFETRRAL
5 BB RN & PHURIE, B A% P HURIERL.
6 LHE.
T—%

e vCenter Server RGt ek TN, T BCAPR, 1ZANPR RN AT R FH P ek 4SS B B . A
BRSO SRR e .

VMware, Inc.



£ 5E MREMZE

BELLE g2 #U4TL F P el i 1 5 18 S M i 4
FEAUBUFA AT root S B DURFAUT HI P RIEERE AT ARG #e s ( nMZ8aERCA A1 CD-ROM SR 5hes ) stk
IR, AT PMERA RS . A TR ML, iR e . AR R RS, TR
FARIER G, VARG IE UM U P alodb R SE s 2 R
BUR &4
KA,
7
1 {#f] vSphere Web Client 3¢ ] vCenter Server Z%t, SR HRELAL.
a R, PR RWURIRAR .
b AEERETE R

2 EEREREAUAL, RS R E

3 EPURUNIET.

4 kRS, AERhgREEE.

5 BuELA MEZAE bR R AT Airh, slE RS TR DX L
E4 &
isolation.device.connectable.disabl %

e
isolation.device.edit.disable H3

BT ARAE & WU E 2 46K VMware Tools Pl iR bt AOT A4 e
6 BRI “BESHT W, SRS .

FEIEFERHIRIEREHEBRENZZIREHR
IR PRI E R A SIS R, PTUARL X S R ] BB BN S o
BIR&H
KPR L
i 4
1 {#H vSphere Web Client &3¢ £ vCenter Server Z4t, R HRELAL.
a  ESEsh, SRR ..
b TEEREH PR,

2 EEREREAUNL, RS R E

3 UCPURNLET.

4 BERE, AERilgEHECE .

5  HEEIAT, I BT R AT SIFRBEADL M.
5 &
ZFR isolation.tools.setinfo.disable
& true

VMware, Inc. 103



vSphere ££ 14

6 BRI “BESHC WIHE, SRR AR .

ek 5 i P g ST AEFF A RE R

IRSRAE IO AR AR, BN R BT T VAEE SH TS s AR GOk B S L2 2 S g o
RN B BAA TR AR SICS, R AR REN Mol — oA, BRI, izt o B P AR A A

B

& BRI B C AR ISR A F IR S5 7 (AN syslog Ik 55wk A3 T Windows [y Flcss )
J:‘O

SRR 2 UL RS SRR 0, scsiX?Y. BIRTABL i —
" R
m R AR A

AR E AR AR, WERSIS RSN, AREREUPUIIR =0 AR,

104 VMware, Inc.



RE UM NS

M vSphere 6.5 JT4f7, AT AR RIS . In& AMCBECRIPREIIAL,  1f1 HIERE RSP REAAT UG A SO
5] LATE vCenter Server A P HNIR 5575 (Key Management Server, KMS) 2 [AlIA B A fF iz, 2R)G,
vCenter Server 7] PIRIEFEE N KMS F225354H

SR PATIASE S PR B UM 10 &5 T
B IS KMS IR FiER e, UAMaETT vSphere Web Client 04T K ZE0N% TAER

®  jiiid vSphere Web Services SDK #EE3 = HIhEe H b . 155 W vSphere Web Services SDK 2524577
F1 VMuware vSphere APl 2%,

B PEEE BSXi ML A crypto-util sy AT T HORACFRFEBSERRIG &L (flan, S vm-support T
L) o

vSphere FEUNUINEHEN (http://link.brightcove.com/services/player/bcpid22963832760017?
bctid=ref:video_vsphere_virtual_machine_encryption_overview)

AREEPHE TLAT R
® 55105 5, “vSphere ERLIHUINAS QT GRAF R RS
5107 U1, “vSphere MEAUAILIIEAI1;”

B 55108 U1, “hismk AR

B 5109 01, CHERMAAINET

B OSE110 UL, CNEMESS I R A AN T AL
m 5111 51, “JN% vSphere vMotion”

B OSE 111 00, CInEERAERGE  RIR RN E R

vSphere EHLINE M{TRFIERIIFE

FIH] vSphere HEWHLINELIAE, FTUAGIEINE RN A RN i TArA QS 8= BRI RN
s g, PRICREALZ R . A B I R B D31 e TN AR 55

{5 PR LL 25 58
L LES TR T

B BSXi BHISA RN I X e s NS R U AR, . (XS5 HIPE DEK, & XTS-AES-256 %
/{_ﬂ o

vCenter Server [V /£ KEK [V ID, {HAFE#EZARE

VMware, Inc. 105


http://link.brightcove.com/services/player/bcpid2296383276001?bctid=ref:video_vsphere_virtual_machine_encryption_overview
http://link.brightcove.com/services/player/bcpid2296383276001?bctid=ref:video_vsphere_virtual_machine_encryption_overview

vSphere ££ 14

B ESXi ffiff] KEK JaspNiBay], I s s g AAG 7oA o BSXi A KEK fEBTEMAA: o
R FHEH SIS, vCenter Server 2 M\ KMS TR EAAAHRN ID [ KEK, FREHARAELS ESXi, ShA, ESXi
TP T B N

FRLE = I

vSphere HEFUNUINAE DHRE SR INAE HEUMLSCHE | RE A SO LA BAZ A S

R

R $UIRE A S 4

Bl ik

KEBURIN M CRRARAFAEAE VMDK ST % PSR ) #e s,
XA FHEHABE T NVRAM., VSWP 1 VMSN 32ff, vCenter Server M
KMS #2210 B A2 VMX PR RS 3 RS SA A 2 A s .
WERAEH] vSphere Web Client G HEINL, FirA M URAEAEERIAR O N
SN, AT HAWMEBATS (Bln, EmAa L) . SR LU TR L
SRR A A

TR ARRKT IR I RE AL S A IS e U DG .

IAHE RS (VMDK) SCPE ISR RS DA SO 5 07 S,
RLVAYICHY R M4, VMDK Hik PSSR, 44 KEK A
PyEsEE 4] (DEK) 03591 TD e ez,

i3t vSphere API, #5F] AR I KEK P THE TR A s, sk i
N = e Ve

JEHT T s BSXi EAL EABLDHERRIGA RS2 N . 12 WER 127 L,
“vSphere MU AAZ OFAE” o

HEE vCenter Server A%t FIL DA NN . 155 AR vCenter Server
ARG

BRI vSphere REUMLING 7] 5.2 A8 B IS A FDDREIIREIF ., 152 WA 114 01, “HeiLn

B

FRLE &R

55 HEAUA IR SREE SR TN S 5 T

EE e s
ERPEE#

IR IR R R

WRLL B R AT A BT IR R4

HEscthAms, Royel I S 8UEEHE.
FHEAE VMX Fl VMSD SRR Z B0 AR 1 A5 BRI

N T SEAEAE YOG O MERIREAEL, RELBUR R S A 2
DHDIJZ_I:O

AT T IERIERAI Pl AT Inas Rt . RPAURAR RIS 15255 156 U1, ISRl .
BRONE B AR G (0 AR BB A BT e N B SR € SR ARV E R AR NI I A 2 PR LR o

L e B S, BN, sedr—H IR AL (R AS E IR R AR L.

WA HAT IR AE

vSphere Web Client S/ 2 AT T HABMESS, L] vSphere APL.

106

VMware, Inc.



% 61 ATHUITMERENTE

% 6 & EHNINE

fmE BE =5

vSphere Web Client BN REAUAL AP,
s RO HE AL

vSphere Web Services SDK BN RINL vSphere Web Services SDK 27517
e g AL VMuware vSphere APl &%

PTG DEK) .
PUTHERILRE TN (R KEK)

crypto-util

TR TN DB . Bt SRS C NI B
TE ESXi LWL PATHAD BT 55,

AT
%5127 71, “vSphere REIWLINE
FZ A

vSphere E#IHIME A
—AHNH KMS. vCenter Server ZZiAl ESXi MU T vSphere FEIUN LI RDL T %
6-1 vSphere ELINE 5244

E=F=HA
EERE

= A

B
R SR a-Q

vSphere

vCenter Server

SEELN =
“mHD =3

mEEMN O

ZERBINES

THAE TR S5
vCenter Server ¥ M\ AMT KMS 153K %47, KMS 3L BB TI4E, FRE S 5A5 345 vCenter Server PAE
Ty %o

AT LAE H vSphere Web Client 5 vSphere API ¥ KMS SIS IE] vCenter Server %1, QARTEFE

HE I ZA KMS 5345, T sk A — K BN, Ha 2 hl# 4]

AR IAEAE AN R IR A AN IRI G KMS R R, AT DAAAEAS KMS Zs 1 KMS BEEE IR EBIN KMS B

o PRI EE—DREER O BRI SR

BRI LAE B SRS o

TE) KMIP % i, vCenter Server F & FF B B #:AF 1Y (Key Management Interoperability Protocol,

KMIP), PAEEFAME A B KMS.

vCenter Server

A vCenter Server H A5 T T-E5# 5 KMS [0 HE, ESXi FHIAHA XEEPE, vCenter Server ¥ M KMS 31
esdg], FHBHHEEZS ESXi 341, vCenter Server A2 17l KMS %54]], WA %4 ID 194155,

VMware, Inc.

107



vSphere &£

vCenter Server KA Z AT IEARAEI T IR, 4] DL T] vSphere Web Client K53 B IIEARERAL, b
ALK TSI SRR R A E XA e 4l WS 110 71, “MBESILE SAFMLTERRD .

vCenter Server ¥ MBS IR S5 36k, #0] LLilsd vSphere Web Client S5l 5 75 5 #1344
Fo HELHEBEAEH . WAL ST ID AR,

R KMS 128 TEE 1IN %9 (Key Encryption Key, KEK).

ESXi F#l
ESXi A0 SR ACE s TAE I LA T 16

m  vCenter Server 21t ESXi TAHIFH LR PN KR PIHEA L Z LN Z LI IR SaTH P
MDA IR B2 WA 110 0T, ISR &S RLTERA FIZE 156 0T, I
BAERFAL”

B ORAEREC N R L 2 b S £ B e A T n s
B ERE IR AR A S AEA DA TG O N i 4% Ak .
ESXi M AU EG AR F N R, X2 gl i 1 ELd %% 4] (Data Encryption Key, DEK).

MEZETER
vCenter Server 5] KMS )7, EATHrEEAU0 AT DA GIEEIN S Fe U VRN 4 o 1 Y P i T AR THAAD
IUEATSS, Blan, IEBE AL R R AL,
TR S KMS, vCenter Server 11 ESXi 41,

6-2 vSphere EHIWLINE 224

E=HEHA
EIEAR S 2E

= M

B

ISR """

vSphere
vCenter Server

SEEN =
TEHID =0

ZE R
R R AR
A

NEEMN O

EE R, A vSphere AU-HIAE H 5 0 MR

1 HPRATINETSS (Fla, AL ) B, vCenter Server MERIN KMS i K— a4, 145540
FHIE KEK.

2 vCenter Server %1% 341 ID, FHEHZBYUEBE4Y ESXi 3L, Witk ESXi MU EAEER—EB5, )
vCenter Server 2:#1% KEK % % 2 1Z L0 —A L.

B B ATFAELE vCenter Server A% . HAT%4H ID £E M.

108 VMware, Inc.



% 6 & EHHINE

3 ESXi ENUARERAL M LA N34T (DEK) . BRI B S SR AEAE N AE, FET T KEK sz

.

RS PR SRS R AN SIS o DO IS B AEmE o thT KEK R EH KMS, FrLAFAle
R AR ) KEK.

4 ESXi FALEE I N S A P FE AL
EATEA KEK F 0] A5 RN 2 SO A LT DAFE DS RN Lt b T

IRAE AR R AL, T DA SR o R nT DUE SR N U A RO PR SR . AR i i
LA, SRt ENRERL, SRR SR T A SRS R FE U L SR i N T PR ] o

N RN A4 (http://link.brightcove.com/services/player/bcpid22963832760017?
bctid=ref:video_encrypting_vms_and_disks)

R R I

M vSphere Web Client G @ N2 UM U, AT AR BB TINSE o #ERT LARSIG IS DR B L s 3
o ARERE IR INBIA M AL QSRR RIS, Joik I i o

FIDA I A A SR s S AU U R RN o AU DR A (i SRS ] ASR R AUATUAS B, A R DR A 2
FLAG SRR SRS

W CREEALE TR SR 13 P s g iy, RO SR LA
u RN TR A RO A SRS B B NS SRS , RN T A 44T

WEIEUA T IS,
5% 6-2 [RwEE N A B
A% HEER

ARAE G RV UN S IIRERL, REERIA DB X e
TR A SO A IS — Ak 2

ORI R, TTUADIA S S M A7 A R . 155
Wi 126 U1, HRSGR MR IO I SN

LIEIAAREIL, TUAE B Ao . T AT B SDUAL
KPP B EL At e . RIS R L, FTLAAHE#L
P DRI, RN e A 8 SR
i (PN BRI o

UNIC TR A RN NI e - iyl = e BTN
A AL A S

BIEIEE R L

IR AL

O ARINE LA INB NN CINESAAARERNR ) .

LA FAERNS (BB AAEERNE ) B
AN INE] DS AL o

AL RE PR VATAE SIS . URTFZZNN A, T LAAETN I
SRS TSRS

IV RN INE IS BRI Lo B ADUDL DU 7 A% SR DAy s

NIRRT, FORRAR IR A4S, vSphere Web Client 231
AR/NIHAEE (BERINERS) , HAS B RIEMIAE
TSRS . O TR —EIE, 1 SR I

AU D A TR I B A I R S

A

VMware, Inc.

109


http://link.brightcove.com/services/player/bcpid2296383276001?bctid=ref:video_encrypting_vms_and_disks
http://link.brightcove.com/services/player/bcpid2296383276001?bctid=ref:video_encrypting_vms_and_disks

vSphere &£ 14

MFEFSHDFFRED TR

PUSE4S4r vCenter Server HUSRESA REMTINEAE S, b, ESXi EHLIAGUN kS BN 1155 15 Azt
Ko BATEESS 0T P LA AT L. — 2 IR T SRS ARl A AL 3a £ 55 SR Wik
HENUIEAG, T EEIMOAL.

nEFFRI R E
BAMHOT, HA vCenter Server # R i ftAf H F A A R ToIBEIR R M A A I ERT R
AN o
DR R AL
LIS R

m LR BT
R IR R 17 ey ]
n RN A S A
FERTDN AT SNSRI vCenter Server 45T 51/ AL FEhNAA TR B 11 ¢,
S 1 BT S AT AT, AT AT B R A (0, R OV LA — e IR R AL [
N A, B, ERTPAAIEEXRE At VT BRI, SE A TR AL, 5
W25 T, “HHfMESEER .
FHmTEX

SUTAED BSXi NS U RN, A Be U TN . s B 2h)m AU, (Htn] DA
fifie 1z, WA vSphere Web Client siifiss) vSphere APTAG A AIIAHIA 1 B A LINERI

AR, HEN 122 01, “LABADT AR BN .
EWUINERR G, ASEM BE N 123 1, BTN .

I PR U USRI 2 B PN, (RO R WIS IS AL, EAUINEEAA
SR AUREAE TN LI FTRR IR, W R A B SO R

s — M EREA=A ESXi 101, BIEHLA BAIC, ZeR B EANIAINE L A, LIS SUE T L
PN,

B R EHLA. BAIC ELEHINE, AT IR E IR SR A AT G A A Lo
R TENLA R B BB, AL CABHME, WA ME N kehz,T,

B QURGES LN RN INERIE RSN SR E S A VRFAL, 2 AL G R E AL
C _bRfnes. ATl C _ERAEAUNERA, R sy B R & 2.

XXM, AT UAE AL C B AU .

B QRS AW SR I U I A IAT I BRIV, IR Z AL B ), B934
AFIENLB AR e EHL C USRS N HLIAT R AU L% L o

B QURATA AU N, I DA ISR E A AU, 2 L el i R 2 AL R
LA, AW, KR

R =S EE KR
(R BUAT RN UIA TINEERT , /D SR F A0 P2 IR £

110 VMware, Inc.



% 6 & EHNIME

% vSphere vMotion

M vSphere 6.5 2, vSphere vMotion 7EiEFZ NN AN I IELEE IS . X T AN AL, AR LA
% vSphere vMotion ZEI 2 —.

N vSphere vMotion 7] {RUFfili[i] vSphere vMotion ISR NE . SEBVERIFLSE, J% vSphere
vMotion SCHFANE RN A vSphere vMotion fliAs, {uffits vCenter Server R4uilHe. A s
vCenter Server AZuL & INEELAL,

TN, BARIA TR L . AT ARINE RIS, A SCRF Storage vMotion 1%
W IERI AL, 1] vSphere vMotion 1L 4G 2% i % vSphere vMotion, #JGT A N M AT LG

Jin% vSphere vMotion.

KT AIS RN, ALK NS vSphere vMotion W VA TIRASZ —o BRINRAS N “WUEHR” o

2%A AL TN vSphere vMotion,

MFR QSR BRIy, W RTLAE AT vSphere vMotion., {X ESXi 6.5
MR E IR HT % vSphere vMotions,

WE I FeEF N vSphere vMotion. QIR FALEL HARFHIA S FE I vSphere

vMotion, WAV vSphere vMotion iT#.

INEEREABUN , FEAUATLZ 105 % vSphere vMotion [ BT E . UERAEARZE RIS, IAE AR A 5
PO ELZ AT, I vMotion BEELREIRES Y “uFs” o AR LA IR B o TR P T

A AR FHA s FE AU LA % vSphere vMotion {5 5L, 155 W vCenter Server FlI7=H1EFECRY,

mEZERERE. RREFMERIENE

i T U e EE e A RIFR MBI ) T RN . 46 TR LN SRR i, Tl T
— B AR TR RN U B SR, iR EAR AR TR o

s £ DL ik g = 87
S DU S FER , DABESRLAS (U, LR vm-support (Uil ) IBF IR,
— M

THIEAEVA T — e R DA i 2 I
B CREEIEATAT vCenter Server Appliance MEiUA Lo

B QR ESXi MU, RS E SRR, QR T i TR D S R R A Ui, SR AT
. REHSIS T EHL, WV A C E M, I H AT AR e T S A S R m i Az AL
ERIARE SR AR A U

m S EE KMS BEEE SRR, QRO e RO KMS 1) KMS g 20k A0k, Tt KMIS A &5 4R
BRI LS T B IS I TV E I A TR AS o AEIXAMENL R, 15 vCenter Server FHFZER1%
KMS, SRFE A HEI s ) R 2R

B ORI VMX SR VMDK AR S o XSS E & S FrieE s e R VR IR,
I H TR TCIRE = K AL

m R L RS NEITE G i A TINES . R G IhRE (AT ) AT AR NS
HIREIINLICR . 5 FH vSphere HEIIALINASI AU % fefr i o

B s AKE CPU. AES-NI AILUKIR R = N ERE . 7R8I BIOS H1 s ] AES-NI.

VMware, Inc. 111



vSphere &£ 14

12

IR E AR SR EEHUE
TR DA IR R DA 0 T A AR L i DA T DA S ) L

FN A A ODFEARBRII RS . ORI TINE,, BEVEN TR REE S BUR G E (FIassy]) o i
T, A BUE S BT ESXi A DA T RE U T ESXi AL RAZ ML FRRE R %9
2 e R O e S SCE A U A T N E N I RE T L. 57 DA F vSphere APT FfTiX I T:
%o

HIRIMEE, 1505 127 11,  “vSphere JEAUN LIS A DFEAE" o

TEWLEE vm-support B, FRZRNH %Y, 0L vSphere Web Client 5kf# ] vm-support a4/ S Br
W, AR RS E s,

S T s i N SR SR e fE , DM R T2 s 4. T LATELA S FhZ s ik
TRFEH A BRSO I A DR . RN A DR ik H B2

A vm-support FIHINFEE B A2 R EE1E vSphere 41111, AT E TTIREE CRFU D,
RN B, AR SRS vm-support U, DUELAS AT LATS A/ ] gE VA I IH =0 L g1k
TN IR L o

ZREGRMEERERE
VT GRIE KMS AR KMS LRSI ik

BHRETTITE R W R KMS A TIP3 .

QISR KMS ASATH], 2k vCenter Server I\ KMS it RS RN R B O T, X ERE IEAEE, T
MIREAUN R RS2 T, AT DU T RS X SR LA HUR , T8 7] DL TG B X SEfE L. (HE, ook
FEAAILER A7 B A HA 0 B EA L.

KEEKMS fige Ty Ze e & m] IIVEDDGE . AT PAEH] vSphere Web Client ok, API K $i 5 24/l 55wt
SERIIII KMS 5241,

P IR, A RN B AR T 50" RSP TR
KMIP AR e ST DU BATRES

L Gl

mhE

m CHOHEOE
m R

B ER

= S AAEE

“vSphere EAUALING" (LIS BB PIEI TN . AARSPIRET “ImahAl” IRZS,  “vSphere REAUALIN
R ey P2 A I I1E Sk (i R ) G e N w17 RN S 27 N A -2 T N E R L T /O
W TCEE B PR DN RE AU LB R ARG A A TN

IR T HABRES, JEWNURARS: T A Sl AR ERE & I Ty R S C A T AL L
 QUREYI T ARRENLE, WEAMEZEYIE KMS EALT 955" IRES, #RIEthadl.

B QRTINS PR S S M T BRI L, I vCenter Server 2AZTM KMS SR
RS T EHOMEDE” . “‘BIlNR . “ENER 5 “ERCHENNR" RS, M) vCenter Server
SERER, HHBREEARD,

VMware, Inc.



% 6 T EHNIME

R EAFET AL, Nt R R T, 4k vCenter Server AFIUM KMS FEIBUEHT, T H

TER B
GIFAAET “UEBD” IRAS, EEH APLPUTEFIERS YR E. 120 (vSphere Web Services SDK 47 F£717
/%‘)) o

FHFEREEME

T R I ANA SRR SRS

B AT A &AM SR S A 114 UL, “FEINUINE BRI

B EONIERIERCE NS . T IR LAISO R T, P TR R S 7 B A LA T o
BRI EAE R FHR A EI R R ON B TN o QSR PTRE, AU REH R RSN LA TS, A
o B E AR B o S R W DRI R O IEE S, 3 B SO A S

MHERE R EMIE

B EPEREIIL T CPU A o

OB R TN A O TR EEAE B RTINS b A TN B 2 o 1R ) REAE BT LRl
HA TN -

AR R R E M

A EBURE VU R BUFAERIS . AR, Ne RIS el T4 o

BER BA T E BT TR AU LN S e S FL AR 1

AR AE SRS E ., 152 W vSphere 77 fiF SR

R SN 23 FR
SEATA DA N BN DA S DA B T
T R i FIDIRE R SIS 6T, WS ISE 114 BT, “HERILINEA LR AR

BR o5l =
BN AU ST, 3855% FEA TR

B BRI NI AT Storage vMotion #RPERY, AT DAZE AR e IO —E BT 14
a, SRR AU U R A AN R B A ﬁ%fﬁﬁ)ﬁiﬂ&)ﬁ%ﬁﬁ%%f REN R R
PRIFAE R B B A5k

B JCTEE ISR B SO R N U R TN o AU it SR o P DA B R R B S
S AE SRR P T AN EMESS (04, A TN RE LR N RTINS ) o 152 DL 124 UL,
I DA REAUAT S R AR AL

m RN BN, R R S EA SR

B ORI E NG, WA BSOS B BRI g, 8 R T S I AT
BRI

m UREIRE A INEE , ] AR Z A S D0 RE AU U S A S
BHXRFAEE, S 109 7, s
n RIS R AR Y B, TR

VMware, Inc. 13



vSphere ££ 14

vCenter Server A7 KMS 24, HolEz2%4] 1D, [Nk, vCenter Server A2 A L7 ESXi T4
/{_)j o

FEREEREOU N, Bl ok BSXi EAUSEDBIHAMRFEIFEDRT 51 12 WU, vCenter Server 2 2 LAY
FURTRI A o BTCTE L DR TV SR AT DA R DA o

B ENEERNIAS R OVE S .

RN BIERES
IRV R — DB IR IR, RN BUEIRES . FEBUEIRE N, BTSSR TREINL
P

® i) vSphere Web Client X UMLK HEAELIAT IS, [l — N3y I T M

® T APTSRA AN, BT DO EE WU AL (AR a2 9] ARG oL T, iRz sld T e
USRI, I HEp— MR gRge, WHTIT IR ER M, ARAEERIZ AR, T AT T i

WL,
B SR, B WA 126 U1, MU DB
RIS BRIEHE

TE R[5 vSphere 6.5 FH 738 FHAEIIREASFIDIAETT 10T, vSphere IERINLING FLAT—2EER G,
TCEN C I REAUN AT TR S5

B TREZBEEWNUINIERIE, CIOHREUIIHRIR . Gr DA BEC IR REIAL, & AEREIALE 4T
JFHLIRIN AT TR TR I o

AR O R
PRIEHRAE R — SR
m TENE IR SR BRI, e T R P AR A
O R AT A R R R A LA TN . RTINS AT AT R
FUETHAEJCIE S vSphere RERMLINAEC & T A
m  vSphere Fault Tolerance
SRR
B SRR, SRR AN EIRAS, R T DA I SR v DA TR A, AT DL

[k
SRR IR . SOPERARSOINEIRAS, EIREY ], o e v A T A B P E R s e
vebEo

m  vSphere ESXi Dump Collector

m #d vMotion ¥ E NN TR B H AL vCenter Server X, 7l ik vMotion PAINES 77 RaE AN
BRI

m  vSphere Replication

"N
®m J{ERT A ] VMware vSphere Storage API - Data Protection (VADP) $Uf TREIU# AL 2 TR e iR 5 56
S TN

B 3§ VADP SAN &R s &,

w RO R SRR B AR GV BRI TN, ) VADP JRINGs i oR 5 5% 3¢
Fio PERIRTAAULA IR E B AU AL .

114 VMware, Inc.



% 6 & EHNIME

®m 5 VADP NBD-SSL &t 5 2. (i N AL 7 A LA INaE B BB TRl AL

m WP “vSphere FEIAUING" SRS IPve 4540, (AR 54l TPve N A T . ARl
I IPv6 idikEF: 2] KMS,

®m JErE A VMware P45 (40 VMware Workstation ) | f#if] “vSphere FERIFUINES" WEATIN%E

B RN R AL A A B A T I s T o B B AR, HrHh e ik B S
FREE AT AN L RC 2 A2 FF vSphere REIUNLIN

®  VMware vSphere Flash Read Cache

BRI
®  RDM (Raw Device Mapping, #Hi&gHREf )

B S AR (MSCS/WSFC/Oracle RAC), W HEMIARC I, T Y427 R L 4Rt
BIIPgE “2BNEF" I, BRI T 2RI,

VMware, Inc. 115



vSphere &£ 14

116 VMware, Inc.



1E vSphere IFiEdh{E A=

THE vSphere BRI TN, AAEEET S &, BRI, AETTLAQIEC A R R A
S AR HE A R S A T s

AILAfE ] APL A crypto-util CLI $ATHIIIESS . Ao0Z LHRMHEANE R, 1520 APL SCHA vSphere Web
Services SDK 2755 M crypto-util a1 T,

AFEFHE TUAT 38

B 11700, “EEEHE RS AR

B SE122 00, AR g

m 122700, DRSO RUR NI ”
B 12300, A ENUINEE”

m 512300, C“OIELNERERAL

B 124 01, C“EEIEELAL

O E124 G0, CDIEEEAT R M Lk R AR

® SE 12500, MRS RNk A
5126 B, BEBUERIREAI I S

B 5126 DL, CfoRit DEs g )

B 55127 U0, “vSphere BN OFEAE”

CERAEERSRHE

DA B BIR S5 (KMS) #ESE, A A BRI AP TREAILINEMESS o A5 i KMS LA S
KMS 7 (5. BNy, RASt @R BB . AT AW S BOER AT SE . vCenter Server M
NN SRR

KMS ARV B EARPE L (KMIP) 1.1 b5 152 W oSphere 2711 5 ZSRBIFAIE B

RERWUINEE 2 S PR 55784 B (http://link.brightcove.com/services/player/bcpid2296383276001?
bctid=ref:video_vm_encryption_key_server_setup)

VMware, Inc. 17


http://link.brightcove.com/services/player/bcpid2296383276001?bctid=ref:video_vm_encryption_key_server_setup
http://link.brightcove.com/services/player/bcpid2296383276001?bctid=ref:video_vm_encryption_key_server_setup

vSphere &£ 14

118

% KMS #inZl vCenter Server

i1t vSphere Web Client 5 fifi 1123 /1] API ¥ KMS 3 NI [1) vCenter Server %t

vCenter Server /E A IITE /> KMS S04 KMS #fE

B INKMS I, Rt BRI SR BN BRAREEE o R nT LADT A SE SOt R AT B

®  vCenter Server GIEE AL, AT LUK R (LA F1Y) KMS SEs inshzate

B ETDABRCE AU A KMS SCBIRIREEE .

B QR SRR FNFERY F 1 KMS s 56, MR AR INZ A~ KMS BEEE

BRI EAES 2 KMS BESE,  FAMHER TERVGRESE, WA BRI . 1S LA 121
UL, “HEENAKMS R o

HREH

B RIS RS L oSphere EAIEFIA, SRS KMIP 1A, YASSER W ABCAIFRE4] Foundry
FHR S5 o

PRSI IR RS AR
B SCRHE T IPv6 Mk R E] KMS,

1 f#i/f] vSphere Web Client %% %] vCenter Server A%,

2 PSRRI, SRIELERE vCenter Server 545,

3 R E MBI EER SRR

4 REERIMKMS, {ErSHEE KMS (58, R bhE.

TR &

KMS Bt Ve BT REE A O — T . SR — N, ] DAL TR

BEL2R KMS BHEE A7 . AR5 vCenter Server ST [T, A EFE A FKk
JEFEF] KMS,

g S5 88 512 KMS 81440 QIS4 vCenter Server SUHIANTTH, AT BT EIL A4 B
7l KMS,,

AR &2t KMS 11 IP Hiiknk FQDN,

AR%EFEwO vCenter Server 14425 KMS 111,

RIEHHE FEPZE] KMS f R A CEE gk

R\ EREF] KMS Y P] s ACERS

ARg — U KMS BER R Fevr ) s Fe e F S 2 s R R g B AN TR ) ek 408 FHE
Tnassg]e DY KMS SZRpohiE B & e e T 4.

HE — U KMS BER R Fevr ) s Fa e F T 2 s R R g AN TR S ek 4168 FH

I . SR KMS SCRpEDRE B HE 2 3 I FR e 26 o

3R SR S IR &

¥ KMS 7% vCenter Server ZA4u)5, N LAHNISTER:, PR FEIGLT KMS B2 uE R B3

BIR&Y
URIn KMS BEgE

VMware, Inc.



% 7 E 7£ vSphere JREE &AMz

2

1 %543 vSphere Web Client, Jf1%t5¢ vCenter Server Z%;.
2 LRE, RAREREREERSRS.

3 ERREEN AN S TR KMS 5041,

4 piliE KMS Bz EMT.

5 peiEE T IRSS AR, RIS e IR,

JEIR ESR

Root CA if$§ 1191,  “fHH] “root CAIF4" WA (F{T4ERE" .
iEH 119 TL,  “fEA “ULB” RIS TR
FRIEBZZELR H120 BT, “BEA “WTEHEBR AR SN HAT R .
EHIEEMAEES 120 1,  “BEH] “ RRRub BRI ST SRS AT

fER “root CAEHR” ETNER L (= EERE

H2E KMS A7 (il SafeNet ) EDRE root CA UE15 3% KMS, B, 1tk KMS B2 {51F: root CA %544
MR AR

vSphere FEUNUINE LTI root CA UE4 A ZESs, EA7i#7E vCenter Server 24t I VMware Endpoint
UEB A (VECS) ROy R,

FR YR UL A A5 root CA UEF . WIRPUTIHARSE, root CA &AM AL IE G TR
A PATE S T AR PR A BHTY root CA TIEF .

1 %514 vSphere Web Client, H1£ vCenter Server %t
2 PEERE, REikEERERERSEE.
3 PRI SRR KMS S04,
4 %Pt root CAUEP, A5 HEHE.
“F# root CA IFF" X HFHERFSE vCenter Server F T I&H root UE15, M UE 7% VECS .,
5 CKUEBEHIRITINAR, SCRUEB IS T A
6 PR KMS N B, Fur FEEIH R0,

HEE FUE KMS MR (10 SafeNet ) Bk KMS SER 5 5585 5h KMS PUE IR E 201 root UE15 .

F—
SeROIEBAcH, WA 121 T, SR .

A “UER” EMEN(EEERE

T KMS 1N 75 (0 Vormetric ) EK¥EF vCenter Server uF 45 F#i8] KMS, F#%/5, KMS oz kg H
FiZuE B A SR o

vCenter Server ¥/ UE LAY S KMS [ikz . UEA51#i#{E vCenter Server £%; |- VMware Endpoint iF-15
F7if (VECS) I3y Az

VMware, Inc. 119



vSphere £ 14

120

B2
1 %543 vSphere Web Client, Jf1%t5¢ vCenter Server Z%;.
2 REEE, ARk BT ERSSE.
3 WP N BAEERA KMS 91,
4 PR, RS RERE.
CPEUE” MUEHERHE SE vCenter Server M T MY root UF 15, BLUFB{7#1E VECS i,

EE BAREEERI AU, SNSRI .
5  BAEBEHRBIENG, soB A RSO N
6 IR KMS SN RIS, CBEb 33 KMS,

F—%
SERMERFR. WEWE 121 0, “SokfEEas .

R “MEEHEZFER" ATEIFEER

FEE KMS AR (5140 Thales ) 3k vCenter Server AEAGIF 1325 12K (CSR) H#47% CSR k%% KMS., KMS
R CSR IFRFIEASZUE T, AL E A ZuET) |32 vCenter Server,

IR ZE R A R . e, ARk CSR I L A4S KMS ERi . SRS, KM KMS
PR R 25 AUk |38 vCenter Server.

SR

1 %% vSphere Web Client, Jf1tF¢ vCenter Server &%,

2 ECE, AN EIRS R

3 BRELSZ EE E RN KMS S,

4 RPSTEERRAER, S RERE.

5  FRIZATERER, BSORHERR I SRR BRI BN, BRSO T, A RERRE

DA EENTHRA K CSR A A TEHEH AOAEERTI) CSR %8 (i HIZae i & (AL 110 CSR 2544 /AT
FTUERB A TR

6 I KMS b RSz CSR
7 IR KMS BEEA Gl B, AT IR B, A MG PR B R
8 LB EMERHSOANE, st EBSAIE O, AR B

T—%

SeREEE. WENM 12 T, “SeRfHTR .

EA “EHRIEPMAEER" ETEMLSEERE

2 KMS (A7 (5121 Hy Trust ) R EK KMS IR SSauE-BAIRL A 24 35 vCenter Server £4t.

H2E KMS BER F e S e A s BARAAT 8, TN BERHEX BN . FaEaX S 2 5, KMS B EEA
IJ vCenter Server 344,

k= 0
B (5] KMS BEN R EsRIEF AR 3] X283 PEM RS X509 ST

VMware, Inc.



% 7 E 7£ vSphere JEE &AMz

1 %543 vSphere Web Client, Jf1%t5¢ vCenter Server Z%;.

2 LRE, RAREREREERSRS.

3 ERREEN AN S TR KMS 5041,

4 P REBUEBMAAES, RERERE.

5 KN KMS R IS O LRI ) TS SOARE T, slerpot R8s S
6 KIS E R SCARE R, S R8BSO F A ISR

7 HILHEE.

T—%

TERR HSNE 121 T, Sl TsE” .

EERIN KMS 85
AR AEANG B — NS BRI, SR IR 6 2N LSS T BRAREEE , IAZIAE E BRIA
KMS FHEE .
BT SH
Ak, IR P PRSI R “EERE” AR B CIERT Mg kbR,
i
1 %55 vSphere Web Client, Jfi5£# vCenter Server 2%,
2 RElRERER, REREES NSRS
3 BRI KMS B E NERIAME.
BB IRSS 75 B BB A AT TSR

4 k.
ASTRESE 450545 8L default FHE.
SEREERE

PRAEER AR S B HEAESE R H AT KMS, 75 M SE A B as i i bA S Xy U (54T

TR PASERABAT IR, B Sl (3T KMS Bk F 4% KMS 1 45{# vCenter Server (31T KMS, %47 P/l -
m IR KMS SER e At 5 SR

B EN T RER KMS IEB, A PUE KMS HHiE ik KMS CA iif 15 | 4% vCenter Server.,

EE R F# root CA UFBE A CA UFF5, M) vCenter Server ¥#5 (T CA & LI AUFE ., o4,
15 _EAHIE A5 ek KMS BEN p sl rhial CA uFs.

2

1 %533 vSphere Web Client, Jf1%tF¢ vCenter Server A%
2 PlRE, RAREREREERSeS.

3 ERREEN AN S TR KMS 5001,

VMware, Inc. 121



vSphere ££ 14

4 EENEERA, T A KMS e,

R BRIE

RI%t KMS iE+H a  HERTEEE, SRR KMS TE.
b AEEREHTEAES, .

E# KMs iEH a  FEPTERME, AP L KMS IS,

b AERORIIRIEIET, B RSO, LEGERSE, SRR

U I E SR B

WA OV AERI, SRR RGN A AN I SO A BRI — K, BRI RN R L AL
TGRS 53 IO SR

R R AU Ui 5 HoAl /O GRidkaR &S 6, 152 W vSphere 777 SRS T IRPEARLS B
BTR& M
m 5 KMS (.
SRR DA N KMS SISO N IR NI Ak g, (2 AT 5 KMS IRSSH il 5k
PEA BRI TINS5
B AL INEERE SN R R
Lz
1 f#i}{] vSphere Web Client %% vCenter Server,
2 PR, HhERISAECESOH, AN R BRI AR SR
3 Pl BRI R .
4 FEEAEIRIR
a  MNAFRESENS SRR, RE RT3,
b AUREIE I SAEE TR, HEERIRERE L, Rt T—5.
¢ U R WA SR T R R 2 Al
d  ULRENINAM, RO > BANE RN, SRR T8,

REEERINE VS TR ZEUNE I (O A BRI 5 22 A7 el 2 ) S HLA I RESS 5 (I A F 2 F E
X%[ﬂ%o

e MUHtrh i BRI RS A e AlE, SRS T —2P
£ IR b, R R IREOV IR, RN Ui, RERET .
g MAEEE, REREETER.

BT ERAENMERN

122

IREPITINEAESS, BN, ££ ESXi EHL L GIEINE ML, BAUSHIEAUNES . REEHILT, 1
TTIGEAESSI, 2 Bl AU B,

FEREGOL T, S LA A IR WS A 110 I, I TS5 A s S5 PERIATRAAL” o

Ik i
JIrAs AL BB A AL

VMware, Inc.



% 7 E 7£ vSphere JREE &AMz

B2

T SSRGS, AT M8,

f#i}f] vSphere Web Client 4% %] vCenter Server.
LEFE ESXi EHL, AAJE A EE.

£ “Rg” T, PEReREX.

) NREDE] “FAUINE T, R R
EHEBEREN, AR HREE.

ZRENMEEK
EPATINEAL SN, 2 BEDR NN BN 2 5, 1R EOR SR GUR A U
B SNSRI TING o WERASFREAUNUINS T T ESXd AL,  WIR] AE s,
L7
1 A EAUBGHENITA I fEAUpL
M vCenter Server BT FHL.
FHG TN
1A vCenter Server T AL,

AN G s W N

=~ W N

SENK I RN IS 0L, s PR,

BN & UL

B E KMS 5, ST CATHAA BRI IR Lo QRTINS A7 i SRS QU TR AL, IR s e AL o

HRE ACIEEA AU, SRR LR R, SR ARSI D fERTREROIEOL N, AR R
HOINE EEIAL.

B
B 5 KMS RS R BB KMS,
QU A R
BRI,
B A TR
B EERAE IR
B U AU, AT N R A AL
L2
1 {fi]f] vSphere Web Client 14425 vCenter Server.
2 FEERRIERE NG CGERUWUIAEREONE ), W ESXi TATEEE.
3 RGNS, RETEEAAL > R, SRR R e L

JELT B
RO BUEERENL
EFEE M B v SR TN VAL

VMware, Inc. 123



vSphere ££ 14

JETT B1E
IEIEHEER FaE AT QUL N A LR R 2 o IS 058 110 T, I (T35 )05
SN FATRAL o
IEIETENE TR ARG G R, el s (g, P A A 714
ERFEE PR E . HARK IS R W T AL 2R ESX 6.5 M A =41 L.
EEEPHIRMERSE BB AETRYIS 2 ML & WU E R S
BE &S B SR, g, i R Nk CPU,
TR AU TAT AL B s . AT DURS IS TS 77 B
BPiE5E R AR, KRR,

S RE I REHUHL

ORI MBI, s R FIARIRI R g TN . B SO BRI, 1o e R LRI T ] APL W e
RESA TR AT N o 155 ) vSphere Web Services SDK 4 fE455 -

TR T AR AN IR AT A T 7 o
BT
B 5 KMS A EEETF I REERIA KMS,
m QIR A R
B AL
mERAE SRR
SRR AU, R AT I A AR AL
T
1 {#iHf] vSphere Web Client 4% %] vCenter Server.
2 FEERREEE NG R EREIN S ), W ESXi FAEk R,
3 iR, IR O N LI T .

FEIR BE

SEAR BRI K TR T RR AR E b RAT

EFITERIE FeE A QU I W URFRUINT S . IS DLEE 110 11, “IIEAESS LA
BAARITEAL

brif e 2 BRI A il e, IR s, ANEAE TR R
FE A BTy SRS

IS BT % vSphere JEFPLEFECRSRIIC AR, GeBE v BT

BPiESE R KA E ., RER TR,

INZIA AN RE R 2

124

SR DA 1 S SO B LSO A R A SRemeoe b A T s o 8 LR s B LI R Al e A T s
FETCTE A TR B S N RN L. 0T DUl FTIGRAE R B ST N i AT LI R AR A TN
BIR&H

B 75 KMS A E R BB KMS,

m O ARG

VMware, Inc.



% 7 E 7£ vSphere JREE &AMz

B RE RPN
LI INCSTIE SRS
B ESRAE IR
B QURAR NI , AUE TN B E A L.
TR
1 f#iH] vSphere Web Client i%.:4% %] vCenter Server.
2 R BN, PR RN > SR R A R
AT PAS N AN (CHER WL DR ) BB APRE RIS , ]I 1) R AR A 8 B A SRS
3 MR R R A7 SR
B BRI, TR s O b R TR
SR, (BRI, AL DRI A A S, 1 AR A e B A it
kg, SNEFRERIA
TSR AN AU R AR TN

4 (Fh) QURERE, Al Do B E R B R U A

a RN, NP ERE

b (REPEEIMEAAL kPR

¢ JTIFMEEN S AE SIS AL, SRS B B SR R e B — el
d HLFE.

R INE R UA SR SR £
SPTDAT BB G 7  REM R HLR 5.

I A DN REAUA LR TS 20N vMotion. FERFINLERSE AR, I vMotion S B IR AE . HEHBUIR B DA
1IN VMotion, ARSI

ZAESS BAR AT R T SRS DA TR RS o X T RE R, A T DA TR B R TR
BIR &4
m ERALLATINE .
BN T RGPS B AL TP
B TR IR R
EZ
1 f#iH] vSphere Web Client i%.:4% %] vCenter Server.
2 R ARSI, R LR > SR R AR R
AT PAS N RN CHRER WL DR ) BB APRE SRS, ]I 1) R AR 80 B A SRS
3 MR HHE R AEA .
SRR USRI, N AT AR
® SRREURGE, TARREIL, MR MR RS AR e B R SR . 152 SR IR T

FRISRIR
IR R R L R R IR o
4 HETEE.

VMware, Inc. 125



vSphere ££ 14

5

(A3 ) AR R ASESONEE VMotion 1% .
a  AfrEEREIEUNL, AR5 R LR E.
b PRI, RETTT N .
c KM vMotion {f.

55 R4 0N 4R O N R SR

i vSphere Web Client G I HERIUN , £ OUERE ML R P IO T REAURZ AL AS B Ins o 4] DAGE
JTIGREL R PO T SR 0 A 2 2 1) B AU o

R NEREA LA R LA S AR NI ARG . (EAINE AR LCTES (0.5 TN R R AR o

WS W 109 U1,  “FEflididsines”
AT S48 1 QA (i A A S s T SO Bs i o et T DAl SR M B v T e s S

BIR&H

T IIEAT IR R B A BRI S Lo

TR

1/t vSphere Web Client 1778 FREE RN, SRS BRI LSRG > Sl iR D A7 R R

2

VPRSP AR SRR ORI, SRR e BRSNS, (Bl e kBRI

R B4R
4Pk ESXi FALTEM vCenter Server FRMUIN S HE A LB % FEAMRAR ) 2 91 (KEK), 05 rT ARG e
AL, ARICTEI TR AR AR AU LA T AL IR S5 HAR R AU L o BERDIAL T B RS

AR T, vSphere Web Client IR RERNLIRAS S om 7o, FFHICTEAT TR MWLILIR ., ansi

TRV ] THE IR B P T L FEWURS A B Icak, BT T R LR IR 2= A AT
R

126

The disk [/path/to/the/disk.vmdk] is encrypted and no password was provided.

pi
1 4% vCenter Server 2% KMS 2 [BI[FEBAT I, 50 E .

24 KMS A n I, LD it

AR R R R B R AU P22 T s, 1A vCenter Server 2 4 LG INEZ AR B
AR

HEYIATAN, JeFERANRAE P T IR PLALIR, B, SURGEMIGREY], WBaRa
R RETE M RERIIL .

R KMS _ERE YIRS TR EIRAS, Roafsk KMS B DUt 9],

QAR TIT H AL IR RE AL AT B R RS H AR TR T, R R AR XA Ol AnRAR T
5143 ESXi TALH KMS AT, o i AxX Aol

a  fifif] Managed Object Browser (MOB) &k vSphere API 4 2&%4] 1D,
M VirtualMachine.config.keyId.keyId H#535 keyId,
b iER KMS B H G HHEGE 51 &4 ID SR
WURAIAE KMS k5], vCenter Server NI 2xAE N AT EINN H A TS 22 FHEE 2] ESXi 4L,

VMware, Inc.



% 7 = 7£ vSphere IEh{E A M

4 it KMS ATt E ESXi EHLE AL, {H vCenter Server RGAH] [, 1ML A BRI L
a  ifJil vCenter Server ZA%t, B KMS % i A vCenter Server A%t
TR AR AR, 5 TP Mtk o] DUAIAL
b EHEMTA B E L
T vCenter Server S M KMS He 22540, F: FLREAUD LRS! o

vSphere EHLINZEFA#Z O FAE

RGBT vSphere REINUMNES, HESXi BHUALESE R, NPREA A sl OB DFAB T TINE , LA LR
&R L2 vim-support F 0 H S R DRI TN

BEE ZUHEETLLOSBUESE. B DA, T A S B 2 A MBI ALK

ESXi EH RO FAE

4 ESXi EAUE HONZENURHT T s fialing, R EponesZz DL, [N EAUR TS 1S R OREAER
1 ESXi B I A7 P LA L P TN o R SHRIEIO T TR 3R

B AERZHEN T, TH51E vCenter Server K KMS 1 2= F-HI# Y UK 12569 A 2 ESXG F-HL.
SRR, BERTVAARY vin-support B, FRZ DREREE TR ST . 162 058 128 1T,
‘T INE CINE R D

® SR vCenter Server JUiEIEf S ESXi TAL, AV KMS B2 8], 152 058 126 11, “fibit >
I o

B YR TENUE EEXE, HiZ2ANE T vCenter Server HEIX R FAUNES, B ToiEAM IR O
THRE S ] E B X

B EEfEF vm-support S48

Y EGE R E IR TIIR VMware BORSCHRAN, A SCRpRAHE H 2 ZORELE R vm-support FF40. 28/
WA HESREAEE, G50 QRS RETC R &A H SRR S e,
AT RE S EOR AR AL D HAE TR DR B i B R L RIS RAECR,  DAOR PN 155 U
BE. WENE 127 11,  “NfATINE R ESXi EAMEE vm-support S/-(0” o

vCenter Server %% LRIt E 6k

vCenter Server 2% IR AN . vCenter Server UV A2 M AEAIHURS B 1 E/DHIE]T

vCenter Server [) Windows %tk vCenter Server Appliance 5214, 155 NL4E 83 I, 24 5% “Wfifit vCenter
Server A4y A" o WL PAFJEIA] vCenter Server RGMAZ LR, HIESH-HIR HA(E BT ARE B
R R AE

HERMER ESXi FHLYE vm-support &

AR ESXi A T T AU, M vm-suppor t BRA AU O AAZ L. A vSphere Web Client
WERAZH AT, WURBTE A AR DR, A UAREE — D

vm-support PP HESCH . DA S5
HIRSH
RIS SRR T S0 ESXi FAUR HEAUINERE A, SRR T RE S EOR GRS DR RF U B B .

R RO T OO BUEE Be R IEEA LN L TR FAMUBOE, DAY U5 5ud(E B

VMware, Inc. 127



vSphere &£ 14

128

2
1 f#i}f] vSphere Web Client & %] vCenter Server 2% .
L EHURIEESE, REA T ESXi EAL
EHESHAZHE.
LN TAERT, R I DRI RS, SRS HE I P
AT 5 B BRI, s AR VMware FoR BRI TN, AR BT,
6 FREESINIE .
7 il;%i‘i%ﬁi%%ﬂi@ﬁlﬁ% vm-support FAF IR, 15 E AT — BSXi AL, SRISHMHIT BB
a 3t ESXi JFHERER] vm-support BRI H .
XAE# K] esx.date_and_time.tgz 3,
b HRZE SRR FERAEZ A . R A i, sE ez,
¢ BRI A E R,
vm-support -x *.tgz .

SRR R SR T RE L2 BSX AR OHAE ST (Il H AT /var/core 1), FFHTRECS
HESMU 2 M2 DA S A

d PR IV DR S

crypto-util envelope extract —--offset 4096 —-keyfile vm-support-incident-key-file
——password encryptedZdump decryptedZdump

vm-support-incident-key-file & T1% H R WUR 241 A

encrypted Zdump & MR UEEAE ST 2R

decryptedZdump JE % AN 2 o IEIPRZ AR IAAT encrypted Zdump ZF5.
e RO vm-support B CUNHEE Y,
£ BRI O, SRR T S .

vm-support —-reconstruct

8 MARRATAT G PRa R R ST

BRESENMZCMEZOFEE

FERTLABE ] crypto-util CLI 8 sk EHT I BSXi AL - AOE st g

BATLA BT TG A vm-support SRR OB . B2 OFEAE AT RE (S U5 B BRI Z e
FIERAAUBGR, PABRIP NSRS B

B IREH ISR DA RGNS B UAM crypto-util HEARTHRE, B2 W4T,

AER crypto-util HHEFH .

HR S
I LAY ESXE AR A il DA BSXi AL 1) o

VMware, Inc.



FB

BLPER B R AR DR ) BSXG F: ML
AR BSXi UG T B E A, sk SSH i T A A, AnTRe e 22de s s,

% 7 E 7£ vSphere &AMz

2 WERDEAE T O
JEIR iR
BEREZOELE crypto-util envelope describe vmmcores.ve
zdump X crypto-util envelope describe
——offset 4096 zdumpFile
3 ARPEARN TR AL O o

VMware, Inc.

IR HiR
Pigeae YA oA s 0 crypto-util envelope extract vmmcores.ve vmmcores
zdump 3L crypto-util envelope extract —-offset 4096 zdumpEncrypted

zdumpUnencrypted

129



vSphere &£ 14

130 VMware, Inc.



(R vSphere WM& &%

fifitk vSphere W28 L4 JE RAPEAITIN F OC T L —57 o A LAE A FI RS R AH] vSphere 417FI4 4,
A% vSphere IRETHH UMK ITFANTE B, 152 W vSphere MZ5ELECRY

AREEGHRE T PA R EML:

® 5513101, “vSphere 452

BB 132 01, IR KRR A e

B 13401, MRS A

13501, Ml LA SRS A L 2
B E135 00, “Hiff vSphere bR HAILI) 4"

m U136 U1, “Hif# vSphere Distributed Switch 153 2 41044
B E137 00, “iliid VLAN Bt 2es”

B E139 00, YR ESXi AL OIEL AL

m 55140 DI, “Internet P44

B 55143 01, “Hafk SNMP A A

B 53144 T1, “vSphere W& 2 i A0

vSphere &R EE I
vSphere JiHI I 2 MY A (R PIEE I ZS PR OR: i HLBAE — S AT R UM LA RS
Bh NS

D HES LS IE NS KR AP, TR RT3 sl Fir A REAUATL b e BRIC B T LRI 8

DR, MR R RN ILUR R4S . A7 1 REAIASS , IR PR i T O R S b 2o BeiE T 421
OB K Ko U R AT LASE 2 HE R 2 A e AR AU 26 TR AR R UL TR PR 3P PR 2 AT

MR AR KRS S TRACIERE, IS e AR B AR L TR TR, RIS PR ELE R ZS T
HABREAIAL b2 bR AT k%

WENE 132 T, “HEB KR A .

VMware, Inc. 131



vSphere ££ 14

SE

BELIE

BN AR F WIS E T AR EE Lo anSe A B ISR B E A CRORIZE B, ATRARORB AR
RN IS R AR A A o 23 BerT B 1 2o Ry, tuddtthhkfgn Vil (ARP) k3R, BRIt F4R0E ARP %
K PAE S MAC A IP Sk, Mo Tl AR Mgt . ol 6 ARP Hdg A e Rl (MITM) 3
i PUTIELRSS (DoS) By, HrrHPR ARG H DA ATy BRI 44

TP BT BRI LS YA R O LR, I LA (I SBEhERRM B A MR -

AN, Bt BTG F— AR LD A AN 224 IR 2515 1R A LA A A BRI LI . T DA F AT i —

S B AR R AR

W R LKl fo T B A R o) £ 0 P R DA RN DX 2 o A R U LI f T B b B o £ 0 P 75 1T
feE 2k, I HEAR AR AR 5 B B R .

B E RN (VLAN) DLZEBDR 504 . VLAN JUPAERS R DAME X 5 B 2 T EL AT TR A 2
SR, BARE TR, TS EE AT . RS SRORAS, ST
o WS W 137 11,  “Wnt VLAN RN 24" o

R i)
GRS AU L S BB 2, UL R TR XU AN T B LA IS5 o R EEREIMLIER 2 54T
TTPIPEER IR, R L ] e B ) e SR N U B, o T TR R DL 24 0 2R 5 S A R
LA ESRAIR o
FEWHURAE MO e — DR UCEE I S A S — PPN AT Ui R IR 5555
EAERZE TR, ATATREAUA LA L2 05 T RERE S AR I IS5 R], PRI A e il SN T B o4

ERBNIGRARMNE R E

g3y

132

LA P A BT KB ER P P2 i 2 Hh R e i A S iR 2%

B K AT R RPN ROBE R T ), 5 e o PR B A AR s e e 11 2 SN RT3 1
EHL DT 1 SR VRRI K BRSNS TR

EEE ESXi5.5 M mRAHIY BSXi B KBS AN eV HHMZS % vMotion Uittt PRI, AAESNERR K5k T
LN, A RERACR vMotion ERE TR N i

TEREANLERE , AT (R RT A RS A f
m YEEHL (B4, vCenter Server 2% ) Fl ESXi ML [AIFEINS kit

B EUNLS BRI RIRE KRS (B, eSS Web Ik S5 REINL G4 2 2 RN BRI 44
FIREIIALZIAD) o

YRS RN RS KR (BN, FERrREE ey RATRE ML TRl B kg ) o

By KRSAE ESXi BCEL P o6 A1y I Tt an i i P28 AR G @ AL TR e etk BN, S fae &
ORI 2 R N FE ML L I T s TR — B IR ANFISRE M, B2 A — A EE SN U S — N EE AL
BEATAR DRI R e P, B0 KA AE T RN IR EASE T A2, D TR T PN EAL
MIMNREA T, PIAEREAUPIZE IO I U B KSR DR AP R A R UL

Pl kR A, 152 0 VMware KR FE X 2131180,

E7A vCenter Server Bt & i% 37 B N I
AR BT vCenter Server 5[] ESXi 4L, W& 2 5 k5% -3 vCenter Server,

NS EAE G K EE o B KBS FT DAL T4 7S vCenter Server 2 [B], vCenter Server 5% J i #l 7] LASZ
FI5 kB R T

VMware, Inc.


http://kb.vmware.com/kb/2131180

% 8 Z HifR vSphere W& RE

A< TCP #1 UDP i 52 BA 3%, H5 W 55 89 11, “vCenter Server fll Platform Services Controller i35
Houm " F0 &5 92 11,  “IHAh vCenter Server TCP 11 UDP i7"

il T vCenter Server [¥p45 il DAt vSphere Web Client. JUAth UL & Fiin i ] vSphere API [{)% )it
Walfs. FEIEFEEN, vCenter Server 2 7EHRE RN L I ilT HAZ & EHLANE FompIidis. vCenter Server
B 28 S S LE R E R ST vCenter Server FUEUIE . WNSATALXEE L E 2 AIG T kIS, AT
575 kA% F A T3 11 DA SRS o

Rk PTATE S AR AR N\ i b A0HE ik, BRI T P26 (o PR i s o ORI 2 403 o AR
PAZISC BN R 122 A K e B AR A o T i AR KB L P o

B vSphere Web Client 5k 2 = /5 IS HE 4 i 55 vCenter Server 22 [,

B Web #%# 5 ESXi AL (AR it Web JIBERF U5 RIELAL) o

B vSphere Web Client 5 ESXi F:#L 2] (41 1]/ 181) vSphere Web Client 5 [FEAUAL) o ke
vSphere Web Client 5 vCenter Server Z [BlERZIIFNE, B R — AR

m  vCenter Server 5 ESXi =H[fAl,

B R ESXi EHLZ A S ENLZ ARl AR AR, g, QERESSE RN Z e TR
TR, TE MR NG k8
GUIRTE ESXi EALZ (B INES KRS H R e BRI R AL, i ERR=ALS BAs A RIS k

BT o
B ESXi LML 7% (a0 NFS 8k iSCSI 776 ) 2 [l ix¥8is HIE% T VMware, 50T DUHLRE 2
e TR E

E iy g ZERER] vCenter Server

PRINBOLT, vCenter Server fifi 1] TCP 310 443 (il H- 2 PRk G4 . 2R vCenter Server MIL% i
[RGB, TRAZBS B — N A vCenter Server £2URIL % S BB EERS .

TEB K FTIT TCP i1 443 DA Se ¥ vCenter Server 2R o B i B HGpR T4 1¥ st s BT S, 5 0¢
f5E, AR, K R,

GRAF 510 443 HIFE vSphere Web Client 15 vCenter Server 2 [Bf{il{5 s H, AIVATHRE b5 0, a0
AT His T HG T84 U2 vCenter Server Appliance it/ Windows vCenter Server,

GUARABTERE ] VMware Host Client, 1520l vSphere #1 5 -4 77 - VMuware Host Client £

$t3ti% %A vCenter Server Bt & 1% 37 B A

QIR A4S vCenter Server, #0] DLEHGE i B ESXi 45,

Jhay FALEE VMware Host Client, ff:— vSphere Command-Line Interface. vSphere Web Services SDK 1

BB =5 % PR Bl S o ST EHUES KR EOR LT (07 vCenter Server I EK

KSR ESXi 2, BRI P A ESXL =, BRI TR E . 805 AR R] D P FR AR
PRI

B SRR PRV TR AR AL R ESXi B I T T DDRRSE B A ESXi b, AT
BRI KSR EAE License Server,

TP ] ESXCLI s fdi 1] VMware Host Client it # s ki 11 o 1152 W, vSphere 47 £7 9-H1 574 - VMuware Host
Client,

VMware, Inc. 133



vSphere &£ 14

TRy N ERE ESXi EH

GNIRAE BSXi 115 vCenter Server Z [RIFCYE 1B k%, TEMMIRZE ML DLEaE s

TR E TR dE Rz, 14T IT T vSphere High Availability . vMotion. vSphere Fault Tolerance %/l

SIS G o AR S . vSphere Web Client 15 [FIARPA M 5 kB A 10516, 152 0LEE 52 1T,
“ESXi Bl kRERCE” o AR, S WA 53 T,  “ESXi EHLHINSEFIH SR, ks 1" .

B MEE R B SR &

AT s ], (RS R S SRR S U TR . AT H A R R LS i) & 2
PLIZiEsE vCenter Server fili ] vSphere Web Client #F1 TiEE:i4 /2l VMware Host Client Bl £:E] ESXi
:E*}_LO

1Bt vSphere Web Client E#EIE T R AFH ELVIEF &

fifi 1] vSphere Web Client JF TSN, EaRZGERE T8 BSXi LA vCenter Server 24t, HMizabis
[l & o

WIRALE T vSphere Web Client 42 2|5 T SEas M AN I &, WA VFEEATEA N 51
m kRS YT vSphere Web Client 15[A)% 1 9443 [ vCenter Server.
B 5k ERATLRYF vCenter Server ViRl 1 902 F 1 ESXi FH1.

ifid vSphere Web Client ZE# B s EHIHIEFI&

WAL vSphere Web Client 4% I WG & . WA S R TLA R U51]:

KBS AZ S vSphere Web Client 1510k 11 9443 | vCenter Server.

B K RRA SV RN R I 5 T Tl 1] 9443 | vCenter Server FliI1 902 14 ESXi F:4/L.

{#F VMware Host Client B #&E#3 ESXi 1
R RS ESXi AL, R DU ] VMware Host Client FEi#H 145 H1 5 o

AR 52 VMware Host Client B 2144245 vCenter Server 24P 341, 415 M VMware Host Client
FABGXEE L, WSSEIREATE .

5 K B A2 S VT a1 443 1902 |- ESXi =41

VMware Host Client {3511 902 JyREIINL b i% FHILERAE R 28 MKS i ahfe e, Pl 15
AN E FHURE R G RN HTIRRF A H . VMware A SCREDILDIRER E AR

BAERMEZTBNZE

134

WOREEAS BSXi AL BBl Ze 4y, DAL Bt 3RO A LS L FE AU LR T AR o

N TGP TN, ORI Ui T R BN AE RS, ORI MRS AT LRI EE S S A Ui
(VST) B N RIEEIIWL TR RS T T A R e T

B2
1 BRI EE ] TR, BffRuiEse BSXi EAIAr A HE bl I BCEL T Port Fast.

VMware, Inc.



% 8 Z HifR vSphere &R L

2 WTBITHREESE RN, A S FI R A i R S id B A T BPDU Guard fll Port
Fast, {HJ5FEEMHAL
7t vSphere 5.1 M B E AT, 0 T 51 RS L2 BB AEIOIE4NR 55 (DoS) Bodds, WILATE ESXi EALE
BN L BPDU ki,

3 BRI FEARERE ESXd AR s 1 oA FEhAsh 4kl (DTP).

4 QYERAS O Ui 1 R A BT VLAN Ak 1, W) IS e A2 Wl L 11 DAR R & A1 e LAl o
Sy ki,

ERRERBEHRREZENIRORZE
SRRSO &, LU E T LR R4 T LA SR, sk BL A — & 1AL, DA
REAEHATE A2 ST IR, SIS ERAA, TTDUR RS B TR DAL
ATLABEACH RS SERLIONT ., PRI AL %A N

TS BIERRAE AU, H47E vSphere Web Client Higsilla 24, DU AR INEZ A2 #abL RPN
VMKkernel 5 LA 4R A T 5 i I

AEIFRIE S LR I VMkernel dii 218 A i 1 ZE 0 RE i, ESXi 22 A i 1 G B 2o i . vl DA
FH 24 e it S M LARR 1 H R M LR & P LR E R SR rR g At TS L St 24 Shiaery B e
T AT % P URAE R GBI T E R .

LA SRS PUE R HE AR LA THOB AL NIRRT S PR AP OB EE . Oy T IERAGE e R RC B SR B, 600 T
SRR AN LD 28 S I e T2 8 SO BB IS AT BE T 15 W wSphere PIZ8 A IR 2245k

fHiSa

f{R vSphere IRAEZIRIMNZRE
TP R A U 24 v B B A — 26 MAC M AR R AR AP R IE Sl LR A2 46 2 2Tt
FEAHE N LA 2805 B 23 Y 0 S5 — A 04R MAC HibFl—/ N30 MAC Mk,

#1%4 MAC ik QGRS O RS MAC itk R AL PR E R SN T i
BRI MAC Hoht, {HAREE P HURIE R G AT
% MAC it A EACS YA — AN MAC Hillk, WTEk 5% A% MAC #ii AR E

Fr MAC HIIEFI NSRS TR . 2 U E R L0 BT T 3 MAC Hbdik, 3
T MAC Hiik 54045 MAC HihkfRE—3K.

HEHLMSE LR — 22 0, HAT MAC Mk 54046 MAC HlATR. % A URAE R e n] BERAT3% MAC
HHESESON AR . AR E R G T A MAC ik, FIZR @ AL R 05 MAC Hithki gt o

T LA R RS LA BIR T, & IR E RS R LERC RO R MAC Bk A DKW MAC Hb
HEF B BB I ZE R ERT MAC Hitik AN H bR MAC itk 7B, BRI 2 & il s UAE R i
Hbr MAC Mk 5 H B 5 A% MAC BbHEVCEC A Bz Fdi .,

BRAFE RGN A AR MAC MBI ROMT. X RS HA'F 38 e 0 s AU A DX £ A5 AL Do 8% i PR ot oY
SR SR

AL A 1 Al 1 b RO e A, ORAPREALLR B S SRR 2 SRk
At I ARG 1 PR e 4 SRR E AR DL 1 1631
B RSGH (WES A 186 TT,  “RAIETT )

m MACHEEE M (15200 %8 136 T1, “MAC HbhFEEg” )

VMware, Inc. 135



vSphere &£ 14

B (S (ESWEE 136 U1, “IvL” )
Al LA A vSphere Web Client 2e# 5 A LRI MERIZZHA R B FIEERINSCE . 752 vSphere 2%
FEE R
MAC 331k 58 20
FERAZ ML) 24 TG AU — A MAC BB i, e 0 R AL LU 7
24 Mac HuhE BSOS BRI, ESXi £ 6547 50 MAC Mtk RSO AR E: MAC Mkt b kiR

Y Mac Mk EROE T EOGIELEIN, ESXi AR AR MAC Mtk SO AR MAC il LA AL g v

Ko Wl AT GRAPEN LG MAC B RO . HEMWLERC RS 1 Ak R it R, BAHEA 2 MAC
Motk 54046 MAC HnEPURCTS R UERCRS A REFHEIN. % PHURIER G AR MAC Mk FHGiR E 7
TE%@O

ER iSCSI R sha i T MRS (75K MAC HohE T, 45K ESXi iSCSI & iSCSI A s —
BT, K MAC #ihE Sl o8

A7 I AT R S5 F5 2 2 M P A /T P 6 FH I — MAAC Hbik (07 srgitsistrp i Y Microsoft PE& 67 Y
i) o AEARUE 2B N B ] Microsoft W28 (A B, iEACHER A REdL S MAC ik,

thiesr
D5 S De R s WM USSR & o
U S eI ORI, ESXi AR MAC HuhE AT 2 MAC Mt
TR MAC L, PP ES A S g, Xk, AU R P HURIE R S A IR MAC ik 53 E
PINLERC A R MAC Mk TEE e, AR ICA . ans b ANPCRE, BSXi EATUK =77 8 .
& PHIEAE 2R oA A 20 R AL LG Bl s Aoy gl AL MAC Mk Kk 5 8dR 6, ESXi S A Btk
ATAT S AU asb 1% 2 AT, 1 & ) WU E R S s B O E g =55 .

BREXIET
TR AT R D UL S TIOFE (TR e, DATE PR E R e rE B2 ER B AT et o Bk
WIS T, BB B AR ARG hiaA T
SHRAHRAOT TSRS T, (B R RN ARG TR, PR P L TSR B T
P, BV R R B S 7 PR O S Bt R 3K BV L P O B Bl A PR P
DA S L% PR WU RO

ER AN RS EERA R A L o A SR S B LS B AR s T (BIAnsf T
AL AT BAR CUARRSN ) o

fa{® vSphere Distributed Switch F14 R iz OHHN L L
R TGP RO RO R IL vSphere A5iH1 vSphere Distributed Switch %24,
i
1 WTHRABSIENSATIIRTH, BUrC22H T Aoy RIbge,
ERINEIUR, HEhY BEAE vSphere 5.1 & 8 A AL T 5 FER o

WA shY R, 15 T] vSphere Web Services SDK mlifiy4-1 T HHHEIFL w457 2 21 1K) autoExpand &
Yo WZ W (vSphere Web Services SDK ) k4.

2 HRE5EHEICFEITH vSphere Distributed Switch [J4:#5% H] VLAN 1D,
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3 QIR#AE dvPortgroup F ] VLAN #ric, W VLAN ID AZISSMNAHT IR VLAN (Y Fii#ss L i) 1D
FRL . AR Se e VLAN ID, #55UE H ID AT AES HANE 4 OB VR L IR e [
F£, VLAN ID 853k v] GE S BOCTETE W U L2 I 8 i it o

4 it "5 vSphere Distributed Switch JCH R 14 A FAEARAT A 11 o
5  FricdHTf vSphere Distributed Switch.

5 ESXi ALY vSphere Distributed Switch T BRI T B AR AT LAFE YA LI DR R
¥, G SYEE S D EHLEFR—FF. vSphere Distributed Switch | IFRZS 7R3 B/ L ThAE k
IP 1M, B, PR IFRIC NGB, AR AU T IE AU & TS Hed L (R
PRI, I FLARGSE (TR R 44T 7

6 WA YA f# H] vSphere Distributed Switch FIRIZEHEEER & DhbE, 125 HZ A8,

BRNTEOL T, PIZERAS B DIREAL TAEHIRAS . MR, RS & 0 0 5 A GGl E T e I AL
A LR O Lo PSR A DORE U Ttk i, SERaib bR m BRI S o

7l e VA sl T ERCE LT, ORAPRE I B S S URIER 2 RO
Gty 1 A 11 b PR e SR A 4G DL T 16301

B ORBG (S 186 11, “RAwEIAET )
® MAC R (35230, 26 136 11, “MAC Hihk#E%” )

B Ol (EZSWEE 136 1T,  “IhfEH™ )

WAL A RSO T E, 752 Distributed Switch (47 82 frh e PR B A RS 4L, SRIS7E
ket S0 oSphere M5 RS

iEid VLAN BREHZ £

W2 T RESE AT R G ISR 2 — o B LIS T B PRAP 22 A D TR Zs . (] VLAN P DA
JEIR NG ZN eS| e

VLAN Je—F IEEE FrAfERIMIEX T 5, il R g AR R8s L A BRAIE VLAN Frrtgs o S RC e
LA, VLAN R R — 4R L SN AR ] 5 T 1

VLAN AJ LB 2301 T4 B, DME AT TAHIR] VLAN P25 rh g g/ SR LA AN ELAS RS (.
Blgn, TGRS THKSS e — XK A FRBURI N E R RA TN . SruaMeth B T3 IR —p R
ML RERIAL, T VLAN DU TR TR L.
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8-1 VLAN /el

==L N (- )

|
|;I [VMO][VM1 ][vmz] |

Bae =02 Cove (v [ vws | P A
|
PRI
[ PRI
AL 1 |
[ VM6 ][ N7 ][ VMg ] VLAN B
g
£ N (R

T (o Yoo )] |

= —_—

Y

[ —RE 3 A
EHZAVLAN

s~
VM12 VM13 VM14 T iBi AT B
VLAN VLAN VLAN

B A B )

FESCRCE T, PRSI TP A ST VLAN A VR REubL, S EEERT 110 S AT VLAN B FRIEERIAL.

B AR S TSRO ek A L XA RUR R bR (T K % VLAN Ao B, Bdkisi)m
FRAET T A Y, LA RN B, BRI has b T T

2% VLAN BB AT 11 55 A SIS 2] THORn . ST 2 1Bkl = S S, —A
eI AR VLAN Hit e MR S

VLAN Z&F5Em
WU VLAN PABR R 41 F 2 A B0 T2 PR R G DA B T2 4% FOTE T 2

ESXi fic & 5¢ #1075 A TEEE 802.1q ffJ VLAN )i, VMware AREX WA E VLAN FEH FLAHNY, (H 24
J VLAN S3EEALEPATRIG B, SRR,

#a{% VLAN &£
EEE DA LA R (A vSphere PRIHT VLAN fH720 4.
$B

1 Hfm I AARES S RS et L RR 1) VLAN {H
W2 MBS A L P RS O % . VLAN ID,

138 VMware, Inc.



% 8 Z HifR vSphere KR E

2 R RO E D VLAN 4095, AT RE% S AR (VGT),
vSphere HIf#{E—Ft VLAN #ric 2821
B ONHESHARRIC (EST)

B ERESHAERC (VST) - BERIAS U I E A E 1 VLAN ID FricE NS IR H L E, 375 VLAN
PRCME RN R Al . B0 VST R, 1545Fd 1 5 4095 2[RI VLAN ID,

B EREFHERC (VGT) - BERIHIALEE VLAN il . 505 VGT i, 15F VLAN ID %y 4095,
1E Distributed Switch I, & A DI{#EH] VLAN Fgsli o3t T VLAN BERM LG & .

AERMERSHNIL |, PTDAE RSl Ll in TV A 2 531 1A B VLAN W28 EER L0, 1fifE Distributed Switch |,
TS A 2o T 4H Bk 10

3 HARSEAILT TEEERSSHAL AT VLAN, 1fi HA& & ERESHb AT DA AT VLAN,

FHEE ESXi THHZEZSI MK
ESXi ARG Lo — S AN LA 15 2 4%, R — S U LA e 1 AN R4S, 1k o —SE e
WU RIS S Bz AN LS, X —DIEBAE IR — AL 6 T e IDAE AR X R BN S A 5 2 R FE AR A
SRR A TR A T A o
8-2 B4 ESXi EM EEEHINIMNEG . NEMLEF DMZ

ESXi

shRpILE IR DMZ

(o )
BEAA 2

: PR
AL 3 FEHIHL 6

AN D

| mi
b PaEB @ H%E )
. I D
it Eawa | | HERLT
HE . &
B (oL SiTad (| MREE

AL 1 mALS | ((Emis
R LS
0 A @ ]

co— C D D ( D
MR e 5hER AR
4 1 4 2 ML 2 4 1

FEE, RGP GUR MR B B = AF PR LS . FTP AR S5+ . PEBREAUNLAT DMZ. £ X8
S ftuE—Ihig.

FTP iR %=% HERIAL 15260 FTP SRAFACE R, PIPEJIMANBETIR (g, gt Attbfe
O AR KL ) At M A A B DO
BERE SN S SN ZEATDCI . & 1 ST ) ISR S MBI, 1 R RE UL
ACAGH NI I 2T BC A o IHEPI4 % T2 e E MM IR e A I o 1 1)
MRS AR Blan, AwEISMNEIIZS T WBER RiHEL FTP Jist, I fevrBtii g
it FTP Ui eSS ] ik S5 e B B 7RSS TRERIML 1, SMESK
25 1 IR TRl N ANE] ESXE AL RRCE Y FTP IRSS#% .
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AL 1 A S EA AT WU S A B M 2 E e, A
e, HAGE R PRI A HEAUATL 1 PSR B (00 LRI A T RT3 L E R
Wity (WURIGE T S F A ML) o BONEZE, Kol i
2 H] FTP [ AR s A AL H A AU L

it RESNL 2 25 5 USR] IXSSREAUWUTIARAEIRIA i 2 e L i (1,
Py icsR RS E ) o P, RGP X R AL
SRR S B PRI
XEEBLE T H SRR URI D 28 15 L e 4% B N EBII4E 20 PRI
2% 2 AUBE IR A BAREIT (0N, HWEL 03, PNEREIERE D) .
FERIML 2 % 5 AlIE i AZ LS 75— AU LA T, m] i B 44
WACHS SRS 2 AR B AN RS TS . BT RE SR M
BT . @l FTP HRSS=r—HF, XU LA ped HARRE LRI
Hdlituo FRE, FARHAMRE A AREE AL 2 2 5 WOk Bdlitl.
DMZ REAUAL 6 22 8 BBy nT BEE B/ N T R A 2 1AM 55 DMZ,
XA REAUNL S INBINLE 2 FINTBILS 1 ARSI, 2RI HIAMBIIZ, 2 KSR
BT TR 55 FR1 THIRFEAE A mIP k) Web JIR 95 75 M A RNANES I e
fth Web 55, PNARIIZS T2 E B T i A mlih G e . skl RN 2
KeAEPRSS (Blgn, HIFgiz) .
FT R 2% S MR 1 RIPYASIL 2 AFIES, DR LTCAT (3 pt
R (ZBHLEOERC RS ), FTP AR5 A7 sl N SR AU LA A AT AT Bt U
MR IR NSRS . IEGRC E R RS B LS Aty ARG B /el — ESXi L LA =14
FEIALX I, ot A IO SR s Bl o .
O M FIZAPRSFISNERINS , ORI B SRS RS 5 A AL B SRR
AR e AT, IMIFERE ML Hh ot SE R S
P T AT AT SEH RS T ALECIR PR R B 54T A R LB 2 T S o U
AU S 53— B L IR € (/DA PSS, SO 6L STE BRI 2 S 3)
B XA R ) — B LAN,
B XA LR R] S G2 AU L
XUESEA BAR IR ARC E . WUR ARG D S NAFAE A HIE A s 42, Al 7E
vSphere Web Client &5 WS ASHAAT ), DAS A 75 AT REAZ AT 2R AR A
N T PAPRRIPUROBEIR, A P RO TR RN E T SR AR, Al {R T DoS #1 DDoS Hritiffi A,
o ARG R DMZ RIS ke T EEHEs A, Btk LA 2R RO, JFICE TR A7
AR IRAE AR BHRISAT A CIREAUASHL, I BSXi IR IMLERHE T —2E R 47,

Internet MR

140

Internet Y224 (IPsec) FHTHAfRIEH AR IP 115224, ESXi AL 54 A IPv6 1Y IPsec,

FEN L3 TPsec N, RIS st S €05 FH SO0 B0 b RTINS o 6 TP Jag ikt A TN i TR R U+
DT L AR G e 4 R e 4 I

LATIRHE RGN TN AR RITNIN, PIHRE LRI ERR . S B SR,

LA FMEIE RGBS B FEA TN TR, 24 SRS CORRIEAN FAR M3 B . A R i PSR 1 L X
(transport 5k, tunnel ) LK EAE 1245
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I HAT AR EXE

% 8 Z HifR vSphere KR E

ESXi AJffHn it de 2 Sm 6 PO A A e kR . AR E P QN 24538k, PAK VMkernel 1]

Internet #5522 BRI 2 4 kK o

LA F] esxcli vSphere CLI g sk HUA] il 24 B 41 3

B

& EmSEURTT N, BN esxcli network ip ipsec sa list,

ESXi ¥ \nos A ] 24 ki sk

&N IPsec & KB

PRI A IR AR E ST TP i R I 2 40
AL esxcli vSphere CLI a3l 40Xk

B

® AT TS esxcli network ip ipsec sa add Jfffi [l T3Pk 2Nk

i:p

—-sa-source= JFHH}

Witio FRENHBIE.

—-sa-destination= G#FHtI

A =S = e e RS

——sa-mode= #£z{

W HEER transport 5k tunnel,

--sa-spi= ELPHFF/

WiTge WELEBHERG] WRBPEFIIRNG EPU LRI B T0E
—ATISEREOTHA Ox BT BB 2 BB AR A s %
PEHPRGIME— A

——encryption-algorithm= W#FE*

Wdge LTS8z — e sk,
m  3des-cbc
B gesl28-cbc

B null CREERATAT IS )

——encryption-key= WEFZES

FERSE DA 00t $8E Y] ATLMEET] Ox g\ ASCI X
AN AR IR

——integrity-algorithm= S#LiF
&

WL FEESDEIFE D hmac-shal 5% hmac-sha2-256,

——integrity-key= S H# 2 iFFH

Wl TR SRS, 7T DAI Ox A4 N ASCIT SRSk bl
Bt

——sa-name=& &K

Wi o PRI IIRATR,

l: FREXBKEGS

T ITEBEEE, R s S BN TR o

esxcli network ip ipsec sa add
——sa-source 3ffe:501:ffff:0::a

——sa-destination 3ffe:501:ffff:0001:0000:0000:0000:0001

——sa-mode transport
——sa-spi 0x1000
——encryption-algorithm 3des-cbc
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142

——encryption-key 0x6970763672656164796c6f67613364657363626361757432
—-integrity-algorithm hmac-shal

——integrity-key 0x6970763672656164796c6167736861316757432
--sa-name sal

B IPsec Re LR

AL ] ESXCLI vSphere CLI #ir A F 24 Kk

ki
RS I 2 A P BT AAE G I o QR R BR IEAE SR 225K, MIRSER IR AR 2R I
i

& [ SEURTT Y, B2 esxcli network ip ipsec sa remove —-sa-name & XEELFR

5| H AT AR IPsec REFRE

HJ LA ] ESXCLI vSphere CLI 441 HH A] 22 4 56
T

& EMASEURRT N, BN esxcli network ip ipsec sp list,

TAURE BRI A 2 SRS 51 3

12 IPSec REEKHE

O 24 SIS T DA E B 68 AR e 2 B i 2 R SR B UE AN s 248 FTLAGE ] ESXCLI vSphere CLI iy
AU A

BIR S

E B2 A S 2 1T
2SS N 798

B2

® M ATERTT THIAM A esxcli network ip ipsec sp add F-fii | T3 — k2T

‘
=l
5
S
=
=

“USIN TPsec LIk FRfTid, BRI AHR. BB uE AN 2401

PRI iR
--sp-source= JFHH Wi o FRETR 1P HOHEANATZE K
—-sp-destination= GAr#4f WiF7e HEE BFRHHERIRTEE K
——source-port= 0 W o FRRETRG o PR 5 A ALE T 0 F1 65535 Z [HI— 47,
—-destination-port= #J Wise FEEBPRRI . I 0S5 BAUENT 0 M1 65535 Z [FI— 407,
--upper-layer-protocol= F# BEHIA N 28z —fae 12l
m tcp
m  udp
m  icmp6
IS
——flow-direction= %5/ fiH] in 3% out FREH I PR T 17l
——action= #EfE BRPA T 28 — e s 8 G EE 2800 i R BRI E

®  none: ARIUTATEAE,

B discard: A~RavrfdEitt.

B ipsec: AP SBIUER NS (S BRAE B Ak B
ZEATIIE,
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bt HiR

——sp-mode= £z( R tunnel Bk transport,

—-sa-name= ZLXBEEH Wi o BRI R P 2 K AR
—-sp-name= & WG RN LR RIR AR

Bl MRERBHS
TR, R R A AN T

esxcli network ip ipsec add
——sp-source=2001:db8:1::/64
——sp-destination=2002:db8:1::/64
——source-port=23
——destination-port=25
——upper-layer-protocol=tcp
——flow-direction=out
——action=ipsec
—-sp-mode=transport
—-sa-name=sal
——sp—name=spl

B IPsec Z2HME

AL ] ESXCLI vSphere CLI i F215: ESXi FALHI 4 425l

Ik s
SR A 2 A SR Y T AAE G I o R R BR IEAE S A & 5, U RESER B R SR U
2

& S EURET N, MiAf4 esxcli network ip ipsec sp remove —-sa-name ZAEBEEH.

HRRFTA 240N, A4 esxcli network ip ipsec sp remove —--remove-all,

Wk SNMP EEEIEH
WERARIEHAECE SNMP, N5 B RE SR B R L SRR R U R TS Bt 9t
WITEE S ESXi EAL EECE SNMP, AILAf# ] vCLI, PowerCLI 5k vSphere Web Services SDK #4711
B
1 J&{T esxcli system snmp get ffiE YT/ /] SNMP.,
2 WREBINARGHTTE SNMP, 151a{T esxcli system snmp set —-enable true fy PR e IEXEIS] To

3 RERGAET] SNMP, 52 0L FEFHEGEHIRYY T i SNMP 3 25515 Ho
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vSphere M4 EELZ MR EME

THE LS 2 A i AT B TR vSphere #EFIISEHREME

ERMEEERTEEW
BIE IR ST 2 2 T SOR RS 22 58 —30 o SRIE PTDARERIRR XIS, 90 an i IR A Sk ok i ]
IPsec TPRIAZS 224

B RO EMEN, iR EE A U LILE T Portfast. T VMware JEISSHN A SR STP, 4%
B ESXi FAUPEAZHA L | 1 AT Portfast AEFGu I AZ HAT UL N IR ER . QSRACIE 1
Portfast, WATREHBLIERERERL L

B RO RS ALY Netflow Jii {0k 126 E AU SRS IP #ilk. Netflow SHAINES, FILAUEH
FRERIRZR IS B ZE Bt ngt “rE A" RIhBGEIBTER 8. QiRFEE Netflow SH, 1GRAT
A Netflow HFr IP il 1E.

B RO P AT LAGE TR T AR e i1 2 DA AU S5 B2 o AN, ANV BE U RE T 1]
LR AIAUE B 1o 1 2 P48 B B3 T AU MDA R FL o 1A, (EASRE DS TR EAUAT Lo PRI ] mT e
PR B B RIS, FFom PG TIN5 53 B AR MR 2 B2 e o

B ORACKRR AL E AL VLAN (O, PR UE H VLAN 175 ANL VLAN, AFL VLAN 1y
WERZARICHN 1o ESXi AN VLAN, 7Eim T4 82 7 VLAN WA FRC, e D 4rh A e e
VLAN FOmiZEaFRC M T RESSECRBR, EARRCH 1 RERHURA S B T YRR IR AR
HL VLAN.

40, Cisco P LA VLAN 1 _FRWIAARRC, K24 VLAN 12 Z st/ - FIAAL VLAN, {H
72, ESXi Tl e VLAN 1 [OMIShric h 1o ik, ESXi EHL L LEANL VLAN [ B IR
L, Fekrich 1, MiAERAPRC PEIRSHL Lok A AL VLAN IR EATT I, Fesamsic.
AN BSXd FEAASHH i VAl FIAHL VLAN ID, T MiZais 11 & HR O R DAL o4 T2z L 1 oA
VLAN AAIIL, O Z A AN A AR L R o

B ORACKE S O A R S LT 1 VLAN 8. #EE b LTS T 5248 VLAN ID DAREPYEBff
I, 25 E R B X SR . 5140, Cisco Catalyst 2 H/LE <7 VLAN 1001 - 1024
14094, {EHITHEAN VLAN FIRES G002, T HIIARLE AR 55 )L

R AL E 0 VLAN 4095 CRAERE PR (VGT) INERSN ) o i 415 E ) VLAN 4095
2B VGT B, FEBEN, RIS HA L 22K T AT P2 i s6 25 AL, A28 VLAN brid, Hl
R, ek BTN AP,

R AR AL A D RACE R BB, DA S B RAL T A HIRAS . WA 1%
R MR RS F S R AR ek e . FESE S AR IME— e, (H A T
o WERAKPRIA TS, WA R UR A RARI 0 A 2R AR LN, ATl P L BB
DIARZ AL, kAT A atE A A s RIAUR i o

B iR A SRS it L B G L 1R AN R [ 51 VLAN ., vSphere Distributed Switch
AR S — D B S —im 1, DUSEEAR iR & nl IR E IOt o I BHE R E 2Rl
A e ORI IS ULk . B Gt A iR BE b i 8dl, arEmiix, wJag
SATHIE MOX BRI L4 . QURTTEM TG B hae, EIIAITA 1 Bi% HFR VLAN S UM EAT
B ID #IEHIC IR
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% 8 Z HifR vSphere MK RE

tRiCMg Al
PRSI FTAEAR R, ATBY T Wi R R R R S,
RARDL T AR

B AR L AARCE TR A ARAE . IXEEhRRE Al LAY L 2 DRERATT, A B AR P 28 FA B2 A o
PR I DD AR o

{44 vSphere Distributed Switch B A IARAIIMZFRS:, WHERSSHAUTIHHEE IP T-W kR AT
VERAZ MU IDRERGATT, SR BEAS B T SR —AE . BN, B DLl Ubric s, PASE
ARIHAZ A LT PRI o JCHE S Bb s R A A LIRSS

idFF#Z vSphere VLAN IFiE

TR AT VLAN FRESDLEE S il 8, 529890 5 VLAN FRESHEM{F VLAN ID {0 R o 7RIS AT B T

MOEEHER , HAE S R IAE 2 e E

PiZ

1 WRE 5L R vSwitch F1 VLANS ID

IR FEAUAZ BN ] VLAN FRid, T ID 2005 5N AT IR VLAN e AL 1 1D AR
WERASE YR VLANID, WSS RE I ID FIRE e VR R BN LRI L IRt . [0, 412R VLAN
ID sk, e B R R BRI AR AT L TR i & m] e RELLE

2 wRC e BICRATA A ARG 14H (dvPortgroup 5X1)) ) VLAN ID

QiREAE dvPortgroup i VLAN Fric, W ID AA1U5IMNBARE] VLAN 19 FiEAsHl B D AR
N o WERASEAIREE VLAN ID, M5 FIR ID FTRE S v Iy R L IR e A, i
VLAN ID #Roki s, N7EA SR il B R AT L2 T 3 B PT e B

3 AR SRR A A % ] VLAN ID

SATRFEASHANGE T VLAN (PVLAN) 758592 VLAN ID A48 VLAN ID, %26 ID JAZI S9N AT i
5 PVLAN [/ FHEac #AL_E R ID AN . dnsRokse 4 iEE VLAN ID, MR R ID AR e stied))
FEHLUATRE L IR . [FIRE, 405R PVLAN ID fHiekihac, MIFER 3B iy R L2 1]
I ] BRI .

4 BSUF VLAN ke FOE R 5138 2 rhakpb BB s e ik 1

FERS RSN R S VLAN Hhéboms I, 20 b A T S 1L IEAAAC R AU S A LRI A2 e Lo 4
FORIEHI AL, A VLAN 802.1q ARk Mtk gl & B A Z X Lot ) 22 464

RATENMEREHE

SR TE A Do 45 i 9 ek ] X8 #5195 vSphere BRIIIMISS 224tk

REEEMLE

i vSphere #FRRIZS AT LATE AR T 111 vSphere #7FR A . 7ERF R Fisf TIOIRS S ibsch EH A VIS
PAFRGRIVIEAL TR B PTAE M RIOS A U TPAR T 1f o QSR BGh B3RS TN BRI 25 ) 1 TR
PR, e it N A R AL 45 55t

W% ESXi MLk 1B TR L R L 2 AR T RS, AR B E i Vs IRl TCie
PRy BRI AT EERA 2%, A5 HE RIEC A IREE U IRl I 25 DA B ESXi AR vCenter Server R4t
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¥ vSphere & g 1 20 2 T8 ] vSwitch FI% H VLAN Hi, HEE vSphere #8411 VLAN A H T4
FEAUBL, BERTLAS AR CRRRIAL) itttz vSwitch, AAIANKIZS BEAEK B LA 4, (H AR 4 b A7 AR A 3
ORISR (4140, 55 vSphere Replication —& I ) , MIATLARK 212 004% . JCHLEGERRE, #ifr
ARG LR P AU LA K o 2 P4

PR VA R 5 i — TR A B RE R T ] o

O TRRBURIEREY, IR E A G s T AT TR SR . B, SOREEE G VPN &
PRI, HA SRV AR B B s R 25

m BT SR
REFERE

TRPRESEE T IP IAF I R, 25T IP (478 (045 iSCSI M NFS, FEAUALAT AE 55T IP (47t k2 4l
ALAFH AN VLAN I BC B T RS AL AU R U LT P AR T TP IOl it

FT 1P FOAEAEE A NS, AT DA RN IR ) AR O T2 G . TR LA G 3T 1P
AR, R E T LT IP A e i 5 At o Rk . 785 VMKkernel 55 EE 223 BR
K1) VLAN sk 2B B 3T IP O iEERcy, ARSI LA P S & ZmE .

R vMotion i E

vMotion 1T (5 B LAASCAIE ki, nl AT NI A BIR AR M AR A rl &5 M5 B Bt 2 m]
RES 4 vMotion i BRIUEIIMIIN AP N A o Bl 23 vl REZAI MITM Mot AEIE RS HIIRME 2 XN A

AE RIS % VMotion ik 5 P R WT R . SRS IO B T, EDUORS 3 206 s
RUHC PRI, DABT SN IS5 T 51

VMotion ¥ [N A7 T8 H vSwitch F)% H VLAN HH, HEE VMotion #im 14HY VLAN KT A=A,
WEATLAS A (WL ) RIS vSwitch,

{XEFEE/R 77 vSphere Network Appliance API i {& F g8 35 #541

QAR EA A Hli2 H] vSphere Network Appliance API (DvFilter) K7™, 120K EATUEC B 0 i) READATL& 158 P12
{5 B WA vSphere Network Appliance APTAL TR IR, MIBGH# R ZuCR R N LR BT b #e . it
R RS ERAON FAL  HAB RS 1 U5 1]

WS IEAEE i L APL =0, SIS S 2 EECE TV 1ES W (AL FIE5E vSphere fEATT 55,
vService FIESX {CHE ) A5 DvFilter FIER5Y o QRN E LR AP, 1540
Net.DVFilterBindIpAddress Z3ME 518 1] API (7~ ARV

TR

1 %% vSphere Web Client,

2 BRBEENL, KA REELE.

3 fE ARG T, hBFERRGKE.

4

[F] FIXB) % Net.DVFilterBindIpAddress, JFUGiFiZSEUNERET A2 .

SR BB RS . (E “Tikas” FBOPEEN ovFilter DU RIS AL

5 AR
m  LURRAET DFilter i, IR A
m  RAT DvFilter BT, RS HINI S M) DyFilter (07 (IR
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W R % vSphere HH&MFEM %

— e et (ARSI NTP ) 52 £ 4 vSphere Z17F, {EACE IR, 15745 FBIX S,
THEAESE 31 UL, 5535 Bk ESXi HlLa” MEE 95 I, 55 % “HRIELWIZE” THAHDUER.
ARFEPHE TA R

B 55147 01, “[F2P vSphere Mgt f: FRIRT BT

5150 UL, CfrfEL et AL

B 55152 01, C“HRubE A CANERE UL R IR SR

B 152 00, “N ESXi Shell #1 vSphere Web Client 4 &I}

B4 vSphere M4 E#E_FRIBTH

JUE vSphere W45 AT AR BIUE R HEFE . AR vSphere ML HITHRAL ERYRFBINFLE, AT RETC
TEAE S TS RT3 HRE I RO SSL ks R A28

RIFPEHIN ] G2 TR DI UE S, MW fiZe e J kil vCenter Server Appliance vpxd k35 Ci5)R 50,

51117 vCenter Server HYE{1] Windows AT 5 MIZH 1Y (Network Time Protocol, NTP) ik 55+#5/5]
o 155 WANHE X http://kb.vmware.com/kb/1318

T ESXi I8l S NTP JIR&AS[F, 40T DU ] VMware Host Client. 4754wt ESXi =ML AIfAC 2 015
B, W& (vSphere # 5 THIEFE) o

® il ESXi IS LI TR 55 Rl 25 26 147 1L,
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