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vCenter Server Appliance, 52 W (vCenter Server Appliance Fi'£7 ) SR,

2

1 DA administrator@vsphere.local B 147 vCenter Single Sign-On £ SRR HAth FH 0 S5 5% 2
vSphere Web Client,

HA vCenter Single Sign-On & ¥ VR ] A2 T vsphere.local Julffy B G124 H
2 JMYF%HE > Single Sign-On > i,
3 {EARRIRLEI R b, REERIRRIRE R
4 EPHRRIROA, SRERAPRIRIOR

JETR #iR
Active Directory (2££5t Windows & X} T-44/L Active Directory S, 15 AN, nigefii e, Nz
RIGHIE) 1T vCenter Single Sign-On JIR AT A LLAITE Active Directory 31

1H2 026 26 TT,  “Active Directory brifilik " .

Active Directory {E4 LDAP PR&% &% T AT T fE st . XTI E s hles A G B 152U 27
U1, “Active Directory LDAP Server 1 OpenLDAP Server #riHJiix% " o

OpenLDAP X1 OpenLDAP #riHif, wfliltikemi, 152 WA 27 1T,  “Active
Directory LDAP Server 1 OpenLDAP Server bri-lJiix " .
LocalOS 8 P00 T AR AR A R G AR IR . RGO\ R S N AR A

RGMAIR. AR, WA AL AT 4R vCenter
Single Sign-On 1| W,  FIEX 4] oo T HoAud e gt .

EE AP OBESEE N, Active Directory JskHi i S UE LA K AR I 20K 8, TH Ak
AT R OU PR BETE AR, JF HLAAREE T PR RN, 102 S SRR IIBRIA Active
Directory 3§/id 2. VMware H U HRRIR S o

5  QRFECE Active Directory fF28 LDAP IR%5%58k OpenLDAP Arilii, MR DAHI R 15 AT LAES:

SIFRIRIA,
6 HLEE.
F—%

BRIRIRIRS , e R Bl AT S, (EUAFAGERS (2. HAT vCenter Server BEBARAFALT I/
AN P s — 2 P o B AL, AEARA IRE S 557 vCenter Server JF & A MIERIN S . 155 W, (vSphere
2t ) SR,

Active Directory fRiRIRIZE

ARk PE “Active Directory (2525 Windows SH3561E)” FrisJa2am, MImT DA AL AUk P 724 SPN
(RS FAREFR) BiZ i E—1 SPN. U 7E vCenter Single Sign-On IR 3 I\ Active Directory s,
A he i ks,

HEE Active Directory ( LEEA Windows S55IE ) 4244 11] Active Directory JsbRIFHLH 5. 2HHTH] Active
Directory #RH-F-4ic E LE B Windows 3G UEFRIATE, 152 W VMware HITHZSCE 2070433,
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% 2 %= (& vCenter Single Sign-On #4T vSphere S} 3&iE

PR FTH U S ] IR B . A R A B H A 44124 T vCenter Single Sign-On A T3, b
T —1 SPN.

HE 7 vSphere 5.5 l1, HIffi}F SPN, vCenter Single Sign-On /52 i HI 154K . 155 W VMware Al
SRS 2087978

£ 2-5 FMIRRIFEIEE

B ik

b 1Y) FDQN, 1 Z{EIt 7 Berde it 1P il

R AL BEBE T PR A LU S FE SPN . B TR,
MNAFR B o AR By AR, Btk
s

IR %S F k& Fxk (SPN) AR AT iy Z AT L, ISR, DR
SPN. AEIm bR IRIE T SRS IR H P LA MAZ H i
o

RS E R LR (SPN) H BT Kerberos 11 Active Directory JIR55/1) SPN., i57E %4

PRHE S, 19141 STS/example.com,
VI RERRENEAT setspn =S DARINEAE . A%
setspn 5 E., 15 Microsoft (Y,
SPN {Eirh AdiME—, 11T setspn =S A A L ARG
(=Rl
P F &Pk (UPN) ARAEIE T AR IR IR A T SR SR T P I R BRI
RS, 514 jchin@mydomain.com. FIPAIT Active
Directory H%5 P4l &% (ADSI Edit) 3630 F /7 0k 4485k,
A - RN IR T S S UE R RS, i PR
PRI E R E s, fan

jdoe@example.com,

Active Directory LDAP Server 1 OpenLDAP Server #riZiFig&E

E25 LDAP Server AU Active Directory W - Mla A, SRR DENIIKE, 1] Active
Directory ( LV 52/% Windows S35 ) #:15. OpenLDAP Server it HI T 1] OpenLDAP [1FR5%

fit ¥ OpenLDAP FRiHJEI, 152 W VMware HIIHFE X 2064977, DA T fHAB SR

& 2-6 LDAP Server Active Directory #1 OpenLDAP i% &

FE iR

“R FRIFIRI 2R

H P34 DN FHPEACE A&

W4 14/ FDQN, 41, example.com, iZ7EI 7 ReALfk IP
ko

e R4 - Active Directory brifilit, Z44 Wi NetBIOS £,

QSR EAH ] SSPT SR 4GUE, M Active Directory 3
NetBIOS & HRA MIAFRIHIRI B £ o

T OpenLDAP Arifli, WIERAEER L, WESTRINKST
BHE# .

M4 DN EIlINE Y NI
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28

% 2-6 LDAP Server Active Directory 1 OpenLDAP & & (4%)

T

it

LRkg5+s URL

I A3 I LDAP %75

118 ] 1dap://hostname:port &k ldaps://hostname:port %
o I mE o 389, HT Idap: %8z, ifi 636 Hi T 1daps:
%o MT Active Directory 3k hilasiis, i1l
3268 J1I T 1dap: 145, ifi 3269 J1I T 1daps: ¥E4%.

712 LDAP URL &4l LDAP URL H1{#i)1] Idaps:// I,
HAME154 Active Directory /I 5551 LDAPS S 5 407 15
1T

ik %55 URL

T D i B 55 LDAP R 35as ittt

PRI

U LDAPS 55 Active Directory LDAP IR 57§k
OpenLDAP JRS#bri il 1], 4E URL FEHEEN
ldaps:// J5, “WEEEER” $HAAN A, ANTHEEHE)
URL,

WH R ID, ZA R A4 A DN L B A A
PR .

i

R HRER T,

4748 vCenter Single Sign-On #RiRiE
vSphere HITEFRATRHIE X o #5AILAZR% 5 vCenter Single Sign-On AR RIRIIEAN (S B o

B

1 DA administrator@vsphere.local B #fl45 vCenter Single Sign-On 5 H SRR At FH 10 S 2 1% 2

vSphere Web Client,

HLA7 vCenter Single Sign-On # B} BURAT ] AL T vsphere.local Ity 81 5141
2 JYEEEEE > Single Sign-On > AL &

3 RlFRRIRILED .

4 AERPEEERRRIR, SRR PR R
5  GEARIRIRRE . T IR T AR R 2

b HiR
Active Directory (2£R; Windows & I T4/l Active Directory 52, 14 MM, i gfii FlEm, iz
{RIIE) 1T vCenter Single Sign-On IR 511 THH ML Active Directory J5H

W2 WA 26 11, “Active Directory FrifiiikE" .

Active Directory {24 LDAP R &%

eI I PR AT . X SR IR R M AR B 152 W AR 27
TI, “Active Directory LDAP Server il OpenLDAP Server FrilJI " o

OpenLDAP

AT OpenLDAP b, iR, 5508627 71, “Active Directory
LDAP Server 11 OpenLDAP Server btk .

LocalOS

S AR AR E R A AE PRI . RGO R A AA A
AR ARG FRt et WEE AL BRI A #ERXT vCenter
Single Sign-On A W, RIS moA i T HoAus due gt

6 A RREERUANIOR 1] DO Z AR

7 LR
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% 2 = (& vCenter Single Sign-On #4T vSphere S} 1&iE

HiE& vCenter Single Sign-On fRi%iE
vSphere H P EFRRIRAE X o FTMGENOARRIRS R REER PRI IR
B

1

A administrator@vsphere.local Bi#flf5 vCenter Single Sign-On ¥ GURFRLII A F] - 1 S B )
vSphere Web Client,

HA vCenter Single Sign-On 7 H GURFAN ]2 T vsphere.local Sty B G120
WK EEHE > Single Sign-On > AUE .

AFRRIEES R b, e R, AR5 R RRAT IR b

R, ERER,

vCenter Single Sign-On {& Windows £1E 53 181E

R AE vCenter Single Sign-On F{# ] Windows 21 S50 UL (SSPT) . 12 2 A B R AE & R T L,

Jé\/)ﬁ TR P R AR

11 SSPI RIA Y1 & 8 R v HSRAT U I P bR Sk

BIR&H

WIFIA S Windows 15, 1HZ 0 VMware 1M ZESCEE 2064250,

B

1
2

3

VMware, Inc.

SHiii%] vSphere Web Client %3¢ F [fil .

Ui P Windows 2156 S yBSUE & bHEA T HY, 3 Fpl Ay T8 SR DU RS T 3 o SR i o
IR AR A tHUE A RS To R AT CIBLE R REL 2, e R Bty “Fl” izl Al
IR AR GHR RSV RS , BT

R, MRIERBE T AR GRS TR AR, AT RIS VR AR T A S iE e
J pﬁﬁxluo

B HARE TR Sl SRS o
T EEhE, TR Windows S B RnIE S ot .
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30

vCenter Single Sign-On F¢ ¥4 i i X} vCenter Single Sign-On CLANFRIRIEH I I 2 FIBAY, ol fifi
H Active Directory #RIRIRA Windows 231 SR UERIEAT G396k, M vSphere 6.0 Update 2 T4, i£7]
PLER AR~ (3T UPN [ U5~k CAC) skt fili ] RSA SecurlD A fkdbA T SHREEIE

WNERSHRIES &

O BRI Al 6 7 OB 2R S IR uE 5 7 o

EAEF (CAC) B4  CAC S ub e vFR B R INE M I BRI v B USB X Bheit ]

iE P TUIIR. ARESE T PKL, YRR RUE RO FH CA MIUE FME—%& FiiiE
15, WSO PR aERE . g — e, KRG Rghe bl
PIN, HAEREAGYEER DA SUEBVERC PIN A REE%

RSA SecurlD S58iE T RSA SecurelD S43560E, #EHIPRETAT G IEMEL Y RSA
Authentication Manager. 415 Platform Services Controller ELfC 't 48[ RSA
MR&%%, JEHAART S RSA SecurlD S35k, W= mf DA I 440
SRR TR

R vCenter Single Sign-On {{SZF5 AN SecurID, B4 RADIUS G755
128

B AFRNIA B R IRIE T 75

BHE DI DA Platform Services Controller Web 1], Bl id # 1] sso-config BIAX ( Windows |ff) sso-
config.bat Fli&%s 1] sso-config.sh) KHITHE .

B TR R ST, @il sso-config JACK I Web HIbi#s, XA A
Platform Services Controller Web #fiigk 11 {## H sso-config 1T vCenter Single Sign-On ¥ . %
FEAHRE M CAC SHRGIE . A B A SRS LS8 B SRl

B X T RSA SecurelD, f{ifi/f] sso-config A AL RSA Authentication Manager, J)ii/1l RSA 4Lty
s uE, GERE A, SIEUETT 2% B R fE Platform Services Controller Web S, {H2 M Web
SHIFIRL RSA SecurelD H it

SHEEAFRNSNREIES Z

FIVARET sso-config 43 I HIE S IR SIS s 5. B, LA MEGE I RE R AR AENTEOR A 2 Sy
WUETy Tk 2 — W AL P AT S Ba bRl TR RS, SRR ASCR— > S et 3 B R RS

2 vCenter Single Sign-On B & &t 5411

AT LLE RG24 1 P A vSphere Web Client 4% %] vCenter Server bk JCHf)

Platform Services Controller i F5 38 G B35

EFESNEIEER

e RA N E O R I/NER . 2 BN AR A i @@ o5 i (CAC) 2 251
fiE

=]
R RRIEEH AR L EVEREIE 2 TEM. WV M- RAEREA TSRS AR R R IRIER A Sl i PR
P U IR R RE R R IX SR P ROEA R A
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i vCenter Single Sign-On it B RE K RIS U, K2 &5 E] vCenter Server uf, Platform Services Controller
R PaE N FRe R PIN (A AT SRR, 4 Mk

1 /e ERE RN RE R INES, vCenter Single Sign-On #2H(F_EE45 .
2 vCenter Single Sign-On #i& 1] ek 45, SREHL R P ZuE 4511 PIN.

3 vCenter Single Sign-On f A& HE R _LIUE B2 A T RILA K PIN GBS 1B, QIARATIT 807, N vCenter
Single Sign-On A2 UE T2 LT A

4 REB ORI EAZTBHuEts, WHms S H%uE, K5 T AP TZ I PR TRIESS .

AR KRZBUENT, FENRR IR GREE P 2 A0S S 36 UEe T 5 IR AR 2 . MRGERs, 5
PR SRS U A TR R S5t 2 )5, vSphere Client (WSS VFRRE R E 3. RN THRALAA root
AR A B LA FH P T DA T 85 3 Platform Services Controller K H#7 i I P 424 FHa5 il

NS TEEEEFIHRIE

FTLARE sso-config Sk T My &ATHF RS G- A %0IIE,

F PSS 44T o il 1] Platform Services Controller Web FUHRAC #24 HE R S 5ELE

B A AFTCE Tomeat 34§45/ Platform Services Controller T 7 f35) Tomcat JR55, @ILA F LB 5.

m  {i[f] sso-config 75k Platform Services Controller T TATAA AR E . SCH S5 gaF 2SR R 4 A
TBC A 7E VMware Directory Service H1, HYE vCenter Single Sign-On 38 HHfTH
Platform Services Controller 5441 [1] &

AR vSphere Web Client E5 ANEE, I H AR A FE S EIEC OS], W root T sl PE 53T
Jl DLl aTLA T A4 M Platform Services Controller iy 24T H#{ 1 H H P LRSS S 3360, 2ol H T
Windows; X7 Linux, ii{#H sso-config.sh,

sso-config.bat -set_authn_policy -pwdAuthn true

Eifi= s

B BUEARIAEE A 8 H] Platform Services Controller Wi/ 6.0 Update 2 B3 EhRAS, PAMGEER#H]
vCenter Server WA 6.0 BRR A, HERAS 5.5 17 S THEEIRA 6.0,

B TR R A AL A PIERAU (PKT), DAMIEB RS LA N ER
B PR (UPN) T HE 2 AR (SAN) 97 R 2 HH Active Directory i)/,

B ORITEUEERY R RIS B WAV L TROh R E ) um SR, A I AR A
BoRZuE .
® G Platform Services Controller Web S HIE-F & 13 52 & H P TAERET; S0, WREEsAS2 010
oAt
®m il Active Directory FriliR, FHEHEAENARRIEZNINE] vCenter Single Sign-On.,
] h vCenter Server I U L4 Active Directory ARiRJEHI— B2 SRIEHBEE H - ml DAtk

TR EUE, PO Active Directory 211, JfHF A vCenter Server £ 8 GUFFAL,
administrator@vsphere.local MPICHEPITRIRE R S5k

U (1 S AN NN iﬁrh@ﬁfﬂ Platform Services Controller HA 7 %€, 1HTER B HE R ST UEZ BI5ek
A H HA B . 75200 VMware HIHE & 2113085 (Windows) my 2113315 (
vCenter Server Appliance).
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L
T FRBGEH A BB sso-config SRR FF AT DU Sk

R iR

Windows 555 5 Platform Services Controller Windows %%, Ffi [f] WinSCP uk s
RAIR S TRy S

Appliance a PR SSH B R A1 I H G .

b AR shell, 41 R,

shell.set —-enabled True
shell
chsh -s "/bin/bash" root
csh —s "/bin/appliancesh” root
¢ i WinSCP sk A5 R - BT AR E R (R iE 5 2 1 21

Platform Services Controller,
d  EPFEERE IS shell, 40 NATR.

chsh -s "bin/appliancesh" root

2 {£fA Platform Services Controller 75 i b, 11141} sso—config CLI 7& Tomcat Web A 555 il 2 e
KIS RE .

a %% sso-config BIAFTAENI H %,

JELT HiR

Windows C:\Program Files\VMware\VCenter server\VMware Identity
Services

Appliance /opt/vmware/bin

b BT A4
sso—-config. [bat|sh] -set_tc_cert_authn -switch true -cacerts
[FirstTrustedCA.cer,SecondTrustedCA.cer,...] -t tenant

Bilan
sso-config.bat -set_tc_cert_authn —switch true -cacerts Root64.cer -t vsphere.local
c  EHEsEMEYER AL, B B E TS E) Tomeat k% (vmware-stsd).

service-control —--stop vmware-stsd
service-control —--start vmware-stsd

3 3l VMware Directory Service (vmdir) & I HER SBI0IE, HEiTA T iré .

sso—-config. [bat|sh] -set_authn_policy —certAuthn true -cacerts [FirstTrustedCA.cer
SecondTrustedCA.cer,...] -t tenant

Bilan:
sso—-config. [bat|sh] -set_authn_policy —certAuthn true -cacerts Root64.cer -t vsphere.local
4 BT HA S RIE vk, s TV e, bl MoRBlfs

sso-config.sh —set_authn_policy -pwdAuthn false -t vsphere.local
sso-config.sh —set_authn_policy -winAuthn false -t vsphere.local
sso-config.sh —set_authn_policy -securIDAuthn false -t vsphere.local

5 (Algk) ZEAHEBRNIE SRS, s bl Mdo

sso—config.[bat|sh] -set_authn_policy -certPolicies policies
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B

sso-config.bat -set_authn_policy -certPolicies 1.3.5.6.7.9, 1.2.4.6.8.10
vCenter Single Sign-On JUEAT UL IUEAS 2 17 B R E IUEAS s 2 —
6 (Agk) WL EfTPA My B R

sso—-config. [bat|sh] -get_authn_policy -t tenantName

M Platform Services Controller Web R SR8t £ 55 I1F

A[PAM Platform Services Controller Web SIS FIAIZEHIENGE | S seul . B e SOBSRARIR LA NS S T A R I
AP A Tk 18 1 8] Platform Services Controller Web Fifi Kl & FHE K B3 %ilT .

B AT E Tomcat JA[4E Platform Services Controller H#7 /15 Tomcat JIR55, 41bL MR,

m  f#i[f] sso-config AL Platform Services Controller SIS THTTHLMBEL ¥ oS24 ST 28RN A& T
IIRC B A% 7E VMware Directory Service H1, H7E vCenter Single Sign-On $8{Hi /(I fTH
Platform Services Controller S5 [a] & il .

AR M vSphere Web Client 53 ANAEM, I HAUR M A0 S FuE T O], T root HIFEET BE 51 ]
Fraf Pl TP Ry M Platform Services Controller 124 THHTT H 7 A S5 560F . 2Bl T
Windows; X Linux, 1#fliJH sso-config.sh,

sso-config.bat —-set_authn_policy —-pwdAuthn true

BIR S

B GUEATIAE R & 8 H] Platform Services Controller Wi 6.0 Update 2 B3 A, PAMGEE#H]
vCenter Server i/ 6.0 5 B AR . RERRAR 5.5 15 i+ IRl 6.0,

B BRI R IR E A A AL REEER (PKT), PANAEAS 2 e Pl N EK .,
B ERAR (UPNY ST 45 240k (SAN) #4111 Active Directory T f.
B IR N HRR NS Bk CIEsmA SR LT R R & i S e IE, 75 N AN

TN AT
®  I5iF Platform Services Controller Web FHIIE 2 1352 i 21 TAFERSEME; I, JbEes A2l S0y
Yk,
B il Active Directory FRiHJR, HHIAENFRIFIREINZE] vCenter Single Sign-On.,
® O vCenter Server FH! B (4Bl 4y Active Directory FRiRJEHI—ANERZ AN SRFFHRLE A m] DAE

ATSYIE, BN HE Active Directory QEEP It 1A% vCenter Server # mﬁfiﬂlﬂo
admmlstrator@vsphere local 1P CiEB TR RE-R SR IE o

B RS RI AT # A Platform Services Controller HA filtd /5 5, 157 S B R RE K S50 UL 2 AT 52K
AT HA Bl 152 W VMware HIHJZE 3 2113085 (Windows) Bk 2113315 (
vCenter Server Appliance),

LR
1 FRBGEBI AR AT LA Platform Services Controller U571 E 11,
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4 Platform Services Controller 7 & I, a3 {diff] sso-config CLI £ Tomcat Web A 55#%HC 1 £ fE
{%{ 'L\L-L‘EE_LXEO

a %] sso-config HIAFTTEN H R,

I 737

Windows C:\Program Files\VMware\VCenter server\VMware Identity
Services

Appliance /opt/vmware/bin

b =T M4
sso—config. [bat|sh] -set_tc_cert_authn -switch true -cacerts
[FirstTrustedCA.cer,SecondTrustedCA.cer,...] -t tenant

4
sso-config.bat -set_tc_cert_authn —switch true -cacerts Root64.cer -t vsphere.local

c TR BIEMEER RN, s TET R ) Tomeat /IR S5 (vimware-stsd).

service-control --stop vmware-stsd
service-control —--start vmware-stsd

£ Web BT, fEEPA I URL #£4%%] Platform Services Controller:
https://psc_hostname_or_IP/psc

FERN G, Platform Services Controller F4/1#45k IP ik 55 vCenter Server 41445k IP HihlAHIH] .
>y administrator@vsphere.local i, vCenter Single Sign-On 7 5341 HoAt i 5735 T 7 22 35
DAE 2 fe TORFIER, 5V administrator@mydomain S E

M%) Single Sign-On > it E .

L ERE R, RIS CA MEB I k.

LRI A G, TR INES, SRR e — e, AR RERE

BRE BRI UERIG , 1T SRR E L 4R, SRS P O S B S I UE T

JoE ML Web 5 R HHERZE ] RSA SecurID S5561E, Hig, WEREMArS47)EH RSA SecurlD, IRAS
B WoRAEZ Web S

1§ B E TS0 IIER B REE
AILLEE SGEB R, HErPIEE vCenter Single Sign-On &5 4547 ¢ 2L B I RO B H .

1H 13 i ] Platform Services Controller Web H ek # 113 fi ] sso-config AN, TILABENATHN. Bk
HR T CA FFsZ BRI &

34
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WERE R, WS BCEIET PRI %

{X oCsP QR EUE CA F5F OCSP M2, M= ] OCSP J-245 Ffifi 7] CRL F4 T
P,

{% CRL GFEUE CA R 3FF OCSP, NF A CRL ##IFE5 ] OCSP #75 o

OCSP 7 CRL WS UE CA TR 3¢ HF OCSP i 4 #1 CRL, I vCenter Single Sign-On

B kA OCSP Wi 2 dnbfma i iR AR AR E AT ], 1 vCenter
Single Sign-On K4 CRL. XTI 4L, uilH A A OCSP #: 21 CRL
¥, 5 H CRL 7Ek OCSP Rkt .

WORT B Mm e, WS PEE L MR E

OCSP URL ZRIANSOL N, vCenter Single Sign-On ##5 (E g Ja UEIUE A5 H & X 1) OCSP
WD R T o GNSRIE R HiR DEAUE Bl e, sl an R B e (4
an, Pohee s e 1), MR LR s E— M

fERIEB T CRL ERINEHL T, vCenter Single Sign-On A8 & /-G UFIUE B HUE X CRL (1)
fE . UEBHED CRL 4 & 5 el B BRI, AR I g .
CRL & QRS I FHIER TR CRL H HE e CRL Frfefi & (X ffsk HTTP

URL) , MEEHIEME.

AR, AR R AIE S R kBRI vCenter Single Sign-On #232fUES o
BIR &M

WA 7S (1] Platform Services Controller fRAS 6.0 Update 2 B B b A, DAK 27 i 1]
vCenter Server WAS 6.0 Bk F A, B 5.5 15 T H R B 6.0,

TR PR R IR T A lh AP IREAIZER (PKT), DAKGEB R SR 20K
B ERATR (UPN) MR Tl 25 PR (SAN) B 4 HIT Active Directory )
B PRI NIRRT Bl BERAER L FRP RS & Pum SRR, U AR A
J.LTI?’(LT,:BO
¥ 1E Platform Services Controller Web S UEA 2 15 S LRI EHE; A0, W ASE 00
LAt
i Active Directory Aifilt, FERILAEARINIEA NS vCenter Single Sign-On.

h vCenter Server £ ¥ D1 (47 ity Active Directory SriFEH A —ANsk A HI . SRIGAREE I ] DLk
TSR, BENHAHE Active Directory 411, JfH A vCenter Server & GikFHL,
administrator@vsphere.local PSR RER S,

WA IR ] Platform Services Controller HA il 5 58, THAE R FTRE R S I0 UL 2 BT 52
FraR HA L. 152 0 VMware AR ZE S 2113085 (Windows) Bk 2113315 (
vCenter Server Appliance).

B
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1F Web WY #srh, i #5E PAF URL %42 %] Platform Services Controller:
https://psc_hostname_or_IP/psc

FEIRNAB# 1, Platform Services Controller A/l #5k IP #iik 5 vCenter Server 41445 IP HihilAH[A]
“Jy administrator@vsphere.local gk vCenter Single Sign-On & 2 A M p% S35 H P 20,
QUL FRE T ARFIRE, 150A administrator@mydomain G557
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3 %7 Single Sign-On > A& .
4 AP REREH S S A .
5 WU RIS FE GBI R AR, M P] DATE B R SRR A A TP R ISR

% E RSA SecurelD B4 I&iiF
AL R EREEA v N ER T  # ] RSA SecurelD SIS R IR E T SRFMAT ST TIHT SecurelD # Ho

R 47 RSA Authentication Manager K ] P ID JyfdiH] 1 5 255 ASCIL A 1M —FRiRfF . A Fe i
ANFET: 55 (&), O35 (%), KI5 (). NS5 QMRS ().

Efi= s

m BUEAERIAETE A # ] Platform Services Controller It/ 6.0 Update 2 5 ShRAC, PAMGER#H]
vCenter Server it/ 6.0 ok B A, RERA 5.5 15 riTHREIRA 6.0,

B SUFEEAEUE A EAT IEAHC Y RSA Authentication Manager, LASGEE DO ERAESIE, 52 RSA
Authentication Manager /A 8.0 Bk B S hiiAs

®  I5iF RSA Manager i FIfOARIAEZ 2 7N E] vCenter Single Sign-On. 12 WA 25 11, “Vs Il vCenter
Single Sign-On FrilJi" o

®m  I5UF RSA Authentication Manager R 4015 7] LUEAT Platform Services Controller 4144, PAK
Platform Services Controller H4t/& 75 1] LAfi##T RSA Authentication Manager 414

m PR IR] > SERUEAEE > A pER B, M RSA Manager ‘i sdconf. rec SCHF. MR AT
AM_Config.zip LI FK sdconf. rec XX,
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i
1 %% sso-config AR H %,

pri HiiR

Windows C:\Program Files\VMware\VCenter server\VMware Identity
Services

Appliance /opt/vmware/bin/sso-config.sh

2 ZHMI RSA SecurlD HA%EiE, s T Rt .
sso_config. [sh|bat] -t tenantName -set_authn_policy - securIDAuthn true
tenantName 52 vCenter Single Sign-On 314 H5, BRINFHL TN vsphere.local,

3 (MIgk) BERRHEAM SIS, wnaet Tl Mard.

sso-config.sh —set_authn_policy -pwdAuthn false -winAuthn false -certAuthn false -t
vsphere.local

4 ERCEIAEILAERE RSA BT aiuh b ERORLE, iHsfThl P

sso_config.[sh|bat] -set_rsa_site [-t tenantName] [-siteID Location] [-agentName Name] [-
sdConfFile Path]

Bilan .
sso_config.sh —set_rsa_site —agentName SSO_RSA_AUTHSDK_AGENT -sdConfFile /tmp/sdconf.rec
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VMware, Inc. 37



vSphere &£ 14

4 PGB E SR

SETR HER

R& b B R AEEEDUS TR MR S e, ek s qth
TR

HBHRE R IARRIE S AR AR T P Bk 2 T E e . R DL RN
BEAEMIHYE.

R FERIAREL, BRINEGUT, BERMEECAUE T agree to the (FFRD) .
AILAREASNNE, 5140 Terms and Conditions (£KFN&AF)

R FHP e AR B RO . BN, SRFNSARISOR, ansf i Al

B, HE LT,

18 vCenter Single Sign-On A{EEf IR FREEF WS RERERF

38

ALK vCenter Single Sign-On JH1ESHF SAML 2.0 FRfEMIIRSSHEBRE T I AT 7 o AnSax el DL
il 25444 H1d vCenter Single Sign-On BRI A T SR EIE
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No BERVA M ARFRIETT R «

fed:ApplicationServiceType
fed:SecurityTokenServiceType

YT M vSphere Web Client 5 A\ SAML IDP s

VMware, Inc.



% 2 %= (& vCenter Single Sign-On #4T vSphere S} 1&iF

il
1 BB MRS TR IR S H Bk
2 RIS RREARF I EdE S A\ F] vCenter Single Sign-On H1,

a Ll administrator@vsphere.local B 317 vCenter Single Sign-On B GV AT 10 S 3 8 % 2
vSphere Web Client,

HA7 vCenter Single Sign-On # B GURALI T A2 1 vsphere.local ) B A 2H
b %% Single Sign-On > Bl &,
¢ 1eFf SAML IRSSIRULEFF LI

d {EfER SAML IRBREEFPRTCRIE 7B, BESAIER XML FAFHORIED AR, st
MR NLNGNSIAE, SRTE RN

3 S vCenter Single Sign-On JtA .
a 7R SAML RSB ITTBIE 7T B, il M.
b FEE—ANSLE

4 HEFH| SAML IRSSHZIFEF (120 VMware vRealize Automation 7.0 85 = hRA ) , HILME T SAML Al
FEHRR IO vCenter Single Sign-On Juida N IR Z IR S TR o

HRFNTCEIEEANE ., 155 0 vRealize Automation A%,

BELETHERS (STS)
vCenter Single Sign-On 244 k%5 (STS) & —TL AT .« bS] 244 ) Web %5 .
TR SAML A, H)4im] STS el 42t . BT H 2,

AR vCenter Single Sign-On AriA L1 FH - 2 F1 A
NARFAR AR5

STS FiRPa £ FE P P T S deur, HEa S - BN SAML A, STS & fi i STS 252 ur 45k,
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RRATRAF AR
HfttAR vCenter Single Sign-On AriAJ L1 T = 2 F1E A
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'F_.

%

HUHT 5l vSphere Web Client /IR 55, W VAE RAGETRN RGECE DA H B T AT IR S5

#E LDAPS SSL iFH I A

QR Active Directory LDAP JIR%5#5H11 OpenLDAP R &5#shrii i, Hukw#H LDAPS, MF 2k LDAP i
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SRR Ty 5 MR IR IR S KA FRE S U1 vCenter Server, Ff HCH:A4% vCenter Server [R5 1E ]

E ¥ vCenter Single Sign-On Z%5

vsphere.local #8117 ] AT A vSphere Web Client 154 vCenter Single Sign-On %555, HAthdk g H -
SRR, BB A . 5] A vSphere Web Client Hiil i /] dir-cli password reset 4 &
vCenter Single Sign-On 7ok & & IR0 %105,

1t vCenter Single Sign-On [ic & ST HHE SR SRIG R GE TSI 1], BRIMGOL T, vCenter Single Sign-
On JI P41 90 Kz ], HATHL %4 (41 administrator@vsphere.local [0 ) A2t i, 2051
I, vSphere Web Client i UA SR . QERAALEINEAD, WIA] DUT B I %4
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et R T R EESCRE Y . WURERS ), RASTOREEBEE . RGN, AR AN R
R AT %Y, administrator@vsphere.local B, vsphere.local HVEHE G120 (AL BT DA dir-cli
password reset 4 H A,
TR
1 {#iJfI#:1 vCenter Single Sign-On %1% 5% 5] vSphere Web Client,
2 FERTTRSE RS CARED” S4B AR A A MR

BRIb 2N, iR A DRI PR R RS EE > Single Sign-On > AR, RIS MAHER bk R4 .
3 URPEEBOERED, NEHENERETEY .
4 ENHEAIFIA.

LT S R
5 REHE.

vCenter Single Sign-On & 1& & &M%

1 vCenter Single Sign-On A VEf LML AR vSphere 385,

vSphere 6.0 S S UEMIE-BEERAUAY FI 155 vSphere IS4 . EEWAIZILMIZEM A2, T
vCenter Single Sign-On fxfE%

KEZEDIH vCenter Single Sign-On BRI\ R HIE A M =4 108 90 Ko 90 K2 Ja, %
Bt J LB SR 2500, A A S i R T 2 6
B E NTP HLRFTAT 2 G0 AR RN AT R (CldEARe A mAS ), EAHX A AT

AL S RE N TRIFRE Canbhif e SN —UTC ) MBS, RAFAT
vCenter Single Sign-On UE 51473 PL K HAMD vSphere WEBHIASME R R E,
B NTP, & ] LB ARAA bR ER H S SR I NAR R o AN IERARIIN TR PT RE
HEVAS A AOCH H S DAt BT ARG A AN HER

%f vCenter Single Sign-On 31Tt EHEE

48

Fil ¥t vCenter Single Sign-On [{J1d #2 A] GEAR 2 2%

PR 8 inf vCenter Single Sign-On JE THUSHHRAGRLGI R, AR R, 1R LA VMware
HIREERA S

% Lookup Service $izAI/E H

vCenter Single Sign-On %225 /x5 ¢ vCenter Server 5}, vSphere Web Client [F$515%,

a7

vCenter Server fl Web Client 22187 B/ i% LB A Lookup Service, ififi# VM_ssoreg.log... (Could
not contact Lookup Service. Please check VM_ssoreg.log...)o

EE
SEZIINFEREA 2R, IR EL R BIREEE B kSR AN A AR B IRS AR H 5%
BRAR
1 KIFiz{T vCenter Single Sign-On., vCenter Server £l Web Client [ =41 [ (R EUE R RS
2 EEHRIE R RIS H S

MR, RGUEIN SR IABN A %TEMP% .
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FEH S, R MHE.

% 2 %= (& vCenter Single Sign-On #1T vSphere S} 3&iF

1ZH S S A 2 N S . RElRIE—2HE, HH oK Initializing registration

provider...

HE

REEMBRITR

java.net.ConnectException: EE#E#E
Bt R

IP HhEAS IER . Bk B5RHIE T % vCenter Single Sign-On [4[R], sk
vCenter Single Sign-On 1 4.

TiPRE: K35 ARBH 1L vCenter Single Sign-On st 11 ($kIAy 7444 ) , JfH2ed:
4 vCenter Single Sign-On [ HHEHAIA EHE L A I CPU., /O M NAF%

=
Ho

java.net.ConnectException: &3 E4E
4. HEE

IP Mitiksk FQDN AIEH, JfH vCenter Single Sign-On R 45 A BBl i 445

B, YA RETT,

11 #5#5 vCenter Single Sign-On JIk %5 (Windows) Al vmware-sso SF4/ 2

(Linux) IR, A vCenter Single Sign-On i21T1EH .

TR . WX AREMRO L, 520 vSphere {SEHERRTER ) 10
WAL o

BERSKAE: 404. YA HHE SSO
Server & &E#E

F W1 53) vCenter Single Sign-On,  QIAX AR,
R R ) 1) “WE” .

52 W (vSphere

Ul RERIEEIR, DRG]
vCenter Single Sign-on (Could
not connect to vCenter Single

H2EFR IS Ss1HandshakeFailed. sXFMERITAE o BRIV
BEIfENT ) vCenter Single Sign-On T4/ IP Hilik 5 FQDN A&%:%E vCenter
Single Sign-On I Jir 1111 IP Hihil-5k FQDN.

Sign-on) Fo 1F $TEMP%\VM_ssoreg. log 11, HEI AL F I EINAT.

host name in certificate did not match:<install-configured
FQDN or IP> != <A> or <B> or <C>, HHi A F/RIETE vCenter Single
Sign-On WA N1 FQDN, B 1 C Fom A G mim fe v BHRE
FCE B T2 H SRR 1= RE 543 FQDN ., KZEUHL N, Al
JH7E vCenter Single Sign-On 2% 1] H8 € 1) FQDN,
AR RAG I ANE ] T e, WS E #2341 vCenter Single Sign-
On SSL i,

Fix{#E A Active Directory IS B IBIFHITESR
M vSphere Web Client %35 vCenter Server 411, {li/T1#4[¥] Active Directory 1" &F1EAD . S UFIIN,
fE1 R
¥ Active Directory dRiRJEZRNZE] vCenter Single Sign-On, {HH] Gk 5% vCenter Server,
R&A

FH P AT F P 2 A i A SR BN, W T Hfthk, H P2 2384 (user@domain B
DOMAIN\user ) ,

WIERAE T2 vCenter Server Appliance, I W] B f77F HAD ],
BRAR

X TFr T vCenter Single Sign-On #v#, 0] LUHMCERIAPRIRIR . SATIESESE, TP BRI A il
R BRIAFRIAR

LIJ1] Active Directory MRHIKFIuAC B AR Windows SHREEUERRIHI, 1752 W VMware FIHPE SR
2070433, BRINIEOL 1, SEpki Windows A5G IE ] Active Directory MR,

WERAE 2 vCenter Server Appliance, H HHBUBRIANRIRIFIFARMRRILINEL, WA TRA N BN HER
55% o

1 [F]2F vCenter Server Appliance 11 Active Directory 3gid7 iz 2 RIS Bl o
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2 WUFREMEETHISRAT Active Directory 3 DNS RS HUE S BT HEEHC R (PTR), H¥0UE PTR id®HEES
Pl DNS ZFR2 VL. ] vCenter Server Appliance I, AJPUBATIA N a2 KA TIHAESS -

a  TRHIEEEHlRS, msfTlA s
# dig SRV _ldap._tcp.my-ad.com
ARSHEEN TR E S, WA Rl s

;3 ANSWER SECTION:
_ldap._tcp.my-ad.com. (...) my-controller.my-ad.com

b RN RS, IS TEL N A SRR e RIS AT «
# dig my-controller.my-ad.com
ARSI T RIEE 5y, bl N s s

;3 ANSWER SECTION:
my—controller.my-ad.com (...) IN A controller IP address

# dig —x <controller IP address>

B R IR AR EIEZ =175 N 11V AN SR

;3 ANSWER SECTION:
IP-in-reverse.in-addr.arpa. (...) IN PTR my-controller.my-ad.com

3 P T AR ERAEMRILINEL, 15 Active Directory I FEF vCenter Server Appliance, SRJ5 HHT
TN, 1S 0 (vCenter Server Appliance JZEL ) A%

4 XM%EE:R] vCenter Server Appliance [T NS RR20E, SRE TR R SIATAIRSS -

/bin/service-control —--restart —-all

BT A A#EE, vCenter Server B R

M vSphere Web Client 3% I [ 3% vCenter Server I, HELFE R 3 81E 15 1o

B’

LR RIS, Kk ] vCenter Single Sign-On %3¢ %] vSphere Web Client, %27 EJH EHEHAEMN

R BE

&

AT R oE S A PR

BRAR

B SRR ARG (vsphere.local) HIF I E T8¢, 1TEORANT vCenter Single Sign-On 5 HH G 8l 75714
B B, WURAERAD SRS HOROE e B B D], AT USSR iR . vCenter Single Sign-On %
PG ATET] CLI a2t iomk .

® qRDL Active Directory it LDAP JHIR T S8R, 15K Active Directory il LDAP 7B G
BB
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% 2 %= {#F vCenter Single Sign-On #1T vSphere S 1&iF

VMware Directory Service £ & E E5K /8]
IR EFERAFRE LS Platform Services Controller 5245, H.ri—> Platform Services Controller =5l A 7]
B, RS 4ksE T1E, Platform Services Controller F1/k 1] R, 1% 27F 60 FhP A & H P8 iz 2.
HiE, FERUCERRIENT, SR aeas BRI ]
I
FEFELIFOUT, BN, R it A7 TARFA7 B R Platform Services Controller S48, FF7ERA
Platform Services Controller SAFIA i IR T I A, MIJCEES7 BI# F VMware Directory Service 54512
IR BN, FEEHISE R, TR AL & E I INEI ] A Platform Services Controller SZ{7II1)HT
M.
EEA

TEIEFPAERIR], 75— Platform Services Controller 5§ (55 ) X VMware Directory Service (vimdir)
SEBIFF IR SESCR 29 e 60 PN EosAEH B Bl A Ak b o ARIEE SR, — 9 s rh i SO R 20
B FRIRIYY U REA AR BIA RN A IS vindir S5, EHIOE B AT VMware VMotion G wef
SOT BN P E R uEBE R YFrlubE B ranfE .

AUREHIBHEC N (Blan, FRTRgerhmracy s i), SISO R R S AR SIRE 2
Jo, A S GRTAG . K, FTfT vndir SUBISERE B8ORS, (HARAE AN SRR
I AR B, U AT e 2 — B TR A RE Ik 81— BUIRAS

BRATR

BEATEBIN, FREIERFIE T e 2R 8, BRI E R — 2/ N2 A

VMware, Inc. 51



vSphere &£ 14

52 VMware, Inc.



vSphere Z£iEH

vSphere A1 1] SSL fRIL T4 400 5, TS ESXi gHT44l 5. SSL s v iR A PREEIE AN e 21
Bk sz 2 0R9P, I R A SOl BB, ek i)

vCenter Server x5 (41 vSphere Web Client ) if2xf#i HJiE 54} vCenter Single Sign-On #E1 T#J4H ST IE
vCenter Single Sign-On 23 1] SAML AU & AN A, IWNAAEE A8 A3 T S it

{E vSphere 6.0 S E AT, VMware WETHUAIE (VMCA) 1B VMCA 28 410k 1 255> ESXi
EHUFES vCenter Server AkR%% .

ATDCREERATIE 5 38 R VMCA 25 20E 15, ¥ VMCA B4 CA, sl uE 158 [ e S, 4%

HAZA .

%= 3-1 REMIEPRLT E

R ¢ 3

fifi Ff] Platform Services Controller Web 5fii ( vSphere 6.0 62 U1, “ffi)f] Platform Services Controller Web L%
Update 1 MHEMAS) o BT IS U

MArAA T H vSphere U ELES I HIFET o 568 UL, “fli/f] vSphere 1458 PRI IR A7 HIIES
1 CLI A BT ZhuE e 56101 01, “iid CLI A PR BRIk SS”

m vSphere IE P (http://link.brightcove.com/services/player/bcpid2296383276001?

bctid=ref:video_vsphere6_cert_infrastructure)
ARFEDHE 7L R
B OE54 U1, CURTEERMER”
m 56200, “ffMf] Platform Services Controller Web HLIHZEIE”
B 68T, “{iff] vSphere il AT EIEL S IR AT R 5"
B 7601, “TrhubEe”
m E101 00, i CLIaAFHERIRSS
B ZF113 51, “ifi) vSphere Web Client ## vCenter Ul3”

B 114 U1, “JNy vCenter Uil FAE 4 BRI
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IEREEHE

54

HTUEEERE A SN IR T PR EDR , I I T Al e a2 T, LAKE IR BSXi ik

vCenter Server,

K& VMware iIFEHNE B R

U RAE M AT AT VMware UEBIFFEELY, VMCA W LA IE . VMCA fiT1# VMCA H
PEARUE AU WAL 13 E %5 vCenter Server 4/FFT ESXi AL, WIHREM 2 BIRAT vSphere T12%E] vSphere
6, FTAT A AU iy th VMCA 24 10uEF .

% VMware iF B Ei#A BENIFBHWEER

BT, R A RIRIS TS = w U BMAHUE LU Pk R A e XGEBE R, WA
B VMCA HEEBE N CA Z2uEH, AEXAMEIL T, VMCA WEBZIEE=77 CA P AlEH, VMCA
o F 0 2 S BuF Bk uE B B 2% vCenter Server 4#4-F1 ESXi 41,

B QR A EIREIEA VR B AR, A UH A GX RS, TR H] vSphere TiE A5 R A S H]
ey, s B CLL BT ahE Bk,
FHFAE T E T CUE P OEREE, ATACR B FEeik 15,

®m BSXi FHAETF R R B k. #iff vCenter Server F1-4Fid B R AHICAR UE 137 N2
vCenter Server |[/) VECS Hit) TRUSTED_ROOTS J%,

7E vCenter Server 705, SHEAP DUBHEBEAGRE N “BEX” (FSWHE 143 71,  “HHBuEBiE
7)o WERUEEERUEERIAR VMCA,  HLH A vSphere Web Client S0 TUE - Bil#HT, VMCA Z5#40k 15
FE R E SCUE T

® T vCenter Server 4}, ELAKHTIIATIRE,
m ORI N, R EE vCenter Server BN UE . FHUR, HREE T RA

PN

o

B Q15T vCenter Single Sign-On 5 HAth vCenter Server 4 F-A T AF R 0L 05885, T4
ARSI A — Platform Services Controller 15 ff— Nk AN BT R A2 1T 8 o

HEXFMER T, HIREIA vCenter Server Al vCenter Single Sign-On UE45, FHKH HIELIFIAL SSL
Uk, VMCA K VMCA S #uE B il B Mk I 117 (vCenter JIRFSIUEES ) o RIS SHIF
X FHIEUE A5 %) vCenter Single Sign-On #E(T S 586 0E, PRI FTRETCHE Bfidtoe 5 5 k15 o
F T8 2 S BRI S A A, PRI AN i I T vSphere 5.5 22211 vSphere 5.5 TE5 854 T
Ho #ran 4792 vSphere U P B g T R 2 B0 B ET %o

vCenter iE B H

XFT vCenter Server, H LA LA T HFNA A2 & A HLE15
vSphere iE B EERELH WA S ATHI TR 3 U AT 55 o

BF

EHEE CLI ] dir-cli. certool fll vecs—cli BUTHFAUFBEPT55,
vSphere Web Client iE¥  AFH U, GG E.

=i
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XF ESXi, M vSphere Web Client SATUFBHEEE, UF15H VMCA 4%, HHAUFMEE ESXi BALAM, ifiA
J& vidir 5, VECS W1, 525 136 T,  “ESXi HLAIUEBETHE" |

23736 vCenter iEH
XfF vCenter Server. Platform Services Controller MATSHHAURINSS, LHFLL M.
® i} VMware UFEBAUEN A (VMCA) 2B RIS £ HIUETS
B EXAE,
B AP PKI AR askir 15
1SN PKI (41 Verisign, GoDaddy %) A5 =177 CA %4k,
P24 CA ) OpenSSL G 25 &l BASZ S0

UEH B iR

AT DA 2 A SR M IE R FL O AR G ORI TN L UE A5 546 . 7] DAREFT] vSphere UEA3E7 Bl AR S ARy
PATEA B, DLl i 2 (A 1 CLL Falhd TR M .

FIDABHGERIAIE TS o 4T vCenter Server 4111, FIVASEFIZ 3 S —Alar &4T TR . BEAZ .

£ VMCA ZZiiFHEik

Qi VMCA i sk ih P AR N S I A 78 e, W DA RS B CLT T A . BRSO T,
VMCA MRUEPBAEHEEL, Hi VMCA Z4 Al BE S AR i S, AR aEad .

B 3-1 #1 VMCA Z£ZMIEHFf%7 VECS s

VMCA
—
B%%
: [
CAEH '
Y
—r
.
HENGES | [
VECS
{ VMCA B A iE CA

FERT LK VMCA ARUEF B th /sl CA BiZE = CA B4 IIEH . VMCA AR ful B S %8 5w
SARE, MfifE VMCA B hrifa) CA.

AE WRPITEEINIE Platform Services Controller HIASHIZ%E, 1 44 % Platform Services Controller,
FEH VMCA b1, £k, bR ool ESXi A INEIAE N . R TR SR

Platform Services Controller 4425, EAETRIN ESXi TAHLZ AT #: VMCA M, S ixretfh, WA
NEPBEE A EESS 4, HAERGETIET
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3-2 mE=F=dI CA ZZHIERER VMCA £ (8 CA

_______________________________

_____

: VMCA VMware vSphere !
EER cEZ I . EE
U ) : v | )
1R CASEH Al CA iES : CAJE# ' :
| -~ . :
: \ 1
HEAGES | !
I VECS :
AEFEH VMCA, ERAEEIEE#ITER
LA DB T VMCA 252 UE-BR 0k B8 SOEF . s b 757k, Mg o7 i e A T A e 45 o
3-3 SMEBIEH E#EFfE7E VECS H
: VMCA VMware vSphere !
-— | i
BEES
v ] :
MR CA : K IR :
GREZD) ] .
: L — I
: v :
HEMES |
: VECS :
REBE

FEATALE VMCA S —BE0Es, (ER R A o3 6 11 1 5 SGaEdS . e, i Ty ST P e
HIT4 vCenter Single Sign-On 4T S A 5UE, H% 1k VMCA E X EeiE45. KirHibl SSL uk45# A
SESCUEB VAT ORI AT SSL it

56
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ESXi iEH &

X ESXi AL, %R PAM vSphere Web Client HECiIE 15 % #5414

VMware if BHEHHEX I vSphere Web Client 21T UEBI, VMCA ¥ EHA U . R EH
(BRAE) VMCA FRUEF SO A uE5E, W AU (0 2 se B
BEXAEBMAE HHEN ST B B TIARSS 25 il VMCA SR HIUET

R AT TAERIFTIRI GRS 5.5 UEB o AZEVALLUE AL P IGI Al PR

vSphere 6.0 A FIEHAIHLE
1¥ vSphere 6.0 M H F AT, VMware UE BAEHIAL (VMCA) 2 FTIE 5 8 & AT, X e ir 15 (s i+
DAETEFITHENL SSL k5, X vCenter Single Sign-On 4T SIS UERIfRI T e, ARERINE]
vCenter Server [tJ ESXi ENUKIE15,

PA MU EAE A T

% 3-2 vSphere 6.0 FIFYIEH

iER E&ARN [SE:3

ESXi il 15 VMCA (#1ik) 7F ESXi AU

AL SSL VMCA (#kik) VECS

fRR s S PIIE T VMCA (EL) VECS

vCenter Single Sign-On SSL %54, 7R3 R 4% . 1 vSphere Web Client H1# P 1FS

HE WIS RGOS, 75 0 AT A S BOR AT
TURIRIAT I EE R

VMware Directory Service LIRS o TERLCA JIZ I, AT BRI b e 15, 1550

(vmdir) SSL uF 45 %94 11, “Fft VMware Directory Service i
e

ESXi

ESXi il BAEEIE A UM Jetc/vmware/ss1 H3% Fo BRIAEN T, ESXi iF 45 VMCA B4, {Htinr]
DU B E X . Y47 =N INE] vCenter Server I DA Y =M TE AR, 2525 ESXi uF 15,

& SSL iEH
AN AT SSL AT T-4E SSL % Sl 8 (IR 55 280 |- 0V SSL 2585, 2aiF 4 Al T IR 55 28 iir

2, W HTTPS 5k LDAPS,

BT IR SSaid S AR A TR o A B i, 2 BTk vSphere Hi ] IR SS W i FTRs s 1o 451
a1, vpxd MRk 55# H MACHINE_SSL_CERT 2/ it

A (NGRS . BP0 4k Platform Services Controller ) A& [ HHEINL SSLF . %75 4
FIEAEBA T AT A R S5 ¥ I v SEHL SSL EA5 AT 3 SSLL i s

AL SSL uEP TS OLan T
® [y Platform Services Controller 15,5 _F S MIAREEAR S5 H . 554 vCenter AR 5511 SSL A SR
NI AREL, i ASHERIRS H Y.

B R SUMHR N SR vCenter IRSS (vpxd) 1]
m SRS SRR AT A Y VMware Directory Service (vimdir) fifi ],
VMware j=/ it FIFRAE X 509 fAS 3 (X.509v3) UE 152K s i i 414 2 [RIff) SSL & 242 15
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BRFRAPIER
WLy P — k2> vCenter Server li55, FHalid SAML A A2 #uf# HiE-10%) vCenter Single Sign-
On AT BB I6UE . BRI Ty 58 1 B vCenter Single Sign-On 1T S 4396 F o

fige )y % U F T4 vCenter Single Sign-On #E4T SR EIE. 71 1A T SR SIERT, 5155
PLRATHBINE RS, iy %€ 1)) vCenter Single Sign-On F2{iE 45, ATLLTE vSphere Web Client H1i% it
I CEYIFT AR ), BRIAME 2592000 0 (30 K) .

filgn, TEiEE:R] vCenter Single Sign-On I, vpxd ik 5 %€ H i) vCenter Single Sign-On 2 fEHAIF . vpxd
fiftgk 75 2 F P N vCenter Single Sign-On Y% —A4~ SAML 41, K5 8 FZ AT Hfb s 5 2 H P iR ss it
TSR,

VAR TT 5 P UE B A7t QB AR B AN BT SN MR N U1 VECS i

B machine: FHAMFEPIRS. VPalubIRSS AN H Bl wIRk S5

ER SRR SR U ST SSL AR BRI R . tHEHURILy S k45 T T SAML
DRz ; THENL SSL R I H N2 4 SSL 3%

B vpxd: vCenter [R5 FIHET (vpxd) FEAL TR SRR I vpxd i A R A ik )y %€
k% vCenter Single Sign-On T S 356 01F

B vpxd-extensions: vCenter § JEf&, {Uffi Auto Deploy JIi%5. Inventory Service DA K ANE T HAbfie /5 &
P EARIRSS o

B ysphere-webclient: vSphere Web Client /5, it tuffiHAth—1elllk%%, FlantEpsldikssg.

RN UEIR B ESTER) Platform Services Controller 5 5 H

vCenter Single Sign-On iE$H

vCenter Single Sign-On UEHSAAFAEE VECS W, I ELAMEHIIERBAE L T HA TR, —fRibik, Joisidb Tl
B AR DU, AT A X EE RS

vCenter Single Sign-On  vCenter Single Sign-On JIR 55 (o P H2 2 7RSS, 2B fbfery il &4 T
ERIEH #/> vSphere HH TSI SAML A, SAML AR P SHs,
S RS Bl 7E vCenter Single Sign-On A& 1fi SAML 4-hih), ‘&4l ]
HE LU S M T84, PA#E vCenter Single Sign-On [ )i AT LA
KUk SAML A RUE 755k H Rl fE
vCenter Single Sign-On [Afif s 5 T A B PIFTAT #F SAML A1) HiAth
MPRATRAT &ML, TP 2R T8 5% .
A[PATE vSphere Web Client Ut UE 15, 155 W28 39 D1, “Jill#rdc 441
255 (STS) MU .

VMware Directory AU AT F o G, PRELSUIH AT VMware Directory Service SSL
Service SSL iE# WA 1HZ WA 94 11,  “ft VMware Directory Service UE15”

VMCA #1 VMware 0 4RIRIRS

B bRIAIR S R R MR B AT B RS S5 . VMCA 28 VMware A2 U bR IR S 4H—
555 o T EL CLI M1 vSphere Web Client 51X ¥efiR 553742 H .

VMware #Z O FRIEIR S 6L N1
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= 3-3 ZUHARRRSE

i & ik aiEE
VMware Directory Service AP SAML UEBFFEELAS vCenter Single Sign-On  Platform Services Controller
(vmdir) — AT BB IRE BN

VMware UEBHULAE (VMCA)  Hilk VMware iR 75 A IOUET . 1EAE217/Ikgs  Platform Services Controller
FIHSN IS LE DA R ESXi FHLIE . VMCA IR
AIRAST B ek AR Rt R B i AT A
VMCA (LA PAFEIR—38 1% vCenter Single
Sign-On 4T GBI IR & P & IES o
VMware S IESSF I (UFE VMware Endpoint iF 15776i% (VECS) fillifl,  Platform Services Controller
(VMAEFD) — B B SISIFIRSS . VMware £7BE 515 VECS 1T vCenter Server
R H 5 PNEE AR . RN

VMware Endpoint if $ Fi& 2
VMware Endpoint uF15/2{# (VECS) 78 4 "I UMAE 2 P EHR eSS . & T PIRL R A uE (5 S ioA (&
Fuit ) A . PTLAEBEAEE ] VMCA fE MU B U FIE 13254445, (HaaZiifd ] VECS #7#iT 5 vCenter
UE . S, ESXi UEBAHE A A LT, ifiAJ2 VECS Hi,
VECS £ VMware S EUEHESR 70k (VMAFD) f—#93121T. VECS ZERE MR 2
Platform Services Controller 5 s DA PR 5 _Fis(T, FHRB RS UL BRSPS 9%,
[T TRUSTED_ROOTS iR Z, VECS 2 ¢t VMware Directory Service (vindir), i£7] PAfH#EH]
vecs—cli fiy& DA VECS HINuEBAES] . S W 107 11,  “vecs-cli & 5% .

VECS fufi A R,

% 3-4 VECS HifyE

E 373

L SSL FE (MACHINE_SSL_CERT) ® S vSphere T pi B RIAAREIR S 6EH
®  {lj VMware Directory Service (vimdir) 7R N\ 2B ANEE:

/™ Platform Services Controller 7 15 | {#i [,

vSphere 6.0 T IS5 (8 F T 5EHL SSL UE 3R SRl
PRI TS o N T IR SR NE, 5x MRS5S IR s
o A, RS (41 vpxd ) U5EE B S0 14 THIT
W

ZASATAIMLZE (TRUSTED_ROOTS) BT ZAGERIARIE D
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%+ 3-4 VECS iy E (42)

B i

27O Syl VECS R MERTT N PN AR Sk
®  machine PR BATTEME—F, Bl A A E R B S vpxd ik
m vpxd PARI ) L
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FURIITT N o
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I5f) vCenter Single Sign-On fii55. TERCRERTEH, T2 [& A HISZ M8 00 3 F-lres AR 47 2
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vSphere iF B EE R TER G T FiS T vSphere UE B BEAS . TR AL, PR
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vSphere UF AR NET

X TER
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1 7 Web wlligsrh, it igaell F URL #4225 Platform Services Controller:
https://psc_hostname_or_IP/psc
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6 EHBRGEE A RIOAH, iR IR E AR,
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M Platform Services Controller Web SLEHEH H#k AHFH VMCA ZZIiEH
FIDAKEAITAT ) VMCA 25 £ BRI HI) VMCA 2 20E 15 It ARSI S . AT RAM
Platform Services Controller Web FLfi£: 1] e iF Pk ErE R g ik .
BUR&H
SRS, R AT Y (2RIACh administrator@vsphere.local ) [{%5H, 4Rl vCenter Server
RGETUE, WL ABN vCenter Server A4 HA SR SR ] 2t vCenter Single Sign-On 7.
G
1 7 Web J%igsh, il fi55€ PA N URL %25 Platform Services Controller:
https://psc_hostname_or_IP/psc
HRANEB# T, Platform Services Controller F:4/1# 5k IP ki 55 vCenter Server F:#/1# 5k IP #uhiFAHIA]
2y administrator@vsphere.local B vCenter Single Sign-On & 2 AR M A% 35 H P S0,
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a  HR CUEPEER RIS
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B3I vCenter Server & H G 1 FH] & RN

¢ #Ei] vCenter Server [ AYTHHINL SSL UFA5FN (M]3 ) £RAMBG T k.
d  REERER %) vCenter Server 248, NINWEA R4 T E 1% FE.
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1£ Platform Services Controller FTE¥iH5)IkSs . 7 LATEH S5 Platform Services Controller, m# Mar44T
BATPA T a4

Windows service-control —-stop —-all
service-control --start VMWareAfdService
service-control —--start VMWareDirectoryService
service-control --start VMWareCertificateService

vCenter Server service-control —-stop —-all

Appliance service-control --start vmafdd
service-control --start vmdird
service-control --start vmcad

i id Platform Services Controller Web 52 E¥§ VMCA &4 thiEiE B & #1449
T PLHHEHAL CA %54 VMCA IE1, PAME VMCA RNHH] CAL #2 12Kk, VMCA AT IE B EbE r fg A~

/:EEO

AILAfE ] vSphere UE B EEAR IR T . ] CLI M\ Platform Services Controller Web F T T %14 i o
BT

1 A CSR,

2 G ENOUE, IR U ET VMCA FRUE BT

70 U1,  “fli] vSphere UE B ERAS A R UE B4k (FHA) CA) 7 N4 T iXAP R,

SR

1 fF Web pil¥ags, el N URL #4:5) Platform Services Controller:
https://psc_hostname_or_IP/psc

TERAIH S, Platform Services Controller A48k IP #ihik 5 vCenter Server LM 41 TP HiibAHH]
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3 EEIUAUEBEHOARERUET, RN DR
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5 (Alik) SATAMARGIRYT ST,
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b EFUEBIFRESIT S TR ST, s i ST LT U 1 F7E I R
VMCA FZ AR5 5 Pk Bl A e 7y 5 TP uEB o Fhg CA 25 ZifuESs.

6 WIHEIAEE fUIE SN Platform Services Controller, M PAZE1 454> vCenter Server A4l 5.
a  HE CUETEER” AR AL

b HIFERE, $8E vCenter Server RZif IP Hiliknk FQDN PLK A LAIA] vCenter Single Sign-On #i4T
SHAIE) vCenter Server FEE L1 I 24 A A o

¢ %Ei] vCenter Server 1R SSL UF45F0 (7 ) AMEP T IR .

d  REERER AL vCenter Server 240, NN RATEL Z 12,
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7F Platform Services Controller FHE#Hshk55. FIPAEH S 4) Platform Services Controller, i Mar&4T
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Windows service-control —-stop —-all
service-control --start VMWareAfdService
service-control --start VMWareDirectoryService
service-control --start VMWareCertificateService

vCenter Server service-control —-stop —-all

Appliance service-control —-start vmafdd
service-control --start vmdird
service-control --start vmcad

M Platform Services Controller ¥ ZZiZEAFERABEENIER
T PL{i ] Platform Services Controller /10 ER 4 B i H B 2 MAF .

i UE RS STRE R, TR M SN VR ek 5 T P AE BGIE B2 41K (CSR), ¥ CSR $238 4519
HEkEE =7 CA B, CA R ZIFBARUE . 7 LA Platform Services Controller UT [FlRs) |- 2R E4571
BEAZU,
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1E Platform Services Controller | ¥ 5ahk%S. AIVATE 5 5h Platform Services Controller, k& MiarSA4T
BATRA a4

Windows service-control —-stop —-all
service-control --start VMWareAfdService
service-control —-start VMwWareDirectoryService
service-control --start VMWareCertificateService

vCenter Server service-control --stop --all

Appliance service-control —-start vmafdd
service-control --start vmdird
service-control --start vmcad
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Windows C:\Program Files\VMware\vCenter Server\vmcad\certificate-manager.bat

Linux /usr/lib/vmware-vmca/bin/certificate-manager

1 s R AR IHUE IR R TIOER VRS 69 T,
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B VMCA ALFF SR Aok 2 T—> DNS AFRIUET .

B RREGIE VMCA (YR CA.

B =Tkl CAWENERE, BS54 VMCA FRIEBAATE— R REE ME, Hh VMCA Rk
PE T WS W 70 01,  “ffi ] vSphere UF BEHRR A IF 1555 £k (WAl CA) 7 o

I}

B OREENTRRIE R

B administrator@vsphere.local [{J%5f

ORI E SGE T Cert K &

B AN EE SRE (key file),
SR
T AR RSN Platform Services Controller |7 vSphere UF 57 HiRS , AR5 He bRk 2.
2 EPEEDL 2 THAUEBEHI AR R IR 0 E.

a IR RERERIEB I SRR

b FUREREHRIER, RGN RN T 5L SSLuEBiIfE B

AR B AR AU R ) FQDN {745 7E certool.cfg XAEH,

3 WAL R E AR, WAL vCenter Server FHRTHEHIRSS

4 EZEEET, B3 ( FHEL SSL IR A VMCA IER” ) Fl6 ( “Yue s Z M b
B VMCA UER” ) 7EEA vCenter Server S - FEHi AL BT HUE T

B, VMCA 2l BRI 1554
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72

T—%
HRAERREL, ST R AIH SO U,

B QURA RIS SRS A U, S vindir fRUEFS . 1SR 94 11, “FHf VMware Directory
Service uFf”

Q1 vSphere 5.x BRESFHER, WD vindir H1[Y) vCenter Single Sign-On 15, 152 ILEE 85 11T,
“TERAIHAEAE 4 VMware Directory Service 1iF-15”
#iTEH SSLEHE KA VMCA iEH ( i CA)

TER VMCA HIEHIE] CA 1L i, ATUIHE B L SSLUE . B oo e
Platform Services Controller 3 5 _F ) VMCA #RiE4, SX/5# vCenter Server 13 5 _FIKTE-HE A i 3545k
ZEARIET o 5t T DARE e I e 2 R e MR TR TS SSL Es .

A AL SSL UEB R HTT VMCA 28 4UE BN, vSphere UE B BEAS S EOREIMING B, FHoKBR
Platform Services Controller “45F1 IP Motk VASMIFT A B N2 certool.cfg X1

B administrator@vsphere.local [{J %%
B ST R B FE S MDA

L IASSIE = i

LI EERE A s

LI EAL Kiva

m R

LIS 12

m [P Mk (Afk)
LIRSS

B R, BRI TR e PR A . AR BN S FQDN AILAS, JUNES R CE R R 5
f, HERE ] REREA AL T AR RS

®  Platform Services Controller /1) IP bl (@R IEAEEEYS A FisfTizard)
BT
B SRR T2 AR E R VMCA ARUER, B E TS ST vCenter Server i i,
B AT DA ME B AR T BLE TUF 1 AR .
B administrator@vsphere.local %5,

B EO AT VMCA 254U TS FQDN o A7 HAR B EERIA B E ) BUE SO, HATEA
Ce

B IE TR B AMNER Platform Services Controller [f) vCenter Server 5%:, WWAZ T iR
Platform Services Controller [ 341445k IP Hiil-,

B2
1 JHZ) vSphere UEA5H PRSI F 2P0 3,
2 RS R o
UEPEEEE RS EAFAHTE certool. cfg SUAFHI,
vSphere UFEA5 T EIER TS SSL U .
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BERFEAFIEBERA VMCAES (g CA)

104 VMCA JIEHR] CA (245 dirh, A iR iy 2 Pk . 1474/ 546 Platform Services Controller
Wt A VMCA REIETS, SRI5H vCenter Server 155 I HOUE 138 FH AN RO TS o A5t T DA I
BRI AP s B MR AR5 2 P i

IR
B R LIS TR VMCA ARIETS, 1EIHEEE TS EATH vCenter Server 1 i,
B BT RV R B AR I e s TUE P R R o

B administrator@vsphere.local [/,
m NE TR BTSN Platform Services Controller [ vCenter Server £4t, MWAZL T fif
Platform Services Controller [\ =145k IP k.
7
1 A3} vSphere uF 105 RR I b Bk Il 6,
2 R R
vSphere UE B T A RS ST FUED

REAFIEBERANEESGES (EHEESE )

LA ] vSphere WP EERS SE R A UE-PRHO HE SGIER . THaR B2 A, AR 810 CA Kik
CSR, #n] DU FIUE-REES A2 5 CSR,

—NIT R VMCA B3 iRy 5 M b R vk 5L SSL uEAs o ek 58 HI Pk 45 1T vSphere
A2 TS .

ER @ SGIEBN, FEE ] E @ SGIEP B 2SS IR IR A1 . VMCA 5 VMCA Z4uk1s, #
T B HIX S . R LA ] vSphere UE B ERARIUHIRE, sk H] CLI $ATFaEBEe, E- BT
VECS H,,

fi£F vSphere iIE B EEB[ERIEBERZFR ( BENIESR )

FERTUAE ] vSphere WP R AL RGIE 125 2153K (CSR), ARGFTLUKEH T4l CA sl R 145 INHSUE ik
WA o Bsn] DLl &2 S R AN B B e R i 15

BIiREH

vSphere UE PBE AR STOREING B TEnE BB T EIERT AR B e fuE 152570

B R CSR I, RGeSl nfEHi N\ administrator@vsphere.local A%, Bk Y ATATERR vCenter
Single Sign-On 31 EF G110 %A

m QRAETTE RTINS Platform Services Controller FUEREIHAE Y CSR, N ARG aienEiN
Platform Services Controller [ =414 8k IP Hbil-,

SOl SSL A Ak CSR, FREHZ e bR e EME, IXYSBIEAAAETE certool. cfg SCAFHI, X T
REBFB, AT BOMASE AR E TS w511 FQDN b5,

L7
1 fERRBIh SN E, FI5) vSphere ME T4 PR 1 Bkl 1,
2 LRSS RS AN Platform Services Controller [ 1P Hiudibek EH144 .
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74

3 bRl 1 DUERK CSR, #&bnfetihfE B, SRER Hub 18 PEas .
PR iy e SIS TG S = B T DY = ST S ST D I B B EE A= B

4 WA BT R TT ST b, T IR E ST ER RS

5 PN 5.

6 RSB LF] Platform Services Controller [ TP iiikuk 414

7 BRI 1 DI CSR, HRniRb B R, RSB U
TEMIRART, BRI H o, UEBE G UE BRI SRR H s
TEEFA Platform Services Controller 175 b, IEBEEE A —MIEBAIBHART . 754 vCenter Server
Rk AR RRRR A BN UE AR N

T—%

PATUER L

BITEM SSL EHBE#h B E XEH

THHEAL SSL 1F B S S s A EER 55 . Platform Services Controller AR AR AP E H. &E
SN EBATHNA AT T 5 H AR S5 T2l A 1 T AL SSLUEF o TR/ S B uE 2 ek B @ Sk
Su

BIIR &M

THAZHT, ARSI ENIA S —~ CSR. AT LA ] vSphere 1iE 4545 B &5 42 A% CSR sl #fiA:
% CSR,

1 ZJiH] vSphere IF P ERAEA CSR, 152 WA 73 11,  “fifi f vSphere UF WA MUl P24k (H
SESCUER ) 7 o

2 ZEIAR CSR, M EE=Tr sl CA BRI R— MU o UEAS 0 & LA MR
B EPIR/N2048 (EHOEZ (PEM 4ift )

®  CRT i3t
m X509 A 3
B SubjectAltName #7475 DNS Name=<machine_FQDN>

AN B Fasa. A, Zalne
B2 0 VMware FITHEE X 2112014, M Microsoft Uk AL AUEZKEL vSphere UET).
Lz
1 JH3) vSphere ik 55 PEAR I F L BTl 1,
2 BRI 2 TG UE TR O IR R IR R B
vSphere UEA5 RS ET DL I 5 B

W

B administrator@vsphere.local [,

B RIOHENLSSL FE XA (.crt file),

B AL SSL A U (Key file).

B GR0N EE X T EAL SSL UEBIAS ZUETS (.crt file)o

B R AR TR B st Tar S, I 2%\ Platform Services Controller [ IP il

VMware, Inc.
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T—%
HRPEAIAS, R RE AT A e 1S
B QURA TSRS EORERATATUESS, W vindir IRUEF . 152 WE 94 U1, “Fi#t VMware Directory
Service U 13"
B R\ vSphere 5.x FRISETF, RIREAAIE e vindir Y vCenter Single Sign-On iiF 5. 152 LEE 85 T,
“TERA IR VMware Directory Service UE-15”

BERARAPIEBERAAEXES

WIS, W vSphere WA FR A SR R BN AT IR TS P E BB RIE 1 o 7221 A, i)
I TEAT vSphere UF 5 BE & L% Platform Services Controller I [W T SIHURIR T S H U, DLMKERAS
FEERY SRR A R T P

7

BTREN
TG A, EFE BT AN RN — CSR. AT LA ] vSphere TIF RS 425 CSR BRI
% CSR,
1 {fiff] vSphere i FEF RS CSR, WS WA 73 11,  “ffi ] vSphere UF BT EERS A UE B2 2k (H
TR ) 7
2 B CSR, WM EE = A Eianll CA AT A ERORAMIRE T A SR — N IE S UE A2 e
PATEEK:
B EPR/N2048 (kL (PEM 4ihD )
B CRT #43(
B x509 fAk 3

B SubjectAltName #7117 DNS Name=<machine FQDN>

B MRS E P UE BB AR AR subject. BN, HRASIRITTZM P4 (4 vpxd) SoHAD
Dﬁéjci‘i/l:lf?o

m AELINEIIMEN: B7a. AN BYnE
P15 0 VMware A ZECEE 2112014, M Microsoft UE-Ba A HIFZKI vSphere 1E5 .
TR
1 )33} vSphere UF P BE a2 B 1 5.
2 eIl 2 JHAATEB RO IR S s iR B
vSphere UEA5E BEEHHE R EHI DL I E B :
B administrator@vsphere.local [/,
B RIS S e AR

®  {RFF Platform Services Controller 5 & 11247 vSphere U B HIRS, W SFRRIEH NN R T7
Z OISR (vpxd. crt il vpxd. key)o

B QURFEEEET S R NG FIET vSphere UE LR, NS HOREHN T RO ST HEA
PB4 (vpxd. crt Fll vpxd.key ) o
T—%
ARSI, An] ae AU e A E T o

B GURARRIS IR BT A UE T, e vindir IRUE, 1S WEE 94 U1, “Ei¥ VMware Directory
Service iiF-15”
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B 15\ vSphere 5.x FREETTR,  RIREAIUE S vindir FHIR) vCenter Single Sign-On UE15, 155 ULEE 85 T,
TERAIHAIAE 4 # VMware Directory Service 1iF-15”

FIhiE B

76

RFIRLURRERIG O, AN, RSO — R T € H P52, E {4 H] vSphere TEA3F I R 52 HIRR
Fro FEIXMMBOL T, AIUAGE IR 23— AR At CLI B TiE 4.

TRRFEIER S

T T BB ALY, BAUFIEFTAIRSS, SRS ENE BB ERSAIIR S o AR OE TS 2 45
155, WAL AR B A A SN Th] o

THIEEVA I
RIS LR R A T B I BOTiE s

B RESEME—REE DY, RIS JC RS LIRSS o IPARGES USSR T, I HArA IR S5 U5 %
R T HARE . AEAS RS [543 -7 BN ECE S S A IR S, DA G AL IR m e

B QURERIMR AR ZANE RO, WA IRTARIE S 2 BEIEIRSS . AR DB 5 RS 8RS
B e IE RS, ARIE T MRS

W F VECS FHER ESINL SSL UE AT ek s S HIFE .

® 4t vindir (VMware Directory Service) H{IffER 7 5 H kb 45 o

BIME VMCA EZIEHHFRAFA VMCA EZIEH

N5 VMCA FRIEBHEA AR RS T ek H - AR A 5 B ez 145, W n DAAE B AR A5 R s
J#] VMware Directory Service. #8J7, HJUAREFIEIRRIE A A= O v SSL uEA5 Al 7 5 kA5
KREBUENT, FTLASET] vSphere UE B BEAR IR T B b 15 -
QAR TR AR, 5 S8 i CLT iy & B — 1 53 e B an B uiid . (H2, thalbl
55 G B A S5 P 25 R B A B ANUE D o
RIR&H
{5 administrator@vsphere.local 5k, CAAdmins Z1H I H M Al LB TUE A BRAE 550 155 WL 2R 46 1T,
“If] vCenter Single Sign-On 41 01" o
i
1 AERGH VMCA ZZARIEBEE 77 11,
f#i [ certool CLI A1) VMCA & Zul BB &4 %] vindir,
2 KPS SSL uE 1Ml VMCA 252 uE 1558 78 1L,
TR VMCA 22 ARUERIE, ATUUS IR O RT A 1AL SSL k15 .
3 CERELTT AU B RO T VMCA 252urEE 81 11T,

B e L SSLuE s, ATV A i Ty SR P b ds o s ZE P uE sz (B, Ahgit
W), AHUER R AT A S BRI AR A T

4 TERGHIER % VMware Directory Service TE5 5 85 11T,
TETH S AR, BIOERER Al BRI I 245 vCenter Single Sign-On JixAS 5.5 F1 vCenter Single Sign-On K
6.0, WIHREHIFIi21T vCenter Single Sign-On JIRF5HI15 s SSL LT3, NLATHATIH PR AR & i
VMware Directory Service SSL 1E 3,
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% 3 = vSphere &iFH

4R FTHY VMCA £ Z1RIiEH

f#i 1 certool CLI A:m iy VMCA &4 uF B L 4 %) vindir.

LT EEE Y, 7E Platform Services Controller [ 1z4TARUE B2
TR

1 AR ASSUE-BAE .

certool ——genselfcacert ——outprivkey <key_file_path> ——outcert <cert_file_path> —-config
<config_file>

2 CHIARE BRI .
certool —-rootca ——cert <cert_file_path> ——privkey <key_file_path>
A S RE R, RIS vindir, ARFFEHEINE] VECS,

3 {EIEATAIRSS, HEERUE A AR IR SS
JIR55 % FrtE Windows F1 vCenter Server Appliance T4,

Windows service-control —-stop —-all
service-control —--start VMWareAfdService
service-control —--start VMWareDirectoryService
service-control —-start VMWareCertificateService

vCenter Server service-control —-stop —-all

Appliance service-control --start vmafdd
service-control —-start vmdird
service-control —--start vmcad

4 (W) FEEOARUE B A AT 2] vdir,
dir-cli trustedcert publish —--cert newRoot.crt
BATH A, 2 BUSET vindir IIFTA 900, 5350, ABRERIITA S AT Re 75 2—LEm A,
5 HHEIARS
service-control --start —-all
Bl AERFH VMCA ZRZIRIESH
PA N RBIEoR 73R iiAR CA 5 A4 SARUE 11— 241 e B 3K
1 (") FH VMCA ARUE P LARERILAT TuE B .
B 7f Platform Services Controller 1 sk ANzl 1 .

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --getrootca

VMware, Inc.
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R A (AN )

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --getrootca --server=<psc-ip-

or—fqdn>
BINBT LU N
output:
Certificate:

Data:

Version:3 (0x2)

Serial Number:
cf:2d:ff:49:88:50:e5:af

2 (Ak) FIHH VECS TRUSTED_ROOTS J&, JHRUE7415 5858 1 A i 5 o1 5T
a2 AT AE Platform Services Controller AV FEYT & FisqT, KB VECS 2481 vindir,

"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry list —-store TRUSTED_ROOTS -—-

text
A MRUEB RIS IUT, BT DU NA
Number of entries in store : 1

Alias :960d43f31eb95211ba3a2487ac840645a02894bd
Entry type :Trusted Cert

Certificate:

Data:

Version:3 (0x2)

Serial Number:

cf:2d:ff:49:88:50:e5:af

3 ARG VMCA ARUEP . BAEBE ] VECS Ml vindir ( VMware Directory Service ) HIff
TRUSTED_ROOTS J#.

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool —-selfca —-config="C:\Program
Files\VMware\vCenter Server\vmcad\certool.cfg"

7F Windows 1, FJDAERE ——config, PRIMIZarS- i TERIAMY certool. cfg 31

BitEY SSLiEHE A VMCA ZRiEH
LELE BT VMCA 25 ZARIEBIS , AT DUR RS FR T AT 1521 SSL D

/Tf?ﬁ' *ﬂ%ﬁ%\/ﬁi&fﬁﬁ—ffﬁ? HHAR S AT AW E AL SSL UE ., F2 10 SEE T, DAER TN
A TH ML SSLUFBA A A2 dif] ——server MG 4N Platform Services Controller /) vCenter Server
Tn 1] Platform Services Controller,

ifi= s
eI I IRSS , R B PRUE S A R AR IR DS
B
1 OB tHEAUE S 1) certool. cfg.
FTLAMEVL PO 4% 5] certool. cfg:
Windows C:\Program Files\VMware\vCenter Server\vmcad

Linux /usr/1lib/vmware—vmca/share/config/
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YRR G TR U SRS B S PA iR 2 S LY FDQN

WAL IP Mkl ia1 T NSLookup, PATEE 4RI DNS A2, FHE TR “FHIA" FBAR % 4.
RERASAE R 2 2 PSS RS, kWA B 2 SCRORC 2 SO 2b A 71 3

Flan:

certool —--genkey —-privkey=machinel.priv —-pubkey=machinel.pub
certool --gencert —-privkey=machinel.priv --cert machinel.crt —--Name=Machinel_Cert --config
machinel.cfg

EIEFTAIRSS, SRR Al . AR EE IR SS
N2 #¥51E Windows Fl vCenter Server Appliance " iR,

Windows service-control —-stop —-all
service-control —--start VMWareAfdService
service-control —--start VMwWareDirectoryService
service-control —-start VMWareCertificateService

vCenter Server service-control —-stop —-all

Appliance service-control --start vmafdd
service-control —-start vmdird
service-control —--start vmcad

LA INE] VECS,
FITAG T S5 B AT 1A 3T Bkl SSL /TS . H4eMeING & H, REHRINEEH,

vecs—cli entry delete ——store MACHINE_SSL_CERT —--alias __MACHINE_CERT
vecs—cli entry create ——store MACHINE_SSL_CERT —-alias __MACHINE_CERT --cert machinel.cert
—-key machinel.priv

EHH BT IRSS .

service-control —-start —-all

6 HHEVEBERA VMCA ZZiEH

1

VMware, Inc.

9 SSLUEBBIACE A, FHAE Y 1T H xR LR ss1-config. cfg.

Country = US

Name = vmca-<PSC-FQDN-example>
Organization = <my_company>
OrgUnit = <my_company Engineering>
State = <my_state>

Locality = <mytown>

Hostname = <FQDN>

NTFEALSSL UEPB A B YIN . AEENMEHETY SN Platform Services Controller 75 & FiafTibans; AFE
3 __server 1560,

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey —-privkey=ssl-key.priv ——
pubkey=ssl-key.pub

FHAE 2 HT H R PO ssl-key. priv Al ssl-key.pub S,

A BT TR SSL WEFS . BEUES R VMCA 25 2k, andl VMCA ARUE 5 F e SGIEs, T
VMCA S0 BAEP R A UL B 725
® /[ Platform Services Controller 15 ﬂJc RN,

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert —--cert=new-vmca-
ssl.crt ——-privkey=ssl-key.priv --config=ssl-config.cfg
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1F vCenter Server 1 ( AMNIBZeRE ) .

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert —--cert=new-vmca-
ssl.crt ——privkey=ssl-key.priv --config=ssl-config.cfg —-server=<psc-ip-or-fqdn>

BAE Y pr H P A new—vmca-ssl.crt X fF,
4 (%) HH VECS IR

"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli store list

Platform Services Controller H[{j#yH :

MACHINE_SSL_CERT
TRUSTED_ROOTS
TRUSTED_ROOT_CRLS
machine

vCenter Server H[1J4rH

output (on vCenter):
MACHINE_SSL_CERT
TRUSTED_ROOTS
TRUSTED_ROOT_CRLS
machine

vpxd

vpxd-extension
vsphere-webclient
sms

5 ¥4 VECS M5l SSL ik T4 i i+ 54l SSL k15, —-store Fll ——alias fHAZ1 5 BRI L PR TE 4L

fico

T—%

1 Platform Services Controller 4, #Hiz{TPA Ny S A #HT MACHINE_SSL_CERT /#f#H AL
SSL uf45.

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete —-store
MACHINE_SSL_CERT —-alias __MACHINE_CERT

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create —--store
MACHINE_SSL_CERT —--alias __MACHINE_CERT --cert new-vmca-ssl.crt —-key ssl-key.priv

T N’“fin@&mkﬁgﬁ%qﬂ, W11 TPA NS PASE T MACHINE_SSL,_CERT ##% 89354 SSL
WA, MTEMTHEAUA AR FQDN, A AT S AN BT

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete —-store
MACHINE_SSL_CERT --alias MACHINE_CERT

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create —--store
MACHINE_SSL_CERT --alias

__MACHINE_CERT --cert new-vmca-ssl.crt —--key ssl-key.priv

PIE V] DI ESXi EMIRIET . 152 EE 136 U1,  “ESXi EALRIUE P&

TELT LA R AR UL B e, AAE T BA5 93 Platform Services Controller [ vCenter Server 75,5 |
HREIRSS o

80
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WRRRTTRAPIEBER AL VMCA EZIEH
BRse i STHLSSL b/, YDA A RIS 5T P 1. Ry S P st (B, et )
{RUE A PR PR AT A £ T IE SR B T

BB SRR Platform Services Controller 13 81 _FRITHRN ARG b5, HER A dg Va1
ﬂ)ﬁ F AR T S P . FERAA NS Platform Services Controller U HET & isfTar S, whH#H
——server Z4g[1] Platform Services Controller,

R A RTERE I PR T P ETIN, dir—cli Vist (% RERFE T SN A RO T Z T, aqT
vmafd-cli get-machine-id —-server-name localhost PAZF A THIRIAMITEIN] ID, BRI T EH T4
REEAE AL ID,

BrRSH
RS U BTG IRSS , R A e AR AN AT IR S o
TR

1 ZH—1 certool.cfg, FEFRFFR. IP Mok, DNS ZARMBFIBAEFRBL, a2, Hldn, Eadah
sol_usr.cfgo
TR DA A A TLAA B — By e A e o RO TT S AR TREERAAS B WORIRBIBRIAME ., ZERuE
PRI RE G BIRIE -

2 LN A E SRR SR R MR S H P A A e B SRR TS
Bl .

certool --genkey —-privkey=vpxd.priv —--pubkey=vpxd.pub
certool ——gencert —-privkey=vpxd.priv —-cert vpxd.crt —-Name=VPXD_1 —--config sol_usr.cfg

3 BRI R PAAR.

dir-cli service list

AT DAE P E IR I ME— 1D A AMT AT RR o |,

C:\Program Files\VMware\vCenter Server\vmafdd>dir-cli service list
Enter password for administrator@vsphere.local:

1. machine-1d364500-4b45-11e4-96c2-020011c98db3
vpxd-1d364500-4b45-11e4-96c2-020011c98db3

3. vpxd-extension-1d364500-4b45-11e4-96c2-020011c98db3

4. vsphere-webclient-1d364500-4b45-11e4-96c2-020011c98db3

15 57T R I AR T 2 POAEI, dir—cli ZIZER S S BT a0 S T Ry = . 84T
vmafd-cli get-machine-id —-server—name localhost PAZSHRAEANTHIROAM TSI ID, &MEGLT % H
PR ESTHAL ID,

N
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4 FIEATAIRSS, EEAEEEIE O AR EE IR DS .
554 MAE Windows F1 vCenter Server Appliance | HFTANA

Windows service-control —-stop —-all
service-control —--start VMWareAfdService
service-control --start VMWareDirectoryService
service-control —-start VMWareCertificateService

vCenter Server service-control —-stop —-all

Appliance service-control --start vmafdd
service-control —-start vmdird
service-control —-start vmcad

5 MWTEAMRREEMS, W0 vindir RIOEATIES, SRS VECS HiiER .
LA RBleos 1 e vpxd RS IDIES o

dir-cli service update ——name <vpxd-xxxx-xxx-7c7b769cd9f4> —-cert ./vpxd.crt
vecs—cli entry delete —-store vpxd —-alias vpxd
vecs—cli entry create —-store vpxd —-alias vpxd —-cert vpxd.crt —-key vpxd.priv

ER WA vindir HIUETS, NIRRT S P JCiAT vCenter Single Sign-On £ T S5 561F .
6  EHEEIITAIRS .

service-control —-start —-all

fl: {ER VMCA ZEBRATRAFIES

1 MRS E PR & x4 Platform Services Controller FIEEM R & 1
HTHSAT U R 7 58 FH P I 3 DN AR AN B A E IR HeAtb ik I € - (vpxd. vpxd-extension
vsphere-webclient ) 414,

a IR REBE N MRS 2 H )k Platform Services Controller [ FAURDL 77 58 F 1 A= i 254
XTJ‘O
C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey —-privkey=machine-
key.priv ——pubkey=machine-key.pub

b (nfie) KT TIAMNE Platform Services Controller [, 1f AR HY i FTHEH LRI 5
A BTN o

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey ——privkey=machine-
key.priv ——pubkey=machine-key.pub

c  HEANMEEN AR vpxd RO P AR

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey ——privkey=vpxd-
key.priv —-pubkey=vpxd-key.pub

d BT MEEE LY vpxd-extension iy ST AR RN

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey —-privkey=vpxd-
extension-key.priv —-pubkey=vpxd-extension-key.pub

e AEMEFEENT LR vsphere-webclient iRy 5 AL BN

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey ——privkey=vsphere—
webclient-key.priv ——pubkey=vsphere-webclient-key.pub
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JyEEA~ Platform Services Controller AN BRI T MR 7 5 H1 DA S AEANE BRS _E A
HAthfgek 7 5 (vpxd. vpxd-extension, vsphere-webclient ) =A% FH#THY VMCA ARUE1%5 & 1 frti
TR ks,

R —-Name ZHLAINE— . AUIHARDTT S AR HR, B4, vpxd Bt vpxd-extension, HJ{#J-#F
B UEF SRS ST 2 R R

a  f Platform Services Controller 15 5 14T DA a4 A iZ 15 0 1 It B gk gy 2 I P B gy
FHUE,
C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert —--cert=new—
machine.crt —-privkey=machine-key.priv --Name=machine

b Oy ME R A AT S URE T SR A

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert —-cert=new—
machine.crt —-privkey=machine-key.priv —--Name=machine --server=<psc-ip-or-fqdn>

c  NEAMETEIY R vpxd SR T A RIER

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool -—-gencert —-cert=new-vpxd.crt
——privkey=vpxd-key.priv ——Name=vpxd —-server=<psc-ip-or-fqdn>

d BB MEEET L LI vpxd-extensions fER T 5 H A BGIEAS

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert —--cert=new-vpxd-
extension.crt ——privkey=vpxd-extension-key.priv —-Name=vpxd-extension --server=<psc-ip-
or—fqdn>

e la TLA M A AR B ALY vsphere-webclient itk /s 5 FH P AR RGIE 1S

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert —--cert=new-vsphere-
webclient.crt ——privkey=vsphere-webclient-key.priv —-Name=vsphere-webclient ——
server=<psc-ip-or-fqdn>

K VECS HhfigeR Jy 5 H] b A5 B 0 g Js S Pk o

R --store fil ——alias ZHLIS RS IIERIN A FRTEAICAL .

a  ff Platform Services Controller 1551 I, 1H1ia{TVA T S LAt AU 7 S s

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete —-store machine
—-alias machine

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create —-store machine
—-alias machine —-cert new-machine.crt --key machine-key.priv

b BRI R AT SRR TS S UES -

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete —-store machine
—-alias machine

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create —-store machine
—-alias machine —-cert new-machine-vc.crt —--key machine-vc-key.priv

o R ME IS BN vpxd RIS ST FUE o

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete —-store vpxd ——
alias vpxd

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create —-store vpxd ——
alias vpxd —-cert new-vpxd.crt —-key vpxd-key.priv

83



vSphere &£ 14

84

RN B 1Y vpxd-extension T ST FUE .

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete —-store vpxd-—
extension —-alias vpxd-extension

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create —-store vpxd-—
extension —-alias vpxd-extension —-cert new-vpxd-extension.crt —--key vpxd-extension-—
key.priv

B MRS 5111 vsphere-webclient fif 5 P uEAS .

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete —-store vsphere-
webclient —-alias vsphere-webclient

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create —-store vsphere-
webclient —-alias vsphere-webclient —--cert new-vsphere-webclient.crt --key vsphere-
webclient-key.priv

W HBE AR 75 2 e 15 08T VMware Directory Service (vindir), ZA ek &4\ vCenter Single
Sign-On 57 518

a

BT dir-cli service list AJZREUE MEE 5 2 H P HOME—k%s ID fe4k. TILATE
Platform Services Controller 8% vCenter Server 5%t Fia{TiH a2 .

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli>dir-cli service list
output:

1. machine-29a45d00-60a7-11e4-96ff-00505689639a

2. machine-6fd7f140-60a9-11e4-9e28-005056895a69

3. vpxd-6fd7f140-60a9-11e4-9e28-005056895a69

4. vpxd-extension-6fd7f140-60a9-11e4-9e28-005056895a69

5. vsphere-webclient-6fd7f140-6009-11e4-9e28-005056895a69

AR A REEE ARG S PR, dir-cli 1ist (9% REIEa = S A ek 5 2
F'o 1517 vmafd-cli get-machine-id --server—-name localhost DAFE &N EH AR N ID,
BB T P AR R TFREAL D,

1 Platform Services Controller b4t vindir HFTHENIIE . Flan, s
machine-29a45d00-60a7-11e4-96ff-00505689639a -} Platform Services Controller H{{)H A R 58
M, imsfTiem S

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update —--name
machine-29a45d00-60a7-11e4-96ff-00505689639a —-cert new-machine-1.crt

AT 5 LY vindir ROOEENLER . @,
machine-6fd7f140-60a9-11e4-9¢28-005056895a69 ~& vCenter Server HA T+ AN R T EZ I, s
T4

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update —--name
machine-6fd7f140-60a9-11e4-9e28-005056895a069 —-cert new-machine-2.crt

PRAME BT S L vindir Hi) vpxd @7 ST PES . Biln, sk
vpxd-6fd7140-60a9-11e4-9e28-005056895a69 4 vpxd bk %/ ID, s Titar4

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update —--name
vpxd-6fd7f140-60a9-11e4-9e28-005056895069 —-cert new-vpxd.crt

AT S LAY vindir FHAYJ vpxd-extension fig 5 ZH b, Bilan, Gk vpxd-
extension-6fd7f140-60a9-11e4-9e28-005056895a69 & vpxd-extension R TT ZH 7 1D, ihisfTibmy

£

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update --name vpxd-
extension-6fd7f140-60a9-11e4-9e28-005056895a69 —-cert new-vpxd-extension.crt
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£ BB MR LY vsphere-webclient flfg 7 ST UE . B, 4 vsphere-
webclient-6fd7f140-60a9-11e4-9¢28-005056895a69 4 vsphere-webclient fpl /5 & H 7 1D, iHisfTiit

AN
HD/?\:

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update —-name vsphere-
webclient-6fd7f140-6009-11e4-9e28-005056895069 ——cert new-vsphere-webclient.crt

T—%
FH S8 Platform Services Controller 7 S AN & FIIATE IS o

EREEXHIEFEHE VMware Directory Service iEH

TS R, PR A] RIS I fudE vCenter Single Sign-On Jft /A 5.5 1 vCenter Single Sign-On Jix Ak 6.0,
WEREHIEARIZAT vCenter Single Sign-On AR 351179 5% SSL ukAs, WA THAE A AR EH VMware
Directory Service SSL IF-15,

vmdir fifif] VMware Directory Service SSL LF S AI7E$14T vCenter Single Sign-On 2 il
Platform Services Controller 15 5 2 [RIPTHEFH/E

IAEVA M OL R TR Tix S B
®m IREIFIEUEE vCenter Single Sign-On 5.5 fil vCenter Single Sign-On 6.0 JIR %5 .

®  vCenter Single Sign-On /IR 5514 1 0 & il vindir %
B 1217 vCenter Single Sign-On 6.0 JIRZS1A T 1, THIPERIN VMCA 2520k B0 [ 2 LUk

HE AHMZEIEN T, EEEAETHA RS 2 e TN BT A AU VMware Directory
Service 1F5,

L7

1 {riz1T vCenter Single Sign-On 6.0 IR 551175 55 I, ¥ vindird SSL uF 15124
152 WEE 94 U1,  “Fft VMware Directory Service uE 13"

2 7Fiz17 vCenter Single Sign-On 5.5 RS HI I AL, e IR PAH#IGE vCenter Single Sign-On 6.0 Ik 55«
a U S \ProgramData\VMware\CIS\cfg\vmdird,

b 7F 6.0 A F O vmdircert. pem XCEEEIA, B EEMT 5 <sso_node2.domain.com>.pem, JLHA
<sso_node2.domain.com> ;& 6.0 1751 FQDN,

¢ BHEarAMUEFBE#IE] C:\ProgramData\VMware\CIS\cfg\vmdird DL LA 1 E HITE .
3 FEC U BRIRTA L EEEENE 5h VMware Directory Service.
HILAM vSphere Web Client T B IRSS e ] service—control 54,

{£F VMCA {€24 FhBIE B i & 4544
ALK VMCA FRUE PO UE 5 s VMCA 128 = CA Z4UEB . WSS, VMCA A sifra ik
PG AR e s, N DU BB T AR BT . A S S =TT CA S4B R H 5
UEEH M SEM
i
1 BefluEp (il CA) 25 86 1T,
B VMCA UFH B B UFB IS —5 S 4Rk CSR FHES IR ARIE:K 1 £ VMCA [HiF35
2 B SEALSSL B (iR CA) 25 88 T,

=1
AV

YRR CA IR AU LA VMCA ARUETSfR , AT LU A T 5L SSL ik
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B TT M P uES (Fhi) CA ) 56 90 T,

RS SSLuE 13, mI AR g7 S P uEts

it VMware Directory Service U358 94 7T,

G SR PRE T VMCA ARUESS, I FLBGH R AR B 8 AT 2 SIS VMCA AR, it
SN SSL U | ATy S HL P e RN Y ERIIR S5 I UE P o

TER A ERE 4 VMware Directory Service 1E 52 94 11T,

TETH P R, IR AT eI I 245 vCenter Single Sign-On JixAS 5.5 F1 vCenter Single Sign-On /K

6.0, R IETEIE1T vCenter Single Sign-On k3510715 & SSLukE4s, MATHG T HAMEERA G e
VMware Directory Service SSL 11,

FHHARIES ($E CA)

¥V
whk
|
| |

m
n
it
m
n

g

MCA TEF 8 [ XAF RIS — 2 A2 pk CSR FEER I ARIE IR 78] VMCA HIUEF
PRI TES AU A 00 i DA R

WK/ N2048 frnk B %

PEM #1l.. VMware 3¢#F PKCS8 11 PKCS1 ( RSA #4) . %417 IN%] VECS &, 24l PKCS8
x509 hix A< 3

MU, CA Y RMALE N true, I H. cert 252 M AEER YK

PRSI H T AT 9 s PRSI TR 28

SISO R AT ARl . VMCA 1] OpenSSL BRIAEEE, BI+AMiE.

VMCA A3 FRp Sl Tk 21— DNS ZARIUES

ABEBIEE VMCA FIKE CA.

FRUEP5HT, VMCA S85UFLL MUk stk

WAHTR/N: 2048 {7k H %

wHI Mk w4

FEARR: 38 CA

AR CSR HERH R 2454511 CA.
12 CA FUEIHIE THRAE

HERTFES A1 VMCA UEBPLAM ZE= 77 CA Bifl. CA [15¢8% CA BERIUER S, (RAFZSXHE, B,
%ﬁjj rootcal.crt,

AILLE S PEM A UM S CA UEB R SRR SCESE b #E . WAL VMCA ARUEB -3k, PR
CA PEM UEB45RE. lan:
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3 FIEATAIRSS, JEEALEEUE O AR EE RS .
554 MAE Windows F1 vCenter Server Appliance | HFTANA

Windows service-control —-stop —-all
service-control —--start VMWareAfdService
service-control --start VMWareDirectoryService
service-control —-start VMWareCertificateService

vCenter Server service-control —-stop —-all

Appliance service-control --start vmafdd
service-control —-start vmdird
service-control —-start vmcad

4 BuiAT VMCA R CA,
certool —-rootca —-cert=rootcal.crt ——privkey=rootl.key
IBATH AR, SHETEL A
B CRETY EE SCRRIE B INE] S R G A
K U %] VECS Hiffy TRUSTED_ROOTS b (JERJF )
B SURUEBIINE] vindir GERE)

5  (ngk) FREEMALEE] vmdir (VMware Directory Service ) [FTH I, 1 EEHHIE- 44 %] vimdir,
HERBHE A S SRS i 2

B

dir-cli trustedcert publish --cert rootcal.crt

30 FPEAT—K vdir 18 2 AR . JCRREARIE R 2P NE] VECS, [A2h VECS 224 5 45 #ifeif
vmdir HATHARIE S

6 (nifk) auTpbEE, wILLSEEINET VECS,
vecs-cli force-refresh
7 HHREITAIRS
service-control --start —-all
Bl BHRIRIER
fifi ] certool 174 Fl1 —rootca Pl VMCA FRUE-FEHN H E X CA MRIUE,

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\certool" --rootca —-cert=C:\custom-
certs\root.pem — - privkey=C:\custom-certs\root.key

AT, SHETRL MRIE:

BB EE SRIE B INE S RGP U A

BB E SURUEFS S BnEl VECS Hifl) TRUSTED_ROOTS FEH
B R EE SXARUE B IR vindir,

T—%
A FIER TR A DAMIE B E R FIRAAR VMCA AGES . WA TIZARIE T, AR e s
W

® ¥ vCenter Single Sign-On 25415, 1S WA 39 T1,  “Ml#i & R SS (STS) #ukEH” .
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B ¥ VMware Directory Service UF 15, 15Z M58 94 11, “#¥f VMware Directory Service uE 5" o

T EYL SSLIEH ( H1E CA)
HEHE] CA (25 ZAEBI LA VMCA HUEBIR, 7] US4 1 SEHL SSLAE .

IXUESEERR 5O ] VMCA TENUEBIUENARUEB R P B, (H5g, 7EXFMERT, VMCA &
WA UE BT %

EHENEBAITE T %ﬁfﬁﬁﬂ&%ﬂlﬁﬁé\ﬁféﬁ'\]ﬂ'ﬁm SSL 45, A2 W AERE T, IR A

AT AL SSL uF ARSI ——server ZEUN B 4N Platform Services Controller [/ vCenter Server

$5111 Platform Services Controller,

BIiREH
IFEANTHALSSL UEF5, SubjectAltName PAZI7S DNS Name=<Machine FQDN>,
TE

1 NFEEFUEEEE TR H—1 certool.cfgo
HILAELL M 4% 8] certool. cfg:
Windows C:\Program Files\VMware\vCenter Server\vmcad

Linux /usr/1lib/vmware-vmca/share/config/

2 4RES HENUIN A e S S AR Z A ALY FDQN,

RS IP HiHZE1T NSLookup, PATE G ZAFRAI DNS FI3, FHAIR “THLE” FROPERZ AR
3 RN A E SRR E S R TR LA B & R SR

Flan:

certool --genkey —-privkey=machinel.priv —-pubkey=machinel.pub
certool --gencert ——privkey=machinel.priv —-cert machine42.crt ——Name=Machine42_Cert —--config
machinel.cfg

4 EIEATAIRSS, EEIEHRUE A ARAIEE RS
55 £ HMAE Windows F1 vCenter Server Appliance | FTANA

Windows service-control —-stop —-all
service-control —-start VMWareAfdService
service-control —-start VMWareDirectoryService
service-control —-start VMWareCertificateService

vCenter Server service-control —-stop —-all

Appliance service-control --start vmafdd
service-control —--start vmdird
service-control --start vmcad

5  BFruLBEsInE VECS,
FIT A T MR S B A A T i #TiE Bkl SSL #H T fE . HAeMIEINE & H, REHRNEEE,

vecs-cli entry delete —-store MACHINE_SSL_CERT —-alias __MACHINE_CERT
vecs-cli entry create —-store MACHINE_SSL_CERT —--alias __MACHINE_CERT --cert machinel.cert
—-key machinel.priv

6  HHHBITAIRS .

service-control —-start —-all
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Bl Bt EYL SSLIEH (VMCA A HiE CA)
1 Oy SSLAE S BRSO, I i H SRR A7 ss1-config. cfg.

Country = US

Name = vmca—-<PSC-FQDN-example>
Organization = VMware

OrgUnit = VMware Engineering
State = California

Locality = Palo Alto

Hostname = <FQDN>

2 AEIAL SSL U A A B X . AEREANETEE ;MU Platform Services Controller 13 1 Fiaf T ar 4 AN
B __server Jillil,

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey —-privkey=ssl-key.priv ——
pubkey=ssl-key.pub

P L H PRl ss1-key.priv Fil ssl-key. pub 4,

3 AR EAL SSL uE . HEUFTCh VMCA 28 4uF B, andek VMCA ARUF P54 o ks, 1)
VMCA S BAREH T A IR 7254 .
B [T Platform Services Controller 5 /i k ik N3\ 22,

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert —-cert=new-vmca-
ssl.crt ——privkey=ssl-key.priv —--config=ssl-config.cfg

m 7T vCenter Server HH ( AMEBLEE)

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert —--cert=new-vmca-
ssl.crt —-privkey=ssl-key.priv —--config=ssl-config.cfg --server=<psc-ip-or-fqdn>

FHAE 41T H SO0 new-vmea-ss1.crt SUHF.

4 (k) St VECS IINA.
"C:\Program Files\VMware\vCenter Server\vmafdd\'"vecs-cli store list
B Platform Services Controller H1/{J%iH :

MACHINE_SSL_CERT
TRUSTED_ROOTS
TRUSTED_ROOT_CRLS
machine

m  vCenter Server H1[1J%H :

output (on vCenter):
MACHINE_SSL_CERT
TRUSTED_ROOTS
TRUSTED_ROOT_CRLS
machine

vpxd

vpxd-extension
vsphere-webclient
sms
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5 ¥4 VECS Hff 5L SSL ik T4 i 154l SSL k5. —-store Fll ——alias {E 4215 BRIA L R TE 4L
i o

® 7 Platform Services Controller H', i5iafTLA T a4 LA 8 MACHINE_SSL_CERT {7541
SSL UF13

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete —-store
MACHINE_SSL_CERT --alias __MACHINE_CERT

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create —--store
MACHINE_SSL_CERT —--alias __MACHINE_CERT --cert new-vmca-ssl.crt —-key ssl-key.priv

B EEAEE SRR GE T, s T Ny AT E MACHINE_SSL_CERT £ 11541 SSL
W BT HENIE S R FQDN, R A SR T B AN LM LT o

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete —-store
MACHINE_SSL_CERT --alias MACHINE_CERT

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store
MACHINE_SSL_CERT --alias

T—%
NI R ESXi ENIUE 1. S ILEE 136 UL,  “ESXi EMLAUUF PR
LT S PRI R, WA LG YN Platform Services Controller 1) vCenter Server 7,5 I H
HRIRS o
BB RARARIES (HhECA)
TEBHT SN SSL Ui, nI AR #uis 7 = H a5,

BHEAE B S Platform Services Controller 13 81 I THEN ARG i, HER s ME
AR S PIE S . 7E RTINS Platform Services Controller [ EE p Fiaf TSI, 15 1]
——server Z#JgIA) Platform Services Controller.,

MACHINE_CERT --cert new-vmca-ssl.crt —-key ssl-key.priv

BE AR A HRg T M PUEBI, dir-cli list (% ORI E 1 S IR E T P . iaiT
vmafd-cli get-machine-id —-server-name localhost DA TH A AL D, A 7 ) 4
PRI utE THEAL ID,

BUREH

ARG Z R IR AR subject. BN, HRASHRITZH) 4 (41 vpxd ) sk HABME—FRIA
7o

TR

1 GHl—1 certool.cfg, FEIEEFR. IP Mkt DNS ZFRFIL M7, FrEm&SC:, Fln, \Eadh

sol_usr.cfg,

BATLAM A A TUAE R — B9y i b5 o MRS P AR AR B AR IRBERIAG R, ZERiE

TR RE S ARTA
2 AL B SCBRC SO RIS 5 P Ao B RS SR FIE S
140 -

certool --genkey —-privkey=vpxd.priv —--pubkey=vpxd.pub
certool —--gencert —-privkey=vpxd.priv —--cert vpxd.crt —-Name=VPXD_1 --config sol_usr.cfg

3 EAREEMRORIT S P AT,

dir-cli service list
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FIDARE e BN R B FME— 1D A A AT RE o .

C:\Program Files\VMware\vCenter Server\vmafdd>dir-cli service list
Enter password for administrator@vsphere.local:

1. machine-1d364500-4b45-11e4-96c2-020011c98db3
vpxd-1d364500-4b45-11e4-96c2-020011c98db3

3. vpxd-extension-1d364500-4b45-11e4-96c2-020011c98db3

4. vsphere-webclient-1d364500-4b45-11e4-96c2-020011c98db3

FEZ S S A DT P UE B, dir-cli S S B S 1 AT AR T ZH . 84T
vmafd-cli get-machine-id —-server-name localhost VAZFRAFA TAIIAR AN 1D, ARG T ]
FAERREAAE RN D,

EIEArEIRS, JASREEEUE O AL RRATAERIRSS .
k55 £ AE Windows Fl1 vCenter Server Appliance |- A

N

Windows service-control —-stop —-all
service-control —--start VMWareAfdService
service-control —--start VMWareDirectoryService
service-control —-start VMWareCertificateService

vCenter Server service-control —-stop —-all

Appliance service-control --start vmafdd
service-control —-start vmdird
service-control —--start vmcad

R vimdir A1 VECS A LE D
W M, SAPOZIRF IS IS . 5140

dir-cli service update ——name <vpxd-xxxx-xxx-7c7b769cd9f4> —-cert ./vpxd.crt
vecs—cli entry delete —-store vpxd —-alias vpxd
vecs—cli entry create —-store vpxd —--alias vpxd —-cert vpxd.crt —-key vpxd.priv

HEE WA vndir FRIGUETS, MR TT 2 PG 5% E] vCenter Single Sign-On.

EHREIIT AR o

service-control —-start —-all

6l BiRBRATEAPIES (E CA)

1

VMware, Inc.

AR T ) A A R R Hrp i Platform Services Controller AU MEEETS 5 1

FILH MRS T 2 H RS B AN B S L AR HAth g s € ) (vpxd. vpxd-extension

vsphere-webclient ) [ 50%T .

a  IRNAERE NI 2 )5 Platform Services Controller W TR 5 1 )1 A2 ik 2% 41
X\JAO
C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey ——privkey=machine-
key.priv —-pubkey=machine-key.pub

b (A ) X T 4N Platform Services Controller B, i WA AME BT 8 T AR 5 &
PP A B
C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey ——privkey=machine-
key.priv ——pubkey=machine-key.pub

c MR I vpxd fEE Ty T A S A

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey ——privkey=vpxd-
key.priv ——pubkey=vpxd-key.pub
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d OB MEEE Y vpxd-extension T ST P AR RN

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey ——privkey=vpxd-
extension-key.priv ——pubkey=vpxd-extension-key.pub

e NN L vsphere-webclient fiftR 7 5 H P AE AN .

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey —-privkey=vsphere-
webclient-key.priv ——pubkey=vsphere-webclient-key.pub

JEEA Platform Services Controller AR/ NMEEEN b5 _E TN UR P TS 5 H P DA FRY A A

HAthfgek 7 5 (vpxd. vpxd-extension, vsphere-webclient ) A=Ak FHHTI VMCA ARUFA5%5 A 1 firtu
TIPS

R --Name ZHLAIE— . AUIHRI T 5] P A2 8K, BN, vpxd Bt vpxd-extension, I {fJ-#r
H UL SIS S P 2 AR & o

a  ff Platform Services Controller 15 pi 14T DA N4 Al a5 i L T BA g 75 2 P AR Ui Ty
S,
C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert —--cert=new-—
machine.crt —-privkey=machine-key.priv --Name=machine

b Oy MY A AT SRS SR AR

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert —--cert=new-—
machine.crt —-privkey=machine-key.priv --Name=machine --server=<psc-ip-or-fqdn>

c  ONEEMEE S LI vpxd SR SR P AERGIE T

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert —-cert=new-vpxd.crt
——privkey=vpxd-key.priv —-Name=vpxd —-server=<psc-ip-or-fqdn>

d BRI S R vpxd-extensions T S AERGIES .

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-vpxd-
extension.crt —-privkey=vpxd-extension-key.priv —--Name=vpxd-extension —-server=<psc-ip-
or—fqdn>

e M TLA N A AR LY vsphere-webclient iRy 5 1P AR Bl 1

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert —--cert=new-vsphere-
webclient.crt ——privkey=vsphere-webclient-key.priv —-Name=vsphere-webclient —-
server=<psc-ip-or-fqdn>

& VECS HRd s ST b B o B o s 5 et .

HE —-store fll —alias ZEAIUE RS BRI L FR5E 4 DURL

a  f{f Platform Services Controller 1551 I, 151a{TVA My LAt SRR 5 S ir 15

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store machine
—-alias machine

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store machine
——alias machine --cert new-machine.crt --key machine-key.priv

b B NI S AT R R T R
C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store machine
—-alias machine

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store machine
——alias machine --cert new-machine-vc.crt --key machine-vc-key.priv

VMware, Inc



VMware, Inc.

% 3 = vSphere ££iFH

BB Y vpxd MRS S A P

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete —-store vpxd ——
alias vpxd

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create —-store vpxd ——
alias vpxd —-cert new-vpxd.crt —-key vpxd-key.priv

g M TR 15111 vpxd-extension i T S HIFIETS .

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete —-store vpxd-
extension —-alias vpxd-extension

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create —-store vpxd-
extension --alias vpxd-extension —-cert new-vpxd-extension.crt —-key vpxd-extension-
key.priv

iR BT 5 vsphere-webclient il s 5 1 k45

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete —-store vsphere-
webclient --alias vsphere-webclient

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create —-store vsphere-
webclient --alias vsphere-webclient —--cert new-vsphere-webclient.crt —-key vsphere-
webclient-key.priv

i HLE O 5 %€ P E 45 98T VMware Directory Service (vindir), 2 ZeKHi %\ vCenter Single
Sign-On FHE D15 AG .

a

1547 dir-cli service list AJZREE MRS Z M OME—/Ik %5 ID Ja2k. ATLATE
Platform Services Controller %, vCenter Server &% Fis{TIH a2 o

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli>dir-cli service list
output:

1. machine-29a45d00-60a7-11e4-96ff-00505689639a

2. machine-6fd7f140-60a9-11e4-9e28-005056895a69

3. vpxd-6fd7f140-60a9-11e4-9e28-005056895a69

4. vpxd-extension-6fd7f140-60a9-11e4-9e28-005056895a69

5. vsphere-webclient-6fd7f140-60a9-11e4-9e28-005056895a69

R AR A BB R PUEBN, dir-cli list FORH 3E TG S S n A oy %
P, 14T vmafd-cli get-machine-id —-server—name localhost PAZFREAD FAUAM AL ID,
B MR T % P AR AR FAL D,

1F Platform Services Controller |t vindir FP{R+HEHIUET . 40, 2k
machine-29a45d00-60a7-11e4-96£f-00505689639a ~} Platform Services Controller H[1) A il 75 5
FP, iEEfT kS

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update --name
machine-29a45d00-60a7-11e4-96ff-00505689639a —-cert new-machine-1.crt

A SRS S B vndir R TFREN LSS . B0, anif
machine-6fd7f140-60a9-11e4-9¢28-005056895a69 _}j vCenter Server HH [ AN R T T, s
Ttk

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update --name
machine-6fd7f140-60a9-11e4-9e28-005056895a69 —-cert new-machine-2.crt
RN B S vindir TR vpxd fROT S P UE Bildn, @k
vpxd-6fd7f140-60a9-11e4-9e28-005056895a69 4 vpxd Mk /7 % 1 ID, iHisf Tt a4
C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update —--name
vpxd-6fd7f140-60a9-11e4-9e28-005056895069 —-cert new-vpxd.crt
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e PR SR vimdir HY vpxd-extension iRy M PR, A, Wik vpxd-
extension-6fd7f140-60a9-11e4-9e28-005056895a69 A vpxd-extension f@tt /5 ZH 7 1D, iHiafTibay

4

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update --name vpxd-
extension-6fd7f140-60a9-11e4-9e28-005056895a69 —-cert new-vpxd-extension.crt

£ B NS B vsphere-webclient fig )y ST RS . AN, AR vsphere-
webclient-6fd7f140-60a9-11e4-9¢28-005056895a69 4 vsphere-webclient il /7 & H - ID, iHizf Tt

PANYN
ED/?'\i

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update —-name vsphere-
webclient-6fd7f140-6009-11e4-9e28-005056895069 ——cert new-vsphere-webclient.crt
i VMware Directory Service iF$H
QRPLE R T VMCA ARSI HIGH AR B2 AR LTI VMCA AR, WA Z5ie e vH AL
SSL L fifsk 5 2 P uE A0 2L Bk 55 AL 15
QAR & AT VMCA FRUETS, WAZIE e vCenter Single Sign-On i F1) SSL 25 45, 155 WA 39 11,
“WlET e SRS (STS) ARUER” o R4 VMware Directory Service (vimdir) UE) o

AR
NEE =5 vimdir skl CA HKIETS
BB
1 {21} vmdir.
Linux service-control —-stop vmdird
Windows service-control --stop VMWareDirectoryService

2 IR vindir R LE T RIBE].

Linux cp vmdir.crt /usr/lib/vmware-vmdir/share/config/vmdircert.pem
cp vmdir.priv /usr/lib/vmware-vmdir/share/config/vmdirkey.pem

Windows copy vmdir.crt
C:\programdata\vmware\vCenterServer\cfg\vmdird\vmdircert.pem
copy vmdir.priv
C:\programdata\vmware\vCenterServer\cfg\vmdird\vmdirkey.pem

3 M vSphere Web Client sk fifi[f] service-control fiy4 54 vmdir.
Linux service-control --start vmdird

Windows service-control —--start VMwWareDirectoryService

R AEEKXKRERE R VMware Directory Service iEH

TS e, IR AT EIG IS 4% vCenter Single Sign-On Jft A 5.5 Il vCenter Single Sign-On Jix A< 6.0,
R HLIEA 51T vCenter Single Sign-On JIRFSAUTI £ SSL U, MAAZIEA T HAB LB A AR VMware
Directory Service SSL 1iF-13 .

vmdir fif] VMware Directory Service SSL iF5 F/ /E314T vCenter Single Sign-On & il
Platform Services Controller 5 &5 2 [Al$0 748 T4 1F
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IAEDL P OL R TR Tix S B

B IREIHFEIR R vCenter Single Sign-On 5.5 il vCenter Single Sign-On 6.0 JIk %5 .

®  vCenter Single Sign-On /IR 554 1 & il vidir £f.

B X[ 1217 vCenter Single Sign-On 6.0 JIRF51AT i, THIPEERIN VMCA 2520k 158 2 LUk

ER FHAZEUSEI T, RAEMUEEE TR s IR Z e AN A, 0 RN EEH: VMware Directory
Service 1FJ5

R

1 FFizfT vCenter Single Sign-On 6.0 R 551 & F, ¥k vmdird SSL Uk A1 H .
WS 94T, “Fift VMware Directory Service il-f3”

2 {rizf7 vCenter Single Sign-On 5.5 JIRF51 T i |, 15ERFIFASPAHE vCenter Single Sign-On 6.0 k55
a %Tﬁj\ﬁﬁﬁxﬁ: C:\ProgramData\VMware\CIS\cfg\vmdird,

b 7E 6.0 A Ol vmdircert. pem SCEEIOEIAS, B TM %5 <sso_node2.domain.com>.pem, FLHA
<sso_node2.domain.com> & 6.0 741 FQDN,

¢ CHIEAAIUESEHE] C:\ProgramData\VMware\CIS\cfg\vmdird DAFHIILA I HIIELS .
3 {ECEHRUE BT AT THEAL | EHT 5) VMware Directory Service,,
TILAM vSphere Web Client H1 T 5 2hIk 55 5k fifi JT] service—control 74 .

¥t vSphere H{EAE=AiEH
QRO PRI ATHDCEDK, MWK vSphere H i I BTATUE 1 B 58 =07 CA Z5 AUk, S ieic, )
VMCA ¥ATEERUEBsEH , {HFTF vCenter UF 15 AUFETE VECS Hi,
AU AT A E T s VR S AR TT 50 Bilan, I DL e T IEm ST A uE 15, AR VMCA %544
MR s S TP uE TS o ks S TN Pl BT AR S (1) vCenter Single Sign-On 4T S35 E .

HER AURATEA VMCA, WA 5% H R UESS (IS B A B0 A DA SRRk 5 1 1
Do

i
1 RSN B E SARIEEE 96 1T,
WERA A A SR VFHE TR CA, ) VMCA Joik e bt . rIAME Pk 58 =05 CA I FE X
U,
2 RIHRAL SSL U FE XA 97 1L,
W B ESCuER)E, RTDAE RS LIRS
3 CRfds M PR R B E SCUE SR 98 T,
TR SSL uE ), FILAKE VMCA &A@y & b o 58— Jr ok lir .
4 e VMware Directory Service 1IE13 4 99 1T,
QUERPCE S TIHT VMCA FRUES, H HLBUH & AR B & PR I VMCA ARUESS, WAz v
SN SSL U | Atk Ty S ML IE RN Y ERIIR S5 I UE P o
5  TERAHAIA I VMware Directory Service 1E3 4 100 TT,
TG R, ERIEREE ] AEIRGIN £24E vCenter Single Sign-On kA 5.5 Fll vCenter Single Sign-On Jix /A&

6.0, WAFIEATIZ1T vCenter Single Sign-On JIR 351175 £ SSL ub 45, WA T HAL L BRA e i
VMware Directory Service SSL UF-13 .
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ERIEBH SN BEXRIES

QR ISR A VB FHFRIA CA, 1) VMCA JoH b A BIE 15 wTRABE A58 =7 CA 1 A e k1.
BTR& M

UL R LA K

B RN2048 (7852 (PEM Fihth )

®  PEM #. VMware 37§} PKCS8 1 PKCS1 (RSA %4) . B INE] VECS i, 2#:H#)y PKCSS

B %509 fA 3

B FFRUED, CAY RN E A true, FEH cert 25 Z M JiE BR A Fr

B SubjectAltName #4247 DNS Name=<machine_FQDN>

®  CRT &=
B OEPUNBEYIER: B4 ARSI B
PE

L At sE =5 uE A (g Ak A MIEBY CSR.

NN SIHLSSL b As . XTSI SSL s, SubjectAltName ¥ BUAZ () & € 4R
E18%, (DNS NAME=machine_FQDN)

AN, EEMRARRGEAT I A VIR S o RS S FUET AR (4% TP ik
TR TR . A NMIE IR AN IR 3

WE, &5 TSR PEM SUEPL KA Platform Services Controller G/ BEY 14544 SSL iiF .,
2 4 TRUSTED_ROOTS 7##AiH5iA SSL 174
vecs-cli store list
a AR Y ETARUEB AT THRAL SSLUE 54y VMCA 254Uk .
b JHIN TS . CHARET Rl CTHECNT TR
¢ (Fik) M Web HIViss, FITFSRBUEBI0T S0 HTTPS 4, REurhEa, JHmizE R
SiFEAL SSL iE S AHVCAL.,
3 EIFTAIRS, SRR O, SRR

55 MAE Windows F1 vCenter Server Appliance | HRTANA

Windows service-control —-stop —-all
service-control —--start VMWareAfdService
service-control —--start VMwWareDirectoryService
service-control —-start VMWareCertificateService

vCenter Server service-control —--stop —-all

Appliance service-control —--start vmafdd
service-control —-start vmdird
service-control --start vmcad

4 R EE SRS, b EE =07 CA IRk,

dir-cli trustedcert publish --cert <my_custom_root>

WERAE G AT EARE P AR, ARG atirnt.
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5 EHESIITARS

service-control --start —--all

T—%
RN TE T, AT DAMIE PSR IR IR LA VMCA FRUE . QIR TIZRuE T, ARk e Py
NS Cr

® 4 vCenter Single Sign-On 2515, 162 WA 39 U1, “Rl#r&a kS (STS) #ukh”

3
B ¥ VMware Directory Service W15, 152 W28 94 T, “##ft VMware Directory Service iE5” o

KT EA SSLAEB iR BEXIEH
W) 1 SGIE IR, ATDAE s AN SPGB

& ‘LJFMﬂ%KZ\ﬁT):HﬁT/Fﬁ? S HA RS TS EAL SSL iF 15, E2 1SS, DAERA T S
B THENLSSL iF B A AT . i ——server ZEUNHATINIE Platform Services Controller [fJ vCenter Server
}8Ir) Platform Services Controller,

WEAT VA5 BA BRI A B uE 15 -

B administrator@vsphere.local f{J%%

B IR SSL i XGET (crt file),

B RN SSL A S (key file).

ORI E SGIES Cert TR &

O UREE L S T AT SN Platform Services Controller (1) vCenter Server iaf Ty, ML REIA
Platform Services Controller [ IP it

BUR &

BB =5 ANV IE AU R BT S UE TS

m EYIR/N2048 fiokBEE (PEM 4ifiY)

®  CRT i

B x509 WA 3

B SubjectAltName 2407 DNS Name=<machine_FQDN>

B AEDINEIM: BrSa . AN By

L2

1 b RS, FEhAEEB Al . AR AR IR S o
MR %% 2 Fx4F Windows Fll vCenter Server Appliance 4TI

Windows service-control —-stop —-all
service-control —--start VMWareAfdService
service-control —--start VMwWareDirectoryService
service-control —-start VMWareCertificateService

vCenter Server service-control —--stop —--all

Appliance service-control --start vmafdd
service-control —-start vmdird
service-control —--start vmcad
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2 ESRBIAAL, AR CA BRI THELIE B INE] VECS,
i TR AT ZA U A5 A7 P A B kol SSL BEA T o

vecs—cli entry delete ——store MACHINE_SSL_CERT --alias __MACHINE_CERT
vecs—cli entry create ——store MACHINE_SSL_CERT --alias __MACHINE_CERT --cert <cert-file-path>
—-key <key-file-path>

3 EHRSITARS .
service-control —-start —-all
6 HitEY SSLFHEEE I AENIEH
AT DAARIRE 7 B e g B SSL k3
1 ¥4, MER VECS i a5,

"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete —--store
MACHINE_SSL_CERT --alias __MACHINE_CERT

2 Bk, BRINERRIET .

"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store
MACHINE_SSL_CERT —--alias MACHINE_CERT —-cert E:\custom-certs\ms—-ca\signed-ssl\custom-wl-
vim-cat-dhcp-094.eng.vmware.com.crt ——key E:\custom-certs\ms-ca\signed-ssl\custom-x3-vim-cat—

dhcp-1128.vmware.com.priv
T—%

WAL ESXi FAUUET . 162 0LE8 136 01, “ESXi EAHUWUE1ERE
L I AR B S, I ELA SN Platform Services Controller ff] vCenter Server 1 15 |- &
HRIRS o
BRERFRAPIEEESRDBEXIES
TER M B SSLUE-PIS, TR VMCA 28 Afitpe s 2 F b B 85 =y sk .
fit s 5 TP FHTUEAS %) vCenter Single Sign-On #7550k, 4R UE154%8, vCenter Single Sign-On ¢
ARG TT S 0Bl SAML A0, - ELARE 7 58 P B8 1% SAML ARt HoAth vCenter 4051 T B3 36E
T A IR B TS T By T b5 ROy & T AR 578 e, I Hit&AL SSL
WP T2 SSL fivit, P 5 5 ik B Rl BeA7TE I 22 2 AR b o
BN IR S Platform Services Controller 5 &, F MR T 5 ﬁﬁ Pk,

9 I EA AR T S A P UE S . FERE NS Platform Services Controller [ R p5_Fisf ?
——server Z¥{JE[7] Platform Services Controller,

%E%ﬁi’l‘%@
PAN

A, T

EE A RIERE R P UEBR, dir-cli list (R QA Y SR a R s Z . a7
vmafd-cli get-machine-id —-server—name localhost PATSHRERNENIAI AN ID, SAME T H 4
PRI EIEHHENLID,

BTR &%

B EPIN2048 (B2 (PEM ik )
B CRT =

X509 fA 3

SubjectAltName #7i{1 7 DNS Name=<machine_FQDN>
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B AR ) UE AR ANFIR Subject. AN, B SIRITTZM) 4 (A0 vpxd ) sk HAE—
FRIRSTS

m ASUUNEPM: BrESa. AR B

B

1 {ZIERrARSS, BahbIRur a0 BRI EE RS o
service-control —-stop —-all
service-control --start vmafdd

service-control --start vmdird
service-control --start vmca

2 ERARITTE PN AR.
dir-cli service list
AT DA R i iR I rfE— 1D By AR P RE S s @l T .

C:\Program Files\VMware\vCenter Server\vmafdd>dir-cli service list
Enter password for administrator@vsphere.local:

1. machine-1d364500-4b45-11e4-96c2-020011c98db3

2. vpxd-1d364500-4b45-11e4-96c2-020011c98db3

3. vpxd-extension-1d364500-4b45-11e4-96c2-020011c98db3

4. vsphere-webclient-1d364500-4b45-11e4-96c2-020011c98db3

TEZ T R A AT 5 P UE R, dir-cli B3R B SR T S R o s . 81T
vmafd-cli get-machine-id —-server—name localhost VAZSFRAFNFAUKAM AL ID, STy 2
FERRBAETHEANLID,

3 WTEAMERITTEM P, RIS VECS Al vindir I UETS
DAVAZIGF-E5 DIE S
vecs—cli entry delete —-store vpxd —-alias vpxd

vecs—cli entry create —--store vpxd --alias vpxd —-cert vpxd.crt —-key vpxd.priv
dir-cli service update ——name <vpxd—XXXX—XXX—XXXXXX> —-cert vpxd.crt

ER AR vindir FRIIESS, DT S EEx vCenter Single Sign-On #E47 S5k .
4 TEHRSITAIRS

service-control —-start —-all

& VMware Directory Service iE$H

QUERDCE ST VMCA FRUE, I BB & AT B &P I VMCA ARUES, LA o B

SSL uF 5. fiftth s 28 1 Pk PR BE PR IR S5 T UE 45

QRO & A VMCA RRIETS, A2 e vCenter Single Sign-On i F1) SSL 25 415, 155 WA 39 11,
“WlET A MRS (STS) ARUER” o RAZIUE e VMware Directory Service (vimdir) UE) o

AR

=51 vidir okl CA i3RUET.
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B

1 {21} vmdir.
Linux service-control —-stop vmdird
Windows

service-control --stop VMWareDirectoryService

2 GHINIA AR S vindir 57 2 BRI

Linux cp vmdir.crt /usr/lib/vmware-vmdir/share/config/vmdircert.pem

cp vmdir.priv /usr/lib/vmware-vmdir/share/config/vmdirkey.pem

Windows copy vmdir.crt

C:\programdata\vmware\vCenterServer\cfg\vmdird\vmdircert.pem
copy vmdir.priv
C:\programdata\vmware\vCenterServer\cfg\vmdird\vmdirkey.pem

3 M vSphere Web Client sk fifi ] service-control fiy& 54 vindir.

Linux service-control —-start vmdird

Windows service-control —-start VMWareDirectoryService

HRAEENXHEREH VMware Directory Service iEH

TEF S ferh, RS T AEIG ISt FE vCenter Single Sign-On Jft /& 5.5 il vCenter Single Sign-On Jix /< 6.0,
WARB I FAT 51T vCenter Single Sign-On IR F51075 51 SSL k45, MIAZH THAME A HEE it VMware
Directory Service SSL 1iF-13 .

vmdir f#i/{] VMware Directory Service SSL uF 15 7 /11T vCenter Single Sign-On & i)
Platform Services Controller 5 &5 2 [Al$0 T8 T4 1F

IAEA MEDL NP TIX SRR

m IREIHFEIREEE vCenter Single Sign-On 5.5 #ll vCenter Single Sign-On 6.0 JIk 5%

®  vCenter Single Sign-On /IR 554 % 0 &2 il vndir £iffi .

B X[ J21T vCenter Single Sign-On 6.0 JIRF51AT i1, THIPERIN VMCA 2520k R0 [ 72 LUk

HE AHMZEIEN T, EE ST RS 2 AT TN i AU VMware Directory
Service WF .

TR
1 FFizfT vCenter Single Sign-On 6.0 k5519 &= F, ¥k vmdird SSL Uk 5 F1% .
2 ULEE 94 71,  “Ft VMware Directory Service uE 13" o
2 f¥izf7 vCenter Single Sign-On 5.5 IR A 1, 1/ B EAPAEZZE vCenter Single Sign-On 6.0 ik 55 .
a % \Pﬁﬁi’fq: C:\ProgramData\VMware\CIS\cfg\vmdird,

b f60ﬁ5teﬂﬁ vmdircert.pem XH—H’]mM& #z{%ﬁﬁ %jj <sso_node2.domain.com>.pem, H EP
<sso_node2.domain.com> & 6.0 751 FQDN,

¢ CHEaAIUERE HIE] c:\ProgramData\VMware\CIS\cfg\vmdird VLI A 14 dilE5 o
3 fEE R BRTA R EEEENE 5 VMware Directory Service.
TTLAM vSphere Web Client H1 I 5 sh/Ik 55 5k fifi JT] service—control 74 .
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Bt CLI iy & ERIE B RS

—24 CLI [ T4 VMCA (VMware iF Bl ) . VECS (VMware Endpoint iF 3{7# ) LA VMware
Directory Service (vindir). vSphere 547 HEER L AR 7 I SR ZAHCATSS, (HFBhuF R CLL,

% 3-5 ATEBIEBMXEKRSH CLI TR

cul #ii i )
certool ABOFEPIEBIEY ], JET VMCA, 55102 I,  “certool #iinfLar &S
vecs—cli P VMware UFBIE#EIBINNEA 2107 B, “vecs-cli iy &5%”
J& T VMAFD,
dir-cli 7E VMware Directory Service @l 28 110 B, “dir-cli 453"

FHEHER. JET VMAFD,

EPEETAMNE
ERNEOLT, ATPATERRATT S A P A B A TR
Windows C:\Program Files\VMware\vCenter Server\vmafdd\vecs-cli.exe

C:\Program Files\VMware\vCenter Server\vmafdd\dir-cli.exe

C:\Program Files\VMware\vCenter Server\vmcad\certool.exe
Linux /usr/1lib/vmware-vmafd/bin/vecs-cli

/usr/1lib/vmware-vmafd/bin/dir-cli

/usr/1lib/vmware-vmca/bin/certool

QR A FH AN Platform Services Controller [T HRT fiiaf Tan 4, WA PUEH ——server 535 E

Platform Services Controller,

UEH IR IRIERT BRI

AT REE vCenter UE I, LAV vspherelocal 311 CAAdmins A1FIAE b1
administrator@vsphere.local H/'f/ T- CAAdmins 411, FEE ERT BERTH 3 T.

WARAEAT vCenter UE AT ERRR IR, %%A e\ administrator@vsphere.local FI% 0, WST-5h 5

HabAs, WAFIIE T CLI AN R 5 EAN A AL

dir-cli {50002 vsphere.local JH1) CAAdmins 2R DT. FRERIEFT dir-cli

B, RGN N 2RI

A
Hlj/%

vecs-cli ), SUHERTE B EROAAHE . AHETE H7E Windows R ZtHUEEHE 5
FHPT, fF Linux 240002 root FH 7 TP A & 0T AR BTt FH PS5 TRIAY

|$E|< o

MACHINE_SSL_CERT H TRUSTED ROOTS i Jm TRk . X root

P B D (BT 2R 2L ) A 5 B AR .

certool KEZH certool 27 E1ZH & CAAdmins HIIAL L,

administrator@vsphere.local H)"'iz T- CAAdmins 41, FTA R ATLA

T4
B genselfcacert

B initscr
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B getdc

H  waitVMDIR
B waitVMCA
B genkey

B viewcert

X BSXi EAUGUERBERE, AungiHA U B £, ATLAM vSphere Web Client H115% #1Z 574

E ¥ certool BL B

11T certool —-gencert MIFEEHABUE PRI BT P Ay A1, CLI 2 B ST AT . PTLATE a4
ATHGREER LA S ] - - config=<file name> BETUFERIARL & L (certool. cfg) B AHAMB(E,
FeE S S HALL PEBRMER Z A TR

Country = US

Name= Acme

Organization = AcmeOrg

OrgUnit = AcmeOrg Engineering

State = California

Locality = Palo Alto

IPAddress = 127.0.0.1

Email = email@acme.com

Hostname = server.acme.com

BIDS3 W 5 (CE N

 GUERCESC A DY, SRR AURMEIREERIARC E S, WEFHaE st S, B,
AR E I PSR, 1 {E] ——config dy A T

B AT LINECE SHME . I, EEEREEE, st N a4
certool - -gencert —-privkey=private.key --Locality="Mountain View"
F7E —-Name DUEHUE 1510 8 A4 7R CN FEL .

B TR EH R, HRAE, ZAMON <sol_user name>@<domain>, {HANSRLE IR A A2
€, T LA SOZ A

m TS SSL b, AL FQDN RBRIALE FRT SSL & i AE Bk v AL AL I 2 A 2 Uk
PR EFRN CN 7B T A& 204, Rk Baa DA e HAb 4k (DNS £
ey IP MuESE ) RO TR AR FBY R, 808, VMCA Y 5o Fi—/> DNSName ( 7F Hostname
FEH) |, EARRUE TR AT R 2360, dnsR IP ki T Pe e, W23 77 6& 4 SubAltName 71,

——Hostname ZE T8 EUEF 1 SubAltName ) DNSName.

certool IR H<ES%E

certool FUAM AR ST LA GIEPS 41K . BG4 VMCA S AHNEB RS . S UL TH A
IEP A HHELE,

LN, ol DR B S L 8 2] certool fra i, 1S WA 102 U1,  “HPY certool il " . fr=—it
R, S50 76 T, B VMCA 20 1 i) VMCA 2017

certool --initcsr

HERGIERZ 1K (CSR) . a4 1] i PKCS10 SCA-FIE %54,
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R i::3% 3

—initcsr Ak CSR A Sy b5 T

——privkey <key_file> L SIS R o

——pubkey <key_file> o B RI#

—csrfile <csr_file> RIEE] CA TR T CSR AR 4o
——config <config_file> P SRR e 27k ERIAH certool. cfg.
[LAE

certool —-initcsr —-privkey=<filename> —--pubkey=<filename> —-csrfile=<filename>

certool --selfca

BRI A UE I 5 AR CA B VMCA IS5, IS IUE o VMCA IR S arix i i ik
—o BT DSOS =7 IR EL# VMCA k5, MIMfE VMCA sgrhial CA. w52 0LEs 85 11, (i ]
VMCA EHRIRIEBAL 4540 .

b AR A H I = RS DAk S LRI DX

JET iR

——selfca HER E 28 A UEB I R AT T

-—predate <number_of_minutes> FEFHCARIE R ATk i H T 2 BA e M i A 2
HTRFEE 2 B, Ese AT B TR TE IR X (R, ek
A=K,

——config <config_file> Bl B SR R 48R . BRIl certool. cfg,

——server <servers VMCA JRF5#m 20k, BROMGOUT, Za 4
localhost,

4 :

machine-70-59:/usr/1lib/vmware-vmca/bin # ./certool --predate=2280 --selfca —--server= 192.0.2.24
—-srp-upn=administrator@vsphere.local
certool --rootca

SRS . BHRERIUE AL TIPS VMCA, VMCA FUE TR uE Bk 7454, (HHEMARLE
BRI XEWE, ErLA—2— PR, ffm MR A T U o

JEI ik

——rootca SR CA Il A d5 51,

——cert <certfile> Bl F SR 2 8k BRIAK certool. cfg.

—privkey <key_file> L SR R 1236202 PEM atib ik .

——server <server> VMCA 525 20k, BRINGOUT, izar &
localhost,

40 :

certool —-rootca —--cert=root.cert ——privkey=privatekey.pem

certool --getdc
IR [H] vdir f FHER IR
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SRR

it

——server <server>

VMCA B Z5asitnl e hr. BRINGEOUT, Zar i

localhost,

——port <port_num>

RIS S o BRI 389,

B

certool --getdc

certool --waitVMDIR

54 VMware Directory Service i1 TEE 4 ——wait $5E I G500, Rt 5 HAse IRc 560 m T B ks

SEESS, PlAmRIFER A o

JELT

it

——wait

TSR A BRI 37 .

——Server <server>

VMCA kS5t ie & hr. BRIMEOUT, Za i

localhost,

——port <port_num>

AR S ERIA A T 389,

B

certool ——waitVMDIR --wait 5

certool --waitVMCA

SR VMCA IRS5E1 TECF AR E NN G50 R et S HAb e S & (T P R E AR 55, Bl EuE4s.

JELT

ik

——wait

FIRGAERR A P BRMEY 37 o

——server <server>

VMCA RS e & k. BRIAGOL T, ZarS i

localhost,

——port <port_num>

Al S o BRI E 389,

B

certool —-waitVMCA --selfca

certool --publish-roots
SR TR o o & TR B AL

I

#i

——server <server>

VMCA RS AT 47k, BRI, 1Zar 6]

localhost,

Bt

certool —--publish-roots

VMware, Inc.
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certool BG4S
fifi ] certool &4, HRAIDIER . AWM ATIEB UL M EEH IUEBIE E.

certool --genkey
AL TR B o X SCPRR S AT T A2 VMCA 20 . FTLAE FZ 45 Bt b Lk ok 5

ZH

I iR

——genkey HER T AN VB R T

——privkey <keyfile> L S 2R

——pubkey <keyfile o IS A

——server <server> VMCA R # A EEFR . BRINBOL T, a6 H]
localhost,

0 :

certool --genkey —-privkey=<filename> —-pubkey=<filename>

certool --gencert
M VMCA fR S = AERIE . Ibar 2] certool. cfg BiIRERE SIS Ho

FET Hig

——gencert AERCUE A AT

——cert <certfile> USRI AR 2SR5 PEM 4ahibiius s,

——privkey <keyfile> LB SR ZSBAUZ PEM i al.

—--config <config_file> e ST e 247k, BRIACH certool.cfg.

——server <servers VMCA JIRSSHSTI 25, ERAEHLT, i Sl
localhost,

B

certool --gencert —-privkey=<filename> --cert=<filename>

certool --getrootca

AN TR IERITEHRY AT CA UF35 ., WRBEAES TR s Tikar4, 1511 Platform Services Controller
WS RN ORAS AR CAL M e RS, &R Moy A Tk,

b1} ik

——getrootca FTEIARUE BN A AT,

——server <server> VMCA 525 20k, BRSO T, iz
localhost,

il .

certool --getrootca —-server=remoteserver

certool --viewcert
DAL BIE RS TETUE B T A 7B
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HEIR ik

——viewcert EHEU-BI LTI,

——cert <certfile> Bl B SR e R BRIAK certool. cfg.
Bl .

certool —-viewcert —-cert=<filename>

certool --enumcert
B VMCA R 55#s TR, B prino ik asgess, IR Be I E mas . i shelid

MRIER .

FETT ik

——enumcert I A B A AT T

——filter [all | active] Fras ks, fFRENTA SIS, YA R C e AT
eI,

lan:

certool ——enumcert —-filter=active

certool --status

] VMCA RS a LR e B MG S il B2 i . fTENEYS: Cm, wAbzuEboms; &,
WgUEAS: 3D,

FEIT i

——status A UF SRS R AT

——cert <certfile> Fic B SO P 28R . BRIAN certool. cfg.

—-server <servers VMCA IR #I0 Rk MR . BRNEOUT, &S]
localhost.

Bilan

certool --status —-cert=<filename>

certool --genselfcacert
FRPERC B AR A — A B RS UE o 4R A2 i FI = RIS TE S DAk S H RN DX 5

&I ik

——genselfcacert HERE A2 A UE TN AT B,

——outcert <cert_file> UEAS ST 1Z 244002 PEM 4ihiiats =,
-—outprivkey <key_file> L B AR S BAUZ PEM Fihim .
——config <config_file> Pl i SR P e 247k . BRIAH certool. cfg.

Bldn:

certool —--genselfcert ——privkey=<filename> —-cert=<filename>
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vecs-cli g < S ¥

vecs-cli a2 5 A T4 FE VMware Certificate Store (VECS) 348, $fiX 26y 45 dir-cli Fl certool il & fiff
FHT BRI R AL o

vecs-cli store create

QR

JEIT ik

——name <name> HEBAFEE 2R
4.

vecs-cli store create —-name <store>

vecs-cli store delete
MBRIEE A7 . JCEMHER Fh R Ge e SUPE-F A7 4%

IR Hhik
—-name <name> MR I R
flan:

vecs-cli store delete —-name <store>

vecs-cli store list

FIHUE A7

VECS fuHLA NS

% 3-6 VECS HhiyfE

B ik

1AL SSL 2 (MACHINE_SSL_CERT) 5 vSphere 15 R AARBRIR 55
®  {lj VMware Directory Service (vimdir) 7R\ ZUHSE AN

/™ Platform Services Controller 7 15 [ {#i [,

vSphere 6.0 AT Rk 5 P14 SSL E 1 i I £t
PRI TS . 0 T SRR EHRAE, 5x RS U I e
Mo ik, FEeRSS (40 vpxd ) U5EEE S DA T4T7T
KA.

ZASATAIMLZE (TRUSTED_ROOTS) BT A ERIARIE D .
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% 3-6 VECS ipyE (42)

B ik

fiERTT S PR VECS AEAMRRTT PSR — . BAMRYTT S FIE
®  machine PR BATTEME—F, Bl A A E R B S vpxd ik
m vpxd PARI ) L

m  vpxd-extensions fEDR T N FAUEAS I T-%] vCenter Single Sign-On #4773
m  vsphere-webclient ¥k, vCenter Single Sign-On 2AS UL/ AT, HAMS

A HAUEBENE . AT, Fra s U

EATAHRI A G

VUMD TT P b BAAA SRR AR AN T SRR IR

B VECS i

B machine: MMAFEEERS . W ATUEIRSS S AT H Sl s ss
i,

EE RS IR S AL SSL uE B RE T
ISR WHENIT Z M P BT T SAML 414
s VAL SSL kB T UL 44 SSL ¥Rz

®  vpxd: vCenter IR FHHET (vpxd) AL TAFEET LA
RS o vpxd 1 I FRAEAE Ry 5 Pk
45%] vCenter Single Sign-On #4T S35,

B vpxd-extensions: vCenter § J&ZF, fUfE Auto Deploy
fI:%% . Inventory Service LA KA BT HAWRI T S -1
HAbIRSS -

®  vsphere-webclient: vSphere Web Client 7, it Ul
FAth—16)lR 55, BlantErerRIRS .

e EAUE IR QTSRS Platform Services Controller 754,

i,

vSphere iF B RSS2 IFL T 240 FF (BACKUP_STORE) 1 VMCA (VMware WE 1A ) HRSCRRE B . 10
AT RSB 2847, ORI Z AR,

Hopth)% SRR TT S FTRE SR I ZE . 10, MBI Ty S0

SMS &, IEMEMGXEEFER UL, BRAE VMware SCRER
VMware FHHFE X TER R TIHIAEK

EE {HiE, 7F vSphere 6.0 A EE CRLS, MR
TRUSTED_ROOTS_CRLS J# M S A IEHERM A . 152
2Bk &% TRUSTED_ROOTS_CRLS J%.,

B

vecs—cli store list

vecs-cli store permissions
Y oA N A AEIORIR o 1] ——grant 5k —revoke 15,

TA#RIR A S A EAAEI T A EHIAL, QIR T AR . B I I A AT A R, QIR T
AR o

A DI{#i ] vecs—cli get-permissions ——name <store-name> 12 E G110 4 AT A B o

Pt ik

——name <name> IS edidiop i

--user <username> AT AR P IAE— 2R
——grant [read|write] BT B N

—-revoke [read|write] R S AR . M2
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vecs-cli entry create
1 VECS i — 2 H o it & et rh s in— % I ka4

JEIT HiR
——store <NameOfStore> UE AR AR
——alias <Alias> UEBII AR & o WS E RS, 2,
——cert <certificate_file_path> U SR SR 2 o
——key <key-file-path> SiEBR N S g0 sEEE R 14
Clpeis

vecs-cli entry list
SR EA IR A 2 H o

TR ik
——store <NameOfStore> WEBAFEI 2
——text EoRUEBIA TR

vecs-cli entry getcert
M VECS Ht&ZuEA5 . T LCREIEAS &k B H SOl e o g A TRl SO

I #ik

——store <NameOfStore> UEPBAFH I AR
——alias <Alias> BRI

——output <output_file_path> H S NUEB IS,
——text B UE RN L R

vecs-cli entry getkey
KR A AE VECS HiE e T LURFUESS A A B0 S sl L it os N DRSO

pr. 31 g

——store <NameOfStore> WEPAFEN A

—alias <Alias> BRI

——output <output_file_path> B RSN E L R
—text ORI AR,

vecs-cli entry delete

TS UEPAFE S H o R MER VECS s H, ML VECS ok ARER . ME—KBINE 24 aiAR Ik
45, VECS 1R IE-B1Y vmdir.

JELT Ei:p% Y
——store <NameOfStore> UEASAFRER AR
——alias <Alias> FHERIIE B % o
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vecs-cli force-refresh

SR vees—clio AEINSOUN, vecs-cli B HUFTLAME I vdir G F B BRIMEOL T, VECS 2455
S P vndir HHESHTARIES SO B I ar < RPN SEORT vndir Hf) VECS.

dir-cli i< &%

T dir-cli SR, AT AGUERN SRRy S M- L VA AT P m, AR EE vindir H R IEF A
1, S HIFE 5 vecs—cli Hl certool it & i HI T BV ERUE P AL AHIZEAY o

dir-cli service create

BRI T ZE P RS =5 RO S ]

IEI

i

——name <name>

LellE (NP P SNl INE

——cert <cert file>

WA SRS 2, XA VMCA 252 RiEBak 56 =515,

—-login <admin_user_id>

ZRIMEOL T, i administrator@vsphere.local, 1% EE AP
R H A H I8N CAAdmins vCenter Single Sign-On 4114
AR TP AL

——password <admin_password>

R DURP OB, WACRHER, 2L

dir-cli service list
B dir-cli [ ARAIEITT SR

b, A0

iz

—-login <admin_user_id>

BRINESL T, 4 administrator@vsphere.local, 1ZEHGIAILA
FE A 7] CAAdmins vCenter Single Sign-On 4114
I HA T A DR

——password <admin_password>

TR . AR E B, RS ER R,

dir-cli service delete

JWER vndir RO ST o IR TT ZE P, BT DSRIIR SR8 It vindir SEBIRIRTAT RS

JANHTHL
JET ik
——name SRR T SRS

—-login <admin_user_id>

ZRNEOL T, 4 administrator@vsphere.local. ZFFEE G DA
FHAH I8N E] CAAdmins vCenter Single Sign-On 4114
M HAR T AR

——password <admin_password>

DU, AR IR E I, K2 ER R,

dir-cli service update

SHRE MR S eSS, RIS sk fa, VECS ¥4t 5 /5 e Bl Bk, slonl DARET

vecs—cli force-refresh il o

VMware, Inc.



% 3 = vSphere Z&iFH

SRR

it

——name <name>

LHTRLTT S

——cert <cert_file>

HOTRLA IR S HIUEA 2R

—-login <admin_user_id>

BRINEHL T, 4 administrator@vsphere.local, 1ZEHLGIAILA
FHAB %] CAAdmins vCenter Single Sign-On 4114
AT PR SRR

——password <admin_password>

DR . AR IEE B, RS ER R,

dir-cli user create

B vdir HIHERUT o a2 0] FHT P ANk vCenter Single Sign-On #H4T S5 UFI A T

o HREAEIFALH IR 6 I a4

pri 3

it

——account <name>

LB vCenter Single Sign-On Fi /&5,

——user—password <password>

IR AR o

——first-name <name>

eVl bELE s

—-last-name <name>

R R .

—-login <admin_user_id>

ZRINFEOL N, 4 administrator@vsphere.local. ZEEE G
FHE A H I NE] CAAdmins vCenter Single Sign-On 4104
1A TR DURAA

——password <admin_password>

IR, AR I, KRR R,

dir-cli user delete
MHER vndir HRiREE

E

i

——account <name>

LR vCenter Single Sign-On H %7k o

—-login <admin_user_id>

BRIMEOL T, 4 administrator@vsphere.local, 1% HE AT
FHAB P INE] CAAdmins vCenter Single Sign-On 4114
I H T AT GV

——password <admin_password>

DR . AR E R, RS ER R,

dir-cli group modify
WP e B AL,

JEIT

ik

——name <name>

vmdir F LR,

——add <user_or_group_name>

LN B R 2

—-login <admin_user_id>

BINEHL T, 4 administrator@vsphere.local, 1ZEH! A LA
FHABT I NE] CAAdmins vCenter Single Sign-On 4114
M HZ AT B GVRRAL

——password <admin_password>

EELGT P INER . QERARIEEEN, HaBR.

dir-cli group list
IR FEEN vindir 41,

VMware, Inc.
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SRR

it

——name <name>

vmdir WA B TR A4S S A

—-login <admin_user_id>

ZRNEOL T, i administrator@vsphere.local, ZEHE G
R H A I NE] CAAdmins vCenter Single Sign-On 4114
IF) HAR TR B DR

——password <admin_password>

TR PR . AT RS, 4 20,

dir-cli trustedcert publish
RS FAEIARUE A4 ) vindir,

T

ik

——cert <file>

BSOS R

—-login <admin_user_id>

BINEHL T, 4 administrator@vsphere.local, 1ZEHGIALA
FHAB I NE] CAAdmins vCenter Single Sign-On 4114
P A A R DURR AR

——password <admin_password>

RTINS QURARIREEN, B ERER.

dir-cli trustedcert unpublish

WO AT BT vindir RS2 EERRIES . G140, GEREREMARUERAINE] vmdir HAZUEBHAEE AR
A FABUEB MRS, WS ar & o BOHAAT A P IO UE B 2 SR ARSI —F 53

JELT

i P2

——cert-file <file>

THH R AR UL SR 2

———crl <file>

SIUERIEHY CRL AR AT

—-login <admin_user_id>

BRINEHL T, 4 administrator@vsphere.local, 1ZEHGIAILA
FEA T %] CAAdmins vCenter Single Sign-On 4114
V) HA T4 P DURFARL

——password <admin_password>

DR . AAORIEE D, KSR R,

dir-cli trustedcert list

BT 2SR ML N A ID, EFEEHE ID A REfEH dir-cli trustedcert get KoZiEH5,

JELT

it

—-login <admin_user_id>

BINEHL T, 4 administrator@vsphere.local, 1ZEHHIAILA
FEAH I NE] CAAdmins vCenter Single Sign-On 4104
P TR PR SURFASL

——password <admin_password>

RTINS . QURARIEEEN, B ERR.

dir-cli trustedcert get

M vmdir S 32 AF AR R SN BIFRE 1 SC

&L

ik

——1id <cert_ID>

EZUFBI ID, ID ¥ B dir-cli trustedcert
list @y,

——outcert <path>

TR S SN BIRR 2
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SRR

it

——outcrl <path>

2 CRL XS ABIMEKR . MuiAE ]

—-login <admin_user_id>

ZRNEOL T, i administrator@vsphere.local, ZEHE G
R H A I NE] CAAdmins vCenter Single Sign-On 4114
) A A B VR A

——password <admin_password>

IR AR E D, K2 ER .

dir-cli password create

O A BRI IS . a2 RTS8 =07 o s s M

JELT

it

—-login <admin_user_id>

ZRINFEOL T, 4 administrator@vsphere.local. ZEEE G AT
F A %] CAAdmins vCenter Single Sign-On 4104
1) FAS T B DURRARL

——password <admin_password>

IO ISR . QUERARIEEEN, HRBRER.

dir-cli password reset

AR G E T R . AR AR R

AR EE U, WA dir-cli password change,

FEIR ik
——account S H A T HE DI S A
——new FeE P RIS,

—-login <admin_user_id>

BINEHL T, 4 administrator@vsphere.local, 1ZEHHIAILA
FHABH P NE] CAAdmins vCenter Single Sign-On 4114
) A T A DURRAL

——password <admin_password>

RGP QURARTEEEN, HRER.

dir-cli password change

AR PSSR, A ASUESIA I T P, A BRI T, A ER DART DA ] dir-cli password reset

T AT

PRI i35

——account I ORELY

——current =L ORI IRl SR T i
——new Eiize RN I RlR e TN

i#iT vSphere Web Client & vCenter iE$H

A[LAZEH vCenter UEPIAUE NI (VMCA) CUAIUE B PAAE A RO A5 215 BRI . Ao A Wi DA RS E R
WEPBRIRES . B EE CLL TR IE P LSS .

EE SN RIF—EEE M) VMCA 5245 Platform Services Controller JCHUET . 4+ VMware
Directory Service (vimdir) [543 [ &2 fIUE 515 Elo

24374 vSphere Web Client FHAJUEPRS, RZ TR REMNF ) ANIE M, 5 VMware UL 5L U HEE
HARRI A 2585, B vCenter Single Sign-On ZHHIHI .
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FB

62 B S N S

A administrator@vsphere.local 5k, CAAdmins vCenter Single Sign-On 2111 55— P S B R 5
vCenter Server,

WHERGER, THMRRNTHHENRAECE.
LR e D =W Brivee o SR I W E e SaTTas D s
R R AEB AR .

B B IR R I

IETT #i

AHIEH SoARBOET, GRRHEIERE . iEBE I, St ATRoiE” KR
SR

B RHIEH ToREmAIEBISIR. AT AR

S HHES S E W

RIEH BRI vCenter MEBHUE UL I SLBIHLES .

WEIE, AR5 BN AR R B A S A e R E E
TS BRI AR, B . ARG,

i vCenter iE B HIEEEEHE

M vSphere 6.0 JF%4, vCenter Server 215§ VMware Endpoint UF-3 /7 (VECS) HIRTAUET, HAEUEHBE

114

LA 30 Rl 30 R AR HH#AR . nILAfEH] vpxd. cert. threshold e iU Al 44 H A T TR
TR
1 k%] vSphere Web Client.

WEFE vCenter Server W%, SREMRIR B BRVEIN < AHEE T-2E .
SRR E, KEEE, RSt
¥ vpxd.cert.threshold % B SO TR, R AiHfsE
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vCenter Single Sign-On S HF S R5GIE, X &I El LAIE P95 & A LAV5IR] vSphere 4HfF, IbSh, #0700
PR P A F TARAE vSphere X142

vSphere SZFFZRANRIIBEANIE], 4028 116 71, “ iR vSphere HIZAL" Wik, AHE i fe B N
1 vCenter Server AR LN AT $ AT H P BT 55

vCenter Server 70 YR IS ARAN A O HFAGHA TR AN 5], 17] vCenter Server x5 Z K &5 Hr 5 /0 Fc AL PR
I, IEHEE A Pk Az G BB . SRR A, 1 A CBERRLEE ) o

IR HIEA 7 administrator@vsphere.local 5% vCenter Server £2%4t. A4S, 1ZH ) I LABATIN FH#AF:

T CREE SCT HAt T PR AR RPN N2 vCenter Single Sign-On Wi 35205525 11, “VN )l vCenter
Single Sign-On FRIAJR” o

2 ARG TR, TR B INLEL vCenter Server RGN SR FHRHZN G Ay €453 B ARR
O e .

Mta . FRFIAER (http://link brightcove.com/services/player/bcpid2296383276001?
bctid=ref:video_roles_privileges_permissions_vsphere_web_client)

AZETHE T LU 328

® 5116 U, “Tfi# vSphere HIffHAL”
B 116 51, “ [ fi# vCenter Server FUfRAH”
B OE117 00, CBORMZRESHIRR”

B B9, “LIAPREE”

B 5121 00, 7 vCenter £ FHUAUR”
B 55123 00, CARRUR”

B E123 00, CURINASEAUR”

55124 00, CfEHIMAE IR

B 127 01, CMERAURINSAARGL”

B E127 01, R ARSI
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T f& vSphere FIHJFZ
7t vSphere FIFEZRUH Pl i 35 5 12 vCenter Server AR, ARIEEHATIES, B REFEHABIRAL,
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(vSphere API/SDK X#%) 5 A1 IASES B R, 752 WL VMware 11X, vSphere F55 DU SCRYTE A7
H 1 4l vSphere Web Client #H T8,

vSphere PowerCLlI VMware vSphere PowerCLI |i1] vSphere API ££{it " Windows PowerShell #%
I, vSphere PowerCLI {15 T FI T/ vSphere 411 PowerShell cmdlet.

vSphere PowerCLI @ ST 200 4~ emdlet, — 2 RFIEIASAI TS BRI H 3)
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5 AR IR SO SEIE, RS REHE
NICKE AL INE] vCenter Server I, 1)1 E K H1 T~ vCenter Server 414 %] VMCA (1) CSR DA A4

FHUED.
T—%
SHIE T AR T 2 BOBTETS . A% SIE  vCenter Server RAEFHEIIENUIES, W LA
TR TR R L

T BRI PR V%

M vSphere 6.0 JT4f, BRIAESL T, ESXi FHLKH VMCA ST T E #5028 ASOT B SCUEB R Ak
TR FREA ., ERZEAGH T, Bl A AT, WORFEFA TR, W IT o
Z RS A AR o

7 vSphere 6.0 M 5 lAH1, vCenter Server ¢ ESXi FAHLAILA T UEPf =,

& 5-4 ESXi EHAEBER

iEPER ik

VMware UEPBWUEH A (ERIME ) PRINBHH T, VMware UE B USEE N ESXi EH UL
CA. ZRINEHF, VMCA SHIR CA, {HALK S HAh
CA IR CA, 7EUEEHT, IR PAE vSphere Web Client
FRATEEIETS . Wi VMCA JeffiBhils, g VMCA.,

e SCUE A LA Fe PRl RE R A B C RN PR U . 7RI
P, % P 6 DU B LLCTETE vSphere Web Client Hy
B,

et vSphere 5.5 fli {80, FLIEEIULE vSphere 6.0 Hi{EN

JE IR ] Bl B A AP A 2 —Joikfin
BRAYIEIRL, A AZE AR 528 vCenter 6.0 X H Hii
ANRGSAEFREUR T AT IE R IEA T

fERBEX ESXi iEH
QRATIRISTR A VMCA DN CA, AT LA AU o 7E R e it 800 TR
mr.

1 ZRECER U5,
2 3 vCenter Server HIXIFTE T4 L,
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B W

5
6

B EEN CA MAIE-EZEINE VECS,
B EEN CA IEBHEREAN T, REAZEVL EER Rk
PIHes) 5 e X CATER,, 1ES WL 143 T,  “Hdub P .

BN INE] vCenter Server &%t

MBREX CA #X1i%E] VMCA &

IRELE I EEN CA B, HOEEARIGH T VMCA Jra BAERoMERE, W] DA -4l e oh
TR SN AR P

1
2
3
4

T4 vCenter Server ZZH T T4 Lo
1F vCenter Server %1, M VECS HFER:5E =77 CA HIARUFP.
PiE] VMCA #0165 W EE 143 11,  “HHOEHEA"

B EAIRINE] vCenter Server RA5t.

EE DI AR AL TR AR S BON T BURINAT A o

EFAZIEPRBIFEES

LS VMCA UF BB SR, T REFTEN VMCA B DI radii . frHstiiA, vCenter Server
RGNS UE B AR LR L, IASRE U A AN AU, ES 08 143 11,  “HK
HEBRET o

MiggriE1i%E] VMCA =X

AR THESE R B AT A6 T VMCA 25205, WIDIAE E T2 . BN AR B

1
2
3

T4 vCenter Server ZZ T T4 Lo
PR VMCA WEPEE, 1550058 143 01, “BHEBE B

BN INE] vCenter Server &%t

ER RO AT AL TR T RE S BUR AT R T o

MBEX CA #EXVIMBIFFLERN

DARAEGE T B E S CA BRI, 575 N U R RO, BSR4 es 143 0T, “HRk
UEPBE” PRI TH e . B2 5, vCenter Server RZul MR ETUEIOMS N, AFASAUE A &

=]
/_\ET

Ao

MIBEX TN B B E X CA X

Do RAE R IR 8 EODRAUE, A AT B E S CA B, MAAZTE e A s A5 e
TS AR AR -

1

2

T4 vCenter Server 24t HIATA L.

B E X CA HUFF7 N5 vCenter Server % I VECS H11) TRUSTED_ROOTS {#i%[X . 155 W55 146
U, “FHr vCenter Server TRUSTED_ROOTS /7 ( AENXUET) 7 &

SRS ESXd ML
a B HEENX CA UFBRZE,
b FEFH EEHEIRS.
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4 UBIEEMNAR 1HS N 143 T,  “BEOEPRE
5 B EHsINE vCenter Server &%,

EROERERERN

ERZEUGOUT, (7] VMCA EEREEH 2% ESXi AU ReE Iy 2. AR mISmg Bk Al T 2 A5 A B4R
CA W HEXUER, WAL vCenter Server ik lil, VAMBEFERIFIERN, A2 VMCA UEP H3)H
%W R, AT SRR R

LRI UASE ] vCenter Server i Zik E HTSCAHHREUR Ak [ 2 X CA B, HAERH R PR IA el o
TR

—_

VB PEEH vCenter Server, #R)5 & E.
HESERE, AaRdgEE.
TE “TEiss” HEHP, I\ certmgmt DUV B RiF A5 BRE4

QUREASEE CRUIESS, 15K vpxd.certmgmt.mode [ SEBCH B E; AR EEIGRHE RS, 5%
I ESCRIEEL, AR E R HE .

T B 5h vCenter Server IR %%

= W N

)]

i ESXi SSL iF B =48
AT 222 IR T AR AS7E 5 L A1 ESXi SSL IE 18 W aE = 77 CA 25 41D

PRIAENL N, vSphere Pl FAE L3 FE R BIEH VMCA ZSZAEBAIH, IR IMIER VMCA Z544E
45, 1M vCenter Server RAZHFEFRIZ LN, RIGHTERRINZ ENL. FTERINENUR, vCenter Server i
K VMCA SR ROBriETs, Fo iz 1.

QURAFIRIE AR, MW LA VMCA 22 B 2 ST CA (Rl CA Bi414 CA) MU RYIE
B

PRINUEB AT 5 vSphere 5.5 WEBAHFI AL E o 0T LAHE 2 M08 BB BIAEB B oA 2R TR

AR BRI vSphere Web Services SDK H1ffJ vim. CertificateManager lvim.host.CertificateManager
NS 155 I vSphere Web Services SDK 4%,

B s, ALEE P vCenter Server 7%t [ HUHT VECS Hif) TRUSTED_ROOTS i, DARfitR
vCenter Server 1 ESXi LHLE (B4,
B ESXi uF PRI EDKR S 144 1T,
WUREM IS =7 CA (VMCA {EHBINI sk H e UE B ) 25 2muEds, WAZBURAIEBRE £
12k (CSR) k1.4 CA.
®  J\ ESXi Shell EHfBRINUE5 12155 144 TT,
AP ESXi Shell FHBkIA) VMCA 25411 ESXi uF 15,
B vifs A EHUEBRIAIE IR PSS 145 T,
AIPAE R vifs ar BT VMCA 254411 ESXi uE43,
® i) HTTPS PUT B IAUE 1558 145 T,
AU AR =5 B AR - aiE A4, Sofs HTTPS PUT #ERIR TER 7 AT DL S ESXi 10211 HTTPS
B AR
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m 5 vCenter Server TRUSTED_ROOTS 77 ( HE XA ) 26 146 11,
WIS BSXi AR B M e SCUETS, MABIHE PR A vCenter Server 24 [ 8T TRUSTED_ROOTS
yeZic

ESXi iEBEZERMER

R =T CA (VMCA {ENHEWIA B F 8 SCIEBAUEA ) Z52RuEds, WAZBURIE 525 2K
(CSR) 147 CA,

fif IR AT LA TR CSR:
B 2048 i/
m PKCS1

m LB
B L YT EE— R AR TR]
®m  CN (f1 SubjectAltName ) 1% A vCenter Server I ¥ HIH) ESXi FAFALZ (S 1P #k) .

M ESXi Shell ZiREINEBIZH
HIPAM ESXi Shell RN VMCA 254411 BSXi IE o
RIRE&Y

B QUREEIZE=) CAZEHUETS, HARIEB IR R AR BRI U, TR A TR BSXi
E\EABLJ:‘O

B GRFEEE, M vSphere Web Client & H] ESXi Shell 55 1] SSH ife. 152 WAt 173 T,  “ffiH] vSphere
Web Client J5 FX4 ESXi Shell fJ35[m]”

B P SRR A (5 P 24 HTTPS 23 i&if AT, F b2 ilin A 2 0L E 3 LA
B.ERRER. AOGEN AEsio AU e, 208121 01, “EH vCenter AFFIAIR" .

pi
1 DUETE BRI T P B 555 ESXi Shell, nJ B4\ DCUI 5%, ] )\ SSH & Frmd s,
2 YE /etc/vmware/ss1 HxH, LA Mo S Ear LA

mv rui.crt orig.rui.crt
mv rui.key orig.rui.key

3 KEMEHINUEBE S /etc/vmware/ssT,

4 BEIEPREHAES AN rui.crt F rui.key.

5 LISt S EHE A E L.
S R DURE AU T, ZeREEiE s, i B ekl & M P S (DCUT) SR sl s B, Jf
BN R AR

T—%

37T vCenter Server TRUSTED_ROOTS 77§, 152056 146 11,  “H vCenter Server TRUSTED_ROOTS
FhiE (BEXGEB) 7 .
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Bt vifs S FHREGAEBMEH
A PLE R vifs A2 B ERAY VMCA 24411 ESXi uF 1.

BIR&Y
m REGTE = CAS LU, AR, B SEEUBIL, TR BEE S ESXi
LML,

B QSESEL, M vSphere Web Client & ] ESXi Shell k5 ] SSH it 152 WA 173 11, “fliH] vSphere
Web Client J&i JI%f ESXi Shell 13511

B SO A A R P i 2e 4y HTTPS 2k 7o FHTEIELE 1 P A 030 EALE
B ERRERA. Aol M i EA TG R, S 121 11, S vCenter AR

1 SHIANES,
2 ERRUEBRUAA U B A SRR
3 WSAINEUEDS, W vifs ar Al 5 RN SSH ERCRUE R 3 N - SEmIhLE .
vifs —-server hostname --username username —-put rui.crt /host/ssl_cert
vifs —-server hostname --username username ——put rui.key /host/ssl_key
4 HFESEN
T—%
BT vCenter Server TRUSTED_ROOTS f#fif . 152 W5 146 U1,  “HIj vCenter Server TRUSTED_ROOTS
Fetg CHESGIER) 7 .
iBiE HTTPS PUT ##&BINEH
AT DA 2 =05 B HIRE R aE a4, 28 HTTPS PUT # /R0 HIRL R 1T LA S ESXi 0519 HTTPS #5211

B Al o

BIREY

B ORI R =05 CA S ZuE, WARGE R BHEEREEUERIEN, HBUEBAETEREA BESXi
ML,

B SEEL, M vSphere Web Client & ] ESXi Shell k5 ] SSH it 152 WK 173 U1, “flif] vSphere
Web Client 5 JTI4} ESXi Shell [Hij5in]”

B SO A A it 2e 4y HTTPS 23k 7o JHTFEESE 1 T P A 040 A
B EFREN, Al Mo i BRoirE B, WS 121 1, “FHE vCenter AFRIR”

B
T & BAu,
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2 A RBRIR T, A AR SC
a I,
b RS R MR

SETT H#iR
iEE https://hostname/host/ss1_cert
=51 https://hostname/host/ss1_key

NI /host/ss1_cert il host/ss1_key #E4 %] /etc/vmware/ss1 FHITEP S
3 HHEBENL.
T—%
HH7 vCenter Server TRUSTED_ROOTS f+fifi. 1152 ILAS 146 T,  “HIUfT vCenter Server TRUSTED_ROOTS
Fefg (HESGIER) 7 .
¥ 3 vCenter Server TRUSTED _ROOTS 7&fi& ( BENIEF )
WURE ESXi AR E A HT e SCuES, WA PR MY vCenter Server 2% | BT TRUSTED_ROOTS f74i# .
BTR&H
Kt & B ERIUET B B Xkt
Gz
1 BSFVEFR ESXi FHIRY vCenter Server 2%,
R B C L2 Windows 72 4t, i85k 5 vCenter Server Appliance shell,
2 izf7 vecs-cli PLKEFTUES SIS TRUSTED_ROOTS f7iF, Il41:

/usr/1lib/vmware-vmafd/bin/vecs-cli entry create —-store TRUSTED_ROOTS --alias customl.crt ——
cert /etc/vmware/ssl/customl.crt

£ #k

Linux /usr/lib/vmware-vmafd/bin/vecs-cli entry create —-store
TRUSTED_ROOTS --alias customl.crt —-—
cert /etc/vmware/ssl/customl.crt

Windows C:\Program Files\VMware\vCenter Server\vmafdd\vecs-cli
entry create --store TRUSTED_ROOTS --alias customl.crt ——
cert c:\ssl\customl.crt

T—%

Kb ey “HEX” o R BIRAUEBRINME VMCA, FLERBFIETS, W SO ) VMCA
BN . S WA 143 1, “FHSGEPBIRA”
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1£ Auto Deploy H{# i HENIEH
BRINESL N, Auto Deploy IR S5 1] VMCA 28 #4IUE 15 &R 0L, LUK Auto Deploy IR 5414 1
AR VMCA 25410 FE XUE P B T L. EX RS0 T, Auto Deploy IRFS#HCh5— 77 CA
TERBIIE MU A
BT
B N CA RS EIEERINUE
m ER/N2048 (7% (PEM 4ifd )

®  PEM %, VMware 375 PKCS8 fll PKCS1 (RSA #41) . 41U IN%E] VECS J7, &l PKCS8
B x509 fiA 3
B TR, CA JRAIHEE N true, FEH cert 2L NIHEEK TR,
B SubjectAltName 247117 DNS Name=<machine_FQDN>
B CRT#
B AEDUNEAM: BrSa . AaEmINE B
B KBRS Bl 400 rbd—ca. crt Al rbd-ca.key.
TR
1 BRI ESXi ik .
ZAEA T /etc/vaware-rbd/ss1/ Hi,
2 {f vSphere Web Client 1, {1l- Auto Deploy /Ilt55.
a  IEHRGEE, KL HE N RERGECE.
b REARS.
¢ fERETHEIEIRSS, RGBSR,
3 ffizfT Auto Deploy IRE51A%: I, 4 /etc/vmware—rbd/ss1/ M1 rbd-ca.crt Fl rbd-ca. key iy 1K)
1 JE SCUFB A 8 S AT
4 117 Auto Deploy IR &% I, HH VECS Hiff) TRUSTED_ROOTS {#i# VA B ATk 15

vecs-cli entry delete —-store TRUSTED_ROOTS --alias
rbd_cert
vecs-cli entry create —-store TRUSTED_ROOTS --alias
rbd_cert —--cert /etc/vmware-rbd/ssl/rbd-ca.crt

Windows C:\Program Files\VMware\vCenter Server\vmafdd\vecs—cli.exe

Linux /usr/lib/vmware-vmafd/bin/vecs-cli

5 QJEHu TRUSTED_ROOTS FINZ T castore. pem A, JFHHAZSAFHN /ete/vmware-rbd/ss1/ H 3t
11 HE XA, b SOt

6 Ff vCenter Server AZIIEHHATTHC B E X -
HS AR 143 BT, “HEAGEELAT o

7 HEHJH5) vCenter Server k5%, AT HZ) Auto Deploy JIR%5 .

MR 2% E N Auto Deploy [EMU, Auto Deploy IRk 575Kl A 73 In%] TRUSTED_ROOTS 774i#
FARUE A5 AE BUE TS .
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B ESXi iE B A4

{1 vSphere Web Services SDK #4ft ESXi AL FIUERIN, 2 it PRI DIE] . bak SCFo 1014 . bak
SAEHE EASE R Y ruE A S, AT URR 2 BE S o
FHEPFIREAR T Jete/vmware/ss1/rui.crt 11 /etc/vmware/ss1/rui.key H, {#i] vSphere Web Services

SDK vim.CertificateManager &AW G M AL B AN, 2 BB SR B N
%] /etc/vmware/ssl/rui.bak Xﬁ‘o

A& RiEd HTTP PUT. vifs 58 ESXi Shell 2t 1, MILEUE B INE] bak X1

BB
1 FESXi FMHLLE, #F] /etc/vmware/ss1l/rui.bak XA
AR A A IR
#
# Host private key and certificate backup from 2014-06-20 08:02:49.961
#

A Ay R— BEGIN PRIVATE KEY-———— HERN ——- END PRIVATE KEY-———— M SCARE
# /etc/vmware/ssl/rui.key SHEHI,

3 B BEGIN CERTIFICATE-———— 5 ———— END CERTIFICATE-———— 2RI SCAA )
# /etc/vmware/ssl/rui.crt XHHI,

4 TR ENIECE ss1_reset S LA B S HANAIE RS

for s in /etc/init.d/*; do $s | grep ssl_reset > /dev/null; if [ $?== 0 ]; then $s ssl_reset;
fi; done

ERZEEREXHAENEN

148

IVl vSphere Web Client HIE2HEf) “Ze il B SCHR” T HUESCR 2 HOEA LR i, "R Aahl i
MG FAVE ARG M. aUREEH L G EHL, 1HIEME] CLI sk SDK 2 —, FFEZHTHEX .

ESXi By NIEHAL B

ESXi tofiERIA S I Kk o
LRy, ESXG [ CERBC B FH 1 ER AL Ze A E B S R T IR S5 it it 2 SO AR H it o

FTIFB B N, 2% FEANBRAI T [F] ESXi ML EIs TR 35 m] REAE LA L SZ AN Bt MRS T[] o
R ESXi B AL E L TV MSRAL A28 15 [ R P2 AU

TR B ASSHA fe i Internet P14 B P (ICMP) ping 5 DHCP 1 DNS ({{ UDP ) % i (s .
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RIDALT R Fls i BE BSXi iy ki 1 «

B i vSphere Web Client HH il JHEE N EH LR E A, 15505 149 U1, “F73 ESXi B ki i
B AT AT ] ESXCLIL 4. 15 058 153 I,  “ESXi ESXCLI B ka4 .

B QORI SN AR B T L, GE ] A E X VIB,

FILAET] VMware Lab $2fif) vibauthor THAIHE FE 3 VIB, 4 [ X VIB, WU ESXi ALY
F AN CommunitySupported. 152 M VMware HIHZE 5T 2007381

AR Rk VMware BRSCRFAZE %45 T CommunitySupported VIB [ ESXi 34/l EYIAEL, VMware
TR A e ST HE R R s R 120 CommunitySupported VIB {2y SEHERR P B, DAIfE 1% VIB
R G REATD

m ESXi B5 kK BHE2: (http://link.brightcove.com/services/player/bcpid2296383276001?

bctid=ref:video_esxi_firewall_concepts)

NFS % FiEE (nfsClient) M0 S HAMMMEEA . 51 NFS % FumllSeIe, RAE Fe VR TP Hihks)
AT FARENUIATA ik TCP 3o ASCHFAMEE, 1205 152 51,  “NFS & i A"

EI1E ESXi By NIEIEE
FJPAJE T vSphere Web Client 57 i 41T H1 o IR 4% o e B EHC 5 \ il R E 1 kR

ER AURARRIRS BAEE R DL, WS —BUIRSS TR R ORIk SS . O 7alEfuittlal, nf
PAFESE SevFee TP kil 4L B &NIRSS

L
1 ¥£ vSphere Web Client /5 5.1, %] AL,
2 REREHEEEI RARE.
3 RhREREXH.
vSphere Web Client K AR B i I AT SNSRI S 42 81 4 o
4 AE Bk AT, HhgE.
SRR s Bl kRS, e A RN A2 AR AIAROG AR B
5 RS MRAINGE, SURH AT £

5 iR

PN fmb ki iy ] vSphere Web Client “HlR 54T 15 1
1758 Nk S5 T

SFHHE SR 55 SIS AR R AS

6 TSRS, AR EIR S EANE B
w (S, Bk ER A B AT SR S IR
W HENRNE” LIRSS AR AL O S AU D
7 OWTREERSS, TDAMAHHEE e IP Mok,
WE W 150 U1,  “H ESXi FHAINF L IP Hik”
8 HHAE.
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25 ESXi EHLERMARIFH 1P Hudit

RAMBNL T, ATPAE AN RS RO KBS Tl 1P Mk, BEIR AR, R NIRS, DM sk A5
PRI R . AR IR AN e IR 55, o m] DA e B B IR 55 .

HILLf# 1] vSphere Web Client, vCLI 5k PowerCLI BU/IR 550 Fo VA IP S, BRIASOU N, JIRSS Se iy IP
iﬂziﬂ:o

¥ Fe VR TP M-8 InE) ESXi Bk
(http://link.brightcove.com/services/player/bcpid2296383276001?
bctid=ref:video_adding_allowed_IP_to_esxi_firewall)

1 7F vSphere Web Client /5 5.1, %% AL,

2 R EERET AR E.

3 fE “RHZ T, RiLREEEF.

4 AE CPoKERT o, HuhgR, ARE MR ERRSS
5

1 ORI IP ibk” F53H, UM RS R TP Sk, SRS Fo v B MU I 2411 TP 3
l]J:O

(R 543 F TP Hithke AT LABEIVA R HrhkAs =X
m 192.168.0.0/24
m 192.168.1.2, 2001::1/64
m  fd3e:29a6:0a81:e478::/64
6 L.

ESXi EHEINBEFN H 3k By A &% O
i1t vSphere Web Client, #XR] AT MR MIR S 1B K ks 1 Bk Fe vk [ 6 iE TP kit .
NERANH T Ol A B IR S I B IR K o ANRAE AL 2R A, VIB, N A] AR 2 E HABIR S5 Ak

B o

5 5-5 NIHRIAIRERE

i€ ®0O &£

CIM JIR55%% 5988 (TCP) T CIM (2 HfE B RS .

CIM %4 IR55 7% 5989 (TCP) FHHT CIM LRSS

CIM SLP 427 (TCP. UDP) CIM 2 i IR 3507 B P iAK 2 (SLPv2) 24K
CIM IR%5 %o

DHCPv6 546 (TCP. UDP) IPv6 [¥) DHCP % /i

DVSSync 8301. 8302 (UDP) DVSSync i A T IREEUSE M VMware FT idsg/ i
TR [R5 A bl L R, HisfTE

FEAUM LR 2 A AL L A LA T X i 11, Al
J VMware FT [ EHUCTRFT X 285611,

NEC 902 (TCP) WAL ST ) (NFC) Ty vSphere 47FR {28

TEH FTP k%5 BROAEOLT, ESXi ¥ NFC HT
TERIEAE 2 1R G RS sh B S e
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%+ 5-5 NBHNIEERE (42)

i wo =i

Virtual SAN BHHENR 55 12345, 23451 (UDP) Virtual SAN FEER W ISFIB TS H oIk SS o i1
T UDP 1 IP Z %] Al m%ﬁﬁhﬁﬂ%}éﬁi
sy % Virtual SAN JeER. G0RA5H, W Virtual
SAN Joik T 1.

DHCP % it 68 (UDP) IPv4 [{] DHCP % Fiifi,

DNS %P1 53 (UDP) DNS % it

Fault Tolerance

8200. 8100, 8300 ( TCP.

EHLZ AR, HT vSphere Fault Tolerance

UDP) FT).
NSX 7 A B S e IR 55 6999 (UDP) NSX ﬁ%%ﬂ%%ﬁfiﬁﬁh%ﬁﬂ&%o AR ZehE NSX VIB
BllFE VDR B, M5k 55 S B ks 1

49 ﬂ FFo AEAT VDR S5 M0, iz 0
TCFEHTF
PR SSAEIE =S I F AR “NSX 43 A Ui
B

Virtual SAN &4 2233 (TCP) Virtual SAN W[ 58kt . @0 TCP, AT
Virtual SAN /7% 10, WIRZEH], N Virtual SAN
Tk AR,

SNMP JIR 5558 161 (UDP) FAF M ERET] SNMP I 5578

SSH x5+t 22 (TCP) SSH i [RlH R A5,

vMotion 8000 (TCP) fii F vMotion TR NI A 47T

vSphere Web Client 902, 443 (TCP) %P

vsanvp 8080 (TCP) VSAN VASA e i tF2 /7. H1 vCenter H{IF7
TEEF IR SS (SMS) ], PAiETRIAE S Virtual SAN
TFREBC B SHRERIE RIS B ansRasH, )
Virtual SAN %Tﬁﬁﬁﬂﬁagx#m% f@ (SPBM) i
TAE.

vSphere Web Access 80 (TCP) WG T, S AR SR R

& 5-6 LB NIEERE

i &3 ®O =i

CIM SLP 427 (TCP. UDP) CIM & i R 5507 B P b A 2 (SLPv2) 4Kk
CIM JIR %5750

DHCPv6 547 (TCP, UDP) IPv6 [) DHCP % /3,

DVSSync 8301. 8302 (UDP) DVSSync il 1A FITREEC R VMware FT 1054/ 6
TN AR TR R . R T
W LB 2 A AW LI AT A T X e 1, Al
Fl VMware FT [ 34 UJCFR4T FFxX 2 o

HBR 44046, 31031 (TCP) FHT vSphere Replication 1 VMware Site Recovery
Manager [JHRFEE 2 Hillif 5o

NEC 902 (TCP) DA L& AR ) (NFC) Ty vSphere 4IRS0 28
A FTP IR %S . BRONEOLE, ESXi ¥ NFC T
ARk 2 [ 2 RS SR S R

WOL 9 (UDP) t11 Wake on LAN /1],

Virtual SAN FEEESR 5% 12345, 23451 (UDP) FH Virtual SAN RS R . B DV AN H ik
%o

DHCP % J i 68 (UDP) DHCP % /i
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5 5-6 HuABrAIEERE (27)

% O &
DNS % i 53 (TCP. UDP) DNS % i o
Fault Tolerance 80. 8200. 8100. 8300 ( TCP. S ¥f VMware Fault Tolerance,
UDP)
B 1SCSI % ity 3260 (TCP) KFFRAF 1SCSI,
NSX 434 A s ik 55 6999 (UDP) IR 224 NSX VIB H G4 VDR Bk, M5t

JIRES SRR KBt L RAT T . R VDR 3451
SRR, Wi eI .

rabbitmqproxy 5671 (TCP) 7E ESXi ML FBATHURER, Seer N HS21 71
N TR 5 vCenter MZ&IHH121 10 AMQP RFR 3
ATIlfE . WU T M, BJCHERR . PR
W RS vCenter MZSIEHNIWARIT, FiL, HBHE
e TP kR 28/ DA0s 4 pi AR R AR AR Y
P QR e, MR DAAR A

Virtual SAN &4 2233 (TCP) FIT Virtual SAN Y 52 [F]F) RDT ftte: ( B4 s
OB ) .

vMotion 8000 (TCP) i H] vMotion sEFEEEUM LIS A AT

VMware vCenter Agent 902 (UDP) vCenter Server XL,

vsanvp 8080 (TCP) JIT Virtual SAN BER7 R IR 7 i o

NFS & FinBh KIEITA
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I HAT AR EXE

ESXi Rt A] itz 4 SRS A NN 2 2 0IRINAIER . 2 AR T B 240Kk
Internet #5522 BRI 2 4 kK o

LA F] esxcli vSphere CLI g sk HUA] il 24 B 41 3
B

& EmSEURTT N, BN esxcli network ip ipsec sa list,

ESXi ¥ \nos A ] 24 ki sk

#im IPsec &K
PRI 4 DI A R SIS TP i it O N34
HIPAET esxcli vSphere CLI iy 28 24 0K

B

VLM VMkernel {#i

® AT TS esxcli network ip ipsec sa add Jfffi [l T3 — k2T

JELT iR

——sa-source= JFHLF Witge FRETAE,

--sa-destination= HEril4f Wit HEE HATHINE

——sa-mode= &z W HERI transport 5§ tunnel,

--sa-spi= KLBHF5/ Wit o HELRESHES] . KESHESIFRS EHNL ST, EXAuE

—ATISEREOTHA Ox AT BB 2 BB AR A s %

PEHPRGIME— A

--encryption-algorithm= WFEZ i HHLL N S8 —fe ik,
m  3des-cbc
®  gesl28-cbc

B null CREERATAT IS )

--encryption-key= MMZZH FERSE DA 00, $5E Y] ATLMEET] Ox g\ ASCI X

AR AR IR

——integrity-algorithm= SH8IF VT, fHESNHEBUHEE hmac-shal Bk hmac-sha2-256,

¥

—integrity-key= S#BIFZFH WL PR S IIEE . AL Ox TTZREI N ASCII SCA B S HTE R,
M5

——sa-name=& & W o PR AN AR

il MREXBEGS

T IEREE, SRR S ENOA T .

esxcli network ip ipsec sa add

——sa-source 3ffe:501:ffff:0::a

——sa-destination 3ffe:501:ffff:0001:0000:0000:0000:0001
——sa-mode transport

——sa-spi 0x1000

——encryption-algorithm 3des-cbc
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——encryption-key 0x6970763672656164796c6f67613364657363626361757432
—-integrity-algorithm hmac-shal

——integrity-key 0x6970763672656164796c6167736861316757432
--sa-name sal

B IPsec Re LR

AL ] ESXCLI vSphere CLI AT 24 KMk

ki
RS I 2 A P BT AAE G I o QR R BR IEAE SR 225K, MIRSER IR AR 2R I
i

& [ SEURTT Y, B2 esxcli network ip ipsec sa remove —-sa-name & XEELFR

FIH TR IPsec L& KE
I LA ] ESXCLI vSphere CLI 441 HH A] Fff 2 4 5
T

& ESEURRT N, BN esxcli network ip ipsec sp list,

TAURE BRI Al 2 SRS 51 4

fll# IPSec =& %KMK
O 24 SRS T LARE B8 AR e 2 D i 2 R SR B UE AN s 248, FTLAGE ] ESXCLI vSphere CLI iy
AU G
BT
TEONEZ A HMe 2 /T, AITHEES 210 B, VRN IPsec 240K WA, I EATAHRE BHOYS6 UEAT N 2 401
LA
L2

® M ATERTT THIAM A esxcli network ip ipsec sp add Ffii | T3 — k2T

PRI iR
--sp-source= JFHH} Wi o FRETR 1P HOHEANATZE K
—-sp-destination= GAr#4 WiFre FEE BPRHERIRTEE K
——source-port= 0 W o FRRETRG o PR 5 AR T 0 F1 65535 Z [I— 4407,
—-destination-port= #J Wiie FEEBPRRI . I 0S5 BAUENT 0 M1 65535 Z [F— 407,
--upper-layer-protocol= F# BEHILA N 28z —fae 12l
m tcp
m  udp
m  icmp6
IS
——flow-direction= %/ fiH] in 3% out FREH I PR RIS Il
——action= #&fE BRPA T 248 — e 8 G EE 2800 i R BRI E

®  none: ARIUTATEAE,

B discard: A~RvrHdEitt.

B ipsec: AP SRR IS (S BRAE B Ak E
SZEATHIE,
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bt HiR

——sp-mode= £z( R tunnel Bk transport,
—-sa-name= ZLXBEEH Wi o BRI R P 2 K AR
--sp-name= Z# WG RN LR RIR AR

Bl MRERBHS
TR, R R A AN T

esxcli network ip ipsec add
——sp-source=2001:db8:1::/64
——sp-destination=2002:db8:1::/64
——source-port=23
——destination-port=25
——upper-layer-protocol=tcp
——flow-direction=out
——action=ipsec
—-sp-mode=transport
—-sa-name=sal

——sp—name=spl

B IPsec Z2HME

AL I ESXCLI vSphere CLI 1y #F% ESXi ML 22250

IR H

POUE B I 2o R M ARAE R I s GRS IR IEAE M I 0 2o s, WIRSER R R A
iz

& S EURET N, MiAf4 esxcli network ip ipsec sp remove —-sa-name ZAEBEEH.

SRR 45 0E, 1EHT N2 esxcli network ip ipsec sp remove —-remove-all,

R SNMP B2 B IF7f

IRAIERACE SNMP, NI PEfE B RESHUL AR EE TN RGN RES (S Bt St .
B2
1 JB{T esxcli system snmp get Hfi7 4mi e 75 H SNMP,
2 WURER RGNS SNMP, iHIZ4T esxcli system snmp set ——enable true iR IEAFIZAT,
3 IR ARG SNMP, 152 WIS A FIERET Y T il SNMP 3 226605 B

WIERES ESXi EAL FACE SNMP, RIPAEH] vCLI, PowerCLI 5k vSphere Web Services SDK #4172

NFEEER A 7E vSphere Network Appliance API F{& B i 3132 #dl

212

QSR EAAL iz H] vSphere Network Appliance API (DvFilter) 175, 152045 EH LS B A 1A HE BT LA 24 2%
{5 Bo AR vSphere Network Appliance APLAT- B IR, WMk 3 rlRe s 22 R N LR 2 i dbme . b
HERE AT AR AR AT AL AR L 2R 1 151

WIS IEAE A s T APL (775, S IEE S DR s Tl Es 0 ((Fﬁ?ﬁ/ﬂ A vSphere JEAT 5
vService FI1ESX {CFE) H175 % DvFilter FIFY o WA EHI ALK E I API, E#fifR
Net.DVFilterBindIpAddress Z3ME 518 H API (7~ ARV
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FB

1

2

3

LR Net .DVFilterBindIpAddress WIEZZEUNE IENT, 15/T] vSphere Web Client £ 21224,

a  EBEEAL, REREEERR.

b fE R4V, AEBRRGKE.

¢  [AFIREhZE Net.DVFilterBindIpAddress, FHUIZSEIIMEEE M2,
SEOFE LA BT HES . AR “ikas” FBH SN DvFilter LLRRITARDUNSEL

R AAS ] DvFilter ¥EFL, iEHACRERZS

AR DvFilter #E¥, AR IZSE0(E 5 61 DvFilter (07 AT RO AHICAL .

vSphere M4 EELZ MR EME

THIEM LS LA I A B TR vSphere FRFIISEHENE

EHMEEZEREEY

BIE IR SR 2 2 T SOE RIS 22 058 —30 o SRIG FTUARE BRI, 90 an i IR Ak ik ki ]
IPsec TPRIAZR 224

VMware, Inc.

QR IS, R PR i LIRCEL T Portfast, HHT- VMware FESZIAIANSRE STP, QRS
JHESHY, MDERE] ESXi S MU A b Ui LA B Portfast DA S M BRAZ ATLIZ% PN EHEL B ER . 40
RARE Portfast, MIATREHIBLEMEREANZE R AL,

HPR A UEAASIATL) Netflow ittt (U A B RAUMEERS TP Hihk. Netflow SHIAINE ALl RE 54
SRR, IR T FR R A BGE I rT RErE . AR T52E Netflow S, iR Netflow
HF5 IP #bhkEAf

PR USAET B2 53 T AGE ST e r v stk Db IR AU X e B2t o B, DAL 2 LR AL
VTR RSB B o 1 Ao P28 2R DI BATR T AT SEAU P X R AR ROAUR (BRI, PR
MDA AT AR NG R R B B DR R, TRl THR DT 43 B AT b/ INEASLT 2 B2 e

AR AR i 1 HBC 0 AN VLAN O . PR S VLAN 1 /E 5 H AN VLAN, AHFLVLAN i1
WEREARICHN 1o ESXi A AN VLAN, 7Eu T4 8T T VLAN G FRC, TifEm D Ah A e e
VLAN M BEEFRC MRS TTRES S SRR, EARRCH 1 RERHURA S B T YRR R AR
Hl VLAN.

I, Cisco PR LH VLAN 1 _FRIWIAARRC, K24 VLAN 12 Z s/l - U441 VLAN, H
s&, ESXi EHEHETE N VLAN 1 Uiiatric h 1; Hitk, ESXi AL EEREAN VLAN [ oik E RS
L, Fekrieh 1, MiASERAPRC PEIRSH Lok A AL VLAN IR EATT I, Foe A msic.
QN5 BSXd FEAASHH L 1 VAl FHAHL VLAN ID, M2 11 & HR O R DAL o4 T2z L 1 oA
VLAN AAIIL,  BOZ A AN A AR L R o

TR A AR Sy L IR A e L BT VLAN B, PIBRASHRA L RS T 5tk VLAN ID DAL 34l
. I FaE 25 E R 2 X SR . 5140, Cisco Catalyst 22 ¥/ LE 7 VLAN 1001 - 1024
14094, TR VLAN FIRES SEUNES F HBIEL0AR 55 R,

PR AR i O AAC Y VLAN 4095 (CGRAERLE PAURC (VGT) INERAN ) o KT 415 VLAN 4095
SHOE VGT B, AT, SRS B LS P miL s A AL, A VLAN Arid, A1
N, BRI TR,

PR 077 R RS AT, b P L e B A, BRIATE I R, i I RIE B RS TR, B H T8
£, NP SRR ML S 4 90 B RIRI 204 B . SR LR SR e — N, (H i i
5o ARSI TR, MIERR MR e VERMR A 7 A R AT M U B, AT FH o SR RE S
DIIRZ AL, rT RERIE R FH 205 IRASSR I

213



vSphere ££ 14

RO AL G R 2 % RO S 115k VLAN,, vSphere Distributed Switch
AT DI R — i TSR T, DL i i T DL R e L o 3 VB AT
AR IRIADLAR AR K 2% . BB R AT SR (0 I A8, AR IR, TR
SeATif B MU 24, R ST O SR, AT D% FBR VAN, S CURLEAT
BBk ID IR

tRicPMg Al
PRSI R ARG, BT WIS LR R R 2T,
SR At 93

m R L ARCE TR ARSI bR Al LAY 1 2L A DURERATT, i BhAEAE P 28 JA S A
B 4R DR

B [ffR%EA vSphere Distributed Switch SATWHARIMESHREE, AIHRRASHA I DIRRER IP 1M, AR AT LA
TERAEHHUN DRI T, G N FE MR 0N, R LIRSS HbUbRd NS, AR
ARSI T SN o oIk O RiE RE A AR LIRS

B2 vSphere VLAN IRiE
TR AT VLAN FREEDLEE G ik 8, 529850 5% VLAN FREEIERI(F VLAN ID U Ko 7RISR BT
TR HE, DAEEY RIS 20T,
a3
1 HfRE 5edE0 # A vSwitch F1 VLANS ID

WUREAEREAZ AL F AT VLAN Aric, W ID A2 55N R VLAN ) FIFEAZHAIL 1) ID A R
WERASE 2R VLANID, WSS E I ID FI AR e VP DB LRI L2 [RIiac . [FIAE, 42k VLAN
ID R, WIFEA B i o A BN R L2 TR i i P e e BRLIE

2 HRE SRR 2 AR G D4 (dvPortgroup 3345]) 1) VLAN ID

AR dvPortgroup [ f#iF VLAN bric, M) ID 4205 4MEAT RS VLAN A9 FiE2s L [ D A
Mo AR 5E A VLAN ID, )55 A ID 7T 68 o r i s ey LR L R . RIRE, anif
VLAN ID 48R ekide, WIFEAR S B R R SO L TR i B T RE B

3 HRE SRR A R S He LY £ T VLAN ID
AT RS LY % ] VLAN (PVLAN) 5%+ VLAN ID Al VLAN ID, X8 ID A5 4MER T i
B PVLAN [ sl E0 ID AR R, dnsRaR se i VLAN ID, WSS M ID W RE et
AL R . AR, 15 PVLAN ID fiRakiide, TTEAS S st (s LR L2 1]
Hoim e Al BEBERH IR

4 BF VLAN kst e 58 2 rh gk ek e BR A Bt L 11
TER AT ERE R VLAN rhdkig LIy, AE FA ks 1 T IR B R IS A R As Bl L, an
FARIEHRC BRI AL, HAT VLAN 802.1q bRk AUMTE e & B A IZ IO LTI 34 L

RATENMERBHE

SR AT RER P28 BR B il 7] 2 #5145 vSphere PAGEHINZE 224 o

B 5 T I 2%

13T vSphere FEERILE AT LA AR/ N4 E 1Y vSphere B EES . FEEEEAA stk S S SEE A=
PAERGRIVEAL . TEREB PTRE MRIBOS A ZS R 5 TR R T i o AR BGh B3RS TN R 25 1 1 TR
B, eyt —2 NRER BSR4 5L
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W ESXi FALEFEE Fisd TR RN 22 2 3 (RAPET BRSSP AR PR D BRI 261 5 In] . TCie
LA s SRR AV R4S, 7B YA ATRE S U5 NI PN X ARG L ESXG EALHT vCenter Server A4,

¥ vSphere 7 EL 141 B 13l il vSwitch 1% ] VLAN . 5 vSphere £ ¥ 141/ VLAN A 1477
REBL, strTPAS A CRERWIL) R vSwitch, BAIARAZE BRES FH A HAB LS, H n SR i 25t A7 A B
ORI HAL A (5, 5 vSphere Replication —iC i ) , MIFTLASS hEhZMES . THETEERE, itk
ANELEE A R LA e P R I R85

P VAT 5 i — R i B RE R ] o

B O TRRBURIERES, IR E A G A S AT RV RS . B, EORATEE Gl VPN &
PR EEML,, ISRV AR AR B D105 (I P 4%

n EIE TR Pk A

BEEFERE

PRI EE T IP (OfEfEi . 3T IP [OFFI# G4 iSCST A NFS. WL AR 556 T TP (o7 L S el
ZHALRT VLAN . I ATAAC EL AT R 2 AR AU R LT R AR T TP A7t et o

FFIP A EE A NS, AT DAV A PIER I AR AT A T8 S « BRI A EAU I &G T 1P
HfrfiEn, R 2O T IP g iR 540 FR T K. 155 VMkernel & HE 28 BETT
KHY VLAN sl 28 B -id BT IP fOfAfidic sy, VABRBIARSIRANN H IS S .

2 vMotion i E

vMotion IFF15 BUASSCAIE XA . AR B A& AT AT & B IR B BTG ]
BES P4 vMotion M EDIKIE LW LN AGFNE . BGEE LT ERZE MiTM Bk DFE LIRS ST SN A
THTERR B ML H VMotion i S AE = imE Bk 1SR E AT, B EE 3 JZRE hes Al
AR R AN L, DARTS - ANES R 24 34T 5]

VMotion ¥ 1A 7 10 ] vSwitch |f{)% ] VLAN FH, H3E VMotion i 41K VLAN K T4 7= RE AL,
AL S AR (EIIML) L E vSwitch,
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W R % vSphere HH&MFEM %

— e et (ARSI NTP ) 52 £ 4 vSphere Z17F, {EACE IR, 15745 FBIX S,
THE AL 131 U1, 555 % iR ESXi HIL4” M 189 Ui, 57 & “MiREMNILE” TS R
ARFEPHE TA R

B 5F217 01, “[A2P vSphere Mgt F IR B

B 219 01, IRt AL

B 55221 01, Kb CAERE FHULE YIRS

m 55222 G, “N ESXi Shell #1 vSphere Web Client % & "

B4 vSphere M4 E#E_FRIBTHH

i+ vSphere BI%% [ T AN B4 E 2D . Q2R vSphere PIZSEE T AU BIoRAE, WIXERIZE 5
HUARTLEAEN, A RSN TR0 SSL Uk 150 A Aoss

RIFPE RN HE e T BB UE S, i 2e R Mkl vCenter Server Appliance vpxd k35615 R 50,

TifRIEAT vCenter ZH{FIIE— Windows FHES S NTP AR SSaeRAFRIE . 152 WANIR SR
http://kb.vmware.com/kb/1318,

B ESXi I LR IN IR 55 7 )20 26 217 1L,
12455 vCenter Server Bki# vCenter Server Appliance i, if#fif& vSphere 45 Rzrh il T AL
SN B[R

®  7F vCenter Server Appliance it ft I ] ] 25 14 7 26 218 11T,
AT AR 5 B vCenter Server Appliance FRRIN I 4

£ ESXi Fioh 5 MR E AR FHREL

TE2¢%5 vCenter Server uk i vCenter Server Appliance Z i, 15ffif* vSphere BI£ERz AT HHEA LA g
R

A SN B U vSphere Client # 5 NTP, A LA vicfg-ntp vCLI 7%, 550l { vSphere 74T
S o

L7

1 J3z)h vSphere Client, SRfFERE] ESXi 341,

2 frREEDR L, RERERE.

3 MM, A5 rESE.
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4 EPENTPERE.
5 R,
6 A& “URIINTP IRSS#%" AEHER, HNELSHFE M NTP IRSA51 1P ikl st 2R e84
7 LEHE.
PEI, EUS AR S NTP RS 28120

1£ vCenter Server Appliance B ER A E$HIEE

218

AT DA 5 524 vCenter Server Appliance HIRIRY [][F] 20140 B .

%% vCenter Server Appliance v, AJPAE (] NTP JIz 55 #7uk VMware Tools K5 AR 77k, Wik
vSphere W2 HIRIIN R ELA A= B, P LA 60 1575 shell HHTR A2 K4 vCenter Server Appliance i
EN TRIF 15

JE YIRS [R] [R5, VMware Tools 4% P U E R G0N TR B0 5 FHURIN TRIAHIA] o

PATINTRIRIZE 2 )5, VMware Tools 2 f35 #ia & —K, ABIE R FAHURIE RGN TN LRI B f 59RICAC .
GURAITES, WP IRE & AU E R e RO B LS 0L O BRITAC .

AU RIS BT (I TRl (NTP) ) a5 HL VMware Tools J& HIPERT I RI2E S fERf, [RICRG A T
ME e, R LAE vCenter Server Appliance HN s FH—FJE 2 PR [R][F12E o an R Aok e (5 FHASH U R
2B, <45 H vCenter Server Appliance VMware Tools Ji FPEREIEE, 2759k

{EH VMware Tools HtEE

AT DA¥ vCenter Server Appliance # 4 1# [l VMware Tools i [F][H]25

7

1 Pilnligess shell HUUH AR RGBT BRI H D S0t
HARIER G BRI P2 root.

2 iz{TPA R4 DA T VMware Tools B[R]
timesync.set —-mode host

3 (Alk) TR a4, BAEE hR l VMware Tools B AIIH2E
timesync.get
A AR AN R E B AL T F AU

I AIE 5 ESXi EH LI RIES .

¥E vCenter Server Appliance BLE iR M & NTP IRE%

225 % vCenter Server Appliance DA TIEET NTP (I fal[Fl2, 250K NTP [l 55w Iz
vCenter Server Appliance ftfiH1 .

TR

1 {5Aesk shell HLUR AR Sl AT B S e i) - Sy s or
HABPAEER SR e RERIA P root.

2 JHET ntp.server.add i 4K NTP IR 5#5i4 112 vCenter Server Appliance Bt 1.
B, B T N

ntp.server.add —-servers IP-addresses-or-host—names
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AL, IP-addresses-or-host-names +&= NTP k5525110 IP Hitikak FHL A E S5 T4 5%

b ST NTP RS INBIECE P QRN E]FE AT NTP k%%, NP EH S 5h NTP sFi b2l
imﬁbu%ﬁﬁﬁ NTP 5555, BN, Har SO NTP IRSS57 N2 A NTP Bl &,

3 (k) FEMIPERIHA NTP IRE#HREIH NTP Ik 55 #505 112 vCenter Server Appliance iR H, 51517

ntp.server.set iy s,

Blan, =470 Nl

ntp.server.set —-servers IP-addresses-or-host-names
AL, IP-addresses-or-host-names 7= NTP 55 #s) IP Hohk sk EH LA I01E 54 FREA &

14 ] EC IR IFF NTP ARSS 2%, FHAERC & ¥ B i\ NTP Hﬁ%“” GRS T NTP IR
585, NPE IR 5 NTP ﬂﬁ‘nﬁ&uifﬁﬂﬁﬁﬁi NTP Fl o A0, tban U B AR AR IR
SR NTP Bl B AR 5558

4 (Wak) TR NS, BAEC DR R NTP Bl ke
ntp.get

RIS E LAEA T NTP [P AR SS At zs i bl k. AR C R NTP 25, tdr&ikin] NTP f
AT R RSS . AREASHI NTP [H25, iear 43R I NTP B E AL TAA AR

T—%

TR A NTP fltt, #ERTLL vCenter Server Appliance HIRIS [B] A5 1% B EL 2 oML T NTP Ik%5#%. 155
DLEE 219 T,  “¥4 vCenter Server Appliance HI[WI ] 5 NTP IR 55 #7107

1 vCenter Server Appliance IR} E]S NTP fRE 2B EH

A AFs vCenter Server Appliance HIIIN [a][rl 25 8 AL E Ak T NTP AR 555

FTiR KM

7F vCenter Server Appliance fit 17 E*Aig/\ﬂéﬁﬁﬂﬂﬁ}ﬂ (NTP) %55, S 218 T, “7F
vCenter Server Appliance Jiil ¥ RIS DIl -4 NTP k575" o

TR

1 JlAless shell JFUA R REGB AR QMG %,
HATHBIE PR Gt BRIAT P2 root.

2 BT N a2 LURHIZET NTP RN
timesync.set ——mode NTP

3 (Hlfe) BATRA M, AT IR NTP [F25
timesync.get

IR I TR P AL T NTP i,

FiEZeERERE
‘ﬁ?ﬁﬁﬁ%‘;« U PR A 2o e it BBRTUARI ] CHAP AR CHAP iR iSCSI /7 w812
. Bl SAN IR I T X DA KR NFS 4.1 1) Kerberos 4

WS W, (272 VMuware Virtual SAN ) R4,
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220

WaiR iSCS| iR £

Y FHUAS L) A7 7 FTRE G — ek 2 M iSCST AT REDXIRINES (SAN). AE B AT iSCST I, HERIN
JURIS e e /M 24 AU o

iSCSI j&—Fpfifi 1] TCP/IP Thislaimsd &% 1 (A il B kiR SCSI 4% ) SR ijs ] SCSI e Alss #e ks
WO, AF iSCSI H45H, J5ih SCSI Frbh i BEAr i1SCSI 10 sk Fh Lk =il R AR & 5 .
iSCSI SAN FILE#EAT &) B A A A2 S0 L LR B H AT shAdL 0 BE RO TsR]. iSCSI SAN R 4t
O FAEAE IR 25 2 P OB R LA TR AT ok 7 560 ST R 4t—FF, iSCSI SAN T el 2 2 4>
WA,

HEE T iSCSI SAN 24 [ ERFLE AL S 0] T ALK 1SCST A5 i #5 FHam s 1A L B 422d B iSCSI
AHIA]

fafR iSCSI &G &RL

PR iSCST B AR NRI—RiUs2te, B4 AL s HAR LUN _EROEGRIN #PER iSCST 35 (Bk
FREFR) MWL (SAREEhES ) AT S m%iE.

SRR F R UEW HEhas B AT V5 IR FARROAR], X e AE AR S B uE % 1 AR

ST iSCSI, ESXi A3z Freucfitll (SRP) i s S St 77k . I BE% Kerberos 5 NFS 4.1 fid &-fiff
o

ESXi % Ff CHAP MUAA CHAP S350k,  (vSphere 77 ) SRR T 4nfal >y iSCSI #Ee40k B (1 S 3 5
WA R Ak i CHAP,

Witk CHAP Z4RME—E . AU BASIE B AN AR, G ATRE, ARSI T S
FUmA SN ANE] . SO A EA L2 BISEmIR, Bl B Tk G A AT A R TS R S I T B
Yonle BRSNS, QR — 2R, WA BE ook B A s A T S ge ik o

{£47 iSCSI SAN

TR iSCST fit Bk, W SR —B RS e i iSCSI SAN A% A% 4, iSCSI It B 75 2 B T TP 4%, Ik
BT LI T IR AP I 22 bdfE il 35 Bh AR 77 iSCSI A7

NGRS T R4 LR — e BRI,

FRIPEEEIE

iSCSI SAN FFH)—A™ T2 352 4 S T2 140 s 2 S L A 2 o
KBRS EPAR, 1 F ek F R O & W iSCSI BdE . Jie & iSCSI iR IE i #3i4 & ESXi iSCSI jHzh#s, ¥R
2N AL 2 HPRA B PRSI TIN5, X2k s s T 5 1 B R PR s o

FYFREIALS 1SCSI it B H AR # U VLAN FJ A8 387 iSCSI ittt @ R R I Z i . A7 b
2B TCHEIT iSCST ALEE, AT SRR LEB JC 1A 51 iSCSI A7 M4 o

HYIX—ER, SR PLX 2 8E . s H iSCSI IR e RS, e iSCSI @At #s Al ESXi MR M Z8 E il 7%
KT IS ek R AL 5 i OB AN . QiR ELam e BSXd LM UACE iSCSI, FIAASE
AU IR — BRI BAIL, 1O EA BRI S B LR AL 1 iSCSI A7 #i o

[ T FR B L FHARHES BN KR 4P iSCSI SAN 4b, I8 i AYE iSCSI SAN WY VLAN gk A E LR
I MERERIZE A . ¥ 1SCST I ELHCE Hathi) VLAN | AT Bff 24T iSCST &L &% 1T LG B iSCSI SAN PN I 1425
oo AN, R H HARIFAO LRI A 2500 iSCSI it .
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R iSCSI BORE

WHEAT iSCSI e, ESXi AT TATAATIT Pl Z32e 210 11 o Hes it 1] B AR ONAR 05 25 R TR N BSXi
HEsHlFA LA, A, 1817 iISCSI ANSTEERE ESXi Ui = A AT AR AN 22 4 AU

PRIBATHTAT iSCSI H AR & BRI —NEk ZANT I TCP s DAl iSCST 42, 41 iSCSI & 25 i
FAFAEATAT 240, R EE 10 XS IR BSXi BTt all. BRI S, 120 A v 28 il rade (ol
B UAABFNEFFFHERE S iSCSI MIZE 1 283 TRR A

BE#& SAN BiEHMHE#ITHE
AT DAE DX 845 lid F LUN GRS 55 B5 SAN TG BhI BRI TR 25 1K 1]

AT SAN BRI BCAT LUN B, #IVAFE vSphere BRETH BRI A& IR Bildn, FIVAEEE
SESCHIDKIRUASE SAN HHEA Tt ik, AT A S TR A DA i B [RIRE, I AT LA AR ERT 18
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