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®m 54 vCenter Single Sign-On %5556 31 71,
vsphere.local 35 H11¥ ] AT LA vSphere Web Client H1 32 H vCenter Single Sign-On %8, HAtblskrh
10 P P S A A N ST BB A

#1n vCenter Single Sign-On FiA
vSphere Web Client [ 5l 141 HH ) I £E vCenter Single Sign-On 3, J& - vsphere.local 3

BT DA A SO T &5 A XSS IS R, FUE, #ETE M vSphere Web Client [ vCenter Single
Sign-On BRSNS 17 I sl o
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FB

1 LA administrator@vsphere.local B l45 vCenter Single Sign-On 8 SR HAth FH 10 S35 % 2
vSphere Web Client,

2 J%HEER > Single Sign-On > 14,

3 TERPEIR b, RHETEA PR,

4 PR vsphere.local A MHTHERERUIE, 1HMN MR R Bt
ARER T P 2] Bt

5 BEOHH IS AR
G, BARREBCI P £,
BT R T TR 0K

6 (HE) GG TAILER,

7 (nlade) BN AR R A

8 lEE.
FRAEA I, 2% P T R R AR
F—

o

FZ PR NE] vsphere.local sy —AN41L (fildn, FELGAL) o 55 W45 30 U1,  “If) vCenter Single Sign-
On ML A"

ZH #0153 A vCenter Single Sign-On fiF
QREEH vCenter Single Sign-On FI/K )™, T S k%57 5] vCenter Single Sign-On IR5#%, FRIEEELR
A . A vSphere Web Client 5 A8 IAS I

ZEHIRI L S E vCenter Single Sign-On RS ERFFRI ], HJE P JCiAEIR S5 T, B
EE GURFRU T AT vCenter AT B AR AR AT

HTHR &4

{552 Single Sign-On &2 Y21 A S 4 GEAE AL H Single Sign-On [T/,

B2

1 DA administrator@vsphere.local B4l vCenter Single Sign-On 588 GV HAth H 1 S B~ 2
vSphere Web Client,

2 F%EIEEE > Single Sign-On > i FHI4.,
3 PP, REEREER, RETERSEURN R R
4 BEREHIC S, iasRRz s, SREH, R RS Rt .

HiB% vCenter Single Sign-On /A

LA vSphere Web Client {4 vsphere.local 38t ]/, JCik M vSphere Web Client i At £ 4t
e R

INCs AR ERNER T vsphere.ocal irb 48 ATI T, MK JCEE T 5% vCenter Single Sign-On., 15 T 2%
A vCenter Server N L4144,
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FB

1 LA administrator@vsphere.local B l45 vCenter Single Sign-On 8 SR HAth FH 10 S35 % 2
vSphere Web Client,

2 RYFEH > Single Sign-On > F PRI4..

3 ERERIRIR, SRJS1EEE vspherelocal 3,

4 AEHlAIER, SRR, SRS B AR AR
T TR SR . IO AR o

4748 vCenter Single Sign-On A

7] )\ vSphere Web Client H151% vCenter Single Sign-On 1) [l ik HAb¥40(5 B JCVEAE vsphere.local
rpE Ay . XA AUCTE A £ administrator@vsphere.local .

T LA 5 administrator@vsphere.local A1 AN G AT o

vCenter Single Sign-On H] P {£fi#7E vCenter Single Sign-On vsphere.local 3%,

A )\ vSphere Web Client H1#7 vCenter Single Sign-On #1535, E) administrator@vsphere.local &%
PR > SR > RS .

B

1 DL administrator@vsphere.local I 147 vCenter Single Sign-On # £ G FAL T 0 S 2R 2
vSphere Web Client,

2 Y5 EEEE > Single Sign-On > F I
RN s )£ bvin iy N
4 RSN, NRkBgEA .
5 I EHATHEMG
EARESESU I P 44
LT B RGN ER
6 LHE.

#n vCenter Single Sign-On 4H
7t vSphere Web Client H1, #HE1i 41 H [1)414F vCenter Single Sign-On PNl M 20 0] PUAALA b1 ( E 3
P G ERR.
M vCenter Single Sign-On & H $ T 7% I vCenter Single Sign-On 41, 1Z4¥475I1Z] vsphere.local 4,
Lz

1 DA administrator@vsphere.local B lI47 vCenter Single Sign-On 8 SRR HAth FH 10 S35 % 2
vSphere Web Client,

2 WY HEEE > Single Sign-On > F 14
3 BEBAETUR L, TR,
4 ENHMZIRAL
OIS, BARREBER SR
5 REHE.
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T—%
n AR

4m%8 vCenter Single Sign-On &
A]LATE vSphere Web Client H1 5% vCenter Single Sign-On 21k . JoiE S A4H5,

vCenter Single Slgn—On Y4 1E vCenter Single Sign-On £dls/aEH, 12 5U5/4: 7L %35 [ vCenter Single Sign-
On [NAS Fia1T, X4 JE T vspherelocal 1,

B2

1 DA administrator@vsphere.local B4l vCenter Single Sign-On 58 SURFAURIHAth F 1 S B~ 2
vSphere Web Client,

2 H%EIEEE > Single Sign-On > i A4,

3 HhRAHEm R,

4 AERE SRR, RE PR A .

5 gk,
GG, KRS AR,

6 B,

[6 vCenter Single Sign-On AFMH 5
vCenter Single Sign-On 1 G FTLUER H— Pl 2 MRIRIRI T Pl b2 . 2 L vSphere Web Client
FRER DITHTAR 5 o
1 vSphere Web Client FIgH5E I~ A HAIZ1LE vCenter Single Sign-On N5, J& vsphere.local 3H—47 o
TR A HR A 2 A IR A A o IR T PAIREE4H

TR

1 Pl administrator@vsphere.local B ffi45 vCenter Single Sign-On & B SN HAR T P S 4755 3 2
vSphere Web Client,

2 WY FEE > Single Sign-On > 14,

3 MR, ARG (B EERT ) .

4 AF CHppl” Xigrh, BRI AR,

5  EEHEEININBIA IR AR

6 (n[ik) AR, REREER.

7 MEEERUR, ARSI,
AT LATRII RN 2 A B A

8 HEBE.

VOE NP AR SO ZEA IR BL, R A" BRI .
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= 2 {#H vCenter Single Sign-On #1T vSphere S &1F

M vCenter Single Sign-On AR AR
AT vSphere Web Client M vCenter Single Sign-On 2 SRR 51, MASHIE R BR A o7 (P ekdt)
W, ARG IR IZ A 5
L7

1 DA administrator@vsphere.local B fl45 vCenter Single Sign-On 5 H SRR At FH 1 S 5 R 2
vSphere Web Client,

W4 > Single Sign-On > H FFI4H .

HRRLEIR, RSl

TR RABRT, R EREBRI ] e, SR)E B R BA b
REHIE .

g e W N

s A rp iR, (BAE R G 2R AT

HiE& vCenter Single Sign-On K 2R A A

vCenter Single Sign-On 15| vCenter k55 (51 vCenter Server. vCenter Inventory Server £/l
vSphere Web Client ) DA FIXESIR 5545 T RAE B HIFE I o
1% vCenter IRZSH, BRIME LN ZIR AT HIZGS 2 M vCenter Single Sign-On I HIFE 7 1 HIFI i %

o QNIRESRHIREIR AN R, ki an iR 4 B R ) USPE A G ARG A AT, BRI LA
vSphere Web Client HH#fFEER 12N FHFE T H

EEESE QUREREER TN IR, 2R A HEAZ U5 vCenter Single Sign-On.

FB

1 DA administrator@vsphere.local Zl45 vCenter Single Sign-On #H SRR At FH 10 S 5 % 2
vSphere Web Client,

MY EEEE > Single Sign-On > F A4 .

R R R PSR, SRR RSN IR I 4.
AR R bR

RER.

g = W N

NS (BARDL %) BARERER] vCenter Server, 3 H Ik &5 vCenter IS5 IHITEH]

¥ vCenter Single Sign-On Z#5

vsphere.local $8{H 1) 1 ' H DA vSphere Web Client H1 B vCenter Single Sign-On %45, HAtg AR H
SR N, R AT R R

1t vCenter Single Sign-On it & S FHE PSSR R E T 2SI 1], BRIMESL T, vCenter Single Sign-
On #4790 RXJaid 1, (HIZ ARG PE DLl DRI ST SV SRR ML BRI AT 5. S hBIRRE o SO0
vSphere Web Client ¥f[F] & HHEEHE . QAR ERRE NS, AT DU o i i

TR
1 {1411 vCenter Single Sign-On % Ji & 5% %] vSphere Web Client.
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2 AE BTSRRI CTREDT SEERIA, BRI A LA MR
itz sbh, iE DAL > Single Sign-On > FIFAIAL, AR MAHER B4 I - o
3 RBEMUERS, NEENERETE.
4 BENHUERIERIA
IR IAT PR AR
5 HL#E.

%f vCenter Single Sign-On #{TH#tEHER
Fid ¥t vCenter Single Sign-On [{J1d #2 A] GEAR 2 2%
PA N 8 vCenter Single Sign-On A THISHERIGE AP, AR, 8RR VMware
HIRE R S

vCenter Single Sign-On Z23t 5

7E Windows 215§, vCenter Single Sign-On 22355 F] 52 A £ R i A S
B
7t Windows 15, vCenter Single Sign-On Z3E2 4,

&
LRI Z RN A
BRAR
1 BUbEm e T A LR s &
BEINT, LR 2 BRI RN AN st 2250 . . R0 (####: Installation failed
due to...)

2 frar AT, sATA M ar & LAEE vCenter Single Sign-On SCHRHIREN

C:\Windows\System32\cscript.exe "SSO Server\scripts\sso-support.wsf" /z

3 e
4 IE %TEMP%\vminst.log HH &, T M AWM AIRURT AT A TR 7 R P EAR1E 2.
HXHERSEELZ, E2H VMware HIHE X E 2033430,

7 Lookup Service $Ei=AI/E H
vCenter Single Sign-On /%%l 7~ 75 < vCenter Server 1}, vSphere Web Client [KJ$415% .
b

vCenter Server fll Web Client 22527 il /R E e ToIEBE &R Lookup Service. i#f# VM_ssoreg.log... (Could
not contact Lookup Service. Please check VM_ssoreg.log...).

EE
FEOZIRERRRAE M, AR ERFRE . B kIR LR DA RS Bh AR S5 AR A 8h 5
BRAR

1 BSuFi=4T vCenter Single Sign-On., vCenter Server 1 Web Client [FAL F K2R HE
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EA SR E ARV E H S

= 2 {#H vCenter Single Sign-On #1T vSphere S I81F

TEZIHE, ARGl SRR S $TEMP%.

FEH S, EL M.

2 H S S ezt N A . BRI —2HE, HPER Initializing registration

provider. ..

HE

EEM@ERA R

java.net.ConnectException: ZE#E#E
B ERE

IP HhEAS A . B kR T X vCenter Single Sign-On [115[R], B
vCenter Single Sign-On 1 4%

PRI kB ARBHIE vCenter Single Sign-On i1 (ERIAK 7444 ) , FHH 2%
4 vCenter Single Sign-On I i SIAHA R B Z W] HI CPU. /O & RAM

PRE=!
frito

java.net.ConnectException:Connect
ion refused: &

IP stk FQDN A 1EHf, JFH. vCenter Single Sign-On 7 /5 5hk B 485 5)

o, EMETE AR T,

JH 3457 vCenter Single Sign-On IR 55 (Windows) Il vmware-sso ~J4/"

(Linux) FO4RAS, #IA vCenter Single Sign-On i1 T1EH o

THREIIRSS . WARSX RIS, #52 W  vSphere iSFHEERFERT ) 11
“WE” Y.

SERERE: 404. ML E SSO
Server R HE

158D vCenter Single Sign-On,  QIAXAREMEDLRE, 52 W ( vSphere
IEHERRFR A ) 11 R Har .

Ul RESRIOEEIR, DUCHER3S]
vCenter Single Sign-on (Could
not connect to vCenter Single

15457 BRI Ss1HandshakeFailed, XRMESITAH W, BRI
BERIfENT ) vCenter Single Sign-On FA/UT IP Hihikok FODN AE%c%E vCenter
Single Sign-On (i J1]11J TP #phiksk FQDN.

Sign-on) F%, ¥F %TEMPY%\VM_ssoreg. log 11, TREIE LT RENAT,

host name in certificate did not match:<install-configured
FQDN or IP> != <A> or <B> or <C>, M1 A S/R7E vCenter Single
Sign-On 2RI FQDN, B Fil C Fos R 404 R e VF R
FHE BN HZ H SR ) 1= RS54 ) FQDN. K250 1,
JHE vCenter Single Sign-On 2[RI 7E%) FQDN,

AR RAE R AT T C e, SR 21 vCenter Single Sign-
On SSL fid i o

Foi%x{E A Active Directory H S/ I8iFiH{TE SR
M vSphere Web Client %5 vCenter Server ZH{-. i [TI#%(1) Active Directory I F'#4F1E EHREUERIN
IR
f56 Active Directory Friililis %] vCenter Single Sign-On, {HH] /L2 5% vCenter.
JRE

T A I ) 2 A i SR B BRI . W TR b, F )i &34 (user@domain 5
DOMAIN\user ) ,

QERAEIP)Z vCenter Server Appliance, M RJREf7A/F HoAth ]
BRAE

XTI vCenter Single Sign-On #5%, #rILLBTSCERIAARIRIR . AT, TP I Re G P A fn i
A F BRI

QS HIE vCenter Server Appliance,  H S BERIARRIFHAAROGHITE, W TR N SN EES DR
1 [A2P vCenter Server Appliance 1 Active Directory 37 il & 2 [ B o
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2 ESUFRE M HISHE Active Directory Jik DNS IRF5HUZ & ¥ATHEEHL R (PTR), H¥uE PTR id®{F 25
Pl DNS ZMGE SR ILAL, 1 vCenter Server Appliance I, RAILUZTTEA Mg KA TIHATSS

a  TRHIEEEHlRS, msfTlA s
# dig SRV _ldap._tcp.my-ad.com

L EER I R VARRIEI R , AP N oRBI TR

;3 ANSWER SECTION:
_ldap._tcp.my-ad.com. (...) my-controller.my-ad.com

b RN RS, IS TEL N A SRR e RIS AT «
# dig my-controller.my-ad.com
AL TIRIEH 5y, dnbh Nl

;3 ANSWER SECTION:
my—controller.my-ad.com (...) IN A controller IP address

# dig —x <controller IP address>

BRI RARRIEI RS , AP N oRBI TR

;3 ANSWER SECTION:
IP-in-reverse.in-addr.arpa. (...) IN PTR my-controller.my-ad.com

3 ERBIT ERSPEERREARDLRIEL, 15 Active Directory 381l vCenter Server Appliance, X5 EHT
IS

4 FHii5) vCenter Single Sign-On.,

BT A AA#E, vCenter Server BRI
M vSphere Web Client &5 T [fii 5% vCenter Server B}, HIFE/RIK S BiE A5
eI RE
ZIRFAREIINIE, Bk H vCenter Single Sign-On %5k 5] vSphere Web Client, &2 274 IR
BB BUE .
FE
e HH R SR iR B PR
BRAR

m ORAERN RS (vsphere.ocal) Hf b A TER %%%*WE’] vCenter Single Sign-On 2 D8 #5110
M B, QSRR S RS SRS TR B e T O I, AT LSRR R

B QIRDL Active Directory 5k LDAP It/ [T D, il EORAEN Active Directory 5t LDAP & FH Gifig
B
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ESXi Hl vCenter Server Z1{filiid SSL b Tal s, MaPRoREE . Bl BIEM S geir. S &
sz, HAEA AR R o Rt T, ek i)

FRINIEOL N, vSphere I35 1L B d BRI — A4 BEA T QU AP AR AE R D R G L ROTES . XSS ERIAIET 2
ME—r, XSRS A 8 rT AT AR CE AR A, (eI A I S UE UL (CA) 25411,

HEEZAE R AN RS, R, WAREEM] Internet 111 SSL 4z, W22 p A 80N B UE AL
HUBRE ZIOHTIESS , SONEEAER L AN B I BT e o

ENTR RN e S U

w5350, “4 vSphere Hifii gL F"

B 36 U1, U EHRMLA”

53700, CUb HB TR

B 3871, “fiJf] vCenter uFA5 H AN T vCenter UF45”
B 554501, “F vCenter Server Appliance 13"

m 4571, “Eif vCenter Server Heartbeat 1iF-15”

1E vSphere Hi{E FRIIEH

{F vSphere 551, ARIZSUFTUE H T SRA R R E Y.

vCenter Single Sign-On STS [R& %7 SAML £ &

JUii vCenter Single Sign-On %3111, JF[ilid STS i 13{#i)T] vCenter Single Sign-On 2 FFUE
vCenter k55, MEARENIATIHIIE. STS RS2 IAAM SFRCIES (SAML) AL, 24 ARk
7152 vCenter Single Sign-On SCHRFAIFRIRIFIAL  — A bR 152 W 11 01, “Unfiffiiff] vCenter Single
Sign-On {RIFEIIREE” o

vCenter Single Sign-On IR 55 01 5t A HRUAE T, 2R BbFE 7 il A4 il vSphere HITET S50 0EY) SAML
SR, SAML SRS Sty (M4, & IR —H XML, 14k, SAML AR (09 21 Al 9%
KR, LMERER I TIAURIE, TF vCenter Single Sign-On & 1fi SAML AR, B3 FHUEBHEaE >4
#7254, LA vCenter Single Sign-On 1% i 1] LAIGUE SAML A MUE 52k A (5.

SSLiEH

SSL UEAS PR vSphere FRETHRIIEE 204, N2 T, % P ik SSL H8 T B e i F it
BERAERT B IR Bty
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VMware /il FIFRiE X.509 A 3 (X.509v3) UE5 K Inss it -2 Rl Zee 287 2 (SSL) Gk K k1
SEE R

vSphere - H S ERAUETS . FTRUEBRAUE Bl 25 Ll 45k CA 24 HUER . X T vCenter o041,
AT PAE FUETS e T H .

SSH 48

SSH 4R T T4zl i JT] Secure Shell (SSH) 110 ESXi UK. S W4 83 T, ¥ SSH 244 I 4%
F ESXi 1" o

TR E

TR, KOs COPOCEREERRRT ) SN NSk i, FE el 2 il e e il . #%
W AR P s i e B, R A IO IE A BT LM B IEAE B, SRS S i 2 2 203
AR ZER . IR EURIIRE I — Rl o e e i, BUINEE s I A . AR, iz 4.

I S UE B RIN SR E TR AR . A mHE R AR S HUE A TR R R
FIF 569122 ) 256 {37 AES J#6 A1 1024 £ RSA 2 LA N R BRI

B vSphere Web Client izl 7 P 1 [ 5] vCenter Server 11 ESXi [z

B SDK 45 vCenter Server Il ESXi (4%

B S A R

® 5 ESXiff) Fi#k SSH &4k,

UEH B g

36

XA vCenter 411, FTLAEATIESS A 206 T A A i RFREERIAUE A 40y B 25 ek CA 25441
Ao 3 FTDAAME I TR A A TAE G K . BIEEEB A HESS .

5 BEIR

Ry BBy PUE BRI, TP 28007 S Tk 5846

B {F Windows S S TIUEB R TR, dnASCrirbing .

B 7E Windows H1 A UEHUESS, 41 VMware AIHZESCE 2058519 HIfTiA o

®  {; vCenter Server Appliance HFHLUEYS, 41 VMware HIHE T 2057223 Hffiik

WIS AT CA B 400U, MU AN A — NMIEBiERk (CSR). AILA L TR /ER CSR. 4
FUEPBERIAR, S W39 01, “HERSHHUIRAET .

EH Bk TREE

WEB EBE THRE A AT TR, WA NI H O vCenter HAFIUET . KEEUGIUT, Rk
BRGIE Bl [ SGIE . PTUAAE 256 vCenter 4005 A T HL. Q154517 vSphere BRI T #r
A, WA i TR, A HrE A TuEB R . 7F vCenter Server 54tk vCenter Single Sign-
On x5 #%%: vCenter 411 s T TR, HHATIA MES.

B ORGP

B GEEN (x.509 UFP K URL #55%)

B AN AL R A TR SS AR LookupService 45 FIff SSL b4 (443 7#5)
m FTHEANIIRSS (AT .
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= 3 vSphere REIEHMNE

B B2 A SRR HA A ST, B REh iz AU (WA RED .
YRR EE R UE SR,

EE W T H TR 2 K, WTLAXT vCenter Single Sign-On. vCenter Inventory Service .
vCenter Server, vSphere Web Client, vSphere Update Manager. vCenter H G| %i#5H1 vCenter
Orchestrator ], QIRAEFTTEAN At vSphere ZIAFHUTIE1E e, 152 12" VMware R4Ek VMware

HR PRI o (E R — R, AR RERREAE SR R — AN B

I T HSZFFLAT vCenter 4114
m  vCenter Single Sign-On

m  vCenter Inventory Service
m  vCenter Server

m  vSphere Web Client

m  vSphere Update Manager
m  vCenter HEN Vs

m  vCenter Orchestrator

B AL IEAT— SSLAEATAI— MR TT S H Il P o K2 HCER A HFARR UL R SBLX PRI o
£ Windows |-, RO S B azie—, PIEEE AR i1 SSL k.

F4&

GRS T vSphere JiA 5.0 5 5.1 HIIRERIAIESS, SRS THE4 %] vSphere JiA 5.5, WISITAuES . AR AHE
THad AR B HCERAIE S, WA st Tl B st T

WEH B3k TAESEBET
vCenter UF-15 F 2h{k L E ] 0 5h°0 Windows #ERZEHHIAZL vCenter ST UE
TR AE k. s T RSP G5 AR 55 R, 1525 WEE 36 U1,  “UF Bt

FrERSMTF—&itEN L

AT UA g% ss1-environment.bat PPN ERIE K., REFIZITENL LsfT it TRmASKRERE R,
R AT LAsAT I L H RS R R N

BIARS AL T I BT ENL L

DRI 55 A BB RS TSN Basd T, I MR P B TR E AR TS . AR
FRSSAE — B RN Fasd T, wHE e B it TR A Update Planner S H(E B3 THRAE. Q2R
IR AR A RS, AT ARG AR 8

1 B AN 2RI He Tk TR, T HKER Update Planner 5117,
2 {r1217 vCenter Single Sign-on JTHHAL b2 3TF 12171 T LUMHT vCenter Single Sign-On SSL 15
3 f£ Inventory Service P BT Fai Tt TH . T RRKHITIL FMESS
a  Hi )\ vCenter Inventory Service %] vCenter Single Sign-On FIfS{EC A
b BT vCenter Inventory Service SSL E3,
4 frizfT vCenter Server [N TN | 2T FaiTib TR . T RKHATUL FESS
a i M vCenter Server /.55 5] vCenter Single Sign-On IR 5515 1T% A
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b Hgr vCenter Server SSL Uf45 .
¢ Hi vCenter Server % vCenter Inventory Service FJ{FTIC A .
d  TEHiM vCenter Server % vSphere Update Manager FIf5{TJ¢ 5 .
5 1t vCenter Orchestrator T15AL 24Tz T TR M THAATUL MESS
a  HHi M vCenter Orchestrator Il 55 % vCenter Single Sign-On JIR 555 {Lo< A .
b BT vCenter Orchestrator i35 %] vCenter Server R 5 UREI R
c B vCenter Orchestrator SSL E1),
6 7t vSphere Web Client 1A I ez ik TH . b THREHATLL MRS
a  HgiM vSphere Web Client %] vCenter Single Sign-On IR S5 HGEER R .
b TEH M vSphere Web Client ] vCenter Inventory Service {52 R H HEHHsZARSS -
¢ HTM vSphere Web Client %] vCenter Server I 55 A H EHEsh1Z 5.
d  F#iM vSphere Web Client % vCenter Orchestrator JIlt {52 &I g 5 shizik %o
e  Hi¥ vSphere Web Client SSL iif 3,
DAZITEE I ) vSphere Web Client /) fE5¢ il 5T 5¢ A HHT

7 FEHEMREESTENL L G ETI T H . vSphere Web Client fll vCenter H N a5 A2 R — G THAL
Bl FIE T, e TREEHITIA MMES.

a  HEMHENE AR EE] vCenter Single Sign-On RS TUEFR R
b HUTH WY AT SSL k5.
8  {F vSphere Update Manager 115/l 20z Tk TR,

It T H4 58T vSphere Update Manager SSL UF 45, {ENUEF B —i53, 64 55T vCenter Server X
vSphere Update Manger [H{5 1T,

RBERAME

IR TR AR, B, AWBURS ARG EhLE, A0S AT H—aHRbLLE, Eni
TEBURSSEBAL T AR TN R Tt TH.

{EA vCenter if¥ B34k TE & # vCenter iEH

38

WERAFIRISATHDCEDR, A UEERIN vCenter SSL ik By i CA 25 A UE 15k H %5 %415, vCenter
W H KM{IE\LE‘E~/I\€E/7\4TI/ L, AR BN A E R A O vCenter JIRSSHTES o FTLAGE I T
FARGUEAS R - A Rl AR T BT

B0 vSphere IRSSHBAT—AFRIH, HIT-0IE x509 Uk, #JLAE R vCenter UE15 H )k T H 4% vCenter
AR . PTLAT a0 LAt vCenter Z17FHUIETS

® ] vCenter ukA3 L TR rl R 2 eAE 52 SCH1K) Windows #RAFE R G vCenter 21111 SSLiIET
e TR T B AR AR e A5 1 SR AR B b5 Ao e TS0 HF vCenter Single Sign-On., vCenter
Inventory Service, vCenter Server, vSphere Web Client, vSphere Update Manager. vCenter H 5%
@Al vCenter Orchestrator,

USRI vSphere 4171, 11522 I VMware SCRS sk VMware KIRPESCREHJUEB L B
m R, WA E Bl . 12 W VMware FITHESCEE 2058519,
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= 3 vSphere R&EIEHNE

QAR I 2 vCenter Server Appliance, 15 T2t SSLUF, FElRSSZIEP, 550 VMware
IR SCEE 2057223

BB 5 2 BT

1

HER IR EE S 39 1L,

11517 vCenter UEP HEEL T H 207, A IEB T F—" M3 E R g, FHiA HI S
1IER . UEPIE TR, IO ARG MM E K,

22%5 vCenter UE-P B 2k T A8 41 1T,

W PALERA vCenter 720G TN 223 vCenter UF P AL T H. BHATHIGEIEK], AP
—&IENL 2 TH,

TE X vCenter Ub+5 A 2k T FIBRIAME S 41 1T,

TR T RO SR P )CERAE A B TR 1 BN s, I B AT LA 29I E] . T SCERIAES
I T HEAFEOR RN IX . AERIEEBRIN D

A RGIF P SR IR B CA 25 ZUFP5 58 42 11,

GAREEAEHIR CA (UEPIENS ) AR BRI, WA -Pi k22 £ CA,

21T Update Planner £ 42 T,

Update Planner J& T vCenter i3 Hah{t L HA—3, FIHBIEHE B BRI . et
T HASIRFE TSP RS e A 45
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BER Z U TS CA S FUET . TR S AR ZuE B .
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T GuREAEERGI LA MRS, AnT PAG I TR X B iRk 55 A ik 515K
m  vCenter Single Sign-On Ik 5%
m  vCenter Inventory Service
m  vCenter Server
m  vCenter Orchestrator
m  vSphere Web Client
®  vCenter H G| %i7
m  vCenter Update Manager
2 A CA BAZIEE R
CA KGRI A A UEAS R 5] o
3 REA T HARAHEBRIEINT, T HoR 425 vCenter Single Sign-On JLRIAL (1) PEX FI1 JKS X,
HRE LB A LE L L o
T—%
m {7 T AR Update Planner 15 E.o

iZ4T Update Planner

Update Planner J& - vCenter UF 45 H 8t THRA—3%, TR BT UE P BRI o i TR 2
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L
1 BSR2%ET vCenter UEP A T HEAYTHHAL,

VMware, Inc.


http://kb.vmware.com/kb/2061934

VMware, Inc.

= 3 vSphere R&IEHMNE
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ssl-updater.bat

HIEL R, %688 1. Plan your steps to update SSL certificates,

NS SR 1)1 &= P | VAN TR

& FHHZASSLULD, WHESHBRESS . i, T vCenter Single Sign-On., vCenter Server
1 vSphere Web Client [[fJ SSL iF15, 5% 1,3,4

& THUHI T RSCRIIRrAIRSS L uEts, N 8.

vSphere Web Client Ml vCenter [ 5E #F 4H2AE M — & THRAL 11T,

BR MAZEDFITAIRSS . R AR LIRSS HEERAE SN A BT T Update Planner, X260
BEATREAIEfF LR e R

Update Planner B/~ ZHATIIES LRSI TR
¥ Update Planner % H A7 2 SCARSCHRH
BT uE SR e ER ~ fr HH an T s o

1. Go to the machine with Single Sign-On installed and
- Update the Single Sign-On SSL certificate.

2. Go to the machine with Inventory Service installed and
- Update Inventory Service trust to Single Sign-On.

3. Go to the machine with Inventory Service installed and
— Update the Inventory Service SSL certificate.

4. Go to the machine with vCenter Server installed and
- Update vCenter Server trust to Single Sign-On.

5. Go to the machine with vCenter Server installed and
— Update the vCenter Server SSL certificate.

6. Go to the machine with vCenter Server installed and
— Update vCenter Server trust to Inventory Service.

7. Go to the machine with Inventory Service installed and
— Update the Inventory Service trust to vCenter Server.

8. Go to the machine with vCenter Orchestrator installed and
- Update vCenter Orchestrator trust to Single Sign-On.

9. Go to the machine with vCenter Orchestrator installed and
- Update vCenter Orchestrator trust to vCenter Server.

10. Go to the machine with vCenter Orchestrator installed and
— Update the vCenter Orchestrator SSL certificate.

11. Go to the machine with vSphere Web Client installed and
- Update vSphere Web Client trust to Single Sign-On.

12. Go to the machine with vSphere Web Client installed and
— Update vSphere Web Client trust to Inventory Service.
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13. Go to the machine with vSphere Web Client installed and
— Update vSphere Web Client trust to vCenter Server.

14. Go to the machine with vSphere Web Client installed and
— Update the vSphere Web Client SSL certificate.

15. Go to the machine with Log Browser installed and
- Update the Log Browser trust to Single Sign-On.

16. Go to the machine with Log Browser installed and
- Update the Log Browser SSL certificate.

17. Go to the machine with vSphere Update Manager installed and
- Update the vSphere Update Manager SSL certificate.

18. Go to the machine with vSphere Update Manager installed and
— Update vSphere Update Manager trust to vCenter Server.
6 HBEN 9 IR[FIFFHH,
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%o > vSphere 4111 SSL UE 3 A ZME—

4 HHRORIE, BENTRRIOE R, BIAET SSL BEAL HIEAMNAIE . B
5 HREHRFEERMTEREER.
6 KA Planner sE A AEBHAT ML
R BB A AL AL R AR it LR LAHE IR 55
7 SRR, ATLOCH e S PR E SR &k
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Host.Config.AdvancedConfig A%, £55¢ ESXi FAUNHZAEE, 152 W (vSphere F5 BHUEEL) Hikk
o

B

1 DUEEE SURBRH PO B8 3% ESXi Shell, AJ B4 DCUT 3%, thnl )\ SSH % i si .

2 1F /etc/vmware/ss1 Hag, HHPA TS Eay ABA U,

mv rui.crt orig.rui.crt
mv rui.key orig.rui.key

3 KR HIE] Jetc/vmware/ss 1,

4 KT BANEPIEAEON rui.crt T rui.key,o

5 LSt R RS ENL.
SE AT LR MU T A s, Zekedub 15, Bl & 1 P S (DCUI) H s sh i ReE, Jf
LN IR iRk HAE s

fE R vifs ap S ERBIAR ESXi iEB A

ESXi iz B rh F B AR B UE TS o IXEEUETEME—f1, (AU a e rT LATHA IR SSw, HE b2
AFTRUER, 11 HASZ FAUSAER UL (CA) 25411

(S FHBRIEAS PTRE AT A AR e sk . QRS BT EIE UM FIUES , AT AR IAUESS o

AR WREVUSHT “YRuruE” shig, WEEBHAUEB T RES 52 vCenter Server {5 1B EE AL, dnik
vCenter Server JUEIGUDHNEY, WHBH I ER:, RETEIER.

ESXi (XA ] X.509 UEAS K NE st A 2525 A% P 40 2 RN SSL e b Ak 2 i /5 B
HR M

FIT AT IS B N A (5 Ml 1 e 4> HTTPS 2 ilfidh 1o TS uE 2 vb iy P 0 141 4147 Host.
Config.AdvancedConfig £, 115¢ ESXi FiAlH 215 E., 152 W (vSphere B & FAUEH) HikR.
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TR
1 &HHANS.
2 ARRUEBRUA USRS A E AR o
3 fEarATH, T vifs ap Kbty FaEE N AR E
vifs —-server hostname --username username —-put rui.crt /host/ssl_cert
vifs —-server hostname --username username —--put rui.key /host/ssl_key
4 HHHEsh L.
s, WAV ENE TR, Zhagmibts, SRR ERARSE 1P Sl (DCUT) S5 sl PR,

£/ HTTPS PUT #H#IKIAHY ESXi iEHEH
TP 8 =5 S TIRE R F3aE 1 Rnas9], S8 HTTPS PUT # /R R TIRL R 1l LA S ESXi {05119 HTTPS $:11
[(ReEgCai
SR
1 75 FEN AR, ST
2 CHSURRARIN NI .

pri 1 HiR
iEH https://hostname/host/ss1l_cert
57 https://hostname/host/ss1_key

{\/ B /host/ssl_cert fll host/ss1_key §i2%] /etc/vmware/ss1 HHJUETS S HF
3 fEEEREHE M RmE OCU) L, i “EHEshi AR SRR,

1% SSH F3_EHF| ESXi E£4
FIVAGE ] SSH & IR . 4l AR R4 ESXi WL TBTAALIR . TUARI ] SSH %5 91 5o 32 (5 AR T Pl AA e
AFEE TR S SR EA L.
FLAfE ] vifs vSphere CLI 4K SSH B 2 M. 475 L Ml ] vSphere CLI ar & tEIE R, 152
WL {vSphere fir AT HUHNI 48R ) o WAJLARET] HTTPS PUT K SSK #4752 141
TCHAFINBA B AT R, M2 PTARE ESXi EHL A1, SRIEHT T3, 5 ) VMware H1iH
JE S EE 1002866,

JE A SSH I SSH S5 AF I AU A NTEI XS, FBSCATERRCIAES P . S 05 69 11,  “ZEHIIRAL
(SSH) %45H”

(3

FER T ESXi5.0 MR, B AU TateiER, B SSH 24 T v AR E#L. ESXi5.1 /1
B I,

{EH vifs i< L#; SSH Z$H
AT A P SSH 23 1HL. DA vifs frd B,

BN SV BRI T P390 E . 4 M A sl g SSH ST EAUN, B PIEeft By 3de
Uk, FEHATZEMN . EHEAUEY], rTULA S T S mgnE, XAEg S AR TOIRAE S IR .

AIDUERDL N 2520014 SSH. 54H |- 28 1AL
B root T HUIRAL ]
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DSA 4]
DSA 2\ H%54H
RSA %54]]

RSA 2\ %41

BEEE 1 A5 S5 /etc/ssh/sshd_config XA

B

4

{5 HTTPS PUT - SSH &4A

FEAT AT, ] vifs a5 SSH 4] L I FrE i fr

vifs —-server hostname --username username -—put filename /host/ssh_host_dsa_key_pub

BRER e

root I B INE A /host/ssh_root_authorized keys
TR SE AR HR VAU ] R3S

DSA ¥4 /host/ssh_host_dsa_key

DSA ~2H%E4A /host/ssh_host_dsa_key_pub

RSA #4H /host/ssh_host_rsa_key

RSA AF%4%H /host/ssh_host_rsa_key_pub

DA A gl SSH &k LML, RIVASE A HTTPS PUT - #d5 A% 4.

BV SV BRI T S O30 e 4 H] B 5l S SSH ST EHUN, B PIEeft Ly 3de
E, HHATFERM. RSS!, PV AT S mEaE, g SIHARS T ORI IR A .
FILAfEHI HTTPS PUT #5LA N AU SSH 4] 1458 AL

root RS

DSA %4]
DSA /s HI%%H
RSA %547

RSA 2\ JH#9]

BHEEN 1 AEBK /etc/ssh/sshd_config 3.
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1
2

e R IR, AT
B RAR RN M E 2 —.

LR e

root FA F ARV A L5 https://ZH 526 IP H#ifif/host/ssh_root_authorized keys
PN FATUEAT 5 R B BURFRA TT_E 3t S

DSA #4 https:// ZH 58 IP H#ifif/host/ssh_host_dsa_key

DSA 2FH%4A https:// ##H52 IP/host/ssh_host_dsa_key_pub

RSA 4 https:// Z#Hl %58 IP/host/ssh_host_rsa_key

RSA AH%4$A https:// ZH 45 IP/host/ssh_host_rsa_key_pub
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£/ ESXi Shell
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J5 H BSXi Shell (HTMBEHE: . o1t AL R ABER s T, #B0]LUSHFIZEH] ESXI Shell,

ESXi Shell JE TR 25 DA 5 7] ESXi Shell,
SSH JE IR 25 LA ) SSH mef&i4[h) ESXi Shell,
B 414 Ul (DCUI) MR BUERT N s T R RS, APTRLLL Root FH P By (5 A B 5 81 B

Pepitila SO e M ete il SRJE T AR I£ 8% 5] vSphere Client Bl
35 H BSXi Shell 2E351R] 4L,

Root F FAIELA B b1 f @it PRI LLR] ESXi Shell, J&T1%5h H st4H ESX Admins 19T PO Eah Bl E &
M. BONEO T, A root 1774 AE# 1] ESXi Shell BT & Ziwnr4 (41 vaware -v) o

HEE RGNS A ESXi Shell.,

m  {fi]{] vSphere Web Client - H]X} ESXi Shell fJij5[71 55 85 11T,
AL ] vSphere Web Client J= FI%} ESXi Shell fAMFIZERE (SSH) Vilnl, F-4% & 4= PRIR TRIFIR] PR
I E R A F A (DCUT) J5 AT ESX Shell fi51R155 87 1T,

R B Rz 5 P SR (DCU), 4] DA IR T SORRSRAE AN S LA TR B 1 4T A 25
i RGeS A L ELEz il 3 P i

W R ESXi Shell LABEATHIEHFEREE 88 1L,
fifi H vSphere Web Client, vSphere CLI & vSphere PowerCLI $14T ESXi it {55, %% ESXi Shell (LA
TR AR SRR S TSM ) G TIEHE: -

m  SSH ‘445 88 UL,
AT T] SSH e 237 2 ESXi Shell T4 A UIHIEHESAT S .

& vSphere Web Client /3 A3} ESXi Shell fjiAid
A LA H] vSphere Web Client 5 A1) ESXi Shell fAMANZERE (SSH) V511, -5 B2 PRI TRIFTAT 1IN

& (/1] vSphere Web Client, wefEarA4T 1T H (vCLI Fl PowerCLI) FNE &Ai API K5 EAL. Bk
TEEERJA T SSH VIR RIS &L 1, 75 MIASEE 5 66 SSH. & I LA L ThAE o

AR SH
GREAE AL SSH 24, AIVA FHEGZH Y] S0 83 1T,  “ff SSH 4] 14L& ESXi 14" .
B

1 7f vSphere Web Client 15 ¥ir1, 5 %] 341,
2 I EEBERIA RARCE .

3 kAL T, nFReREXA.

4 fE HRZST WA, b,
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5 MIFerhasE— RS .
m  ESXi Shell

m SSH
B RS UL
6 HLIRESHMER, AR RS EEIRNE IR R

IREREFENERAUE IR, WESE S| EVIN A BEIRSS . AREAETEH S| S EVUN HEhIRSS, ks
HEH—EFEshAnELL.

7 SR ZIRSS .
8 HLLHE.
T—%
¥ BSXi Shell (1 R] FIVEFIR BRI . 155 0 5% 86 T,  “ff vSphere Web Client H1>kj ESXi Shell wJ I il
MG R 45 86 U1,  “fF vSphere Web Client H1 R ESXi Shell 2 i 1] 5T
7€ vSphere Web Client F14 ESXi Shell 7] F 14 61 22 & 1t
BRNIEOU R, ESXi Shell AbFAEFIR AT, AT ESXi Shell R FMEEIN, 4255 shell I g2 4x
] PRI B R AE I ] ESXi Shell Z JRAMAAUE 2 T, W DAG i R E . b IR 2 5, Zks 2
B, ARV PR,
L2
1 ¥& vSphere Web Client }i5 5.1, %% 8] F41.
2 RUCREREEE RARE.
4 Pt UserVars.ESXiShellTimeOut, SRJ5 4548 &Ibx.
5 HINWEBN RS,
AT 2 SSH IS5 ESXi Shell ik5s, Al A BEAK
6  HLHE.

IRAE BN IR R85, Eatmis:. B2, EEMsmmamgita, NrRsokeEs.

7€ vSphere Web Client 14 B/ ESXi Shell &g &R

QR AAE AL ES T ESXi Shell, {HEIGIC TiEHETE, WIRE SRR IR RRERIRS TR
ARSI NS R AT RENE o ] DA Dy PR 25 0 e BRI Rl 1 B L

PRI RIS S i P PRI B 22 B A il A 2 i T AR (O Tl . #45T DU B et & i (DCUT) 5%
vSphere Web Client Mz i AL (SSH) 2 1A THI o

L7

1 ¥& vSphere Web Client 155141, %2 41,

2 RGO EEE I KRR

3 ‘AL T, FRERERE.

4 Wbt UserVars.ESXiShellinteractiveTimeOut, Hi4a#br, SRIGHI NN

5  H¥i/e5h ESXi Shell IR 51 SSH RS, PAGHIHHIT A3
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WRAZ SRR, TR A JIRR A e o

(& A EEEH 4 BARE (DCUI) ZAX ESXi Shell #3155

i ARG RS (DCUT), ] LA IR SORRSRE A EA IS B T2 B 1 (AP RS
LA EORIE T SR B & P S

FIDAE T el 2 1P B R HIAT ESXi Shell FA ATz R 15 17] o

HE ARG ) AE . vSphere Web Client, ESXCLI sk HAWFTHE T B M TR, S50 —
NI ERAE T B MU B AZ B A A7t o ARAERRAZ X e S 2 B LB e, AT e R AX B B

L2
1 MEREAsHIG R, #% F2 Uil “REAEX" K,
2 EPRSEEHFRRREN, JR)AH4 Enter,
3 N WBEHEEREAET b, e EEEEIIRSS .
® /7] ESXi Shell
m 5] SSH
4 % Enter LAURHIZIRSS
5 % Esc BENR B H Byl & R E 8 L,
T—%
BT ESXi Shell fn] FIVERINEBI . 152 WA 87 D1, “fr B febstil & T Sy ESXi Shell nJ PG
FRI™ FNEE 87 BT, “ VPR ESXi Shell 2 il OIAHHIT" .
EEEEFARAARETRA ESXi Shell 7T A% B
BRNEBL R, ESXi Shell &b FASIRAS . AT 4L ESXi Shell A AV, $255/5 ] shell BFf2e 4t
] PRI S B R AE IR ] ESXi Shell Z JRAWAAUE 2 1T, WAL Ol A&, b IR 2 5, &ks 2
S, JEHAR I E R,
L2
1 M\ “TPEHEs R eh, %8Bk ESXi Shell #1 SSH &R, #AJ5#% Enter.
2 EONE YR
P TR B SSH k55 F1 ESXi Shell IR55, #N A4AEAER
3 #% Enter J14% Esc I EiR [ B B4 6 & 11 SO 22 5
4 ERRE.

WAL N IR R T B, et igg, (B, BUEmsmem&atin, HPsLEeEs.

AIRE ESXi Shell &iF IR

AR PHE LML AT T ESXi Shell, {HATEAC TR, WP E 2R IR BARES . 4TSS
AR NG WS A AT RENE o AT DA PR 25 05 e B IN SRl L B L

PRIEDHEIN S TR A2 EL vl 2 B AT AR I TR o W PR EURRIN [ B £ T 5% 8 ESXG Shell
IR, TiASEmREA 21k,
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SR DATE B & T SO e 2 DARD g SR A OB B, BRAT vSphere Web Client H1isE DAST Bl B U
NN

$B
T\ “WPEHFER BT S, P83 ESXi Shell #1 SSH f@HY, /X544 Enter.
2 NHERBERE (DU .
WRAZIEEHT 5 5h SSH AR 551 ESXi Shell AR5s, R HEARK
3 ¥ Enter J1H% Esc B EIIR [0 B E feshil & - SR E 20
Rz R IR, ] PR SRR G 5

&3 ESXi Shell MU {TEEHERE

f#i ] vSphere Web Client, vSphere CLI & vSphere PowerCLI $\{ T ESXi fic &{T:55. &% ESXi Shell ( PARTHK
BRIk TSM ) A4 TR HERR -

L2
1 HPA Jyikz —%5% ESXi Shell,
B QURRTPAEE AL, ST IR & 4 AR FTIT SR U .
B QUREEEARE R AL, R SSH s H M sl 4 AT ML Eh e
2 By NBEEH EN LU R A

SSH £&
AT ] SSH 7R ) ESXi Shell JHHUTEHe UM HER AT 55 .
ESXi Ht) SSH it B35 T ik, AET IR0 .

S 1 [E SSH i VMware A2 FESE 1 Rk SSH P, g PASRS 52U I EE 2 il 26 2 hi
TERE T 28 1 R IFAE RO A T, HARML T — MmN S Bz L gk
Tl

RETEOLEE SSH WERHAV S+ 256 {31 128 {37 AES %65,

XUERE B AE it SSH AR B FER O EUR E B T SE R a7, ANRE SO IR B
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88

L ESXi A4, FILICKHETHERA . fEBERAY, FrRfEanatEs vCenter Server i
170 JU vpxuser FIF A SRIGUERIR, AR P8 ICEE B EAURITHAF

YR T BERN, AICTEMNEBIIRS A% . A vMA £E% F41E1T vSphere CLI 54> ANAHRA 1Y
T HATRETCIE N ESXi EAUS R B2 5 .

FRE WPAEE “DCUT VIR S lic v el F ) a0 id DCUT B[Rl 12018 il DCUL Access
PEJym, i ESXi AP S BRI RAE i %52 F Aol DARGIN 510 DCUIT, B X e A2
EHLR CFEAME) , WETETYUETareEAR, thigdntt.

Jo FHEZE e R S 5 RS R A UIRSS RO 1282, (HAR SR s IR 5 RO mT FAE . thal2dd, ks
JUT ESXi Shell, SSH ¢ B4z 4 1 7L (DCUT) ARG, WIS EHUE AT BER, XUk S E8 4k

ZUaAT,
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A DA AR I EAUA) SR =AU INE] vCenter Server., fififf] vSphere Web Client 25 FE = ATk il 1 B F2e
& H i (DCUL) o 8t et

HRE QURETE RS G A (DCUL) 3 s A BUER, WAL R PR R AR ok . 2
R IXEER R, A %P2 B vCenter Server [ vSphere Web Client i FHFIAE FHH et

PER A E T E U InE] vCenter Server HJ ESXi 41,

BEENXITH
P TTIBUE B 2 AT A I EHUIR 25 10 T
R RAYEEA BRI A

FERIBEREUZ T, 285 ESXi Shell YT P b RFEEFIF R LIt Tar S o (HIXLEE ] IR A e ikl
HAAE P CEAEENL R P A B A G ) #A T EAGE ] ESXi Shell 564 T8 & AT
FHLo

@i vCenter Server i5id]

7t vCenter Server A% A GURAN P T DA ] vSphere Web Client 2%/1]H1 vCenter Server R4
PR EHRI B E R

M DCUI ¥ia]

AR DCUT 3 PRAS R P A28 rTUABE F B2 & P S (DCUT) Btk B B IREE I BUE R, AP
EZN P ARG IZ N ERE P D . BAUEH] “RPaE” A HeR T DCUL Ui

R ST DCUL S M8Ei=Us, Fri B3 DCUL Ui AR P s T iZ 01RO BE B ffr

R FEHL Y root F e AT EE B (0 T AR 4% T DCUT P IAMERAL, Mt i TARRIE T DCUT B
SEENZ ML R EHIAS vCenter Server B ERER F 4R EHULE VI, WA B4 DCUT Vs AR
BETETR] DCUL HEAE A E =, WK DCUL RS T =11, BAIE#12e R ESXi.
HEAEARPHHSEER RS

NRER T EABUERARNE R BB TN AR SR T T DARE TR S . — ik, HiEilid vCenter
Server HE{THE, root HIF AT LA BLERAEHI G St T, (HANBEM ESXi Shell sitfiid SSH 2 ihEf THE

®7-2 PIERXITA

i 5 EFE#EN HEHERK
vSphere WebServices API B, Bt ESXi AR Xt vCenter (vpxuser)
CIM FHEFE FAL AR A R R S A e {VPRE vCenter ( ZZiiF )
M
BBl G UL(DCUI) FHL R P RRAER R MEr RS
P
ESXi Shell EHLERAR A AR SR R A
M
SSH FHL IR RIS U JoHI
iila
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{ H vSphere Web Client |5 i

JE B E B DA B SR T AT 0 MG vCenter Server BT, R DA T B 44l & S 5 (DCUT) J5
B AR BRI,

L2

1 7f vSphere Web Client /5 i1, U534,

PR BRI TR AR E

£ R4 8, SFEReREXH.

fE “BUEREL AR, Bl

HeRE B ASER.

6 HEBE.

62 B O B ]

NE#ZH A A RARERASERR

PV Bz 5 P B (DCUT) J5 e .

EE R A E RS RS A A AU B, WL AP RO S E A, BB IX AR,
AU L 5] vCenter Server Y vSphere Web Client jii FHAIZE HBUERA

il

1 MR EEESIG A L, #% F2 HE5R.
2 RIYEFEEPERILE L Enter,

3 4% Esc ELAR BB BLEesl & P Amrg 235,

fEEEMERENXTRE DCUI i BRI A H

WAL R E RS E A T BUE B AL T . BAg DCUT Y3 AR 16 AN T A X ML e S E
o #EATPA{E vSphere Web Client 1) “m4idt " Hi#% T DCUL Vi[APRFAYL

{E vSphere 5.1 Z Hif i AS[¥) vSphere H1, HLTI R DAAEAL T8l ) AL 153 %) DCUL, £t vSphere 5.1
W, FHAETEUERRI, ERTLLHEE VPB4 ESXi 8588 DCUL, X Sehhik ] AN B A A 341
I SE R TARA . FEE R AR P 2 AN R P A mT DA SRR FH oA T8 e B SR LA T T 4R

B A DCUL AR5, BT A DCUT Vs InRHU I 38 90% Tz 20 B B M

SR

1 {f vSphere Web Client X% Gt , HIWH| 34,

EEBET R, RERERE.

RHEEERGERE, REEFLE DCULAccess,

LR, AP 2SS BRIT.

BRAESLT, EfEiR . REE T EO—AEAT S, BIRTAEAT DCUT Ui IRBR I P18 i

[4: root,
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{£F vSphere Authentication Proxy

{ii ] vSphere Authentication Proxy IN, JCRzRHmaD HR AT E B T, PR INENEn , S5t
£y F SRR S5 s &4 A S S uE AP AR 55451 TP Mk

&% vSphere Authentication Proxy iR %
TUfi 1l vSphere Authentication Proxy IRSS AT RS UE, AATIE TN E LBz .

A LATE 52K vCenter Server AHIFIY T3 4TL I 224 vSphere Authentication Proxy, WFRIVATES vCenter
Server BT ML HAD TR F 2235 vSphere Authentication Proxy. vCenter Server 5.0 2 Hi[FJRAT 2
¥ vSphere Authentication Proxy,

vSphere Authentication Proxy /Il 5545 £ IPv4 Hitik L5 vCenter Server #7115, HASCFF IPv6, vCenter
Server H{ii 4l IPv4, IPv4/IPv6 R A4l IPve [EAL |, {Hitifii) vSphere Client 4% vCenter Server
HTH A AT AT TPv4 Hihit, DA# vSphere Authentication Proxy i 55 HEMES I 1547 .

BTR&H

B AR L% vSphere Authentication Proxy IR 55 (1AL EEAETER BIAR

® A ENIEA Windows Installer 3.0 ok 50 =i A

B AT LRSI E RS, vSphere Authentication Proxy S RHIMEFRESFAIEAE RSt S vCenter
Server T FFIIAHIAL

B AN AR IPv4 Hikl, TTDLAESE TPv4 B TPv4/TPv6 TR AL |42 vSphere Authentication
Proxy, {HAAETESL IPv6 [EAL | %% vSphere Authentication Proxy

® {14 vSphere Authentication Proxy 2225 %] Windows Server 2008 R2 141 I, FTLAM

support.microsoft.com Pkt N % Windows HITHA S E 981506 HITiA ) Windows HUEAME 7 I #E T4
B, WARAZENPELMER, Authentication Proxy &l s o T#II61 . HBIZ IR IRI N A 2
1E camadapter.log Hi R2B LT 0= CAM Wik CTL #4748% (Failed to bind CAM website with CTL)
FIFEWIGL CAMAdapter (Failed to initialize CAMAdapter) FJESTRINE..

WA MR EASE e e :

m F9 vSphere Authentication Proxy FIf7 2 ( SAEHERIME ) o
B vSphere Authentication Proxy %421 vCenter Server A1 IP Mook F4144 . HTTP i A o
m TFERIZS | FrH vSphere Authentication Proxy AL ML Bk IP Mk,
L7
1 FEEZ2%E vSphere Authentication Proxy IR FHL I, Z¢%% NET Framework 3.5,
2 %% vSphere Auto Deploy.
At Auto Deploy Fl vSphere Authentication Proxy M 35 Z3E7E R —FA1 F
3 KB SRE U IR S A IR
4 (TR R DK P oE SR A Lo
5 TP AERE R Hor, Bk autorun.exe SRR T o
6 %5 VMware vSphere Authentication Proxy, /5 B Zed,
7 EMEASRR TR R
RSN, GBIk M T Auto Deploy [ vCenter Server SUBIEH T
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HER % vSphere Authentication Proxy WSS, 2 fr 2 01— HAAMS AUk -, DMEIETT 5
EIERIIRSS . P AAREARTER cam- THA, FERAT—AS SHOURIBEN LA R 32 SRS . Bk
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BT S8 E
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FXIREE 91 T,  ““4¢%E vSphere Authentication Proxy k55" FRUEHTE F241 I 4¢%% vSphere Authentication
Proxy k% (CAM IR%%) .
R
1 @EHLER TS FEER 3L DHCP B
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b AT R SR CAM ISAPIL,
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c  EPERINARVEE > IPv4 HHEER

QO
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B EiEH QAR B2 AU ERIAUE TS, s AL INE] vCenter Server, DAfi
SOy RER & f s Tz L.

CA ZZIEH F CAZARIUETS (DER R85 ) IS INEIZe5E SR uEREEIR 51 A 4 ROA
MRS UE 1774, SRS TE#T S 5h vSphere Authentication Proxy Adapter Jilt
%o

T Windows 2003, BuE45C -4 HilF] C: \Documents and
Settings\All Users\Application Data\VMware\vSphere
Authentication Proxy\trust,

® T Windows 2008, Kub45 & HI%] C:\Program
Data\VMware\vSphere Authentication Proxy\trust.
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3 EBRTIAES L H&% ] Base-64 475 X.509 (CER).
%

N
FUE-B SN E] ESXio

7£ vSphere Web Client $14& Proxy IR &22iFH SN\ ESXi
T4EEF ESXi X vSphere Authentication Proxy fR55#80H T I, B ARERARSS 2R b1 353 ESXi.
fifi 1] vSphere Web Client 1) L ¥ vSphere Authentication Proxy IR 55-##uE 15 _44&] ESXi,

HTREH

WSS 91 T,  ““4¢%% vSphere Authentication Proxy Ix35” HHOUEHAZE L I 2% vSphere Authentication
Proxy JR55.

31 vSphere Authentication Proxy JIR55#%iE15, 4155 93 11, “FH vSphere Authentication Proxy iF {57 Hi
Frik
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7
1 KSR REIR S5 w45 a2 AL AT DA I A
a  7E vSphere Web Client /1, I35 EI FALR Ui IS (748, SRG B ERET K.
b RS, L R BSCE.
2 JRENEA, SREEETIT.
FE NI L AE T EO, WIHE# ] vSphere Web Client AU R4t L 2036 S m b it
MR TN, RSB
WHECERT R, RS SRR S .
RS,
FNE)ENLE S S AREE IR S5 AUl A5 SO e B AR AN SR S RBR IR 55 75 14 1P Mtk
W “[E 5N XA TR NER S A 2
7 BERN
%
1 T LA H] vSphere Authentication Proxy i 55#5 0 P2 T L3 36IE

AN G k=W

1E vSphere Web Client f1{ff vSphere Authentication Proxy 1§ #1 in 5

A5 EHUI L RIRSS S0, FTDAR A vSphere Authentication Proxy NS5 #8E{TEHARE. A4 (L
I) Active Directory £

LA IPA FRFRICG 1 — i NI
B name.tld ({7 domain.com) : FEERIAA RS N GIHZIK

B name.tld/container/path ( {§J4]] domain.com/0U1/0U2) : FERFEHLHFIT (OU) FeBlEZmk .

AR
® i) vSphere Web Client %45 vCenter Server #%t.
® Q1SR ESXi AL T DHCP Mk, 5% DHCP Ji5/H.,

NS ESXi IS IP Mk R T TR, S0 uE O SR A O (T vSphere Authentication
Proxy IRFSHK NN, DAE S 336 ur BRI 555 7] LAE AE ESXi IP ik,

B R ESXi I ES LU, iEE R ERIZENIAINE] vCenter Server, X W SHANIGUEREIIR 557515
f ESXi,

R ESX I CA 25 44iE T FLAE ] Auto Deploy 4%, 146 1E CA IEF2 75 IR INE] 3 5E
PR SS R AM AT S UE A, QiEE 92 01, “FlE F=HLLAE/T vSphere Authentication Proxy 47T 5746
WE” TR

G ENUN vSphere Authentication Proxy 55 #5051 T S 3 560E .

1 & vSphere Web Client HHIVT ] =01, SAF RSB,
2 RERE, RRkPSmnmuERsS.

3 Rl

4 AN

{&# F name. t1d 5X name. t1d/container/path £\,
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5  utPERREARS R
6 AR UEAEIR ISR TP Mok
7 RLBE.

i ESXi #H1H Authentication Proxy iE$H

AL vSphere Web Client HV R {E UL MUE N UAIHIUA FOUET

BTREM

B 4 Authentication Proxy U453 £F I 3&] ESXi £4/.

7

1 7 vSphere Web Client /3% ESXi 4L

2 EREBEIRH, RGNS HEAIERS .

3  RESAES.

4 O\ SSLiFB1% 2l vSphere Authentication Proxy JR55#%

(&% ESXi Web £IEIEE
UM Web BRI, 535858 fecE T BRI 4 e

bz WP S NSRS 2 g o manzlhi il GRS DS AR e V= B Prig

B R SR ER AT BB E U . ESXi A Sc e AT s (RIS ) o iRk SR e
fOAGE, T ESXi JHRE¥ oI B R .

m EADARCE Web £0H, DUMEEAEIEBRNAL S 8 2000 . 5 TBua T e s G L FDAE
i & VLA IR A RN S, RIhAE M4 H .

A INDS WRAF B ARAFETE EH A, (B0, f#E7E NFS F= | ), WIXE BSXi 2R LWL IEREN, ZFHUE
ToEvs X e i 45, A, EEERIFENINE T ﬁklﬁiﬂﬁ Hﬂﬂﬁﬁﬁci SSL #2F,

m TR HEIEAEE I TN, BRI T £ vSphere Web Services SDK 4% )5 ]
SSL. WISRER XA DA CA AR TINEs , 1% vSphere Web Services SDK iE£AEH] SSL,
B N HTTPS )% HTTP,
AN X e & P Gl | 54 AR BRI A R 25 }Jﬁ%"‘ﬁﬁ SSL, {EiXFERIIAEL, 2P ks, HS
T2 BRI G R 2R, 28H SSL Alfgmtne, N EEN T AT NSRRI T4

L ijT[SEJbaeFH ESXi 55, KRZENHB ESXi ks A ki i 1 443 (T HTTPS f&5itim 1) Kisinl.

i1 443 JTI/E ESXi (1S rARRE, @ik HTTP m@ fﬂ LRATAE SR ESXi FIIRISAIER, (HAURASE Y

ﬂ, MIABE B P A S Bl IR 55 o
AL B TR R, DA AT HTTP 4% EEAR SRS o BRIERTESE 2 AR IR P 1] ESXi,
NPT I B

B T4 vCenter Server I, UF PR .
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# Web REEE A FEIEBALE P RIS
FEATLARC T Web RRER, DMECEIRBINLE P8 215 . T HUE B e s G L DUERE 2 5 4L
ARSI AR S, IR M .
iz
1 DIEAEEE GRS I S 36 5% 2] ESXi Shell,
2 KRB Jete/vmware/rhttpproxy/.
3 ISR ATIT config.xml STAF, FH4REIDL N XML 45 B,

<ssl>

<!— The server private key file -—>
<privateKey>/etc/vmware/ssl/rui.key</privateKey>
<!—— The server side certificate file ——>
<certificate>/etc/vmware/ssl/rui.crt</certificate>
</ssl>

4 FEHMNZE B USRI & FS P SR Ze 0B 2K e /ete/vmware/ss1/rui . keyo
AR DA T AL E, AT DA T HR A B A el B RS R0 S h 2 L F

BEE #F; <privatekey> Il </privateKey> XML Fric 25,

5 M AT UER IR A - IE S SO 4a 0 I 2 R B i /etc/vmware/ss1/rui.crto

e N AERHERIEA rui.key Al rui.crt SO FEATS IR EESCH

6 PRAF SOOI
7 EHRE) rhttpproxy HHE:

/etc/init.d/rhttpproxy restart

E Web RIERSZHIREIRE
FTIBO A ARE, DAEATEY HTTP b B sl 4 Rk s
Ty vSphere 5.0 B FURRLH &AW F, WA A 97 01, “HIE Web FRIRIISS 5.0 RO FRURIIZ A4

TR

1 DIRAEE SR - S 38 5% 8] ESXi Shell,
2 CKHHEFEENCH Jetc/vmware/rhttpproxy.

3 (EHISORGHIFEAT I endpoints. conf 31
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4 MUEFREHESCL R
Bilan, GrREEMEMCS (] HTTPS (AR SSAIR RS H . LAZSIN HTTP 5 R

FET iR
connection-type A A
A

iz
namedpipe

localtunnel
remotetunnel

namedpipetunnel
KT local 1 localtunnel, iEHEfs11%5
% T remote Fil remotetunnel, 152 ft HostName/IP_address:Port .
T namedpipe F namedpipetunnel, GRS EEA SR ST
AT
HTTP /5#E=0 MR35 e vl s e Al B2 OME B EE
®  allow - 5o¥F HTTP s,
B redirect - Y1 Endpoint Mihl 2 A g 11, W% P e 4 443,
QN2 Endpoint HohF iR AL, W& P B A 2% Lo
B reject - JC HTTP 15[,
HTTPS 5=t Al B2 OB A
®  allow - 5o HTTPS 1],
B reject - ATV HTTPS Vililo

endpoint-address

5 RAFHEBOFHICHE,
PN 7- iR 1 522811 endpoints.conf U

# Endpoint Connection-type Endpoint-address HTTP-access-Mode HTTPS-access-mode
/ local 8309 redirect allow

/sdk local 8307 redirect allow

/client/clients.xml local 8309 allow allow

/ui local 8308 redirect allow

/vpxa local 8089 reject allow

/mob namedpipe /var/run/vmware/proxy-mob redirect allow

/wsman local 8889 redirect allow

/sdkTunnel namedpipetunnel /var/run/vmware/proxy-sdk-tunnel allow reject
/ha-nfc local 12001 allow allow

/nfc local 12000 allow allow

T—%
Xf endpoints. conf SCAFIHATHNUS, A4 kill -HUP <pid_of_rhttpproxy> R {5 A IR EHT INAHT Y
Endpoint

E¥ Web RIBIRE 5.0 RERMAHRLIGE
AT ROt 2 AR, DA ATIE A HTTP SR TBe i & RS .

B GE RO 5.0 M BERRRA . MRRAS 5.1 146, T BB SRR e ARl A7 RABTOHT S,
HS W96 U1, “HES Web RIFIRSS 2" o

B
1 DIEAEE VR F P S5 8 5% 3] ESXI Shello

2 B HEHEECH /etc/vmware/hostd/directory,
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FEFISOR G AT T proxy . xml X,

SR A AT R s

<ConfigRoot>

<EndpointList>

<_length>10</_length>
<_type>vim.ProxyService.EndpointSpec[]</_type>
<e id="0">
<_type>vim.ProxyService.LocalServiceSpec</_type>
<accessMode>httpsWithRedirect</accessMode>
<port>8309</port>
<serverNamespace>/</serverNamespace>

</e>

<e id="1">
<_type>vim.ProxyService.LocalServiceSpec</_type>
<accessMode>httpAndHttps</accessMode>
<port>8309</port>
<serverNamespace>/client/clients.xml</serverNamespace>
</e>

<e id="2">
<_type>vim.ProxyService.LocalServiceSpec</_type>
<accessMode>httpAndHttps</accessMode>
<port>12001</port>
<serverNamespace>/ha-nfc</serverNamespace>

</e>

<e id="3">
<_type>vim.ProxyService.NamedPipeServiceSpec</_type>
<accessMode>httpsWithRedirect</accessMode>
<pipeName>/var/run/vmware/proxy-mob</pipeName>
<serverNamespace>/mob</serverNamespace>

</e>

<e id="4">
<_type>vim.ProxyService.LocalServiceSpec</_type>
<accessMode>httpAndHttps</accessMode>
<port>12000</port>
<serverNamespace>/nfc</serverNamespace>

</e>

<e id="5">
<_type>vim.ProxyService.LocalServiceSpec</_type>
<accessMode>httpsWithRedirect</accessMode>
<port>8307</port>
<serverNamespace>/sdk</serverNamespace>

</e>

<e id="6">
<_type>vim.ProxyService.NamedPipeTunnelSpec</_type>
<accessMode>httpOnly</accessMode>
<pipeName>/var/run/vmware/proxy-sdk—tunnel</pipeName>
<serverNamespace>/sdkTunnel</serverNamespace>
</e>

<e id="7">
<_type>vim.ProxyService.LocalServiceSpec</_type>
<accessMode>httpsWithRedirect</accessMode>
<port>8308</port>
<serverNamespace>/ui</serverNamespace>

</e>
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<e id="8">
<_type>vim.ProxyService.LocalServiceSpec</_type>
<accessMode>httpsOnly</accessMode>
<port>8089</port>
<serverNamespace>/vpxa</serverNamespace>

</e>

<e id="9">
<_type>vim.ProxyService.LocalServiceSpec</_type>
<accessMode>httpsWithRedirect</accessMode>
<port>8889</port>
<serverNamespace>/wsman</serverNamespace>

</e>

</EndpointList>

</ConfigRoot>

4 MUEFREHESCL R

=7 HR ESXi ENEE

Bilan, GrREEMEMC S (] HTTPS (AR SSAIRI S H , LAZSIN HTTP 5 [R]85

JETT iR

eid JIR 555 ID XML ARICH ID 4 5o ID 44 578 HTTP s e —md.
_type AR EIIIRSS AR

accessmode & A R ORI (= 5 WA B e N[ KR LR

B httpOnly - Hfiil

AR HTTP sk 15 AR 5% o

B hitpsOnly - H ARl HTTPS ik iR SS -

B httpsWithRedirect -

HREEE HTTPS #ERok ik Ss. mid HTTP & H

PRV SR A T 1 B AR Y HTTPS URL.
B hitpAndHttps - i HTTP il HTTPS PiRERE K IRk 55

wo IECZIRSS G IS . RTRUAIRSS /5 Bl e 15
serverNamespace LIRS IR SR &S n], Bl /sdk B /mob,

5 PRI P,
6 T3R5 hostd PHFE:

/etc/init.d/hostd restart

vSphere Auto Deploy &£+ EHI

LRI RAPEEAEE, TR Auto Deploy 5 AU AT

Mgk

SR I T REAFAE 2 2 A

BRAPEEROMILE , G SE T PXE 3558775 k. vSphere Auto Deploy it SSL &5, PAR 1
INTHRAMIINT . HSE, 78 PXE 51 S HIAAL R 2% Pk Auto Deploy RSS2 LI

i SE 4 bR ALl ] Auto Deploy %%, I PLUKIEFEAE Auto Deploy 1724 A% o

S5ISBEMENEEL =L

vSphere Auto Deploy 555 MR TS | SIRG T AR A LT 411

B PRI E ST AT VIB S A a5 | S g
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B 4UR Auto Deploy MU E N0 EHUAC B SO E EHLFE SR F A EAL, W AN E SN E
SRS AE S| S o

m EHURCESCAR AL A E ST B D1 (AR ) BRI i it T T MDS5 il

B SECE SRS AT AT R AR W SO X Rl I UG B SR L Active Directory, U
AR

fifi H vSphere Authentication Service ¥t Active Directory LAkt 23 ) Active Directory %55, 415k
i FH AU B S5 . Active Directory, MIBHHLASZ 47,

B EHURATIANE T SSL IR e 5 | b

EIE ESXi HEXH

100

HS SO B g4 TS R AR S R (R B — A, K H Sl RE L 4. BehalH
SRS FREA B TP H SR wofe H Sl s hpefe B arizac .

PSP TIE i 2 S i 6y e

B R A H SR BRI, BRSO, ESXi ML I H SN SRS Bk, 448 FH
SIFENUN, HERERA, FFEAUAHE 24 /INNTOHEEIE . 2R TR AR EICRm, a2 ik
Saei s T L.

B R AR H SR A LR H SRR B R ML, e A TR SRR AR A L
Bt AT DS TR AT AR R H S8, X ATREa RIS E R, Bland 2 LA St o

R 4T (9140 vCLI 5 PowerCLI) S/} APL % Ptk ESXi F:41L FAC 2L 24 syslog.
B 7if) syslog fc Bt LABPRIC 2L T 5300 syslog RS, BFE AR .

7£ ESXi #l LHLE Syslog

Frfa ESXi EAIAIEAT syslog k55 (vmsyslogd), Zk55Hk F VMkernel FIHAt R Zed 11008 B =2 H G
PR,

AILAff ] vSphere Web Client bk, esxcli system syslog vCLI x4 3KEC L syslog li55 .
A vCLT ST B, 152 W vSphere a7 78BN Ts

L7

1 7t vSphere Web Client i #iH1, 2L,

2 EREELEIR.

3 fE “RH WP, RERERGHE.

4 B RRARZERE” YR Syslog .

5  BefawdE HEICs, s ERscE, ARG “4EE” bR,

JEIR Hiik

Syslog.global.defaultRotate BEE R BRI RS H . WILME2RTEEN gz E, DU R
R = et (=

Syslog.global.defaultSize ARG H AT, B H BRI (KB)o W RATE 4 o N 22K
H, DOy ATl ke s iz

Syslog.global.LogDir AR RN E T, % H R TREALFH:38A0 NFS 5k VMFS &1, U A S

ARG /scratch HArTog s | R WA . HRNAREN (2B 155
Y TN N I S B S A €] e N R S N ) e I
%42 [storagel] /systemlogs i Ak

1% /vmfs/volumes/storagel/systemlogs.
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=7 HR ESXi ENEE

JELT

i:p

Syslog.global.logDirUnique

VEPRIE TR H] ESXi =ML #FR7E Syslog.global.LogDir 87 H 5 T
QI H . W2 ESXi AU IR —A> NFS Bk, WME—f B3 EH

Ao

Syslog.global.LogHost

I HFE L syslog M EATZFEEAL, PSR LA 320K syslog 11H.EL
o ATLLVEREEMYRIEE 1, 5141 ss1://hostNamel: 514, %5 UDP (2
N) . TCPHISSL, vehEFHIABIL ST T IEHL L syslog ARG K11 syslog
HME TRRCEAEE, 18 Wi BN EATZEEER syslog IRS5 SRS

6 (At AR HERERIA SR/ H SR e

a  REAEXIH SR AR,

b A YT BIbR, AR RN H SO N

7 LR

X} syslog B BHSCRE 7 BIAE R

ESXi BHEz it

ESXi 1l i H] syslog Dhag, £t H A id xS S,

At wE A&
VMkernel /var/log/vmkernel.log CR S ERHIA M ESXi A XI5 .

VMkernel 245

/var/log/vmkwarning.log

RS LA SIS 8 o

VMkernel ${# /var/log/vmksummary.log FTf7E ESXi HUIEH A TN [l ATRT A
ZaHEE (LLESHE) .

ESXi EHURIEH & /var/log/hostd.log A ETRAIRC S ESXi LML R
PREERA A5 B

vCenter CHEH & /var/log/vpxa.log f14; 5 vCenter Server {5 HUFRIA
A5 B QR AM U vCenter Server &
) .

Shell Hi& /var/log/vpxa.log FU2:8E N\ ESXi Shell fFTA 4 DLK
Shell F544- ( #il40)7 1] Shell ) [1id %,

B3 E /var/log/auth.log A5 S5AMA G S U AT 55
o

AGHE. /var/log/syslog.log WEFTAFHHEME, H ARk
RS, ZE B AR T E HE
A

REpAL 52 52m WAL S (2 WA RIS . RgRE R

vmware.log fll vmware*.log ) HAGH]
[F H&.

41, /vmfs/volumes/datastore/vi
rtual machine/vwmare.log

Tools IREANEAD . WRIREE . AL
T, vMotion iILFEAINEIN 6%

ffa{R Fault Tolerance BHEIEFIBEEHNRE
45 ] Fault Tolerance (FT) fif, VMware vLockstep F gk F R E A AR NRIERA:, TR XS A F1gs
PR B BIEAE B — WL st TSR Bh R AU L
RN URERBI RN L R H S IC Sl m A IS, I B8 % PRSI 1/0 BiEb R % P HURIE AR
FINAFNG o HEERT DV SRBUSEHE, naliscAg sy, Tk i 2 2 dis, iR Iz 4,
FralR Rl A" Bk Bldn, KL LT FT H il R s .
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WMEREMNEE

FERENLHIET TR FAURIE A S S S AL —FREIEARR 2 K o i BRI T S — R PR AU
P24

AREVE T LA R 30

103 T, CHRAUNLEHLRYT

55104 00, AR AR ERTRE”

w5108 T, CEHIBURCRESE R AL

55108 UL, Bk LBC B

5109 0T, PR EMEINE MR VMX SO

m 55109 01, “7f vSphere Web Client 1[5 11 bl 4™
B OE110 0T, RN SIG T

" 0T, CFCEESHURERSI SR

ERHLE MR
HEALE R S B 5 FHERSS 25 0 AERE BN R SRR R G % S

REFFITAT 2 NS, RN I M AEAMER o BREZC OCHAIHLIRRIREE LR A BERTRR I T, DARiX
SR B s B, Ao IR th R & HE LA S IR R . BOTRISAR A . A ARAS
M HABORI N N BAOR B AT R 2 RRAT R EE AL H

REMRERY

TG N RBER R E R G, I RN s R, B S s AR LA G TS
A, FIREE T L BRI K o

AR, JCHRAE BATREUEWR A b RN AT R, FREh i R ZrEaess
PAUERN S

DA 5 D e T B PRI DM U, DRSS T LR LR 5 50 A2 2 e
R, SRR T 7T RS
M E &= FHURERSH BRI R L&A

FERIMUAT LLRASSR HEBSR A5 B S A7 E VMES & FRUREUALH S UL PRI rl e A R
Mo H IR, X SEH A sl i dE . AN RROHERS, S ah OGRS R G2 ],
NI AR 55 o
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DUBETAZIL, P28 R ML FATURIE R G0 H e s B o X iR B m] AR H RSSO R R N
o W, FERERREES S EHUN S A — DB H S, USRS RAER Rl BRA) H S
T RN, AT DA R SEBREE A A i H 30 VMware BESURAT 10 A HESCH:, SEANSCPRIR/ N4 100
KB, XEEMAIA/INE AL BT I E S, LA AT BB B R 2 2RI

B HEBA—ANFH, #as—m HE0AR N RS TIRE], TN A ENNE S GRAE
M H SR R B, TSI s i H S5 e i S5 N H 528 AT AUk Bl e i SO Al
LIRSS TGE, Em TR H S HA/NRHIE 4KB PUT, Bk, HESHR/INM BB E IR TR 4KB
Pt

FEREMI PR B ERIThRE

FEWLH S TIE IR SS AR AT RE S DR Bt o B 2 AR RGN (RS RS I TR TR 7 ek
NRESHrAF ), Al D232 BB E AR R

W, MERWITEEIIRS SRR EIR S A I 2. R TR, 1R E IR S s DhRE R S A,
TH
 BHRER G A TIIRSS o
BN, WMRRGBATIHIRS A, WIRSEHIFTHT Web JI%5
B RO (Bl CD/DVD JRBhEs . BUSIRBhRS M USB & ALRs ) MIEER: .
SN 104 U1,  “BERADEINREIRER .
B SCHPPRRPRLT
B R, SINAEAE Linux, BSD & Solaris % FLAE A % iafT X Window R4,

BRAVENEGEE

SRR AT R 2 #E P RERON B Bl . UL E A BA R T PRI R T sl TR e & (2
WIZEIERCAT AT CD-ROM 905D ) o Beili & Pl HZBE DR RE N 2 4t o REBR AL S O REA 805 P] A BD IS
IRL G

EFHEA N AR i AU L 4 4
B AROREEARIA SR, TR AT A IR #

n NPT S A DR A . AT R FASR A3t 2 rT DAER C BT T CD-ROM SR Bl
DTS R AEIR B TP AHBURME I, BT AR LR EE L S 26 RS, AT nldEEeiRk 35 o

B R SRHEAT AT E R AL RN FRA TR T R DA O O BRSSP T EERUAL, 1
CD/DVD X sl i AT L R NI 252 o

BN TAGERARE s, SEAMFEEEEBIUY false, HPRUL N SEORE IR EDY false,

BRARTE S
B4 B s

floppyX.present  Jo3it  HAIKEhS

serialX.present T AT
parallelX.present 3t FH4THH

usb.present JeR USB 4557
ideX:Y.present Joxt  CD-ROM
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=3 MREM TS

BERAKRAFHITHEE
VMware SEUHLIAE vSphere 24 S MR V& (1141 Workstation Al Fusion ) [#fi£121T. 1 vSphere
ARG LB THAUNUN, JoRs s 3L VMX 288 B HXEE ST BRI B sl T et
BTR& M
KA,
R
1 7f vSphere Web Client J{5 ¥ 25 UM L

a  EESEUNL, HRdER O S B BRI L

b REAMSONREN R, AR LRI

AR AL, R n R E

BRIt E Dk DY) Rt

HilimR, AR EaERE .

NI LAY e =5

[©2 B NG S

B |

isolation.tools.unity.push.update.di TRUE
sable

isolation.tools.ghi.launchmenu.cha  TRUE
nge

isolation.tools.memSchedFakeSam TRUE
pleStats.disable

isolation.tools.getCreds.disable TRUE

isolation.tools.ghi.autologon.disabl TRUE
e

isolation.bios.bbs.disable TRUE

isolation.tools.hgfsServerSet.disabl TRUE
e

6  RLFE.

¥ isolation.tools.hgfsServerSet.disable & & M true N ZE % Sl HGFS MR &S#5 7 F A FROENT. 1
HGFS K AL NG HE FHURIE R Z) APL (IAN5ELE VIX 45 VMware Tools Ha)THESITIRT ) ¥
JCIEIER1E,T .

EHEFIIRERSGTIZEEH & Z B E SN RE

BANGOL N, B PP E RGNS & Z B E SRR R EAL T2 HIRES . O T bRERE 4, HiREE
BN AR RIFORENGERAE, WA H vSphere Client #H 5 H o

fi= s
RHIREAA L

il
1 f#iH] vSphere Web Client %% £ vCenter Server Z%t,
2 gL, RERTREIRE.
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106

3 HULEWWE, A5 gEACE .
4 fatR CEERT R BT SIFAEAELL ME, SR AT TN

E24 &
isolation.tools.copy.disable B
isolation.tools.paste.disable HR

BT AR & WU E R 461 VMware Tools F il A H HCH AT T8 2
5 Hli#E.
6 (Algt) WUAUER TIRESE, WS RS

BR 1 2> T 2 11 2 BY M A Ao B R A o

BRATEOL T, CASHISHR MU FIADRGERAE,  LARG LR 2 C 52 20 D b i sl o

Y1EIE1T VMware Tools [FRFL 1R I GIRVRGIS , HTLAESR P URIE R A fedastil & 2 Rl 3T 2 A0
Ko 20 & B DIRAFER RN, REAUAL A Ia TR ERPASUT] - Rt R 24 T AT TR S L6 65 PO B - iR
FHERE T & Bk U S B RIS A, s ] REAE TR P R RE N LB B U AR . OBk e, BRIA
THOL T EZSS & FAURLE R G S HIRDRE AR o

FIDAFERA SN g EAATUS T A SRR AR P o

REAAEEMNHETES

BRIAFEUL T, vCenter Server 7 H D1t 5o i HI P S5 REAUN LR PR E RGN RIS RRE P 22 ELo 0 T A
ERPRUREE . AT e R R, 1 BB 2 PR ER R AR LS IR

A W, RS BR R RES A T O s ], TSR S B R B A L I DS AR . SRk S
THPEREERAVIARR, EEEAEE P R R 75 28 DU AUE O S & PR E R e NS
MR B

Pdn, R ] AR AR L AT U B ARG R R L. 1813 vMotion #i1 Storage vMotion i1
MRS EOR IT MEARIIZREIL, XG0 N, AFREENE FAWRIE R ZH N e iR E, DA
PR IT M Ik vs MBUE(E £

BIR&H
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B AT A Y & 4 R

ESXi nJ DU BE L I A7 2RI A1 3%
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iR SNMP Bl B IEH

AUERAIEHAGCE SNMP, {5 B RE S AR 2R E L. SRR BN U] R (T fE Bt St
7

1 1217 esxcli system snmp get fiffiiE M HiI2 75 14 1] SNMP,
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