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BEXEBX—
YubiKey, f+ 4B S £}
aLl, BN ES SR
BREERBOAFE.
BHEZEYUDbIKey
Personalization Tools
(YubiKeyEtcETR) , 1
NREIYubiKey £ i, Bl
AN EHITRHE T,

YubiKey&B MM E
(Slot) , 8 HEaT LAY
MR FIEE—MHITE
&I (E1) .

1. Yubico OTP (—&X
—BhH=R)

2. OATH-HOTP (i
RN Z2BRSE)

3. #sO<

4.Challenge-
Response (i HEAUSB#E
OB AI SERkBIIE) o

Yubico OTP OATH-HOTP Static Password Challenge-Response Settings Tools About Exit

ATHERZHAN
A, —&FAYubiKey
ZFRWindows &G hT, fE
BrE2Challenge-
responsef@AYSIot 2,

YubiKeyH9EC B {EFH
BEYubiKey
Personalization Tools,
LIRERNWEB YubiKey
BIBANIE, aLBS
BENRER, UK ER
FTYubiKeyiEA (B1) .
RELFENXF®
i, % “Challenge-
Responese” B3, ©
B “Yubico OTP” K&
“HMAC-SHA1” BT
A%k, IRIEECRILIRT
BT, LLIlSEHA
‘HMAC-SHA1" , T~

kA NFHEENFRE.
BIAENEHEANE—F
&, BINBENEZRE, &
2 “Configuration Slot
27 Bia] . EthIn o] iR 4E S0
fres ZiEEE, s BEOA
B, BeEEE, =& “Write
Configuration” ENEE&
R0A],
BETXkEANMRD
YubiKey, F&YubiKey
MWindowsZ& RiE
", Z2EZTHEE D
“YubiKey Windows
Logon Administrator”
ERF, MREM “If you
want to enable the
yubikey login? 7 Z 2
MR, 1%k “Yes” ([E
), 4k “Enable in

safemode” Ik, &R

The Swiss Army Knife for the YubiKey

Personalize your YubiKey in:

= Yubico OTP Mode

OATH-HOTP Mode

Static Password Mode

Challenge-Response Mode

Update Settings

For help and discussion, head to

http://vubi.co/forum

Application Version: 3.1.20

Library Version: 1.17.0

Copyright @ 2011-2015 Yubico. All Rights Reserved.

No YubiKey inserted
Programming status:

Firmware Version:
N/A
Serial Number

Dec: N/&
Hex: N/A

Modhex: N/A
Features Supported

Yubico OTP NSA
2 Configurations N/A
QATH-HOTP N/A
Static Password N/A
Scan Code Mode NfA
Challenge-Response N/A
Updatable N/A
Ndef N/A
Universal 2nd Factor N/A




Challenge-Response

Configuration Slot

) Configuration Slot 1

[ Program Multiple YubiKeys

Parameter Generation Schame

Randomize Secret

HMAC-SHA1 Parameters
["] Require user input (button press)
HMAC-5HAL Mode

Secret Key (20 bytes Hex)

Actions

Write Configuration Stop

Results

he configuratien slot to be programmed

Automaticzlly program Yubikeys when inserted

(@ Variable input

4585 cE 15c6a7ac3d ca 22 53 fSccabd8 51 cfc2 26

Press Write Configuration button to program y

Mo YubiKey inserted

(®) Configuration Slot 2

Configuration Protection (6 bytes Hex)

YubiKey(s) unprotected - Keep it that way
Current Access Code

Use Serial Number
New Access Code

Use Serial Number NfA
Serial Number

Programming status:

Firmware Version:

O Fixed 64 byte input
Generate Modhex: /A
Features Supported

Yubico OTP LI
2 Configurations NA
QATH-HOTP LTy
Static Password WA
Scan Code Mode /A

# Status Timestamp

FI&EZENRFE, FER
& “Configure” , HiE7x
BeERMINGE, SR E Y

“Test” (E2), I2Fa032
= “Correct reponse” &,
ERERERN. RZNE
ESHaEREISEFRHN
iR, FEXR—X.

YubiKeyZ M9 1%

NFEHBELREBIPR
AES—LBAR, JLE
RE—NESEDL, LB
BSRYubiKeyi=Z £ 5ll4k
N & BUFF 3R B — Lo U
H=%

HELET YubiKey
oh, BBERLELNNZE
P &R. tban “DELL D630
OWH177 USB 1880s%+

T, X2 —MIESUR
g MEBME—8BTE
A, BFEEURNER, XF

Challenge-Response N/A
Updatable WA
Ndef /&
Universal 2nd Factor N/&

YubiKey Logon Ad... = = @

Windows 7LA ER%, A
Z[EBEmMRERE, FiEE
N2 [ERAFRIRERBES
£, ERMEAN, =B5)
=TS, KBFIEM LRE]
ARG . B8, BoT LA
BYubiKeyX BiESURBIE
=, WERK .

tabikiey Logon encbled YL bico
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PRELRR IR .

BN B ATEYW
WEBERT, 2ILFRB
& T 1E LB RTE (& A
AR EERG. 2B
i3 BB F B4 It AT
DIRIFMH TR, B2
e 58 B RIRT B R4
HEMRE. BIEEMTA
J3i%, BRBe(E FRRDAT B 1S
Wi, NASERE R
B? WebQQZ XM 75H
ZEAE, BARIINE
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TiEE. B XERD K
BN @F, EIKZ
FERAHTTPINY, AER
BEDHEMEE IR, ATLL
HRERBE-—ENHER

BRATH &b
BINRE,

YubikeyEe B TEMIWindowsZEREH AT B Ahttps://www.
yubico.com/support/downloadsEI#*T F&. T2, BETE
( Personalization Tools ) JLinux. MACKWindows% iRt T
TERAOMRAS, & NEERRIE .
HTFYubicoEMMIEESIRER\RNEKEER, FTHEEKRRBIR
AT ENRIETIEERIRE D Yubikey Personalization Tools
MEMAELIRENEIE R ERHE.

Condiguration Slot EERIE

Serial number F3S

Current Access Code EERS =Ll INE

Require user input=button press LB IOIE
Parameter &
Select the configuration slot to be programmed = ERE—NFERBA

With graphic interface BERARE

Command line [Eans

S 20151302

WE: 39

Hh ik AR iR

EATENRER, &
REFEELEXR
Ko —L N ARBIROER R,
AL ERSULIEEH.
WA 1R B 2 SRRV R T
PIEEIE, B BT IF
HITEGEERBXEN
}iE. ERELIHEE
R, 2AEREA
BOCRIRAITNEE, BRZ
B, TG B BB
TEQEE. EENER
WHITELURNFIOAERIEE
DEE?
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W&, WFBEF, XEERSEIEER
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Flash official REC
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